THE ISRAEL ELECTRIC CORPORATION LTD SPECIFICATION FOR SUBSTATION CONTROL
AND PROTECTION SYSTEM (SCPS)
ENGINEERING DIVISION SPEC: STR-1858
SUBSTATION PLANNING SECTOR

THE ISRAEL ELECTRIC CORPORATION LTD.
SUBSTATIONS DIVISION
SUBSTATION PLANNING SECTOR

STR - 1858

Specification for

SUBSTATION CONTROL AND PROTECTION SYSTEM (SCPS)

STR — 1858 — Annexure B

Annexure "B"

STR — 1858 — Annexure C

Annexure "C"

September 2026

|Page1



THE ISRAEL ELECTRIC CORPORATION LTD

ENGINEERING DIVISION

SPECIFICATION FOR SUBSTATION CONTROL

AND PROTECTION SYSTEM (SCPS)
SPEC: STR-1858

SUBSTATION PLANNING SECTOR

Appendix files

APPENDIX NO#

SHORT DESCRIPTION

FILE NAME

APPENDIX NO. 1

Time synchronization

Time synchronization

APPENDIX NO. 2

Earthing Instructions

Earthing Instructions

APPENDIX NO. 3

Reliability, maintenance,
and safety requirements for
a substation control system

RMA

APPENDIX NO. 4

Typical Signal List

Typical Signal List

APPENDIX NO. 5

Figures

Figures

APPENDIX NO. 6

Guideline for MV Bay
Protection Functions

Protection Functions

APPENDIX NO. 7

Interlocks

Interlocks

APPENDIX NO. 8.

Painting Instructions

Painting Instructions

APPENDIX NO. 9

Standard EPD-3

Wiring Standard

APPENDIX NO. 10

Name plate specification

Name plate specification

APPENDIX NO. 11

Procurement Quality
Requirements

Procurement Quality

APPENDIX NO. 12

HMI Screens

HMI Screens

APPENDIX No. 13

CYBER & INFORMATION
SECURITY

CYBER 1

|Page2




THE ISRAEL ELECTRIC CORPORATION LTD

ENGINEERING DIVISION

SPECIFICATION FOR SUBSTATION CONTROL

AND PROTECTION SYSTEM (SCPS)
SPEC: STR-1858

SUBSTATION PLANNING SECTOR

APPENDIX No. 13.1

CYBER & INFORMATION
SECURITY - Guidelines for
writing a supply chain
security plan for IEC
project - DE 4-1-2021

CYBER supply chain

APPENDIX No. 13.2

CYBER & INFORMATION
SECURITY - Cyber
Security Requirements for
Substation AUG26

Cyber 13.2

APPENDIX No. 13.3

CYBER & INFORMATION
SECURITY - Scope A -
Critical Systems

CYBER Critical Systems

APPENDIX No. 13.4

CYBER & INFORMATION
SECURITY - IEC

Cybersecurity CYBER SCS = VlO
Requirements - SCS - V1.0
APPENDIX No. 14 Is Limiters
Is Limiters
APPENDIX No. 15 Drawings
Drawings

APPENDIX No. 16

Manufacturer's statements
and spare parts

Spare parts

APPENDIX No. 17

Checklist of the documents
accompanying the
proposal

Check-list documents

APPENDIX No. 18

Proof of Concept

Proof of Concept

APPENDIX No. 19

Network Design

Network Design

APPENDIX No. 20

SPARE PART LIST &
SPECIAL TOOL &
COMMENTS BY
MANUFACTURER ON
ANNEXURE B &
DEVIATIONS FROM
REQUIRMENTS

Deviations Spar Parts

|Page3




THE ISRAEL ELECTRIC CORPORATION LTD SPECIFICATION FOR SUBSTATION CONTROL
AND PROTECTION SYSTEM (SCPS)
ENGINEERING DIVISION SPEC: STR-1858
SUBSTATION PLANNING SECTOR

Manufacturer Name:

Date:

Signature:

|Paged




THE ISRAEL ELECTRIC CORP. LTD.

STR-1858

Substation Planning Sector

THE ISRAEL ELECTRIC CORPORATION LTD.
ENGINEERING PLANNING DIVISION

SUBSTATION PLANNING SECTOR

THE STANDARDS INSTITUTION OF ISRAEL

STR-1858

SPECIFICATION FOR

SUBSTATION CONTROL AND PROTECTION SYSTEM

APPENDIX No. 1- Time Synchronization

AUGUST 2023





THE ISRAEL ELECTRIC CORP. LTD.
STR-1858
Substation Planning Sector

. TIME-SYNCHRONIZATION

General description
IEC's (Israel electric company) specifications for digital relays and digital

systems for substations include requirements for time-synchronization, by a
GPS system, located in the substation.
Two methods of time-synchronization for digital relays and digital systems are
possible (Drawing TS-1):
1. Direct synchronization link between a digital relay or system and a
GPS system in the substation.
2. Time synchronization of digital relays and systems through the LAN

(local area network) of the central control system of the substation.

General requirements
For both methods, the IEC had made a set of the following minimum

requirements:

= The time resolution in the log (event/fault recorder) of the time-
synchronized relays/systems will be 1 (one) millisecond or a fraction of
a millisecond.

» The time difference between the log of time-synchronized digital
relays/systems in a given substation (AT1), will not be more than 5
(five) millisecond.

= The time difference between the log of digital relays which comprise
one organic system (e.g. decentralized fault-recorder, protection or
control system) (AT2), will not be more than 1 (one) millisecond
(Drawing TS-2).

» The time difference between the log of a REFERENCE GPS system,
and the log of each of the time-synchronized digital relays/systems in
the substation (AT3), will not be more than 10 (ten) millisecond
(Drawing TS-3).
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Method of testing

(Drawing TS-3).

A GPS system with an internal log and a discrete input will serve as a
REFERENCE GPS.

One pulse at a time will be sent to a discrete input of each of the tested relays
or systems (time-synchronized in method 1 or 2, as described above) and to
the REFERENCE GPS from a single source in the substation.

The registrations in the logs of the tested relays or systems will be compared
with the registrations in the log of the REFERENCE GPS.

The average AT1, AT2, AT3 are calculated according to the log results of at
least 10 (ten) sequential impulses. Relays or systems will be qualified if their
average AT1, AT2, AT3 is within the acceptable range (as indicated above).
A log reading that will deviate more than 50% of the acceptable AT1, AT2, and
AT3 will disqualify the relay or system.
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GROUNDING OF CONTROL AND PROTECTION EQUIPMENT IN
SUBSTATIONS

1. GENERAL

The grounding for control and protection equipment in substations should
fulfill two main purposes:

a. To keep transient over-voltages generated by switching operations in
HV installations, and electrostatic or magnetic RF fields, in the relays
themselves or in the cables connected to them, within acceptable
limits.

b. To keep electromagnetic waves transmitted by the relays from

interfering with other electronic equipment.

2. Grounding strips and their installation (EVK — 7351-1,Fig. 1)

The grounding strips must be of tinned braided copper (and not round copper
conductors).
Data of braided copper strips: Width = 20mm.

Cross-section = 16mm

Proper terminations must be fitted to both ends (press/pinch fit) with a hole for

bolting them firmly to the items to be connected.

The surfaces to which the grounding strips are bolted must be electrically
conducting (by thoroughly removing the paint from the connection point) and
non-corroding (after the connection of the grounding strip is completed, the
connection point should be coated with anti-corrosion material). If the contact
surface is aluminum, a CuPAI (copper plated aluminum) washer must be

inserted between the grounding strip and the aluminum to prevent corrosion.
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3. Mechanical design of cubicle

The cubicle must be designed and fitted out such that the impedance for RF
interference of the ground path from the electronic device to the cubicle
ground terminals is as low as possible.

Metal accessories must be effectively connected surface-to-surface to the
grounded frame.

To ensure a low-impedance path to ground for RF interference, the contact

surfaces must not only contact well, they must also be non-corroding.

4. Grounding protection and control relays (EVK — 7351-1.Fiqg. 2.3)

Grounding strips may be attached to the left or to the right of racks and relays.
The grounding strips should be always as short as possible. Two adjacent
racks or relays should not be connected together by the grounding strips.
Relays with a separated reference-point for electronic-cards (OV RTN) will
have a separate isolated grounding lead (flexible, 6mm tcopper) to connect
this point to a separate grounding rail (Signal-ground rail) allocated for that

purpose.

5. Grounding a single cubicle (EVK = 7351-1, Fiq. 4,5)

Movable parts of the cubicle such as doors (front and back) or hinged
equipment frames must be effectively grounded to the frame by three braided
copper strips.

The cubicle ground rail must be effectively connected to the cubicle frame.
The Signal-ground rail for reference-point for electronic-cards (OV RTN), if
required, must be isolated from the cubicle.

The cubicle ground rail must be effectively connected to the station grounding
system by a grounding strip. The separate Signal-ground rail must be solely
allocated for reference-point for electronic-cards (OV RTN), and will be
effectively connected to the station grounding system by a separate isolated

grounding lead (flexible, Bmm tcopper).
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RELIABILITY, AVAILABILITY, MAINTAINABILITY
(RAM) FOR
SCPS (Substation Protection and Control System)

1. Reliability

The Bidder shall present the reliability tasks and methods which are (will be)
used to improve the design for reliability, and to evaluate the MTTF/MTBF of
the SCPS (Substation Protection and Control System) and its main
components.

The Bidder shall provide expected values for the relevant parameters of the

SCPS (see Par. 6.1 here), and shall add their distribution whenever possible.

2. Failure Analysis

From his Failure Reporting Analysis and Corrective Action System (FRACAS),
Bidder shall present a failure report and the analysis of the failures which

occurred during the service life of similar SCPS systems manufactured by

him. The report should include the withdrawn conclusion and the corrective
actions subsequently undertaken.

3. Maintainability

Bidder shall present the maintainability tasks and methods which are (will be)
used to improve the design for maintainability and to decrease and determine
the following parameters:

(1) Frequency and duration of maintenance activities.

(2) Man power and man hours needed for maintenance.
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4. Critical Accessories and Spare Parts

Bidder shall present the methods used to identify the critical accessories and

spare parts, and submit his recommendation list for these items.
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5. Failure Mode and Effect Analysis (FMEA)

STR-1858

The Bidder shall submit an FMEA report in order to identify potential design
weaknesses in according with MIL-STD-1629, or IEC-60812-2018. The

analysis will include compensating provisions and inputs to the maintenance

plan.

Critical items shall be identified according to Task 208 of MIL-STD-785.

6. SCPS (Substation Protection and Control System) RAM DATA

6.1 Bidder shall submit the following SCPS RAM data:

Component

MTTF
(Yrs)

EOL
(Yrs)

MTTR
(Hrs)

MTBPM
(Yrs)

MTTPM
(Hrs)

1. Main Control System*

1.1 Main Computer

1.2 GPS

1.3 HMI Terminal

1.4 General Alarm System

2. Station Bus

3. HV Control Unit

4. MV Control and Protection System

* The four subcomponents of Main Control System.

Where:
MTTF : Mean Time To Failure.

MTBF : Mean Time between Failures.

EOL : Expected Operating Life.
MTTR : Mean Time To Repair.

MTTPM: Mean Time To (perform) Preventive Maintenance.
MTBPM: Mean Time Between Preventive Maintenance.
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6.2 Field Demonstrated RAM Data

In Addition to the RAM data mentioned above, Bidder shall submit also the
following information:

6.2.1 Quantities of similar SCPS components (see the above table) installed
in all locations, each year since 2023, or earlier.

6.2.2 Similar SCPS components failure (%) information like:

(1) Number of failure each year.

(2) Description of failures.

(3) Root causes classification.

(4) Mean times to repair/replace in the field (MTTR).

Please arrange the above mentioned information in the following table:

a. Field Demonstrated RAM Data for MCS (Main Control System)
Model No.

Field RAM Data [2019 [2020 [2021 [2022 |2023

Total number of installed MCS

Total No. of repairs/replaces for
any reason

Failures due to wrong design

Failures due to faulty production

Failures due to bad
use/handling

Random failures

Mean Time To Repair/Replace

* Failure: any event that causes a MCS cease of operation, or going out

of its Specifications.

Total accumulated operating time (MCS x Years), from 20 to 20

IS MCS x years.
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b. Field Demonstrated RAM Data for SB (Station Bus)
Model No.
Field RAM Data [2019 [2020 |2021 [2022 |[2023

Total number of installed SB

Total No. of repairs/replaces for
any reason

Failures due to wrong design

Failures due to faulty production

Failures due to bad
use/handling

Random failures

Mean Time To Repair/Replace

* Failure: any event that causes a SB cease of operation, or going out of
its Specifications.

Total accumulated operating time (SB x Years), from 20 to 20

IS SB x years.
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c. Field Demonstrated RAM Data for HYCU (HV Control Unit)
Model No.
Field RAM Data [2019 [2020 |2021 [2022 |[2023

Total number of installed HVCU

Total No. of repairs/replaces for
any reason

Failures due to wrong design

Failures due to faulty production

Failures due to bad
use/handling

Random failures

Mean Time To Repair/Replace

* Failure: any event that causes a HVCU cease of operation, or going out

of its Specifications.

Total accumulated operating time (HVCU x Years), from 20 to
20 IS HVCU x years.
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d Field Demonstrated RAM Data for MVCPS (MV Control and Protection
System)
Model No.

Field RAM Data [2019 [2020 |2021 [2022 |[2023

Total number of installed HVCU

Total No. of repairs/replaces for
any reason

Failures due to wrong design

Failures due to faulty production

Failures due to bad
use/handling

Random failures

Mean Time To Repair/Replace

* Failure: any event that causes a MVCPS cease of operation, or going

out of its Specifications.

Total accumulated operating time (MVCPS x Years), from 20 to
20 IS MVCPS x years.







גיליון1

		No.		GAS 1						GAS 2						GAS 3						MDIU 1						MDIU 2						MDIU 3						UNDER-FREQUENCY						161kV LINE BAY						161kV TRAFO BAY						161kV COUPLER BAY						161kV BUS I/O and Is-LIMITER BAY						MV FEEDER BAY						MV COUPLER BAY						MV INFEED BAY						MV  CAPACITOR BAY
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		1		LOR1 AL.521		TRAFO 521 TRIP				CAPACITOR.BANK AL. (104-404)		CAPACITOR AL				BBP TRIP BB1 ALARM		BBP BB1-4 ALARM				UPS AL		UPS DISTR. FU.AL.				220V DC1 MAIN DIS. UV & OV & RIPPER AL		220V VDC1 MAIN DIS.(UV &OV & RIPPLE) AL				60V MAIN DIS. UV & OV & RIPPER AL		60V MAIN DIS. UV & OV & RIPPER AL				LOAD SHEDDING IN		CO_LOAD SHEDDING IN				Q0 OPEN		Q0 + OPENING				Q0 OPEN		Q0 + OPENING				Q0 OPEN		Q0 + OPENING				SBP  OPEN (LIMITER 1)		SPB1  + OPENING				Q0 OPEN		Q0 OPEN				Q0 OPEN		Q0 OPEN				Q0 OPEN		Q0 OPEN				Q0 OPEN		Q0 OPEN

		2		LOR2 AL.521						CAPACITOR.LOCAL AL. (104-404)						BBP TRIP BB2 ALARM						UPS DISTRIBUTION NV + FUSE ALARM						220V DC1 MAIN DIS. LEKEAGE AL		220 VDC1 MAIN DIS. LEAKAGE AL				60V MAIN DIS. LEAKAGE AL		60V MAIN DIS. LEAKAGE AL				LOAD SHEDDING OUT		CO_LOAD SHEDDING OUT				Q0 CLOSED		Q0 + CLOSING				Q0 CLOSED		Q0 + CLOSING				Q0 CLOSED		Q0 + CLOSING				SBP  CLOSE (LIMITER 1)		SPB1  + CLOSING				Q0 CLOSED		Q0 CLOSED				Q0 CLOSED		Q0 CLOSED				Q0 CLOSED		Q0 CLOSED				Q0 CLOSED		Q0 CLOSED

		3		BUCH.TR.AL.521						CAPACITOR NV&FUSE AL. (104-404)						BBP TRIP BB3 ALARM						380V AC 161KV DISTRIBUTION NV + FUSE ALARM		AC DISTRIBUTON IN 161kV NO-FUSE ALARM				FUSE AL IN MAIN DIS. DC1		220VDC1 MAIN DISTR.FAIL				60V MAIN DIS. FUSE AL INV_1		60VDC MAIN DISTR.AL				50.1 Hz SET		CO_50.1 Hz SET				Q1 OPEN		Q1 + CLOSING				Q1 OPEN		Q1 + CLOSING				Q1 OPEN		Q1 + CLOSING				BLOCK LIM. 1 FROM DISP.		BLOCK LIM. 1				Q1 OPEN		Q1 OPEN				Q1 OPEN		Q1_102 OPEN				Q1 OPEN		Q1 OPEN				Q1 OPEN		Q1 OPEN

		4		Prot. Relay 521						CAPACITOR DEVICE FAULT (104-404)						BBP TRIP BB4 ALARM						380V AC LIGHTING NV + FUSE ALARM		380V AC LIGHTING NV + FUSE ALARM				220V DC2 MAIN DIS. UV & OV & RIPPER AL		220V VDC2 MAIN DIS.(UV &OV & RIPPLE) AL				60V MAIN DIS. FUSE AL INV_2						L.L.SH.TRIP		CO_LOAD SHEDDING TRIP				Q1 CLOSED		Q1 + OPENING				Q1 CLOSED		Q1 + OPENING				Q1 CLOSED		Q1 + OPENING				TRIP RELAY PHASE R (LIMITER 1)		LIMITER 1 TRIP R OR Y OR B				Q1 LINE		Q1 LINE				Q1 LINE		Q1_102 LINE				Q1 LINE		Q1 LINE				Q1 LINE		Q1 LINE

		5		Safety Valve 521						CAPACITOR TEMPRATURE AL. (104-404)						BFP TRIP ALARM		BFP TRIP ALARM				380V AC 24KV DIST. NV +F.AL		380V AC 24KV DIST. NV +F.AL				220V DC2 MAIN DIS. LEAKAGE AL		220 VDC2 MAIN DIS. LEAKAGE AL				60V MAIN DIS. FUSE AL						L.L.SH.REL.FAIL		RELAY FAIL ALARM VO_00 & P.S.1,2				Q8 OPEN		Q8 + CLOSING				Q51 OPEN		Q51 + OPENING				Q2 OPEN		Q2 + OPENING				TRIP RELAY PHASE Y (LIMITER 1)						Q1 EARTHED		Q1 EARTHED				Q1 EARTHED		Q1_102 EARTHED				Q1 EARTHED		Q1 EARTHED				Q1 EARTHED		Q1 EARTHED

		6		TEMPRATURE AL. 521		TRAFO 521 ALARM				PTC1.AL		PET.COIL/GRO.TRF.1 AL				BBP BLK. BB1 ALARM		BBP BLK. BB1 ALARM				380VAC FUSE ALARM ESSENTIAL BUSBAR		380VAC MAIN DISTR.N/V &FU.AL				FUSE AL IN MAIN DIS. DC2		220VDC2 MAIN DISTR.FAIL				60V 24KV-DIS. NV + FUSE AL		60V 24KV-DIS. NV + FUSE AL				TR. CH.1(L_SH_CURRENT)  FLD.1		TR. CH.1(L_SH_CURRENT)  FLD.1				Q8 CLOSED		Q8 + OPENING				Q51 CLOSED		Q51 + CLOSING				Q2 CLOSED		Q2 + CLOSING				TRIP RELAY PHASE B (LIMITER 1)						Q8 OPEN		Q8 OPEN				Q8 OPEN		Q8_102 OPEN				Q8 OPEN		Q8 OPEN				Q8 OPEN		Q8 OPEN

		7		OIL LEVEL AL.521						BUCH.AL.PTC1						BBP BLK. BB2 ALARM		BBP BLK. BB2 ALARM				380VAC FUSE ALARM NON-ESSENTIAL BUSBAR						FUSE AL OF CHARGER_1		CHARGER AL				48V MAIN DISTRIBUTION CB OPEN		48V MAIN DIS. FUSE AL				TR. CH.2(L_SH_CURRENT)  FLD.1		TR. CH.2(L_SH_CURRENT)  FLD.1				Q9 OPEN		Q9 + OPENING				LOCAL INDICATION		LOCAL INDICATION \ GOOSE				Q51 OPEN		Q51 + OPENING				TRUCK IN CUBICLE - NOT IN SERVICE (LIMITER 1)		LIMITER 1 ALARM				Q8 CLOSED		Q8 CLOSED				Q8 CLOSED		Q8_102 CLOSED				Q8 CLOSED		Q8 CLOSED				Q8 CLOSED		Q8 CLOSED

		8		TAP.CHANGER AL. 521						OIL.TEMPRATURE.PTC1						BBP BLK. BB3 ALARM		BBP BLK. BB3 ALARM				380VAC NO VOLT ESSENTIAL BUSBAR						FUSE AL OF CHARGER_2						48V MAIN DISTRIBUTION CB CLOSED						TR. CH.3(L_SH_CURRENT)  FLD.1		TR. CH.3(L_SH_CURRENT)  FLD.1				Q9 CLOSED		Q9 + CLOSING				ZGL ALARM		161KV ZGL AL / GOOSE				Q51 CLOSED		Q51 + CLOSING				TRUCK TEST POSITION (LIMITER 1)						AR BLOCKED(MANUAL)		AR BLOCKED 24KV				LOCAL INDICATION		LOCAL AL. 24KV				AR DEBLOCK BB1 24kV		AR DEBLOCKED 24KV				LOCAL INDICATION		LOCAL AL. 24KV

		9		FAN&FUSE AL. 521						EARTH.FAULT1						BBP BLK. BB4 ALARM		BBP BLK. BB4 ALARM				380VAC NO VOLT NON-ESSENTIAL BUSBAR						220VDC  161KV DIS. NV + FUSE AL		161V KV 220 DC NV + FU.AL				48V MAIN DIS. INVERTERS FAIL						TR. CH.1(L_SH_CURRENT)  FLD.7		TR. CH.1(L_SH_CURRENT)  FLD.7				Q51 OPEN		Q51 + OPENING				161KV SWGR SF6 LEVEL1 ALARM		161KV SF6 & GEN AL / GOOSE				Q15 OPEN		Q15 + OPENING				TRUCK IN SERVICE (LIMITER 1)						LOCAL INDICATION		LOCAL AL. 24KV				BFP BLOCKED		BFP BLOCK  24KV				AR BLOCK BB1 24kV		AR BLOCKED 24KV				BFP BLOCKED		BFP BLOCK  24KV

		10		BUCH.AL 521						CONTROLER1.PTC.FAIL						BFP BLK. ALARM		BFP BLK. ALARM				380VAC FUSE ALARM EMERGENCY BUSBAR		380VAC EMERGENCY DISTR.N/V &FU.AL				220VDC  24KV DIS. NV + FUSE AL		24 KV 220 DC NV + FU.AL				48V MAIN DIS. FUSE AL						TR. CH.2(L_SH_CURRENT)  FLD.7		TR. CH.2(L_SH_CURRENT)  FLD.7				Q51 CLOSED		Q51 + CLOSING				161KV SWGR SF6 LEVEL2 ALARM						Q15 CLOSED		Q15 + CLOSING				LOSS OF VOLTAGE  (LIMITER 1)		LIMITER 1 FAIL (LOSS VOLT. OR F.AL)				BFP BLOCKED		BFP BLOCK  24KV				CB ALARM		CB.AL.24KV				LOCAL INDICATION		LOCAL AL. 24KV				CB ALARM		CB.AL.24KV

		11		LOR1 AL.522		TRAFO 522 TRIP				CONTROLER1.PTC.OFF						D.C.F AL. BBP ALARM		D.C.F AL. BBP OR BFP ALARM				380VAC NO VOLT EMERGENCY BUSBAR						60VDC  24KV DIS. NV + FUSE AL		24 KV 60 DC NV + FU.AL				48V MAIN DIS. UV & OV ALARM		48V MAIN DIS. UV & OV ALARM				TR. CH.3(L_SH_CURRENT)  FLD.7		TR. CH.3(L_SH_CURRENT)  FLD.7				Q52 OPEN		Q52 + OPENING				CLOSE LOCK ALARM		161KV CB.CLOSE LOCK / GOOSE				LOCAL INDICATION		LOCAL INDICATION \ GOOSE				F.AL (LIMITER 1)						CB ALARM		CB.AL.24KV				GAS ALARM STEP 1		GOOSE				BFP BLOCKED		BFP BLOCK  24KV				LOCK-OUT TRIP		LOCK-OUT TRIP

		12		LOR2 AL.522						GROUNGING TRANSFORMER 1 ALARM						D.C.F AL. BFP ALARM						RELAY FAIL GAS		RELAY FAIL GAS				220VDC  MAIN DIS. BB1 CB OPENED		x				48V MAIN danger ALARM						LOAD SHEDDING - VOLTAGES FROM BB1		LOAD SHEDDING - VOLTAGES FROM BB1				Q52 CLOSED		Q52 + CLOSING				OPERATION LOCK ALARM		161KV CB.OPERATION LOCK  / GOOSE				Q25 OPEN		Q25 + OPENING				CLIP 1- MANUAL DISABLE LIMITER		CLIP 1- MANUAL DISABLE LIMITER				GAS ALARM STEP 1		GOOSE				GAS ALARM STEP 2		GOOSE				CB ALARM		CB.AL.24KV				GAS ALARM STEP 1		GOOSE

		13		BUCH.TR.AL.522						PTC1.LOCK						U/V AL. BBP		U/V AL. BBP				COM FAIL GAS		COM FAIL GAS				220VDC MAIN DIS. BB1 CB CLOSED		x				60V MAIN DISTRIBUTION CB OPEN		x				LOAD SHEDDING - VOLTAGES FROM BB2		LOAD SHEDDING - VOLTAGES FROM BB2				LINE MCB VT TRIPPED(OPTION)		LINE MCB VT TRIPPED(OPTION)				SPRING AL		SPRING AL				Q25 CLOSED		Q25 + CLOSING				CLIP 1 - READY(BACKUP IND.)		CLIP 1 - READY(BACKUP IND.)				GAS ALARM STEP 2		GOOSE				BFP TRIP		BFP TRIP 24KV				EARTHING SW. LOCAL ALARM		GOOSE TO GAS				GAS ALARM STEP 2		GOOSE

		14		Prot. Relay 522						PTC2.AL		PET.COIL/GRO.TRF.2 AL				TRAFO PROTECTION FAIL&FU		TRANSFORMER PROTECTION FAILURE & FUSE ALARM				GOOSE FROM MV INFEED BAY		EARTHING SW. LOCAL ALARM				220VDC  MAIN DIS. BB2 CB OPENED		x				60V MAIN DISTRIBUTION CB CLOSED		x				LOAD SHEDDING - VOLTAGES FROM BB3		LOAD SHEDDING - VOLTAGES FROM BB3				COMMUNICATION FAIL ALARM (OM)		COMMUNICATION FAIL ALARM				CB ALARM		CB ALARM / GOOSE				ZGL ALARM		161KV ZGL AL / GOOSE				SBP  OPEN (LIMITER 2)		SPB2  + OPENING				SPRING UNCHARGED		SPRING UNCHARGED				Q1 (DUMMY ) LINE		Q1 (DUMMY ) LINE				EARTHING SW. FUSE ALARM		GOOSE TO GAS				BFP TRIP		BFP TRIP 24KV

		15		Safety Valve 522						BUCH.AL.PTC2						161KV LINE PROTECTION (DIST)  FAIL&FUSE		LINE PROTECTION (DIST.& DIFF.)  FAIL&FUSE				GOOSE FROM MV INFEED BAY		EARTHING SW. FUSE ALARM				220VDC  MAIN DIS. BB2 CB CLOSED		x										LOAD SHEDDING - VOLTAGES FROM BB4		LOAD SHEDDING - VOLTAGES FROM BB4				LOCAL INDICATION		LOCAL INDICATION \ GOOSE				TRAFO PROT. FUSE & FAIL AL		TRAFO PROT. FUSE & FAIL AL				161KV SWGR SF6 LEVEL1 ALARM		161KV SF6 & GEN AL / GOOSE				SBP  CLOSE (LIMITER 2)		SPB2  + CLOSING				AR BLOCKED		AR BLOCKED INDICATION				Q1 (DUMMY ) EARTHED		Q1 (DUMMY ) EARTHED				220V DC-BB FUSE & NO VOLT ALARM		220/60/PT FU.AL24KV				SPRING UNCHARGED		SPRING UNCHARGED

		16		TEMPRATURE AL. 522		TRAFO 522 ALARM				OIL.TEMPRATURE.PTC2						161KV LINE PROTECTION (DIFF.)  FAIL&FUSE-OPTION						380VAC FU.AL.ESS BUSBAR		380VAC MAIN DISTR.N/V &FU.AL				220VDC  MAIN DIS. COUP S5 OP		x										x		COMMUNICATION FAIL ALARM				CB ALARM		CB ALARM / GOOSE				DIFF. PROT.(87/87G) OPERATE		DIFF. PROT.(87/87G) OPERATE				161KV SWGR SF6 LEVEL2 ALARM						BLOCK LIM. 2 FROM DISP.		BLOCK LIM. 2				AR UNBLOCKED		AR NOT IN PROGRESS				Q8 (DUMMY ) OPEN		Q8 (DUMMY ) OPEN				60V DC-BB FUSE & NO VOLT ALARM						Q51(MODULE 1) OPEN

		17		OIL LEVEL AL.522						EARTH.FAULT2						161KV LINE COMMUNICATION AL (OM)		OM/PLC AL				380VAC FU.AL.NON.ESS BUSBAR						220VDC  MAIN DIS. COUP S5 CL		x										L.S.H TR.AL		GOOSE TO GAS				ZGL ALARM		161KV ZGL AL / GOOSE				O/C PROT. OPERATE		O/C PROT. OPERATE				CLOSE LOCK ALARM		161KV CB.CLOSE LOCK / GOOSE				TRIP RELAY PHASE R (LIMITER 2)		LIMITER 2 TRIP R OR Y OR B				BFP TRIP		BFP TRIP INDICATION				Q8 (DUMMY ) CLOSED		Q8 (DUMMY ) CLOSED				BB VT MCB OPEN						Q51(MODULE 1) CLOSED

		18		TAP.CHANGER AL. 522						CONTROLER2.PTC.FAIL						161KV LINE COMMUNICATION AL (DIFF.)		LINE PROTECTION COMMUNICATION FAILURE				380VAC NO.VOLT.ESS BUSBAR						220VDC  MAIN DIS. COUP S6 OP		x				Analog Inputs												161KV SWGR SF6 LEVEL1 ALARM		161KV SF6 & GEN AL / GOOSE				x		STATION/TELE CONTROL -				OPERATION LOCK ALARM		161KV CB.OPERATION LOCK  / GOOSE				TRIP RELAY PHASE Y (LIMITER 2)						GOOSE		Q0 PROTECTION TRIP				SPRING UNCHARGED		SPRING UNCHARGED				BB SF6 ALARM		SF6 FAIL				Q52(MODULE 1) OPEN

		19		FAN&FUSE AL. 522						CONTROLER2.PTC.OFF						ETH.SWITCHS AL.(LINK DOWN & RSTP RECONFIG.)		EARTH.SWITCHES AL.(LINK DOWN & RSTP RECONFIG.)				380VAC NO.VOLT.NON.ESS BUSBAR						220VDC  MAIN DIS. COUP S6 CL		x				48 V MAIN DISTRIBUTIONBUSBAR VOLTAGE:  0 - 50 VOLT. (4-20mA)       0-250 VOLT. (0-5mA)												161KV SWGR SF6 LEVEL2 ALARM						x		STATION/TELE CONTROL +				CB ALARM		CB ALARM / GOOSE				TRIP RELAY PHASE B (LIMITER 2)						GOOSE		Q0 AUTORECLOSE				GAS ALARM STEP 1 (DUMMY SIDE)		GOOSE				BB SF6 DANGER						Q52(MODULE 1) CLOSED

		20		BUCH.AL 522						GROUNGING TRANSFORMER 2 ALARM						161KV SCS CUBICLES AL(REL.FAIL)		161KV SCS REL.FAIL				380VAC FU.AL.EMERG. BUSBAR		380VAC EMERGENCY DISTR.N/V &FU.AL										60 V MAIN DISTRIBUTION INPUT CURRENT I1:  0 - 50 AMP. (4-20mA)												CLOSE LOCK ALARM		161KV CB.CLOSE LOCK / GOOSE				x		RELAY FAIL ALARM_VO_00 & POW.SUPP.				BB1 VOLTAGE TRANSFORMER FUSE AL.		BB1 VOLTAGE TRANSFORMER FUSE AL.				TRUCK IN CUBICLE - NOT IN SERVICE (LIMITER 2)		LIMITER 2 ALARM						STATION/TELE CONTROL				GAS ALARM STEP 2 (DUMMY SIDE)		GOOSE				SPRING UNCHARGED		SPRING FAIL 24KV				Q53(MODULE 2) OPEN

		21		LOR1 AL.523		TRAFO 523 TRIP				PTC2.LOCK						161KV SCS COM.FAIL						380VAC NO.VOLT.EMERG. BUSBAR												60 V MAIN DISTRIBUTIONBUSBAR VOLTAGE:  0 - 70 VOLT. (4-20mA)												OPERATION LOCK ALARM		161KV CB.OPERATION LOCK  / GOOSE				x		COMMUNICATION FAIL ALARM				BB2 VOLTAGE TRANSFORMER FUSE AL		BB1 VOLTAGE TRANSFORMER FUSE AL.				TRUCK TEST POSITION (LIMITER 2)								RELAY FAIL AL_VO_00 & P.S.AL				Q1 (DUMMY ) CLOSE		Q1 (DUMMY ) CLOSE				BFP TRIP		BFP TRIP 24KV				Q53(MODULE 2) CLOSED

		22		LOR2 AL.523						PTC3.AL		PET.COIL/GRO.TRF.3 AL				24KV SCS PROTECTION RELAY FAILURE A L& POW. SUPPL.AL		24KV SCS REL.FAIL				CB F100 OPEN		x				Analog Inputs																		LINE PROTECT FUSE& FAIL AL.		LINE PROTECT FUSE& FAIL AL.										Q10 OPEN						TRUCK IN SERVICE (LIMITER 2)								COMMUNICATION FAIL ALARM				Q1 (DUMMY ) OPEN		Q1 (DUMMY ) OPEN				EARTHING SWITCH 1 OPEN		EARTHING SWITCH OPEN				Q54(MODULE 2) OPEN

		23		BUCH.TR.AL.523						BUCH.AL.PTC3						24KV SCS UNITS COMUNICATION.AL						CB F100 CLOSED		x				220V DC1 MAIN DISTRIBUTIONBUSBAR BB1 VOLTAGE:  0 - 250 VOLT. (4-20mA)																		LINE PROTECT FUSE& FAIL AL.		LINE PROTECT FUSE& FAIL AL.										Q10 CLOSED						LOSS OF VOLTAGE  (LIMITER 2)		LIMITER 2 FAIL (LOSS VOLT. OR F.AL)						O/C TRIP				GOOSE		Q0 PROTECTION TRIP				EARTHING SWITCH 1 CLOSED		EARTHING SWITCH CLOSE				UNBALANCE 1 ALARM

		24		Prot. Relay 523						OIL.TEMPRATURE.PTC3						F.AL R CUBICLEAS		PROTECTION &  INTERFACE CUBICLES FUSE AL.				CB F200 OPEN		x				220V DC2 MAIN DISTRIBUTIONBUSBAR BB2 VOLTAGE:  0 - 250 VOLT. (4-20mA)																		COMMUNICATION FAIL ALARM(DIFF.)		COMMUNICATION FAIL ALARM(DIFF.)										Q20 OPEN						F.AL (LIMITER 2)								EF TRIP						STATION/TELE CONTROL				PETERSEN-COIL 1 CONNECTED		PETERSEN-COIL 1 CONNECTED				UNBALANCE 1 TRIP

		25		Safety Valve 523						EARTH.FAULT3						F.AL INTERFACE CUBICLES						CB F200 CLOSED		x				220V DC1 MAIN DISTRIBUTIONBUSBAR BATERY VOLTAGE:  0 - 250 VOLT. (4-20mA)																		SET ONE IN (REG316)												Q20 CLOSED						CLIP 2- MANUAL  DISABLE LIMITER		CLIP 2- MANUAL  DISABLE LIMITER						WATTMETRIC TRIP						RELAY FAIL AL_VO_00 & P.S.AL				PETERSEN-COIL 1 DISCONNECTED		PETERSEN-COIL 1 DISCONNECTED				UNBALANCE 2 ALARM

		26		TEMPRATURE AL. 523		TRAFO 523 ALARM				CONTROLER3.PTC.FAIL						F.AL&GEN ERR METERS		ENERGY METERS FUSE &  GENERAL ERROR AL.				CB F300 OPEN		x				220V DC2 MAIN DISTRIBUTIONBUSBAR BATERY VOLTAGE:  0 - 250 VOLT. (4-20mA)																		SET TWO IN (REG316)												x		STATION/TELE CONTROL -				CLIP 2 - READY(BACKUP IND.)		CLIP 2 - READY(BACKUP IND.)												COMMUNICATION FAIL ALARM				EARTHING ISOLATOR SWITCH 1 OPEN		EARTHING ISOLATOR SWITCH 1 OPEN				UNBALANCE 2 TRIP

		27		OIL LEVEL AL.523						CONTROLER3.PTC.OFF						OPERATION DISTURBANCE RECORDER		FAULT RECORDERS OPERATION & FUSE &  GENERAL ERROR ALARM				CB F300 CLOSED		x				220V DC1 MAIN DISTRIBUTIONBUSBAR CURRENT:  -80 ÷ 0  ÷ +80 AMP. (4-12-20mA)																		RESET (REG316)												x		STATION/TELE CONTROL +				SBP  OPEN (LIMITER 3)		SPB3  + OPENING												O/C TRIP				EARTHING ISOLATOR SWITCH 1 CLOSED		EARTHING ISOLATOR SWITCH 1 CLOSED				UNBALANCE 3 ALARM

		28		TAP.CHANGER AL. 523						GROUNGING TRANSFORMER 3 ALARM						FU& FAIL  DISTURBANCE RECORDER						CB F400 OPEN		x				220V DC2 MAIN DISTRIBUTIONBUSBAR CURRENT:  -80 ÷ 0  ÷ +80 AMP. (4-12-20mA)																		OVERLOAD L.SH. IN (REG316)												x		RELAY FAIL ALARM_VO_00 & POW.SUPP.				SBP  CLOSE (LIMITER 3)		SPB3  + CLOSING												EF TRIP				GAS ALARM STEP 1		GOOSE				UNBALANCE 3 TRIP

		29		FAN&FUSE AL. 523						PTC3.LOCK						FUSE AL MEASURING CUBICLES		FUSE.AL MEASURING CUBICLES				CB F400 CLOSED		x																						OVERLOAD L.SH. OUT (REG316)												x		COMMUNICATION FAIL ALARM				BLOCK LIM. 3 FROM DISP.		BLOCK LIM. 3																GAS ALARM STEP 2		GOOSE				Q54(MODULE 2) CLOSED

		30		BUCH.AL 523						PTC4.AL		PET.COIL/GRO.TRF.4 AL				SCS GEN ALARM		SCS GEN ALARM				CB F500 OPEN		x																						x		STATION/TELE CONTROL -																TRIP RELAY PHASE R (LIMITER 3)		LIMITER 3 TRIP R OR Y OR B																TRANSFORMER PROTECTION TRIP		Q0 TRIP				Q55(MODULE 3) OPEN

		31		LOR1 AL.524		TRAFO 524 TRIP				BUCH.AL.PTC4						60V F.AL INTERFACE CUBICLES-161KV						CB F500 CLOSED		x																						x		STATION/TELE CONTROL +																TRIP RELAY PHASE Y (LIMITER 3)																		PETERSEN COIL CHANGE IN PROGRESS						Q55(MODULE 3) CLOSED

		32		LOR2 AL.524						OIL.TEMPRATURE.PTC4						PET.COIL CUB. F.AL.		PET.COIL CUB. F.AL.				CB F600 OPEN		x																						x		RELAY FAIL ALARM_VO_00 & POW.SUPP.																TRIP RELAY PHASE B (LIMITER 3)																		PETERSEN COIL HIGH LIMIT POSITION						Q56(MODULE 3) OPEN

		33		BUCH.TR.AL.524						EARTH.FAULT4						SCS CUB. F.AL.		SCS CUB. F.AL.				CB F600 CLOSED		x																						x		COMMUNICATION FAIL ALARM																TRUCK IN CUBICLE- NOT IN SERVICE  (LIMITER 3)		LIMITER 3 ALARM																PETERSEN COIL LOW LIMIT POSITION						Q56(MODULE 3) CLOSED

		34		Prot. Relay 524						CONTROLER4.PTC.FAIL						LIMITERS 1 FAIL		LIMITERS 1-4 FAIL				CB F700 OPEN		x																																								TRUCK TEST POSITION (LIMITER 3)																		RESISTOR ON BB1						CAPACITOR BANK ALARM

		35		Safety Valve 524						CONTROLER4.PTC.OFF						LIMITERS 2 FAIL						CB F700 CLOSED		x																																								TRUCK IN SERVICE (LIMITER 3)																		FAST RECOVERY DEVICE INDICATION						GOOSE		Q0 PROTECTION TRIP

		36		TEMPRATURE AL. 524		TRAFO 524 ALARM				GROUNGING TRANSFORMER 4 ALARM						LIMITERS 3 FAIL						x		STATION ALARM																																								LOSS OF VOLTAGE  (LIMITER 3)		LIMITER 3 FAIL (LOSS VOLT. OR F.AL)																VOLTAGE REGULATOR SWITCH LOCAL INDICATION						GOOSE		CB CLOSE PERMISSION

		37		OIL LEVEL AL.524						PTC4.LOCK						LIMITERS 4 FAIL						x		SCS COMMUNICATION FAILURE																																								F.AL (LIMITER 3)																				STATION/TELE CONTROL						STATION/TELE CONTROL

		38		TAP.CHANGER AL. 524						161KV LOCAL AL		161KV LOCAL AL				LOCAL ALARAM 24KV		LOCAL ALARAM 24KV																																														CLIP 3- MANUAL  DISABLE LIMITER		CLIP 3 - MANUAL  DISABLE LIMITER																		RELAY FAIL AL_VO_00 & P.S.AL						RELAY FAIL AL_VO_00 & P.S.AL

		39		FAN&FUSE AL. 524						161KV SWGR LINE VT MCB FAIL		161 KV MCB VT ALARM				V.R.SW.TRAFO.MODE		V.R.SW.TRAFO.MODE																																														CLIP 3 - READY(BACKUP IND.)		CLIP 3 - READY(BACKUP IND.)																		Q0 PROTECTION TRIP						COMMUNICATION FAIL ALARM

		40		BUCH.AL 524						161KV SWGR BB I VT MCB FAIL						AUX.TR.AL (INT)		SERVICE TRANSFORMER FAULT & FUSE ALARM				Analog Inputs																																										SBP  OPEN (LIMITER 4)		SPB4  + OPENING																		LOSS OF SYSTEM EARTHING						CCU ALIVE

		41		TEMPRATURE MONITOR FAIL 521		TRAFO TEMP MONITOR FAIL.				161KV SWGR BB II VT MCB FAIL						AUX.TR.SW.GEAR.AL (INT)						380V AC MAIN L1 VOLTAGE:  0 - 250 VOLT.																																										SBP  CLOSE (LIMITER 4)		SPB4  + CLOSING																		PROTECTION TRIP & BFP TO 161KV SIDE						CO_CB ALARM

		42		TEMPRATURE MONITOR FAIL 522						161KV CB.CLOSE LOCK		161KV CB.CLOSE LOCK				DG ALARM		DG ALARM				380V AC MAIN L2  VOLTAGE:  0 - 250 VOLT.																																										BLOCK LIM. 4 FROM DISP.		BLOCK LIM. 4																		SWITCHGEAR UNDEFINED						O/C TRIP INDICATION

		43		TEMPRATURE MONITOR FAIL 523						161KV CB.OPERATION LOCK		161KV CB.OPERATION LOCK				DG ON		DG ON				380V AC MAIN L3  VOLTAGE:  0 - 250 VOLT.																																										TRIP RELAY PHASE R (LIMITER 4)		LIMITER 4 TRIP R OR Y OR B																		COMMUNICATION FAIL ALARM						BFP TRIP INDICATION

		44		TEMPRATURE MONITOR FAIL 524						161KV CB.AL		161KV CB.AL				FIRE IN CONR.BUILDING		FIRE IN CONR.BUILDING				380V AC EME L1 VOLTAGE:  0 - 250 VOLT.																																										TRIP RELAY PHASE Y (LIMITER 4)																				CO_AR.BLOCK BB1						EF TRIP INDICATION

		45		VOLT REGULATOR FAIL 521		VOLTAGE.REGULATOR FAIL				161KV ZGL AL		161KV ZGL AL				FIRE.TR		FIRE.TR				380V AC EME L2  VOLTAGE:  0 - 250 VOLT.																																										TRIP RELAY PHASE B (LIMITER 4)																				CO_CB ALARM						WATTMETRIC TRIP INDICATION

		46		VOLT REGULATOR FAIL 522						161KV SWGR SF6 LEVEL1 ALARM		161KV SF6 & GEN AL				FIRE SYSTEM FAIL		FIRE SYSTEM FAIL				380V AC EME L3  VOLTAGE:  0 - 250 VOLT.																																										TRUCK IN CUBICLE- NOT IN SERVICE  (LIMITER 4)		LIMITER 4 ALARM																		O/C TRIP INDICATION						CAP. BANKS 1 AL.

		47		VOLT REGULATOR FAIL 523						161KV SWGR SF6 LEVEL2 ALARM						HYDROGEN AL.		HYDROGEN AL.				380V AC MAIN DISTRIBUTIONBUSBAR CURRENT IL1: 0-1000 AMP. (5A)																																										TRUCK TEST POSITION (LIMITER 4)																				BFP TRIP FOR HV trans521

		48		VOLT REGULATOR FAIL 524						REPEAT ALARM.INT (161KV)		REPEAT ALARM.INT (161KV)				PERITHER FIRE SYSTEM FAIL		PERITHER FIRE SYSTEM FAIL				380V AC MAIN DISTRIBUTIONBUSBAR CURRENT IL2:  0-1000 AMP. (5A)																																										TRUCK IN SERVICE (LIMITER 4)																				EF TRIP INDICATION trans521

		49		IS LIMITERS 1-4 TRIP		IS LIMITERS 1-4 TRIP				DS/ES OP.AL.INT (161KV)		DS/ES OP.AL.INT (161KV)				DRAIN SYS FAIL		DRAIN SYS FAIL				380V AC EME DISTRIBUTIONBUSBAR CURRENT IL1: 0-1000 AMP. (5A)																																										LOSS OF VOLTAGE  (LIMITER 4)		LIMITER 4 FAIL (LOSS VOLT. OR F.AL)																		LOSS OF GROUNDING & COMMUN. FAIL

		50		IS LIMITERS 1-4 FAIL		IS LIMITERS 1-4 FAIL				REALY FAIL 161KV (FROM BAYS)		REALY FAIL 161KV				BATTERY ROOM TEMP AL		BATTERY ROOM TEMP AL				380V AC EME DISTRIBUTIONBUSBAR CURRENT IL2:  0-1000 AMP. (5A)																																										F.AL (LIMITER 4)																				UNACCEPTABLE STATE OF EARTH. SYSTEM

		51		IS LIMITERS 1-4 MAN.DISABLE		IS LIMITERS 1-4 MAN.DISABLE				INT. OVERRIDEN		INT. OVERRIDEN				CAMERA.AL		CAMERA.AL																																														CLIP 4- MANUAL DISABLE LIMITER		CLIP 4 - MANUAL  DISABLE LIMITER																		MANUAL/AUTO CONTROL

		52		TRAFO PROTECTION FAIL		TRAFO PROTECTION FAIL				PHASE DISCRPANCY.INT.161KV		PHASE DISCRPANCY.INT.161KV				AIR CONDITION/SMOKE BLOWER AL.		AIR CONDITION/SMOKE BLOWER AL.																																														CLIP 4 - READY(BACKUP IND.)		CLIP 4 - READY(BACKUP IND.)																		STATION/TELE CONTROL

		53								BW3.GEN.SF6.INT 161KV		BW3.GEN.SF6.INT 161KV				OM AL		OM AL																																														LOR1 OR LOR2 TRIP (TRF.521)		GOOSE																		RAISE COMMAND

		54								161KV FU.AL&NV.INT		161KV FU.AL&NV.INT				380 VAC/220 VDC CHARGER #1 FUSE ALARM		380 VAC/220 VDC CHARGER #1 FUSE ALARM																																														LOR1 OR LOR2 TRIP (TRF.522)		GOOSE																		LOWER COMMAND

		55								TIME SYNC.FAULT		TIME SYNC.FAULT				380 VAC/220 VDC CHARGER #2 FUSE ALARM		380 VAC/220 VDC CHARGER #2 FUSE ALARM																																														LOR1 OR LOR2 TRIP (TRF.523)		GOOSE																		ENABL./DISAB. IS- LIMITER

		56								24KV CB.AL		24KV CB.AL				LOGIC (NO INPUT)		LOSS OF SYSTEM GROUNDING																																														LOR1 OR LOR2 TRIP (TRF.524)		GOOSE

		57								RELAY FAIL MDIU		RELAY FAIL MDIU				LOGIC (NO INPUT)		INCONSISTENT STATE GROUDING SYSTEM																																														LOCAL INDICATION SBP (LIMITER 1)		GOOSE

		58								COM FAIL MDIU		COM FAIL MDIU				LOGIC (NO INPUT)		LOAD SHEDDING ALARM																																														LOCAL INDICATION SBP (LIMITER 2)		GOOSE

		59								ALARM PANEL FAIL GAS		ALARM PANEL FAIL GAS				x		24KV SCS UNIT COMUNICATION AL																																														LOCAL INDICATION SBP (LIMITER 3)		GOOSE

		60								161KV LINE PROTECTION FAIL		161KV LINE PROTECTION FAIL				x		IRIGB FAIL 161KV, GAS, MDIU																																														LOCAL INDICATION SBP (LIMITER 4)		GOOSE

		61								GOOSE FROM L.SH REALY		L.S.S TR/AL				x		IRIGB FAIL 24 KV BB1-4																																														x		COMMUNICATION FAIL ALARM

		62								GAS/MDMS CUB.AL		GAS/MDMS CUB.AL																																																				x		RELAY FAIL ALARM_VO_00 & POW.SUPP.

		63								AL & BLACKOUT TROUBLE		AL & BLACKOUT TROUBLE																																																				x		SYSTEM UNDEFINED (INFEEDERS,COUPLERS,SBP-s,Q0-161KV)

		64																																																														x		LIMITER 1ON

		65																																																														x		LIMITER 2ON

		66																																																														x		LIMITER 3ON

		67																																																														x		LIMITER 4ON
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Figure 1 - Substation Control and Protection structure
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Figure 2 - Dir. Earth Fault (Wattmetric) protection (32N) characteristic
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Figure 3 - Legend for BEP table

Legend :
rrp | - BFP of a bay operated.

- Trip command to the bay's circuit breaker .
E - No operation.





THE ISRAEL ELECTRIC CORP. LTD. STR-1858
Substation Planning Sector

Figure 4 - MV switchgear BFP function.
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Figure 5 - Four busbar coupling
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Fiqure 6 - Earthing of 50MVA and 75MVA Power Transformer
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Figure 7 - Earthing of 33MVA Power Transformer
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Figure 8 - BB1 and BB2 solid earthing
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Figure - 9 BB1 and BB2 resonant earthing
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Figure 10 - BB1 and BB2 with unacceptable state of earthing system.
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Figure 11 - BB1 and BB?2 loss of earthing
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Figure 12 - Wattmetric and/or leakage functionality, Resistor ON
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Figure 13 - Leakage and/or Wattmetric Protection Functionality
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Figure 14 - Modular Capacitor Bank
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Figure 15 - Capacitor Bank CB Close permission

CB1 OPEN CB OPEN

300 seconds

CB CLOSE PERMISSION
PHASE OVER VOLTAGE 1

CB OPEN

AND
UNBALANCE / LOCK-OUT TRIP

NOT

PHASE OVER VOLTAGE 1 R

NOT

Figure 16 - Capacitor Bank CB Close block
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Figure 17 - HMI login screen

Figure 18 - HMI login screen
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Figure 19 - Overview screen
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Figure 20 HV Overview Screen
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Figure 21 - HMI operations screen
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Figure 22 - HMI voltage regulator control screen
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Figure 23 - HMI Measuring's Screen
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Figure 24 - Measuring's Screen 2

STR-1858

M v 24KV BAY 105 LINE] IED Analogs - O >

Variable Name Process Value $mms Quality Substitute/Block Substitute/Bloct Substitute/Block| Substitute/Blocl) Substitute/Block| A
imestamp Enabled Value Timestamp Bay State

Vea 0 — Walidity:GOOD (source: process) 0.000 — Mone

Vea angle ] - Validity:GOOD (source: process) 0.000 - Mane

Va 0 - Walidity:GOOD (source: process) 0.000 - Mone

Va angle 0 — Walidity:GOOD (source: process) 0.000 — Mone

Vb ] - Validity:GOOD (source: process) 0.000 - Mane

Vb angle 0 - Walidity:GOOD (source: process) 0.000 - Mone

Ve 0 — Walidity:GOOD (source: process) 0.000 — Mone

Ve angle 0 - Walidity:GOOD (source: process) 0.000 - Mone

Vn 0 - Walidity:GOOD (source: process) 0.000 - Mone

Vn angle ] — Validity: GOOD (source: process) 0.000 — Mane

la 100 - Walidity:GOOD (sounce: process) 0.000 - Mone

la angle 0 - Walidity:GOOD (source: process) 0.000 - Mone

I 103 - Validity:GOOD (source: process) 0.000 - Mane

Ib angle 0 - Walidity:GOOD (sounce: process) 0.000 - Mone

lc 102 - Walidity:GOOD (source: process) 0.000 - Mone

lc angle ] - Validity:GOOD (source: process) 0.000 - Mane

In 0 - Walidity:GOOD (sounce: process) 0.000 - Mone

In angle 0 — Walidity:GOOD (source: process) 0.000 — Mone

Inet ] - Validity:GOOD (source: process) 0.000 - Mane

Inet angle 1] - Walidity:GOO0D (gource: process) 0.000 - Mone

1 n N e [ — i rernn — b1 8

jite

1 B H
e T A AT AT d 4 A Ao





THE ISRAEL ELECTRIC CORP. LTD.
Substation Planning Sector

Figure 25 - SF Overview Screen
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Figure 26 - Petersen coil control screen
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Figure 27 - Main Alarms screen
H Alarms —
4 & VX8 %2
Exit Print screen | Filter | Femove  Stop  Alarm IED Substation
IED | Date © | Time | Alarm | State | Acknowl | Group

(1= - TR - TS B - S IR R = |

BN B BRERNNEGERI R0 RDRZ2

3

Level 2

Level 2

Level 2

Level 2

Level 2

Level 2

Level 2

HV 161KV BAY2 LINE1
HV 161KV BAY3 TRF2
HV 161KV BAY3 TRF2
HV 161KV BAY3 TRF2
HV 161KV BAY3 TRF2
HV 161KV BAY3 TRF2
HV 161KV BAY3 TRF2
HV 161KV BAY4 LINE2
HV 161KV BAY4 LINE2
HV 161KV BAY4 LINE2
HV 161KV BAY4 LINE2
HV 161KV BAY4 LINE2
HV 161KV BAY4 LINE2
HV 161KV BAY6 TRF3
HV 161KV BAY6 TRF3
HV 161KV BAY6 TRF3
HV 161KV BAYE TRF3
HV 161KV BAY6 TRF3
HV 161KV BAY6 TRF3
HV 161KV BAY7 BC1
HV 161KV BAY7 BC1
HV 161KV BAY7 BC1

06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023
06/08/2023

07-56:20.659
07-56-20_659
07-56:20.659
07-56:20.659
07-56:20.659
07-56:20.659
07-56:20_659

UNDEF FLD1 TRF1

UNDEF FLD3 TRF2

UNDEF FLD& TRF3

UNDEF FLD28 TRF4

UNDEF FLD2 LINE1

UNDEF FLD4 LINE2

UNDEF FLD7 COUP

BW3 WATCHDOG + P_5 RELAY- OK
BW3 WATCHDOG + P_S RELAY- OK
220vDC SUPPLY -OK

COMM ADJACENT BCU BAY 2 - 0K
AC SUPPLY -OK

CB MOTORS SPRING MCB-OK
DS/ES MCB MOTORS-OK

BW3 WATCHDOG + P_S RELAY- OK
COMM ADJACENT BCU BAY 3 - 0K
220DC SUPPLY -OK

AC SUPPLY -OK

CB MOTORS SPRING-OK

DS/ES MCB MOTORS-OK

BW3 WATCHDOG + P_5 RELAY- OK
220vDC SUPPLY -OK

COMM ADJACENT BCU BAY4 - OK
AC SUPPLY -OK

CB MOTORS SPRING MCB-OK
DS/ES MCB MOTORS-OK

BW3 WATCHDOG + P_S RELAY- OK
220vDC SUPPLY -OK

AC SUPPLY -OK

T






THE ISRAEL ELECTRIC CORP. LTD. STR-1858
Substation Planning Sector

Figure 28 - Events screen
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Figure 29 - Events filtering
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Figure 30 - Main AC distribution screen
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Figure 31 - 220 V DC main distribution screen
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Figure 32 - 60 V DC main distribution screen
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Figure 33 - 48 V DC main distribution screen
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Figure 34 - Communication and Hardware Overview screen
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Figure 35 - Concentration Screen
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Figure 36 Relays and ClO's Status Screen
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Figure 37 MV Overview Screen
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Figure 38 - PLC LOGIC
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Figure 39 - Block Diagram-LSH
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Figure 40 - Protocols for specific uses

STR-1858
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SMTR/MIME, POP

SMNMP — Simple Metwork Management Protocol

DHCP — Host Dynamic Configuration Frotocol

S5H — Secure Shell

YWPMN — Secure Sockets Layer
TELMET - Telscommunication Mebhwork
TFTP — Triwvial FTP

X Windows

FTP — File Transfer Protocol

FTP Data Compression

HTTP — Hypertext Transfer Protocol
RPC — Remote Procedure Call
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Figure 41 - SIEM's principal Schematic diagram, in substation.
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Guide line for HV Bay Protection Functions

- Every protection relay will be supplied with non-licensed software and unlimited number of installations
and users.

- Every protection relay software will be fully in English language.

- Every protection relay user manual will be fully in English language.

- Full functional architecture diagram for each substation bay will be send to IEC’o for approval before
commissioning.

- Any alarm or trip in each function will be transmitted individually to scs and dms.
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1.LINE FEEDER BAY

Every protection relay will be equipped with:
- At least 32 programmable control inputs
- programmable control outputs :
o Command outputs at least 6
o NO + NC watchdog outputs 6
o NO relay output 32
o NCrelay output at least 2
o Change-over relay output 6
- At least 16 programmable status and trip target LEDs on the front panel
- At least 5 programmable direct-action control pushbuttons on the front panel

1.1. Over current protection
Protection against phase to phase and three phase short circuits.
Three protection units (one for each phase) for every Bay.
This protection includes:
- Inverse time characteristic
- Instantaneous over current characteristic
Instantaneous characteristic includes function that enables trip operation blocking after the first trip, to allow
operation of the auto reclosers in distribution network.
e  Phase time overcurrent protection I>( 51P)
All inverse time characteristics are available (Ext. inv, Very inv. Norm. inv, Def. Time)
Phase time overcurrent pick up has a setting range : 0.1-30pu, step 0.01
Time multiplier for the inverse time delay 0.05 -1.2 , step 0.01

. Phase instantaneous overcurrent protection — I>> (50P)
The Phase instantaneous overcurrent element has a setting range: 0.1-30pu, step 0.01
It can be set as instantaneous or timed with the timer selectable between 0.00-100 second, step 0.01second.

1.2. Residual over current protection, leakage
Protection against phase to ground short-circuit when Neutral of the power transformer is grounded directly or
through a low resistance. This protection includes:

- Inverse time neutral overcurrent characteristic

- Instantaneous neutral over current characteristic
Leakage current function will be enabled in the protection only if Neutral point of the transformer is grounded
directly, and gets neutral disconnector replica from dry contact of the Neutral point of the transformer or is the
Neutral point is grounded through primary resistor.
Instantaneous characteristic includes function that enables trip operation blocking after the first trip, to allow
operation of the auto reclosers in distribution network.
e Neutral time overcurrent protection 10> (51N)
All inverse time characteristics are available (Ext. inv, Very inv. Norm. inv, Def. Time)
Phase time overcurrent element has a setting range 0.1-30pu, step 0.01
Time multiplier for the inverse time delay 0.05 -1.2, step 0.01

° Neutral Instantaneous time overcurrent protection 10>> ( 50N)
The neutral instantaneous overcurrent pick up has a setting range: 0.1-30pu, step 0.01
It can be set as instantaneous or timed with the timer selectable between 0.00-100 second, step 0.01second.





1.3. Wattmetric protection (directional leakage protection) (32N)
Protection against phase to ground short current in compensated networks where a transformer's neutral is
grounded through Peterson coil.
When secondary resistor is connected to the Peterson Coil secondary winding by automatics, this protection

calculates active component in short circuit power

W =Uyx1IyxCOS¢p

10- Zero current from measurement core of bay CT (obtained by physical summarizing of phase currents).
U0 - separate winding of MV bus-bar VT connected in open delta connection.

This protection has time delay that can be selected by user.

10 -pick up has a setting range : 0.002-1pu, step 0.001

All inverse time characteristics are available (Ext. inv, Very inv. Norm. inv, Def. Time)

UO-range: 0.005-1pu, step 0.001
Characteristic angle : -902 - 902
Wattmetric protection function does not initiates BFP.

1.4. Directional earth-fault protection ( 67N)
Used for grounding through 31 Ohm resistor.
Current Start value - setting range : 0.002-1pu, step 0.001
All inverse time characteristics are available (Ext. inv, Very inv. Norm. inv, Def. Time)

Voltage start value-range: 0.005-1pu, step 0.001
Operation mode : Phase angle, loSin, loCos
Characteristic angle : -902...902

1.5. BFP —breaker failure protection
Circuit breaker failure protection provides a backup protection in the case that the local circuit breaker fail to clear a
system fault after tripping from overcurrent protection relay or Residual over current protection relay. A re-trip signal
to the local circuit breaker and a trip signal to a higher levelled circuit breaker/ all circuit breakers in the same bus bar
is issued to terminate the failure.
Coupler circuit breaker fail to clear a system fault, a re-trip signal to the coupler circuit breaker and a trip signal to all
circuit breakers in those two bus bars is issued to terminate the failure.
In case infeed circuit breaker fail to clear a system fault, a re-trip signal to the infeed circuit breaker and a trip signal
to transformer circuit breakers connected to the high voltage bus bar is issued to terminate the failure.

1.6. BFP Block
BFP block function operates:

- Local switch located near bay protection unit can block the BFP function of the protection relay.

- Bus coupler switch open.
The blocking operates after 2 sec, activates again after active connection (local, scs, remote).

1.7. SOTF
Function operates during 2 sec after CB close for current 1-2 pu_on the condition that manual close signal is on.

1.8. AUTO RECLOSER
Auto reclose function operates after bay circuit breaker opened from over current protection, Residual over current
protection or Wattmetric protection trip.
Instantaneous Over current protection and Instantaneous Residual over current protection blocks when auto reclose
function inactive.
This function enables two auto reclose shots:
0-t1-C-0-t2-C-0
First AR shot dead time 300 ms
Second AR shot dead time 75 s
Reclaim time: 0-900 s
Reset time: 0-900 s





1.9. Auto reclose block
Auto reclose blocking from SCS and DMS for each line bay separately.
Auto reclose function blocking operates when:

Local/Remote switch located near bay protection unit is in remote status.
auto reclose switch located near bay protection unit is in auto reclose status.
SCS signal NCC AR UNLOCK.

CB open from SCS or DMS or manual from medium voltage bus.

coil is charged

Alarms

Local control unit 24KV bay
Loss of voltage 220V, 60V DC
SF6 pressure warning

SF6 pressure danger

Coil failure in CB unit

BFP TRIP

BFP BLOCKED

CB AL.

COMMUNICATION FAIL

IRF





1.11. Frequency load shedding
Load Shedding function provides under-frequency protection at the network. The frequency is measured on HV Bus
Bar. As system frequency decreases, load is disconnected in discrete steps according to frequency thresholds only if
the energy direction is positive (consumption). If the energy direction is negative (production), load shedding will not
be applied. The Protection relay is used for automatic gradually under-frequency load shedding.

Frequency thresholds:

- A:low frequency set by frequency unit

- B: very Low frequency set by frequency unit or df/dt unit

- C: extremely Low frequency set by frequency unit

- D: restoration of shed feeders
IEC’0 at the set file will determine values for low frequency, very low frequency, extremely low frequency and df/dt
(rate of change of frequency).
The value set for minimum voltage threshold can be selected from 20 to 300 V with step 1 V.
The pickup setting for every frequency thresholds can be selected from 20.00 to 65.00 Hz with step 0.01 Hz.
The element trip time for every thresholds is selectable between 0.00 and 900 seconds with step 0.01 s.
The element reset time delayed for every thresholds is selectable between 0.00 and 900 seconds (for the element to
operate it is necessary that the voltage value is over the value set for minimum voltage threshold) with step 0.01 s.
The setting of Protection relay allows enabling or disabling the frequency rate of change element (for the element to
operate it is necessary that the voltage value is over the value set for minimum voltage threshold).
The setting of Protection relay allows to configure the element in order to answer to increasing, decreasing or both
directions frequency changes.
Frequency rate of change can be selected from 0.1 to 10 Hz/s with step 0.01 Hz/s
Restoration of shed feeders threshold is usually set to 50.1Hz, can be adjusted 20.00 to 65.00 Hz with step 0.01 Hz.
Selection one of four priority level for each bay:

- low priority

- medium priority

- high purity

- off : load shedding function disabled
Every priority level separate from each other and independent.

This protection relay capable of receiving/sending signals:
- Load shedding in : load shedding enable
- Load shedding out : load shedding disable
- 50.1Hz bridged: reclosing circuit breaker by frequency load shedding protection can sent by DMS for each
feeder line bay allowed if measured frequency f is higher than threshold frequency f1,

50.1Hz>f>f1
f — frequency measured
f1 —frequency threshold

Local/Remote bay switch on Local mode — load shedding protection function is enabled but without reclosing trip
from this protection.
Frequency load shedding block diagram in the image below.
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2.COUPLER BAY

Every protection relay will be equipped with:
- At least 32 programmable control inputs
- programmable control outputs :
o Command outputs at least 6
o NO + NC watchdog outputs 6
o NOrelay output 32
o NCrelay output at least 2
o Change-over relay output 6
- At least 16 programmable status and trip target LEDs on the front panel
- At least 5 programmable direct-action control pushbuttons on the front panel

2.1. Over current protection
Protection against phase to phase and three phase short circuits.
Three protection units (one for each phase) for every Bay.
This protection includes:
- Inverse time characteristic
- Instantaneous over current characteristic
Instantaneous characteristic includes function that enables trip operation blocking after the first trip, to allow
operation of the auto reclosers in distribution network.
e  Phase time overcurrent protection I>( 51P)
All inverse time characteristics are available (Ext. inv, Very inv. Norm. inv, Def. Time)
Phase time overcurrent pick up has a setting range : 0.1-30pu, step 0.01
Time multiplier for the inverse time delay 0.05 -1.2 , step 0.01

. Phase instantaneous overcurrent protection — I>> (50P)
The Phase instantaneous overcurrent element has a setting range: 0.1-30pu, step 0.01
It can be set as instantaneous or timed with the timer selectable between 0.00-100 second, step 0.01second.

2.2. Residual over current protection, leakage
Protection against phase to ground short-circuit when Neutral of the power transformer is grounded directly or

through a low resistance. This protection includes:

- Inverse time neutral overcurrent characteristic

- Instantaneous neutral over current characteristic
Leakage current function will be enabled in the protection only if Neutral point of the transformer is grounded
directly, and gets neutral disconnector replica from dry contact of the Neutral point of the transformer or is the
Neutral point is grounded through primary resistor.
Instantaneous characteristic includes function that enables trip operation blocking after the first trip, to allow
operation of the auto reclosers in distribution network.

e Neutral time overcurrent protection 10> (51N)

All inverse time characteristics are available (Ext. inv, Very inv. Norm. inv, Def. Time)
Phase time overcurrent element has a setting range 0.1-30pu, step 0.01

Time multiplier for the inverse time delay 0.05 -1.2, step 0.01

. Neutral Instantaneous time overcurrent protection 10>> ( 50N)
The neutral instantaneous overcurrent pick up has a setting range: 0.1-30pu, step 0.01
It can be set as instantaneous or timed with the timer selectable between 0.00-100 second, step 0.01second.





2.3. BFP — breaker failure protection
Circuit breaker failure protection provides a backup protection in the case that the local circuit breaker fail to clear a
system fault after tripping from overcurrent protection relay or Residual over current protection relay. A re-trip signal
to the local circuit breaker and a trip signal to a higher levelled circuit breaker/ all circuit breakers in the same bus bar
is issued to terminate the failure.
Coupler circuit breaker fail to clear a system fault, a re-trip signal to the coupler circuit breaker and a trip signal to all
circuit breakers in those two bus bars is issued to terminate the failure.
In case infeed circuit breaker fail to clear a system fault, a re-trip signal to the infeed circuit breaker and a trip signal
to transformer circuit breakers connected to the high voltage bus bar is issued to terminate the failure.

2.4. BFP Block
BFP block function operates:
- Local switch located near bay protection unit can block the BFP function of the protection relay.
- Bus coupler switch open.
The blocking operates after 2 sec, activates again after active connection (local, scs, remote).
2.5. SOTF
Function operates during 2 sec after CB close for current 1-2 pu_on the condition that manual close signal is on.

2.6. Alarms

- Local control unit 24KV bay

- Loss of voltage 220V, 60V DC
- SF6 pressure warning

- SF6 pressure danger

- Coil failure in CB unit

- BFP TRIP

- BFP BLOCKED

- CB AL.

- COMMUNICATION FAIL

- RELAY FAIL





3. INFEED BAY

Every protection relay will be equipped with:
- At least 40 programmable control inputs
- programmable control outputs :
o Command outputs at least 6
o NO + NC watchdog outputs 6
o NOrelay output 32
o NCrelay output at least 2
o  Change-over relay output 6
- At least 16 programmable status and trip target LEDs on the front panel
- At least 5 programmable direct-action control pushbuttons on the front panel

3.1. Over current protection
Protection against phase to phase and three phase short circuits.
Three protection units (one for each phase) for every Bay.
This protection includes:
- Inverse time characteristic
- Instantaneous over current characteristic
Instantaneous characteristic includes function that enables trip operation blocking after the first trip, to allow
operation of the auto reclosers in distribution network.
This function tripping both sides of transformer without LOR.
e  Phase time overcurrent protection I>( 51P)
All inverse time characteristics are available (Ext. inv, Very inv. Norm. inv, Def. Time)
Phase time overcurrent pick up has a setting range : 0.1-30pu, step 0.01
Time multiplier for the inverse time delay 0.05 -1.2 , step 0.01

. Phase instantaneous overcurrent protection — I>> (50P)
The Phase instantaneous overcurrent element has a setting range: 0.1-30pu, step 0.01
It can be set as instantaneous or timed with the timer selectable between 0.00-100 second, step 0.01second.

3.2. Residual over current protection, leakage

Protection of ground short-circuit when Neutral of the transformer is grounded directly or through resistor. This
protection includes:

- Inverse time characteristic

- Instantaneous over current characteristic
Leakage current function will be enabled in the protection only if Neutral point of the transformer is grounded
directly, and gets neutral disconnector replica from dry contact of the Neutral point of the transformer or is the
Neutral point is grounded through primary resistor.
Instantaneous characteristic includes function that enables blocking trip operation after the first trip, for quick close
operation of the auto reclose.
This function tripping both sides of transformer without LOR.
e Neutral time overcurrent protection 10> (51N)
All inverse time characteristics are available (Ext. inv, Very inv. Norm. inv, Def. Time)
Phase time overcurrent element has a setting range 0.1-30pu, step 0.01
Time multiplier for the inverse time delay 0.05 -1.2, step 0.01

. Neutral Instantaneous time overcurrent protection 10>> ( 50N)
The neutral instantaneous overcurrent pick up has a setting range: 0.1-30pu, step 0.01
It can be set as instantaneous or timed with the timer selectable between 0.00-100 second, step 0.01second.





3.3. BFP —breaker failure protection
Circuit breaker failure protection provides a backup protection in the case that the local circuit breaker fail to clear a
system fault after tripping from overcurrent protection relay or Residual over current protection relay. A re-trip signal
to the local circuit breaker and a trip signal to a higher levelled circuit breaker/ all circuit breakers in the same bus bar

is issued to terminate the failure.

Coupler circuit breaker fail to clear a system fault, a re-trip signal to the coupler circuit breaker and a trip signal to all
circuit breakers in those two bus bars is issued to terminate the failure.

In case infeed circuit breaker fail to clear a system fault, a re-trip signal to the infeed circuit breaker and a trip signal
to transformer circuit breakers connected to the high voltage bus bar is issued to terminate the failure.

BFP tripping both sides of transformer without LOR.

3.4. BFP Block

BFP block function operates:
- Local switch located near bay protection unit can block the BFP function of the protection relay.
- Bus coupler switch open.

The blocking operates after 2 sec, activates again after active connection (local, scs, remote).

3.5. SOTF
Function operates during 2 sec after CB close for current 1-2 pu_on the condition that manual close signal is on.
This function tripping both sides of transformer without LOR,

3.6. Loss of neutral
Transformer will be grounded on medium side by resistor, coil or directly.
This function is for alarm only: DMS, SCS and local without tripping transform CB'’s.

3.7. Alarms

- Local control unit 24KV bay

- Loss of voltage 220V, 60V DC
- SF6 pressure warning

- SF6 pressure danger

- Coil failure in CB unit

- BFP TRIP

- BFP BLOCKED

- COMMUNICATION FAIL

- RELAY FAIL

- OCB TRIP 522

- OC,EF TRIP

- LOSS & UNACCEP. SYTEM EARTH
- Fuse failure in VT





4. CAPACITOR BANK BAY

Every protection relay will be equipped with:
- At least 40 programmable control inputs
- programmable control outputs :
o Command outputs at least 6
o NO + NC watchdog outputs 6
o NO relay output 32
o NCrelay output at least 2
o Change-over relay output 6
- At least 16 programmable status and trip target LEDs on the front panel
- At least 5 programmable direct-action control pushbuttons on the front panel

4.1. Over current protection
Protection against phase to phase and three phase short circuits.
Three protection units (one for each phase) for every Bay.
This protection includes:
- Inverse time characteristic
- Instantaneous over current characteristic
Instantaneous characteristic includes function that enables
This function operates LOR.
e  Phase time overcurrent protection I>( 51P)
All inverse time characteristics are available (Ext. inv, Very inv. Norm. inv, Def. Time)
Phase time overcurrent pick up has a setting range : 0.1-30pu, step 0.01
Time multiplier for the inverse time delay 0.05 -1.2 , step 0.01

. Phase instantaneous overcurrent protection — I>> (50P)
The Phase instantaneous overcurrent element has a setting range: 0.1-30pu, step 0.01
It can be set as instantaneous or timed with the timer selectable between 0.00-100 second, step 0.01second.

4.2. Residual over current protection, leakage
Protection against phase to ground short-circuit when Neutral of the power transformer is grounded directly or
through a low resistance. This protection includes:

- Inverse time neutral overcurrent characteristic

- Instantaneous neutral over current characteristic
Leakage current function will be enabled in the protection only if Neutral point of the transformer is grounded
directly, and gets neutral disconnector replica from dry contact of the Neutral point of the transformer or is the
Neutral point is grounded through primary resistor.
Instantaneous characteristic includes function that enables trip operation blocking after the first trip, to allow
operation of the auto reclosers in distribution network.

This function operates LOR.

e Neutral time overcurrent protection 10> (51N)

All inverse time characteristics are available (Ext. inv, Very inv. Norm. inv, Def. Time)
Phase time overcurrent element has a setting range 0.1-30pu, step 0.01

Time multiplier for the inverse time delay 0.05 -1.2, step 0.01

. Neutral Instantaneous time overcurrent protection 10>> ( 50N)
The neutral instantaneous overcurrent pick up has a setting range: 0.1-30pu, step 0.01
It can be set as instantaneous or timed with the timer selectable between 0.00-100 second, step 0.01second.





4.3. Wattmetric protection (directional leakage protection)

Protection against phase to ground short current in compensated networks where a transformer's neutral is
grounded through Peterson coil.

When secondary resistor is connected to the Peterson Coil secondary winding by automatics, this protection
calculates active component in short circuit power

W =Uy x1IyxCOS¢p

10- Zero current from measurement core of bay CT (obtained by physical summarizing of phase currents).
U0 - separate winding of MV bus-bar VT connected in open delta connection.

This protection has time delay that can be selected by user.

10 -pick up has a setting range : 0.002-1pu, step 0.001

All inverse time characteristics are available (Ext. inv, Very inv. Norm. inv, Def. Time)

UO-range: 0.005-1pu, step 0.001
Characteristic angle : -902 - 902
Wattmetric protection function does not initiates BFP.

4.4. Under-voltage Protection
Opens circuit barker when capacitor bank voltage is below the defined voltage.
This function operates after 10 sec of under voltage without LOR.

4.5. Over-voltage Protection
Opens circuit barker when capacitor bank voltage is upon the defined voltage.
This function operates after 5 min of over voltage without LOR.

4.6. Unbalance Protection

Sending Warning when at least one capacitor failure at the capacitor bank.
Number of capacitor failure will Couse Opening circuit barker, the specified current can be determined at the set file.
Under-voltage Over-voltage and Unbalance Protections operates Lockout relay.

4.7. Breaker lock
Breaker lock for 5 minutes will operate after opening breaker by protection relay.

4.8. Back to back capacitors connection
There will be no Back to back capacitor banks parallel connection at high voltage.
Closing a coupler or breaker of capacitor bank is allowed only if there is no galvanic connection between two
capacitor banks.

4.9. BFP — breaker failure protection
Unbalance Protection function Trip circuit breaker and operates local BFP. In case circuit breaker did not open after T
(time that can be adjusted), tripping signal will sent to the bay Lockout relay.

4.10. BFP Block

BFP block function operates:
- Local switch located near bay protection unit can block the BFP function of the protection relay.
- Bus coupler switch open.

The blocking operates after 2 sec, activates again after active connection (local, scs, remote).

4.11. Special function
Communication failure in special function relay will disable Remote management. (Will not disable Local

management)





4.12. Alarms

- Local control unit 24KV bay
- Loss of voltage 220V, 60V DC
- SF6 pressure warning

- SF6 pressure danger

- Coil failure in CB unit

- BFP TRIP

- BFP BLOCKED

- CB AL.

- COMMUNICATION FAIL

- RELAY FAIL

- CAP. BANK ALARM
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- HIGH VOLTAGE
STR ?BB 1 Transformer bay DOUBLE BUSBAR - TRANSFORMER BAY
Typical Interlocks Conditions
BB2
Legend
c: Close condition
Q2 \- ‘- Q1 0: Open condition
Q15: BUSBAR 1 EARTHING SWITCH
Q51 | Q25: BUSBAR 2 EARTHING SWITCH
e
Q0 o : No conditions
\ Qo QO0c: (CT‘] orQ1) and (Q_2 or Q2) and (no external blocking)
Q1 co:(Q0and Q51and Q8 and Q2 and Q8(24KV)and
Qs Q5)or (Q2 and (BUSBAR COUPLED))
_'/_l |* Q2 co : (Q0 and Q51 and Q8 and Q2 and QB8(24KV)and
Q25)or (Q1 and (BUSBAR COUPLED))
v Q51co: Q1and Q2 and Q1 (24KV)

To transformer 161/24 (36) KV @8 co: Q1and Q2and Q1 (24KV)

| STR - 1858 APPENDIX 7 Drawing No. INT 1
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STR-1858
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STR-1 _ HIGH VOLTAGE
BR1 Line bay DOUBLE BUSBAR - LINE BAY

Typical Interlocks Conditions

BB2

Legend
c: Close condition
Q2 \- ‘- Q1 0: Open condition
Q15: BUSBAR 1 EARTHING SWITCH
Q51 Q25: BUSBAR 2 EARTHING SWITCH

1 ||
”~ I Q0 o : No conditions

Q0 c: (Q1orQ1)and (Q2 or Q2)and (Q9 or Q9) and (no

\ Qo external blocking)
Q52 Q1 co: (Q0 and O51and (52 and T2 andQ15) or (T2 and

I— I (BUSBAR COUPLED))

Q9 \ Q2 co: (Q0 and @51 and Q52 and Q1 and Q25)or (Q1 and
(BUSBAR COUPLED))

Q8 Q51co: Q1and Q2and Q9

— |» @52co: 31 and @2 and Q9

v Q9 co: Q0 and Q51 and Q52and Q8

| Q8 co : WY and (No voltage online)

STR - 1858 APPENDIX 7 Drawing No.INT2
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STR-1858
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STR-1 = HIGH VOLTAGE
-[ DOUBLE BUSBAR -BUSBAR COUPLER BAY
Q1 5 Typical Interlocks Conditions
BB1 Busbar coupler _ ypier ierocts TonMo
= Legend
Q25 c: Close condition
BB2 o: Open condition
T Q15: BUSBAR 1 EARTHING SWITCH
l Q25: BUSBAR 2 EARTHING SWITCH
Q2 \ Q1
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Q0 o : No BB transferin progress
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Q15co : All feeders Q1
Q25co : All feeders Q2

STR - 1858 APPENDIX 7 Drawing No.INT3





THE ISRAEL ELECTRIC CORP. LTD.

Substation Planning Sector

STR-1 Transformer bay
BB1 (BB2)

STR-1858

\ o

Q51

\QO

A\ 4

To transformer 161/24 (36) KV

| STR - 1858 APPENDIX 7 Drawing No.INT4 |

HIGH VOLTAGE
SINGLE BUSBAR - TRANSFORMER BAY

Typical Interlocks Conditions

Legend
c: Close condition
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QO o : No conditions
Qoc: (CT‘I orQ1) and (no external blocking)

Q1 co : Q0 and Q51 and Q8(24KV)and Q15
Q51 co: Q0 and Q1 and Q1(24KV)
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Legend

c: Close condition

o: Open condition

Q15: BUSBAR 1 EARTHING SWITCH
Q16: BUSBAR 2 EARTHING SWITCH

Q0 o : No conditions

QO ¢ : [@TorQ1) and (no external blocking)
Q1co: Q0and Q51and Q52and Q15

Q51co: Q0 and Q9 and Q1

Q52co : Q0 and Q9 and Q1

Q9 co : Q0 and Q51 and Q52and Q8

Q8 co: Q0 and Q9 and (No voltage on line)
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HIGH VOLTAGE
SINGLE BUSBAR — COUPLER BAY

Q1 TypicalInterlocks Conditions
BB1 Q19,  BB2
T T =
c: Close condition
Q15 Q51 Q52 Q16 o: Open condition

Q15: BUSBAR 1 EARTHING SWITCH
Q16: BUSBAR 2 EARTHING SWITCH

Q0 oc : No conditions

Q1 co: Q0 and Q51 and Q52 and Q15
Q10co : Q0 and Q51 and Q52 and Q16

@51co: Q0 and QT and Q10

Q52co: Q0 and QT and Q10
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Q16 0oc: (All Q1 of BB2 open)and Q10
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Subject: Specification for Electrostatic Painting of Electrical Cabinets or other

equipment constructed from mild steel.

1. General
This specification is designed for electrostatically applied power coating of
panels from mild steel (pickled) designed for internal and external location.
Please note the different requirements in the specification for internal or

external location in clauses:1.1, 2.1, 3.6,3.7.

1.1  Type of power
For panels designed for internal location- pure polyester powder or
polyester epoxy.

For panels designed for external location- pure polyester powder only.

1.2 General appearance

Colour and finish to be according to requirements (in ISRAEL it is
customary to use the RAL card),and appearance to be inaccordance

with the requirement "without surface imperfections"suchas bubbles,
pinholes, "craters" etc.

Colours chosen by the Network- RAL - 7001.

External painting:

External location: - RAL - 7001.

Internal location: - RAL- 7032.
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manufacturer's practice.
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2. Surface preparation
2.1  For internal location there are three options:

2.1.1 Abrasion blast cleaning until a *commercial"surfaces is
obtained according to grade Sa 2 of the Swedish standard, or
according to the American standard SSPC- SP 6.

Oils must be removed before commencement of surface
preparation. When cleaning is completed, removal of dust must
be ensured using dry compressed air.

Painting must take place on the same day, and in any event
before the appearance of signs of rust.

Depth of anchor: 20-25 microns.

2.1.2 Chemical treatment to obtain zinc phosphate coating between
2-5microns thickness. Because of the sensitivity of the
powder, the materials for chemical treatment should not be
altered without first checking that they match the requirements
of this specification.

2.1.3 Chemical treatmentto obtain iron phosphate coating.

2.2 Forexternal location There are two options:

2.2.1 Abrasion blast cleaning until"near white™ surface is obtained

according to grade Sa 2 112 of the Swedish standard, or
according to the American standard SSPC- SP 10.

Oils must be removed before commencement of surface
preparation. When cleaning is completed, removal of dust must

be ensured using dry compressed air.

BB-4





THE ISRAEL ELECTRIC CORP. LTD. STR-1858
Substation Planning Sector

Spec | Procedure Nr. 1500

Issue 2
Page Nr 3
From 5

Painting must take place on the same day, and any event
before appearance of signs of rust.
Depth of anchor:20-25 microns.

2.2.2 Chemical treatment to obtain zinc phosphate coating between
2-5 microns thickness.
Because of the sensitivity of powder, the materials for chemical
treatment should not be altered without first checking that they

match the requirements of this specification.

3. Technical requirements

Laboratory tests will be carried out on panels measuring 100x150x0.7 mm,
except those needed for Q.U.V cabinet.

3.1  Thickness of coating The test to be according ISO 2808.
3.1.1 For abrasion cleaning: between 90 to 120 microns.
3.1.2 For zinc phosphate coating: between 70 to 90 microns.

3.1.3 For iron phosphate coating: between 70 to 90 microns.

3.2  Adhesion Measured by tape test.
Adhesion to metal to be 100% as per ASTM D 3359- method B, equal
to grade O according to 1SO 2409, or grade 5A according to
AS1IMD 3359, method A.

3.3  Hardness Hardness of coating to scratching: 4000 Gram according to
ISO R1518.
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3.4  Impact
according to ASTM D 2794:25 kgkm. There shall be
no cracking of the coating, nor any detachment from
the substrate.
3.5 Distensibility
According to ISO 1520 - ERICHSEN cupping: 6 mm
without cracks or detachments.
3.6  Resistance to salt spray (Fog) According to ASLM B-
117 standard.

3.6.1 For internal location: 3 panels will be
placed in a salt spray chamber for 168 hours, after
being cross - cut withan "X". At the end of this
period, no bubbles or rust spots must appear.

Spread of rust from the cut may
not exceed 3 mm.

3.6.2 Forexternal location: 3 panels will be placed
in a salt water chamber for 500 hours, after
being cross-cut in the center of the plate with
an"X"50-70 mm long.

After drying for 24 hours at room temperature,
adhesion to the cross - cut will be examined.
Spread of rust across the cuts and separation of
the coating must not exceed 2 mm.. There must
be no bubbles or rust spots on the surface
remote from the cut and the edges of the plate.
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3.7

2
5
5

Resistance to artificial weathering for panels designed
for external location (A.S.T.M. G 53).

The lest will be carried out for 500 hours ina Q.U.V. appliance with

a 340 A lamp, at test cycles of 8 hours radiation at a temperature of
60°C £ 2, and 4 hours at 100% relative humidity at 50°C + 2°.

Requirements: 75% gloss retention which will be tested according to the

gray - scale- ISO 105 A 02.

The scale is divided into 5 grades, where number 5
indicates resistance with no change of colour. Fading of

the color as far as No. 4 is permitted.

The colormay be examined with a spectrophotometer.
RequirementAE< 1.

4. Quality assurance

4.1

Quality assurance is based on approval of the process and the

factory with regard to its ability to provide panels which will

comply with the requirements of clause 3.

During manufacture only the thickness of the coating will be checked.

No measurement may be less than the thickness determined in
clause 3.1.

Prepared: name I signature

Yaakov Casapu

Approved: name 1 signature

Date: 9.09.97

Dr. Ehud Sutskover
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1. GENERAL.
1.1 This standard applies in the implementation of control , protection ,
supervisory, instrumentation and measuring circuits included in
control systems, protection systems, switchgears, MCC's, control
panels and other electrical cubicles of Power Stations and Substations. [HoLD

1.2 All Control Cubicles shall conform to this Standard Specification ,
except where overruled by specific requirements of the Project
Specification.

1.3 This Standard shall also be read in conjunction with Standard
EPD-5/2002 Rev.F: " CONTROL CUBICLES REQUIREMENTS "
(or EPD —A.05, to be issued in the future ) .

2. WIRING MATERIALS AND REQUIREMENTS.

2.1 WIRING MATERIALS.

2.1.1 The Israeli or European manufacturers shall use stranded copper
conductors having halogen free insulation.
The wire shall be type HO7Z-K for 750V rated voltage, according
to Standards EN 50525-1-2011 +Al and EN 50525-3-41.

2.1.2 The American manufacturers shall use stranded copper switchboard
wire , 90°C maximum operating temperature Heat — Resistant SIS
Insulation , according to National Electrical Code ( NFPA 70-1996 ) ,
table 310-13 , having 600V rated insulation .

2.1.3 Connections between fixed and hinged panels shall be made with stranded
( extra-flexible) switchboard wire , having the same insulation as specified
above .

2.2 CONTROL WIRING SIZE
2.2.1 For control circuits having a control voltage of 220 VDC or
230 VAC , wires sized 1.5 sg.mm ( No. 16 AWG ) shall be used .

2.2.2 For control and supervisory circuits in which the current is less than
0.2 A, wires sized 1.0 sg.mm ( No. 18 AWG ), shall be used .

2.2.3 For control and supervisory circuits of European manufactured
Control Systems (DCS) , in which the current is less than 0.2 A,
wires sized 0.5 sg.mm ( No. 20 AWG ) can be used.

Date: Applicable: Rev. Cancels: EPD-3/99 Rev.F
09/2004 09/2004 01
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2.3 POWER WIRING SIZE .
2.3.1  This standard refers to the following power circuits :

a. Primary and secondary connections of control transformers.
b. Incoming power circuits.

2.3.2 The wiring of the above devices shall be made with similar wires as
defined in paragraph 2.1.
The size of the wire shall be correlated with the control transformer
primary and secondary currents , with the incoming power circuits
current and with the circuit protection .

2.4 CURRENT TRANSFORMER WIRING SIZE.

Current Transformer Circuits wiring shall be made with similar wires
as defined in paragraph 2.1.
The minimum wire size shall be 2.5 sq.mm (No. 14AWG).

2.5 INSTRUMENT WIRING SIZING (Low Level Signal Wiring).

2.5.1 Shielded instrumentation cable shall be used on all low level

signal
wiring.
Unless otherwise specified in the Project Specification , the
Contractor shall use twisted-pair No. 18 AWG , Class B stranded-
tinned copper-wire , with minimum use 300V insulation over each
conductor, aluminized mylar tape ( with stranded-tinned copper
drain wire) over both conductors , and an overall jacket .

2.5.2 If apparatus cannot accept conductors of sizes specified above
than the maximum size of conductors accepted by these
apparatus, can be used .

2.5.3 For Low Level Signal Wiring of European manufactured Control
Systems (DCS) , shielded wires sized 0.5 sq.mm ( No. 20 AWG ),
similar to those used for control wiring can be used , according to
the manufacturer standard.

Date: Applicable: Rev. Cancels: EPD-3/99 Rev. F
09/2004 09/2004 01
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3. TERMINAL BLOCKS .

3.1 REQUIREMENTS FOR ISRAELI OR EUROPEAN
MANUFACTURERS .

3.1.1 The terminals shall comply with IEC 60947-7-1 , July 2002
Standard .

3.1.2 Type of terminals: screw type terminals.

3.1.3 The housing shall be made of thermosetting or thermoplastic
materials having the following characteristics :
a. Tracking resistance ........ CTI : 600
b. Continuous service temperature ....... 100 °C
c. Inflammability class..................... UL94-vO
d. Halogen and asbestos free
e. Good tropical and termite resistance
f. Contamination class ..................... 3

3.1.4 The metal parts ( clamping parts and current carrying parts ) shall
be made of copper alloy to eliminate corrosion .
The screw clamping method shall be vibration resistant.

3.15 Mountingrail ...............cooo TS 32
3.1.6 Rated Voltage ...........coceviiiiiiiiiiiinn. 800 V

3.1.7 Approved terminal blocks Manufacturers : Phoenix or Wiedmuller ,
as follows :
Phoenix ~ Weidmuller
a. Control and Instrumentation wiring
up to 1.5 sg.mm (No. 16 AWG) ... UK25N WDU 25N
b. Control and Power wiring

up to 6.0 sg.mm ( No. 10 AWG).... UKGEN WDU 6N
c. Power wiring

Upto 10 sq.mm ( No. 4 AWG).... UKI16N WDU 16N
d. Curent transformer circuits * ....... UGSK/S WTQ 6/1

*: Three (3) terminals shall be used for each current transformer.

Date: Applicable: Rev. Cancels: EPD-3/99 Rev. F
09/2004 09/2004 01
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3.1.8 The insulation material of terminal blocks shall not be adversely
affected by abnormal heat and fire .
Compliance to this requirement shall be checked by the needle flame
test, according to Standard IEC 60695-2-2 .

3.1.9 Performance Requirements.

3.1.9.1 Temperature Rise.
The terminal blocks shall be tested in accordance with Standard
IEC 60947-1-1, item 8.4.5.
The temperature rise of terminals shall not exceed 45°C.

3.1.9.2 Rated Short-time Withstand Capability.
The terminal blocks shall be capable of withstanding for 1 sec. the
rated short-time withstanding current which corresponds to
120A/mm2 of its rated cross-section , according to Standard
IEC 60947-1-1, item 8.4.6.

3.1.10 For European manufactured equipment Maxi-Termi-Point
terminals, according to DIN/VDE 0815 Standard can be used .

3.2 REQUIREMENTS FOR AMERICAN MANUFACTURERS.

3.2.1 The terminals shall comply with the NEMA Standard Publication
No. ICS 4 /2000 and shall be UL approved.

3.2.2 Molded thermoset phenolic base — rated 150°C.
3.2.3 Suitable for connection of copper conductors.
3.2.4 Washer head screw contacts.

3.2.5 The metal parts ( clamping parts and current carrying parts ) shall
be made of copper alloy to eliminate corrosion .

3.2.6 Rated insulation voltage :
-- For control and instrumentation circuits less than 120V :

Ui=300V
-- For control and instrumentation circuits abovel20V :
Ui =600V
Date: Applicable: Rev. Cancels: EPD-3/99 Rev. F
09/2004 09/2004 01
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4.2

3.2.7  The following terminal blocks are accepted :

a. For control circuits 120 V and above :
Series 1500 or Series 1600, Marathon Special Products
Co. or Catalogue No. 2B112 Buchanan.

b. For control circuits less than 120 V and instrumentation :
Series 300 Marathon Special Products Co., or Type
CR151B — General Electric.

4. ARRANGEMENT OF WIRING.

4.1 Wire and wire groups extending from terminal blocks to instruments or

devices on cubicles , or from one cubicle to another , shall be installed
in halogen free ducts or troughs and packed in neatly formed bundles
securely clamped or tied together and supported from the cubicle
framework.

Plastic cable ties ( Halogen free or EPR ) shall be used to bundle wires
outside of ducts or troughs .

No more than 30 wires shall be bundled together in wire hinge loops.

When wiring is installed in wire ducts or troughs , the edges of the
cut-outs troughs which the wires pass shall be provided with suitable
protection of the insulation from cuts or nicks .

4.3 Shielded instrument cables carrying low level signals shall be in
separate bundles or wire-ways .

4.4  Drain wires and shield tapes shall be fully insulated and terminated at
terminal blocks .
Grounding of shielded wires shall be as defined in the Project
Specification or drawings.

4.5 Wire extensions from wire-ways or bundles to instruments shall be
neatly formed, attached and secured to the cubicles with wire cleats .
Bends in the wiring shall be carefully made in such a manner that the
insulation or cover is not damaged .
Care shall be used in removing insulation from the wire , so that the

wire will not be cut or nicked .
Date: Applicable: Rev. Cancels: EPD-3/99 Rev. F
09/2004 09/2004 01
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4.6 All wiring shall be installed exactly as shown on the wiring diagrams.

4.7 The maximum number of conductors connected to any one terminal
point on a terminal block shall be two (2) .

4.8 Spare contacts from each device ( circuit breaker , auxiliary relay ,
control switch, etc ) shall be wired to terminal blocks , as per specific
Project Specification requirements.

4.9 Both ends of each wire shall be tagged with appropriate plastic
markers.
Mylar wire markers such as Brady Type SLFW or similar as agreed
upon, should be used.

4.10 Internal wiring color coding shall be according to Appendix 1 of this
standard specification.

4.11 The wires marking shall be made as follows :
-- The terminal block end of each wire will be tagged with the
terminal number.
-- The instrument or device end of the wire will be tagged with the
respective instrument or device designation and terminal number,
according to the wiring diagram.

4.12 All internal wiring of control circuits will preferable be terminated
by the Contractor at the terminal blocks , rather than between
devices within the cubicle .

4.13 All the alarm circuits should be connected to adjacent terminal block
points , to facilitate Purchaser's field wiring .

4.14 In bench-board type control cubicles applications, switches, lights
and other instruments shall be loop wired.
Sufficient wire length shall be included in the loop to permit complete
removal of all connected devices through the face of the bench-board,
to permit maintenance of the device from the front of the cubicle,
without disconnecting any wires .

4.15 Wiring shall be routed in such a manner that it will not prevent blank
cubicle ( spare ) from being used for the addition of future

equipment.
Date: Applicable: Rev. Cancels: EPD-3/99 Rev. F
09/2004 09/2004 01
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5. TERMINATIONS.

5.1 Compression type ( solder-less) lugs or ferrules shall be applied on the
ends of all stranded wires for connection to terminal blocks or to
instruments.

For connection to screw type terminals , isolated fork type terminal
lugs should be used .
The lugs should be tin plated to resist corrosion.

5.2 The wire insulation shall be removed for the lug application without
nicking the conductor.
The wire shall be firmly inserted into the lug and crimped with the
specified tool , recommended by the lug manufacturer .
Devices having compression clamps, push-on, etc type terminals will
be wired accordingly.

5.3 All solder and push-on type connections shall have snug fittings
insulated sleeves which cover the entire lug and extend 1/4 inch
(6mm) over the insulation.

5.4  Terminal blocks shall be provided for terminating all wiring entering
and leaving the cubicles, except the leads from thermocouples and
other temperature detecting devices , and devices connected with
prefabricated cables, that may be field run directly to the terminals in
the instrument cases.

5.5 Thermocouple extension wire and other solid wire terminations shall
be made without the use of lugs.

5.6 The arrangement of terminal blocks for Purchaser's connections shall
permit convenient cable installation.
Cable supports shall be provided for Purchaser's wiring.
Wiring troughs shall be provided in areas requiring a high density of
such cables.
Routing paths of all such cables shall be shown on Contractor's cubicle
wiring diagrams.
Adhesive-backed wire bundle grips are not accepted for supporting
wire extensions.

5.7 Terminal blocks shall be arranged with terminals in vertical or
horizontal rows.
Terminal blocks shall have each point identified indelibly.

Date: Applicable: Rev. Cancels: EPD-3/99 Rev. F
09/2004 09/2004 01
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5.8

5.9

One side of the terminal blocks shall be left free for Purchaser's
connections.

All jumpers between terminals shall be made on the internal wiring
side .

Terminals associated with individual items of equipment shall be
grouped together for convenient cable connections .

The terminal blocks shall not be mounted closer than 7 inches

( 180 mm ) from the control cubicle walls and at least 10 inches

(250 mm ) from the cable entrance .

Central line distance between terminal blocks shall be a minimum

of 8 inches (200 mm) .

Where terminal blocks for Purchaser's connections are mounted on
vertical wire-ways , the inside area of said wire-ways shall be reserved
exclusively for Purchaser's incoming cables .

All incoming power terminals shall be clearly identified in a manner
distinctly different from all other terminations , for safety in
maintenance.

It is recommended to group the terminals as follows :

59.1 Power

5.9.2 Control AC/DC (120 V/ 220 V)

5.9.3 Control DC circuits 24 VDC , 48 VDC , 60 VDC
5.9.4 Instrumentation

5.10 Where bottom cable entry is used , the vertical wire-ways shall be

located over floor openings , to allow Purchaser's cable to have a clear
run directly to the terminal blocks .

6. MISCELLANEOUS.

If any component is not available at the time of shipment , Contractor

shall provide wooden templates complete with accurate terminal
arrangement and all wiring terminated .

The plate shall closely resemble the configuration of the missing
component , so that the cubicle wiring can be bundled and identified
for easy substitution of the missing device in field .

Date:

09/2004 09/2004 01

Applicable: Rev. Cancels: EPD-3/99 Rev. F

App.8 - 11






THE ISRAEL ELECTRIC CORPORATION LTD
ENGINEERING DIVISION SPEC: STR-1858

SUBSTATION PLANNING SECTOR APPENDIX 9
STANDARD No. Control Cubicles — Page: Of:
EPD-A.03 Electrical Wiring Requirements. 12 13

Where cubicles are shipped in sections for connecting together in field, the
wiring between sections shall be factory made, to be connected in field.
Identically tagged terminal blocks shall be provided on each side of
the shipping unit.
Jumpers shall be provided for convenient connection in field.

7. WIRING TESTS.

The wiring shall be capable of withstanding a one (1 ) minute field
test at 1500 VAC , all parts to ground ( except the wiring for
electronic equipment ) .

The factory tests shall demonstrate freedom from grounds and accuracy of
the wiring.

Point-to-point continuity tests and electrical insulation tests shall be factory
made.

Megger or other high voltage tests shall not be applied to any coaxial
shielded or solid-state components.

Date: Applicable: Rev. Cancels: EPD-3/99 Rev. F
09/2004 09/2004 01
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8. APPENDIX 11— INTERNAL WIRING COLOR CODING

The following color coding is required for the internal wiring of control
cubicles :

8.1 AC CIRCUITS.

8.1.1 Protective earth : Yellow - Green ( mandatory )
8.1.2 Neutral : Blue

8.2 AC POWER CIRCUITS.

8.2.1 One (1) phase: Brown
8.2.2 Three (3) phase :
-- Phase L1 : Brown ( preferred ) , or

Brown + L1 marking / sleeve

-- Phase L2 : Brown — Orange ( brown with one orange
strip on the whole wire length -preferred ) ,
or
Brown + L2 marking / sleeve

-- Phase L3 : Brown — Black ( brown with one black
strip on the whole wire length- preferred) ,
or
Brown + L3 marking / sleeve

8.3 DC POWER CIRCUITS.

831 (+): Brown
832 (-) : Blue

8.4 CONTROL CIRCUITS. : Grey ( preferred ) , or Black .

- FINAL -

Date: Applicable: Rev. Cancel: EPD-3/99 Rev. F
09/2004 09/2004 01
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1. GENERAL.
1.1 This standard applies in the implementation of control , protection ,
supervisory, instrumentation and measuring circuits included in
control systems, protection systems, switchgears, MCC's, control
panels and other electrical cubicles of Power Stations and Substations. |HoLD

1.2 All Control Cubicles shall conform to this Standard Specification ,
except where overruled by specific requirements of the Project
Specification.

1.3 This Standard shall also be read in conjunction with Standard
EPD-5/2002 Rev.F: " CONTROL CUBICLES REQUIREMENTS "
(or EPD —A.05, to be issued in the future ) .

2. WIRING MATERIALS AND REQUIREMENTS.

2.1 WIRING MATERIALS.

2.1.1 The Israeli or European manufacturers shall use stranded copper
conductors having halogen free insulation.
The wire shall be type HO7Z-K for 750V rated voltage, according
to Standards EN 50525-1-2011 +Al and EN 50525-3-41.

2.1.2 The American manufacturers shall use stranded copper switchboard
wire , 90°C maximum operating temperature Heat — Resistant SIS
Insulation , according to National Electrical Code ( NFPA 70-1996 ) ,
table 310-13 , having 600V rated insulation .

2.1.3 Connections between fixed and hinged panels shall be made with stranded
(extra-flexible) switchboard wire , having the same insulation as specified
above .

2.2 CONTROL WIRING SIZE
2.2.1 For control circuits having a control voltage of 220 VDC or
230 VAC , wires sized 1.5 sg.mm ( No. 16 AWG ) shall be used .

2.2.2  For control and supervisory circuits in which the current is less than
0.2 A, wires sized 1.0 sg.mm ( No. 18 AWG ), shall be used .

2.2.3 For control and supervisory circuits of European manufactured
Control Systems (DCS) , in which the current is less than 0.2 A ,
wires sized 0.5 sg.mm ( No. 20 AWG ) can be used.

Date: Applicable: Rev. Cancels: EPD-3/99 Rev.F
09/2004 09/2004 01
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2.3 POWER WIRING SIZE .
2.3.1  This standard refers to the following power circuits :

a. Primary and secondary connections of control transformers.
b. Incoming power circuits.

2.3.2 The wiring of the above devices shall be made with similar wires as
defined in paragraph 2.1.
The size of the wire shall be correlated with the control transformer
primary and secondary currents , with the incoming power circuits
current and with the circuit protection .

2.4 CURRENT TRANSFORMER WIRING SIZE.

Current Transformer Circuits wiring shall be made with similar wires
as defined in paragraph 2.1.
The minimum wire size shall be 2.5 sg.mm (No. 14AWG).

2.5 INSTRUMENT WIRING SIZING (Low Level Signal Wiring).

2.5.1 Shielded instrumentation cable shall be used on all low level

signal
wiring.
Unless otherwise specified in the Project Specification , the
Contractor shall use twisted-pair No. 18 AWG , Class B stranded-
tinned copper-wire , with minimum use 300V insulation over each
conductor, aluminized mylar tape ( with stranded-tinned copper
drain wire) over both conductors , and an overall jacket .

2.5.2 If apparatus cannot accept conductors of sizes specified above
than the maximum size of conductors accepted by these
apparatus, can be used .

2.5.3 For Low Level Signal Wiring of European manufactured Control
Systems (DCS) , shielded wires sized 0.5 sq.mm ( No. 20 AWG ),
similar to those used for control wiring can be used , according to
the manufacturer standard.

Date: Applicable: Rev. Cancels: EPD-3/99 Rev. F
09/2004 09/2004 01
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3. TERMINAL BLOCKS.

3.1 REQUIREMENTS FOR ISRAELI OR EUROPEAN
MANUFACTURERS .

3.1.1 The terminals shall comply with IEC 60947-7-1 , July 2002
Standard .

3.1.2 Type of terminals: screw type terminals.

3.1.3 The housing shall be made of thermosetting or thermoplastic
materials having the following characteristics :
a. Tracking resistance ........ CTI : 600
b. Continuous service temperature ....... 100 °C
c. Inflammability class..................... UL94-vO
d. Halogen and asbestos free
e. Good tropical and termite resistance
f. Contaminationclass ..................... 3

3.1.4 The metal parts ( clamping parts and current carrying parts ) shall
be made of copper alloy to eliminate corrosion .
The screw clamping method shall be vibration resistant.

3.1.5 Mountingrail .............ooooii TS 32
3.1.6 Rated Voltage .............cooeviiiiiiiiiin.n. 800 V

3.1.7 Approved terminal blocks Manufacturers : Phoenix or Wiedmuller ,
as follows :
Phoenix  Weidmuller
a. Control and Instrumentation wiring
upto 1.5sg.mm ( No. 16 AWG) ... UK25N WDU 25N
b. Control and Power wiring

up to 6.0 sg.mm ( No. 10 AWG).... UKG6N WDU 6N
c. Power wiring

Upto 10 sq.mm ( No. 4 AWG) .... UKI16N WDU 16N
d. Curent transformer circuits * ....... UGSK/S WTQ 6/1

*: Three (3) terminals shall be used for each current transformer.

Date: Applicable: Rev. Cancels: EPD-3/99 Rev. F
09/2004 09/2004 01
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3.1.8 The insulation material of terminal blocks shall not be adversely
affected by abnormal heat and fire .
Compliance to this requirement shall be checked by the needle flame
test, according to Standard IEC 60695-2-2 .

3.1.9 Performance Requirements.

3.1.9.1 Temperature Rise.
The terminal blocks shall be tested in accordance with Standard
IEC 60947-1-1, item 8.4.5.
The temperature rise of terminals shall not exceed 45°C.

3.1.9.2 Rated Short-time Withstand Capability.
The terminal blocks shall be capable of withstanding for 1 sec. the
rated short-time withstanding current which corresponds to
120A/mm2 of its rated cross-section , according to Standard
IEC 60947-1-1, item 8.4.6.

3.1.10 For European manufactured equipment Maxi-Termi-Point
terminals, according to DIN/VDE 0815 Standard can be used .

3.2 REQUIREMENTS FOR AMERICAN MANUFACTURERS.

3.2.1 The terminals shall comply with the NEMA Standard Publication
No. ICS 4 /2000 and shall be UL approved.

3.2.2 Molded thermoset phenolic base — rated 150°C.
3.2.3 Suitable for connection of copper conductors.
3.2.4 Washer head screw contacts.

3.2.5  The metal parts ( clamping parts and current carrying parts ) shall
be made of copper alloy to eliminate corrosion .

3.2.6 Rated insulation voltage :
-- For control and instrumentation circuits less than 120V :

Ui=300V
-- For control and instrumentation circuits abovel20V :
Ui=600V
Date: Applicable: Rev. Cancels: EPD-3/99 Rev. F
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4.2

4.3

4.4

4.5

3.2.7 The following terminal blocks are accepted :

a. For control circuits 120 V and above :
Series 1500 or Series 1600, Marathon Special Products
Co. or Catalogue No. 2B112 Buchanan.

b. For control circuits less than 120 V and instrumentation :
Series 300 Marathon Special Products Co., or Type
CR151B - General Electric.

4. ARRANGEMENT OF WIRING.

4.1 Wire and wire groups extending from terminal blocks to instruments or

devices on cubicles , or from one cubicle to another , shall be installed
in halogen free ducts or troughs and packed in neatly formed bundles
securely clamped or tied together and supported from the cubicle
framework.

Plastic cable ties ( Halogen free or EPR ) shall be used to bundle wires
outside of ducts or troughs .

No more than 30 wires shall be bundled together in wire hinge loops.

When wiring is installed in wire ducts or troughs , the edges of the
cut-outs troughs which the wires pass shall be provided with suitable
protection of the insulation from cuts or nicks .

Shielded instrument cables carrying low level signals shall be in
separate bundles or wire-ways .

Drain wires and shield tapes shall be fully insulated and terminated at
terminal blocks .

Grounding of shielded wires shall be as defined in the Project
Specification or drawings.

Wire extensions from wire-ways or bundles to instruments shall be
neatly formed, attached and secured to the cubicles with wire cleats .
Bends in the wiring shall be carefully made in such a manner that the
insulation or cover is not damaged .

Care shall be used in removing insulation from the wire , so that the

wire will not be cut or nicked .

Date:

09/2004 09/2004 01

Applicable: Rev. Cancels: EPD-3/99 Rev. F






THE ISRAEL ELECTRIC CORPORATION LTD
ENGINEERING DIVISION SPEC: STR-1858

SUBSTATION PLANNING SECTOR APPENDIX 9
STANDARD No. Control Cubicles — Page: of-
EPD-A.03 Electrical Wiring Requirements. 9 13

4.6 All wiring shall be installed exactly as shown on the wiring diagrams.

4.7 The maximum number of conductors connected to any one terminal
point on a terminal block shall be two (2) .

4.8 Spare contacts from each device ( circuit breaker , auxiliary relay ,
control switch, etc ) shall be wired to terminal blocks , as per specific
Project Specification requirements.

4.9 Both ends of each wire shall be tagged with appropriate plastic
markers.
Mylar wire markers such as Brady Type SLFW or similar as agreed
upon, should be used.

4.10 Internal wiring color coding shall be according to Appendix 1 of this
standard specification.

4.11 The wires marking shall be made as follows :
-- The terminal block end of each wire will be tagged with the
terminal number.
-- The instrument or device end of the wire will be tagged with the
respective instrument or device designation and terminal number,
according to the wiring diagram.

4.12 All internal wiring of control circuits will preferable be terminated
by the Contractor at the terminal blocks , rather than between
devices within the cubicle .

4.13 All the alarm circuits should be connected to adjacent terminal block
points , to facilitate Purchaser's field wiring .

4.14 In bench-board type control cubicles applications, switches, lights
and other instruments shall be loop wired.
Sufficient wire length shall be included in the loop to permit complete
removal of all connected devices through the face of the bench-board,
to permit maintenance of the device from the front of the cubicle,
without disconnecting any wires .

4.15 Wiring shall be routed in such a manner that it will not prevent blank

cubicle ( spare ) from being used for the addition of future
equipment.

Date: Applicable: Rev. Cancels: EPD-3/99 Rev. F
09/2004 09/2004 01
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5. TERMINATIONS.

5.1 Compression type ( solder-less) lugs or ferrules shall be applied on the
ends of all stranded wires for connection to terminal blocks or to
instruments.

For connection to screw type terminals , isolated fork type terminal
lugs should be used .
The lugs should be tin plated to resist corrosion.

5.2 The wire insulation shall be removed for the lug application without
nicking the conductor.
The wire shall be firmly inserted into the lug and crimped with the
specified tool , recommended by the lug manufacturer .
Devices having compression clamps, push-on, etc type terminals will
be wired accordingly.

5.3 All solder and push-on type connections shall have snug fittings
insulated sleeves which cover the entire lug and extend 1/4 inch
(6mm) over the insulation.

5.4 Terminal blocks shall be provided for terminating all wiring entering
and leaving the cubicles, except the leads from thermocouples and
other temperature detecting devices , and devices connected with
prefabricated cables, that may be field run directly to the terminals in
the instrument cases.

5.5 Thermocouple extension wire and other solid wire terminations shall
be made without the use of lugs.

5.6 The arrangement of terminal blocks for Purchaser's connections shall
permit convenient cable installation.
Cable supports shall be provided for Purchaser's wiring.
Wiring troughs shall be provided in areas requiring a high density of
such cables.
Routing paths of all such cables shall be shown on Contractor's cubicle
wiring diagrams.
Adhesive-backed wire bundle grips are not accepted for supporting
wire extensions.

5.7 Terminal blocks shall be arranged with terminals in vertical or
horizontal rows.
Terminal blocks shall have each point identified indelibly.

Date: Applicable: Rev. Cancels: EPD-3/99 Rev. F
09/2004 09/2004 01
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One side of the terminal blocks shall be left free for Purchaser's
connections.

All jumpers between terminals shall be made on the internal wiring
side .

Terminals associated with individual items of equipment shall be
grouped together for convenient cable connections .

5.8 The terminal blocks shall not be mounted closer than 7 inches
(180 mm ) from the control cubicle walls and at least 10 inches
(250 mm ) from the cable entrance .
Central line distance between terminal blocks shall be a minimum
of 8 inches (200 mm) .
Where terminal blocks for Purchaser's connections are mounted on
vertical wire-ways , the inside area of said wire-ways shall be reserved
exclusively for Purchaser's incoming cables .

5.9 All incoming power terminals shall be clearly identified in a manner
distinctly different from all other terminations , for safety in
maintenance.
It is recommended to group the terminals as follows :

5.9.1 Power

5.9.2 Control AC/DC (120 V/ 220 V)

5.9.3 Control DC circuits 24 VDC , 48 VDC , 60 VDC
5.9.4 Instrumentation

5.10 Where bottom cable entry is used , the vertical wire-ways shall be
located over floor openings , to allow Purchaser's cable to have a clear
run directly to the terminal blocks .

6. MISCELLANEOUS .

If any component is not available at the time of shipment , Contractor
shall provide wooden templates complete with accurate terminal
arrangement and all wiring terminated .
The plate shall closely resemble the configuration of the missing
component , so that the cubicle wiring can be bundled and identified
for easy substitution of the missing device in field .

Date: Applicable: Rev. Cancels: EPD-3/99 Rev. F
09/2004 09/2004 01
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Where cubicles are shipped in sections for connecting together in field, the
wiring between sections shall be factory made, to be connected in field.
Identically tagged terminal blocks shall be provided on each side of
the shipping unit.
Jumpers shall be provided for convenient connection in field.

7. WIRING TESTS.

The wiring shall be capable of withstanding a one (1 ) minute field
test at 1500 VAC , all parts to ground ( except the wiring for
electronic equipment ) .

The factory tests shall demonstrate freedom from grounds and accuracy of
the wiring.

Point-to-point continuity tests and electrical insulation tests shall be factory
made.

Megger or other high voltage tests shall not be applied to any coaxial
shielded or solid-state components.

Date: Applicable: Rev. Cancels: EPD-3/99 Rev. F
09/2004 09/2004 01
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8. APPENDIX 1 - INTERNAL WIRING COLOR CODING

The following color coding is required for the internal wiring of control
cubicles :

8.1 AC CIRCUITS.

8.1.1 Protective earth : Yellow - Green ( mandatory )
8.1.2 Neutral : Blue

8.2 AC POWER CIRCUITS.

8.21 One (1) phase: Brown
8.2.2 Three (3) phase :
-- Phase L1: Brown ( preferred ) , or

Brown + L1 marking / sleeve

-- Phase L2 : Brown — Orange ( brown with one orange
strip on the whole wire length -preferred ) ,
or
Brown + L2 marking / sleeve

-- Phase L3 : Brown — Black ( brown with one black
strip on the whole wire length- preferred) ,
or
Brown + L3 marking / sleeve

8.3 DC POWER CIRCUITS.

831 (+): Brown
832 (-) : Blue

8.4 CONTROL CIRCUITS. : Grey ( preferred ) , or Black .

- FINAL -

Date: Applicable: Rev. Cancel: EPD-3/99 Rev. F
09/2004 09/2004 01
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1 Forward
The nameplate is an essential component of all apparatus of any degree of

complexity intended for long-term use.

The nameplate must readily and concisely provide information pertinent to the

apparatus. It must furthermore be designed to endure and clearly exhibit this

information during the entire lifetime of the apparatus.

It must also be possible to identify equipment while it is in storage and awaiting

installation, by means of nameplate information to be found on the equipment's

protective packaging.
The intent of this document is to describe our requirements in this field.

2 Definitions of Terms used in this Specification

2.1 Apparatus, Electric Apparatus

2.2

2.3

Electric, Electronic and/or Digital equipment for control, supervision and
protection of electrical installations, commonly used in systems for supplying
electric power. These include but are not limited to, protection relays.

Module

A distinct component board or unit which performs a specific function within an apparatus.
Electric apparatus is commonly made up of several different modules mounted together in a
common housing.

User frequently acquires for his stores spare modules in order to replace faulty modules, thus

enabling user to quickly return faulty apparatus to service.

Packaging

The temporary container in which the manufacturer has enclosed one apparatus/spare module
upon completion of all manufacturing processes, in order to protect the contents from physical
damage.

For electrical apparatus/spare modules covered by this specification: the packaging is the
disposable cardboard box, wooden crate or synthetic container from which user must remove
the apparatus immediately prior to installation of the apparatus/module. This is commonly
considered the minimum layer of protection acceptable for storing the apparatus/spare module
in purchaser’s stores, under conditions specified by manufacturer as “ambient storage

conditions”.

3 Requirements of Nameplates for all Electric Apparatus

3.1 Affixation Method

Screws, rivets or welds are the preferred means for affixing a nameplate.
It is permissible to affix the nameplate with adhesive, providing manufacturer has verified that

the adhesive is permanent and will not deteriorate over time.
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3.2 Nameplate Information
The nameplate will show at the least information as follows:

3.2.1 Name of Apparatus’ Manufacturer

Manufacturer’s full name will be clearly shown, in a format affording location of the
manufacturer via the Internet.

3.2.2 Apparatus’ Model/Type/Part Number and Serial Number

The format of these particulars will enable purchaser to readily recognize them as such.
For example: If an apparatus is of model A (type A) (part number A), and serial number B,
the nameplate will indicate: “Model A” (“Type A”) (Part Number A), and “Serial Number
B>, alternatively “s/n B”.
3.3 Manufacturer must include on the nameplate any further information necessary to completely
identify the apparatus.
4 Additional Minimum Requirements of Nameplates according to

Apparatus Classification

Additional information displayed on/characteristics of nameplates depend upon the function of the
apparatus, and are classified as follows.

4.1 Nameplates for Main, Standalone Apparatus

4.1.1 Nominal electrical parameters — voltage, amperes, frequency — of all the circuits feeding
power and/or signals to the apparatus;
4.1.2 The nameplate will be affixed to an exterior panel on the apparatus’ housing, in a location

affording user uninhibited access to the nameplate.

4,1.3 The nameplate material will be corrosion-proof metal plate or metallized paper.

Ordinary, non-metallized paper will not be used except by purchaser’s specific consent.
4.1.4 The characters of the legend will be recessed and filled with ink, to ensure longevity.

4.2 Nameplates for Modules

The nameplate of a module will meet all the requirements set forth in paragraph 3.

5 Display of Information on Protective Packaging

Manufacturer will permanently affix to an outside surface of the packaging a label
containing nameplate information as per paragraphs 3 and 4.2.

Manufacturer will apply a transparent protective covering over the label, to
prevent unintentional damage due to dirt and abrasion, during storage and
transport.

The dimensions of the label and the legend should be generous, in order to allow

for identification of the contents from afar.
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The apparatus' serial number should be printed in large font e.g. Times New

Roman size 26, as per the following example:

s/n: LB1234567AB

Hillel Fleishman
October 2005
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GENERAL

The ¢uality requirements specified herein constifute an integral part of the
Contract and should be implemented without any additional cost to the
Purchaser or any change in the Contract schedule. These requirements are in
addition to, and without derogation from other applicable provisions of the
Contract, if any, incloding, without limitation, the general provisions of the
General Conditions — Annexure "A", the specific requirements of Annexure
"M" and the Specification requirements — Annexure "B".

The Contractor shall make all the necessary arrangements and prepare all the
required and necessary means to enable IEC's Quality Contrel Unit
Fepresentative(s) to review, observe, andit, inspect. test and survey the Werk -
at any of the facilities where Work or any part thereof is performed, including
those of the Contractor and of its Sub-Contractor(s). Upon Purchaser's request
the Centractor shall submit uwn-priced copies of its orders to the Sub-
Contractor(s) pertaining to the Work/Contact, clearly marked with the
Purchaser's name and Contract nmmber, specifically indicating Contractor's
quality requirements from its Sub-Contractor(s), to allow verification of

proper implementation of the quality requirements.

The Centractor shall nomunate promptly after Contract award a quality
engineer or a quality specialist to control and manage the quality requirements
of the Contract. This person shall have the anthority and respensibility with
respect to maintaining the gquality plan, coordinating the tests and inspections
and verifying compliance with the guality requirements.

Mamufacturing shall not commence prior to respective drawing approval by
the Purchaser.

All materials used in the manufacture of the Equipment shall conform to the
Specification, approved drawings, and accepted Standards. Use of alternate
materials and subassemblies is not accepted unless a specific and documented
authorization is granted in writing by the Purchaser.
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2. DEFINITIONS, CLASSIFICATIONS AND ABEREVIATIONS
2.1 CORRECTIVE ACTION (CA) — As defined in ISO 9000:2005.

2.2 QUALITY PLAN (QP) — a plan. prepared by the Contractor especially for the
Contract, in accordance with ISO 10005, to ensure that the Work meets all the
quality requirements.

23 INSPECTION AND TEST PLAN (ITP) — a plan. in the format of Exhibit "A"
attached hereto or any other form approved by the Purchaser, specifying all the
mspections and tests for the Work (including witness and hold points)
covering  all aspectsof design type tests, first article
mspection, manufacturing, in process inspection product qualification. final
inspection’s and test's, packing, transportation. erection and commyssioning.

24  QCUE - the Purchazer's Quality Control Unit Representative and/or any other
representative avthorized by it.

25  WITNESS POINT (WF) - a planned wisit of the QCUR to Contractor's
facility, before delivery of any portion of the Work, in order to witness a
specific inspection and/or test detailed in the ITP.

26 HOLD POINT (HP) — the same as WP but with the distinction that the
Contractor 15 not permitted to proceed with its planned activities without
having received Porchaser’s written approval

27 NON CONFORMANCE (NC) - deviation from any specified quality
characteristic of the Work

28 NON CONFOEMANCE BEPOET (NCE) - a report. on Contractor's
mumbered serial form describing the details of a Non Conformance, from its
detection through its disposition and corrective action(s).

29  QUALITY CHARACTERISTIC — any identifiable property of the Work (Le.
physical, chemical, funetional, visual, technical, environmental economcal
and statistical requirement of applicable standard/code, etc.)

2,10 WOEBK - equipment and services to be provided by the Contractor, all as
further detailed in the Contract.

2.11 SPECIAL PROCESS - itreversible manufacturing process, or a process which
requires special or specific tools.
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3. QUALITY PLAN AND INSPECTION AND TEST PLAN

i1 The Contractor shall submit, in accordance with the documentation
submission schedule { Annex T) or if not specified therein within fourteen (14)
days after Contract award, detailed Imspection and Test Plan for
Purchaser's review and approval Any subsequent alterations to these plans
shall be submitted for Purchaser's approval prior to start of any portion of the
Work that may be affected by such alterations.

3.2 Contractor shall not commence purchasing and mammfacturing prier to
receiving Purchaser’s written approval to the Quality and/or the Inspection and
Test Plans.

4. DOCUMENTATION

41  The Contractor shall submit for Purchaser’s review, as an integral part of the
Cheality Plan, the quality and manufacturing/operations procedures pertaining
to the Worle and shall promptly provide any explanations as may be requested
by the Purchaser with respect thereto.

42 The Contractor shall submit to the Purchaszer, for review, comment and
approval, in accordance with the documentation submission schedule but at
least twenty one (21) days prior to the implementation of special processes, the
relevant procedures including all the process qualifications and the employess’
certifications for said special processes.

5. INSPECTIONS AND TESTS

5.1  The Contractor shall provide test and inspection equipment and/or any other
means required in accordance with applicable industrial standards, all as may
be required for the proper execution of the Work and especially for the
execution of the ITP .

5.2 The Confractor shall ensure that all tests or inspections (including souwrce
mspections) forming part of the Work shall be carmried out by proficient
organizations or individuals certified to EN 45004 (level A or C). Any
mndependent inspector shall be subject to Purchaser's approval

53  Type tests. Foutine tests and Sample tests (where applicable) shall be carried
out in accordance with the provisions set forth in Annexure "B". Annexure
"M", or as otherwise specified in the Contract.
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5.4  All other qualification tests (for mechanical equipment) shall be witnessed by
the QCUE. and subsequently all the relevant quality records shall be submitted

for Purchaser's review. The 1% article/piece test shall be considered a witness
point and the serial manufactuning shall commence cnly after its successful
completion.

6. INSPECTION NOTIFICATION

Unless otherwise specified in the General Conditions, Annexure "A". or elsewhere in
the Contract:

6.1  The Contractor shall provide the Purchaser with preliminary notification of
readiness for testing and inspection of each part of the Work two (2) months
prior to such readiness. Final notification shall be provided to the Purchaser
two (2) weeks prior to such readiness in the format of Exhibit "B".

6.2  Purchaser shall provide Contractor with notice of its attendance and shall bear
the expenses related to such attendance. In the event the Puschaser’s
representatives fail to attend the tests or inspections as scheduled, the
Contractor may proceed whilst properly recording the test procedures and all
the test results for timely submission to Purchaser. except in the case of
specific held points agreed upon in the Contract, for which Contracter shall
require Purchaser’s permission to continue.

6.3  The witnessing of the Contractor's tests and inspection(s) by the Purchaser
shall in no way whatsoever relieve the Contractor of any of its responsibilities
or liabilities vader the Contract. nor shall it be interpreted in any way as
implying acceptance of the Work

7. QUALITY RECORDS

7.1 The Quality Records referenced in this clavse shall be submitted in Hebrew
and/or in English.

7.2 Contractor shall make available to Porchaser. upon Purchaser's request, for
review and comment. at Purchaser’s premises or at any other mumally agreed
upon place in Israel. the quality records of any - Type test, Foutine test,
Cnalification test, First Article InspectionTest, Process gqualification. Special
process and'or any other inspection‘test/examination called for by the
Contract.
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7.3 Original Material test reports and Test and Inspection certificates, including
quality records of WP not witnessed by the QUCUE. signed and attested by the
Contractor. and containing actual measured values, in accordance with EN
10204-3.1/32 | shall be submutted by the Confractor to the
Purchaser within 5 days following their generation for approval by IEC.

7.4  The submussion of the applicable quality records shall constitete a condition
precedent to delivery of the relevant portion of the Work

3. HANDLING OF NONCONFORAMANCES  AND
CORRECTIVE ACTIONS

81 It is the Confractor’'s obligation to repert to the Purchaser of any
nonconforming  item/event pertaiming to the Weork The relevant
documentation and cuality recerds shall be submitted to the Purchaser
immediately after said NC has been observed.

8.2 In case the Contractor fails to report of a non conformance i due time,
Purchaser may request Contractor to dismantle the nonconforming part (to
witness the NC) at no additional cost to the Purchaser.

8.3 TFollowing observation of a Non Conformance, the Contractor shall propose,
get Purchaser's approval and thereafter implement suitable corrective action's
(CA). In case a CA is not implemented and the Worlk 15 adversely affected, the
Purchaser may request the Contractor to stop related activities and hold the
Contractor responsible for delays in the Contract schedule uatil the problem is
reasonably resolved.
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EXHIBIT A
I&T Plan FORM

PURCHASER'S: Name And Project's Name And Location.
Purchase Order No. & Matenel No. or C1 Item No.

CONTRACTOR'S: Mame, I&T Plan Title, The Product InspectedTested, and Document Identity & Approval.

No|(The inspection Applicabls
for test documents

Wp'Hp
ar Other

Tnspected / Tasted By

Subcont
Supplier

OnTACTr

Purchaser

Approval By The Contractor’s Quality
Asmrance'Control
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EXHIBIT B

INSPECTION NOTIFICATION.

Supplier details:

1 Project:
2 Contract No.:
3 Owner: Israel Electric Corporation Ltd.
4 Contractor:
5 Address of Place of inspection:
Company:
Contact Person:
Telephone No.:
Fax Mo.:

E Proposed Date of Inspection: preliminary: : confirmed:

The Inspection and/or Testing shall be carried out on the following ltems :

7 Description of item:

& Description of Inspection: Intermediate stage Final inspection

9 Reference to ITPfother Documents:

Itis certified that:

a) Approved drawings/quality plans/data sheets/any relevant specifications for the items as above shall be
available at the time and place of inspection.

b) Internal inspections and/or testing of the items as above have been carried out by the Contractor to his
satisfaction. The Contractor finds the items satisfactorily for participation in or witnessing of inspection

and/or testing by the Customer [ any other person authorized under or designated in accordance with the

Contract.
Date: Signature Contact Person:
Participation Contractor yes [ 1no Date: Signature:
Participation Purchaser yes no  Date: Signature:

Comments:
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High Voltage Circuit Breaker operations

Users Show IEDs Events Alarms Previous Next Tools Printscreen

)i, Ty @ {1y saveZoom Load Zoom | Autosize

==
HV & MV OVERVIEW
Hi Command [HV 1616V BAY1 TRF1) - 0 x
o BBt [ QOOPEN e] [Tete | [Tele | [Tele |
BB2 Fld.1l Fl 4 Fld.5 Fld.6 Fld.7 Fld.8
00KV : QOCLOSE
Q2 Q Q2 & . pal Q2o 4001 Q2¢s a1 QZee g0l
azs ats
o s CRCR R
] G51A 5B ol I Costa0INTERLOCK % asa asie o | deasa O U1 gsre ol | a5t
= | = L | osssieconrol L A UL L1l )‘{ L |L
I c0oPEN (% &
a0 [l Coar] Q0 ) Locw. LD | - a0 Y [ o]
SF6 LEVEL 2GDCOMP vest
= B as2 [ore 161KV CONTROL
1 Selll veez || 0 b ol ]| Sl
e ] 2 4
Q8 INTERLOCKS: Q0 CLOSE Qs GE POW./DS ADGILE
Q9 4| SWITHGEAR UNDEF, ("Nﬁ:::glém'“[‘m v
OR1 ;
wes2t (A) [vosnme = ol ol TRES2HOLD) || ce @ wone| | TRES24(HOLD)
-m I C254G0INTERLOCK Qs el
ETREL [ DS AGILECONTROL
Bl cocLoseD £2 (Adom Ceasarla)
atec oy v azes || LOCAL
(s r-.HI [ 5P LEVEL 2GOCOMP
QIEPC o @ |\ TEE Earting System Status.
H lm [ SPRING DISCHARGED
., vam [Teln]Tala |3 =
o L - : 23
 sp.reedes | Sal Ha o & Q'L'T""'i L R R e
ul}l, ate 1o {atE i} {oteil-{a iﬂﬂ ERPTES o 1atE ik ofo{QtE i otk oo f mnw & as e
[0 | L O3 Q0 | el Fell
= x :glJlniz 2 U M ’QL 2
i i
n.nA‘ [200.07] lm | TT i
Cooa] - | i CAPBANKS-1 E CAPEANKs-z

01/04/2020 00:50:59.231 Command Rejected [Command Error] (PLC. PLC): F650126F650/vinGGIO 1$COSSPCS011-0 Notification
01/04/2020 00:50:59.191 Command Request (PLC. PLC): F650126F650/vinGGIO1$CO$5PCS011-0 Notification

01/04/2020 00:50:58.182 Command Rejected [Command Error] {PLC, PLC): F650126F650/vinGGIO 1$CO3SPCSO11-1 Notification






THE ISRAEL ELECTRIC CORP. LTD. STR-1858
Substation Planning Sector

High Voltage Circuit Breaker measurements
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AC Distribution status, measurements & control
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AC Distribution statu

s, measurements & control
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HV switchgear measured values
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Remote device status
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Overview of device control status and measured values

STR-1858

[

CONCENTRATION 24 KV BB1-2

H MV 24KV BAY 105 LINE] IED Digitals

Variable Name

Process.
Value (Rew)

Value (Raw)

Alzm Group

Commurications Failure

OFF (01)

Vaiidiy:GOOD

OFF (01)

MV 24KV BB1

Busy

OFF (01

Vaiidty GOOD (

OFF (01,

MV 24KV BB1
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Overview of device control status and measured values
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Under-frequency load shedding priority definition
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Information security and national cyber security
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Israel Electric

Tel: 076 - 8642530, Fax: 076 - 8642576
January 2021

Guidelines for writing a supply chain security plan for a project /

providing service to the IEC.

As part of requirements for responding to the tender related to information security, which is at the
stage of references, you are kindly required to present a "security plan" document/information for a
joint project with the IEC, that reflects your company's perception on IT cyber security.

This document includes generic guidelines and its purpose is to propose descriptions on how cyber
security requirements can be met, using the available means in your company, and you may also
offer additional applicable means you can provide.

The security plan is made up of three circles: physical, logical and human, and you are required
to accurately describe the service you are proposing, related to each circle.

o Please note that if a service - subcontractor is employed in the project, all the listed
guidelines are also relevant to him.

The following guestions are submitted as a guideline for the writing of the "Security Plan" document:

1. The physical circle - please describe the work space (also relevant for service), allocated
for the R&D and production phases for the project proposed to IEC.

1.1. Please attach a drawing describing the proposed workspace

1.1.1. Outlining the specific security measures with reference to existing protected
and unprotected gaps, windows, doors, etc.,

1.1.2. Describe all existing access control means, alarms, detectors, cameras, etc.

1.1.3. In addition, as applicable, we ask you to provide us a general drawing showing

the location of the proposed workspace in the facility.
1.2. Please describe the type of the structure:

1.2.1. How many floor levels are in the building/facility?

1.2.2. On which floor in the building is the proposed workspace is located?

1.2.3. Are there windows in the proposed complex? If yes, what are sizes of all
windows and if are they strongly protected with metal bars?

1.2.4. What type of doors are in proposed facility (wood, metal, etc.)?

1.2.5. What type of locking mechanism are in the doors of the workspace and in the

entrance to the company building? (Magnetic lock / electro-mechanical lock,
released tongue of a lock, etc.)

1.3. CCTV system (Closed Circle Television security cameras It is required that security cameras
to be installed inside the designated workspace zone, specifically cameras pointing to the
doors leading to the proposed workspace zone.

1.3.1. Please detail the type of components included in the installed equipment (camera type -
resolution and brand, DVR / NVR).

1.3.2. Please provide the drawing of the workspace (building plan for example) and the
locations of the security cameras at the designated workspace in the building.
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1.3.3. Please describe the location where the recording system is located - (servers' room /
secured cabinet)?

1.3.4. Please specify who has access to the CCTV recording system and to the specific area,
where the CCTV recorder is installed.

1.3.5. Who has permissions to control that system (for example: deleting files)?

1.3.6. What is the maximum storage time (recorded time prior the recording is deleted)?

1.3.7. Is there a guard in place is watching the CCTV system during the day/night/24/7?
1.4. Access control

1.4.1. What is the type / model of the proposed access control system for the building?
1.4.2. What are the types of proposed human identification means (biometric/ proximity)?

1.4.3. If a proximity card is used, what is the type of the entry card? Is the card encrypted?
What type of encryption is utilized?

1.4.4. Is the system capable to produce a logfiles of exits & entries, entry attempts, etc.?
1.4.5. Who among the company employees has physical access to the control system?
1.4.6. Where is the location of the main controller managing the access control system?
1.4.7. Please specify how a new employee gets access permissions in his personal card?

1.4.8. Please specify what happens to the employee's entry card & permissions upon
termination of employment or transfer of the employee to another project?

1.5. The alarm system

1.5.1. Where is the location of the alarm system controller and the HMI/keyboard? (system
components are required to be within the specific facility).

1.5.2. Who has physical access to the system? For what purpose is that access permitted?

1.5.3. Itis required to verify that the technician code (provided by the security company) has
been replaced and is known only to the authorized personnel in the company and there
is a copy of the code in a secured place designated by the company.

1.5.4. Is there a remotely monitored tamper switch on the cover plate of the alarm system?

1.5.5. Does the building and the proposed workspace have a separate/dedicated alarm system,
or it is a separately monitored section defined in the existing alarm system?

1.5.6. What are the means of communicating the alarms/warnings from the system (hard wiring,
wireless)? How the integrity of the communication media is periodically checked? Is the
alarm system’s communication encrypted?

1.5.7. What are the deployed interfaces between the alarm system and other emergency
systems (fire detection and extinguishing, air conditioning, water flood, electricity )?

1.5.8. Is the alarm system connected to a security call center/external vendor? Please specify.
1.5.9. What are the name and ownership details of the external security service provider?

1.5.10. It is required to verify that there is an alert in case the main door to the building and/or to
the workspace remains open for more than 60 seconds (disturbed door).

1.5.11. It is required to ensure automatic/self-activation of the alarm system if there is no
movement for 30 minutes in the workspace area.

2. The logical circle
2.1. What are the existing security policies and procedures for protecting the IT operation?

2.2. Please specify the IT cyber defense procedures for S/\W updates included for the
applicable equipment used in the workspace, such as antivirus and firewall?

2.3. Did you disconnect exposed or unmanned wireless hotspots? (Logical and physical).

2.4. Did you recently conduct a survey of intrusion risks ? What were the results?
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2.5. We ask you to provide us a drawing describing the network architecture / topology of

all the physical and virtual components (servers, computers, storage, firewall, network
segmentation, connections to other buildings, workspaces, environments, etc.) including
details about the network segmentation measures.

Clarification - please refer to the data networks relevant to the IEC project, i.e., the
data network in which the software will be developed or integrated, and/or the
network in which the information will be stored and / or the network in which
information will be collected and/or prepared for delivery to IEC.

2.6. Are there Intrusion detection and /or Prevention (IDS/IPS) systems in the network?

2.7. Are the security systems (CCTV and access control) directly connected the IT network of
the building or is there a strong segmentation using firewalls, data diodes, etc.

2.8. We want to understand your specific process for software installation on computers (done

using original disk from the manufacturer or another solution)?

2.9. Is there a dedicated S/W code written specifically for the project? If so, was the code

written on the dedicated computer or it was brought in from another source/vendor?

2.10. At what stage, the dedicated code will be installed on the hardware delivered to the IEC?

2.11. Where and specifically when the software / code / FIRMWARE will be installed on the

equipment to be delivered to the IEC?

2.12. In the case of a SCADA/ICS/OT project that includes controllers (RTU/PLC/IED), itis

2.14.

2.15.
2.16.

2.17.

2.18.

2.19.

required to present the secured development workspace.

It should include a description of the testing process, architecture and interfaces between
the controllers and the computer network as well as cyber-defense-related details.

2.13.

It is necessary to verify that all the wireless devices and connections in computers
(mouse, keyboard, Wi-Fi) are completely and reliably disabled.

It is required to verify that the dedicated computers do not connect to the corporate
network or the internet in any way or in any stage during the life of the project.

How do you handle the inventory of spare parts, where are they stored, who is doing it?

Is there a process for inventory control, valid warranty assurance and a process for
investigating problems such as missing parts, etc.?

How do you assure that all the utilized equipment (computers, testing devices, switches,
etc.) are clean of malicious components (after being used in other projects)?

Please specify the means of protecting development tools which are in the suppliers’
network (SDK, ToolBox...) against cyber-attacks.

Handling of computing systems

2.20.

2.19.1. Please provide the list of computers’ users

2.19.2. Who is responsible for configuring the related computers?

2.19.3. Is there a professional IT administrator? Please provide details.
2.19.4. Are there computers in your facility protected with strong passwords?

2.19.5. What other cyber defense safeguards the related computers have?

Note: If a subcontractor/external vendor is employed in the project - all these guidelines

are also relevant to that person and his organization.

3. The human circle

We request getting detailed-relevant background on the company's employees and information on
the process of securely managing the company's personnel.

3.1. Please present us the employee life cycle in the company (recruitment, training, work,

transition between positions, leaving the company).

3.2. Do you conduct an inspection process / security check on the company's employees?
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3.3. Are employees being periodically trained on information security threats? Who in the
organization is in charge for preparing and carrying out the training?

3.4. We ask to receive a list of employees and their position / tasks who are cleared to work
on the joint project.

3.5. We ask to receive a list that includes all employees' names, including their social security
/ 1.D. numbers who are cleared to work on the joint project.

3.6. We ask to receive a list of subcontractors (if any) employed in the joint project?
3.7. How do you securely supervise external services (cleaning, gardening, catering ...)?

3.8. We would like to receive details and descriptions of how an employee receives privileges
to the computer network / access control, etc.?

3.9. How do you eliminate / delete the permissions once the employee finishes (temporarily or
permanently) working on the project or in the company?

3.10. Is there an internal recording and reporting mechanism in case an employee is
suspected of something? (criminal record, police investigation, restraining order, etc.).

4. Response to events

We would like to know if there is an answer / solution / process for handling (in all three
circles) given that an unusual event occurred in the company.

4.1. Response to events - the physical aspect:

4.1.1. What is the agreed response time (according to Service Level Agreement -SLA) of
the security center in case an alarm is sent to the center?

4.1.2. Is there a process for registration of alarms and/or a registration of the arrival of the
security force at to the facility?

4.1.3. Is the event recording and process for documenting the arrival of the security person
to the facility / offices: is that process done manually or digitally?

4.1.4. Is there a guard physically sitting at the company complex? At what time during the
day and weekends (24/7).

4.1.5. Does the guard receive a video alerts from the specific zone in the supervised facility
as soon as an alarm is activated in one of the workspace locations?

4.1.6. Does the alarm system also dialing/alerting a designated company employee at the
same time? What is the regular role of that employee in the company?

4.1.7. Is there a procedure for dispatching a company employee and who is physically
arriving to the site following a suspicion/or break-in related alarm?

4.1.8. Is there a reporting procedure in the company in case a break-in / penetration
incident is discovered? Please note that there is an obligation to immediately report
to IEC related to all incidents discovered in the IEC project workspace.

4.2. Response to events - the logical aspect:

4.2.1. Does the company have a dedicated SIEM connected to the SOC that reports in
case of an exceptional event? Is the SOC internal or external? Who is the vendor?

4.2.2. Specifically, to whom in your organization that report/alert is sent?
4.2.3. Is there a digital/automatic or manual recording of exceptional events?

Regards,
Doron Berger
Director of Information and Cyber Security- National Security unit

National Embezzlement and Fraud Risk Manager
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SCS,HMI security requirements

		Instructions		Dear contractor , you are required to fill and respond all the parts below and send it back complete and signed to an IEC representative by Email .

						C - Comply / NC - Not Comply / DV - Partial Compliance only

		Cyber security requirments for substation

				Requirment description		C		NC		DV		Remarks

				Security requirements - SCS/HMI and workstations

		Application control		Application control on enable (enforcing) mode with full logging by third party solution (Will be implemented by IEC, vendor approval required)

		DLP 		Data leak prevention (DLP) on enforcing mode by third party solution
(Will be implemented by IEC, vendor approval required)


		Antivirus		Antivirus program with updated DAT signature by third party solution 
(Will be implemented by IEC, vendor approval required)


		Firewall		Firewall with restrictions for local subnet oppressional network by third party solution (Will be implemented by IEC, vendor approval required)

		Passwords		Remove / encrypt encoded password (for connection with PLC's / IED's)

				Implement OS screen saver with password and set session connection expired after 30 min of none used user action

				Hardening for servers / local workstations by manufacturers OS / IEC requirements (such as password complexity policy)

				BIOS password protection for BOOT order and policy changes

		Logs		Full OS logging for audit (event log)

		Hardening		Implement Role-Based Access Control (RBAC) policy (For the SCADA application)

				Blocking network mapping commands (such as: viewnet, arp, etc')

		Wireless communication		Removing any wireless component within the system such as Wi-Fi, Bluetooth, IR, RF, etc

				Security requirements - local network communication

				Will be implemented by IEC, vendor approval is required

				IP Address can be set and change

				Port security can be set and change

				Changing default user name and passwords* (Relevant to Digital Substation only)

				Terminate session after 15 min of inactivity

				Disable unused services such as SMB v1, etc

				Set network access control list (ACL) for subnets and ports (Will be implemented by IEC, vendor approval required)

				Disable all non-used interfaces

				Change default VLAN

				Set management VLAN

				Set warning Banner during connection to the network switch

				Security requirements - IED and PLC controllers

				The products should support the features and can be configured as below

				Change default passwords

				Disable non-used protocols

				Hardening by manufacturer's instructions

				Secured GPS appliance

				Removing or disabling any wireless component within the system





GPS requirements for SCS

		Instructions		Dear contractor , you are required to fill and respond all the parts below and send it back complete and signed to an IEC representative by Email .
*Hardware data sheet or technical specifications (with model number) must be added regarding each product for IECo cyber team representative aproval .

						C - Comply / NC - Not Comply / DV - Partial Compliance only

		GPS requirements for SCADA system

				Requirment description		C		NC		DV		Remarks

				 Accubeat GPS protected system 

		Model		AccuBeat AS76A/AR79 , Protected Accurate Time & Frequency System

		Description		GPS-Disciplined Rubidium / OCXO Clock With anti -spoofing and Jamming capabilities

				 HOPF GPS protected system 

		Model		8100 series

		Description		Global Navigation Satellite Systems (GNSS) GPS, Galileo, GLONASS,
and BeiDou for precise and reliable time synchronization

				AccuBeat Time firewall

		Model		AccuBeat Time firewall Model TFW71

		Description		Protecting Critical Infrastructure in a GNSS Denied & Spoofed Environment

				 BlueSky Time firewall

		Model		BlueSky GNSS Firewall 2200

		Description		Protects GNSS Systems Against Spoofing and Jamming Threats

		Notifications		The solution must include one of the two options below :                                         

				1. GPS with integrated Protection for anti-spoofing and jamming capabilities

				                                              OR 

				2. GPS system (to be approved) + Time Firewall between Antenna and Receiver

				*Each option must include IRIG-B time code standard protocol





Hardware requirements for SCS

		Instructions		Dear contractor , you are required to fill and respond all the parts below and send it back complete and signed to an IEC representative by Email .
*Hardware data sheet or technical specifications (with model number) must be added regarding each product

						C - Comply / NC - Not Comply / DV - Partial Compliance only

		Hardware requirements for SCS system

				Requirment description		C		NC		DV		Remarks

				Main Hardware requirements for SCS 

		Chassis		Industrial Computer 4U Rackmount Chassis

		Processor		CPU - Intel® Core™ i7 or higher  Processors "Best of Breed"

		RAM		RAM Memory 16GB DDR4 or higher

		Hard Drive		
2 physical pcs of 512GB 7200RPM, 32MBcache, SATA2 - minimum or higher


		Motherboard		Motherboard with internal USB port (for thumb drive)

		Hardware		RAID 1 (Mirror) configuration based on hardware

				DVD±R/RW Dual Layer | CD-R/RW | SATA

				Power Supply Mini Redundant up to 500W ATX P/S (Rear Install)

				Ethernet 2 LAN ports 10/100/1000

				RS232 2 physical ports

				DVI / HDMI / DP+ VGA

		Monitor		27" LED screen

		Mouse and keyboard		1+1 wired only 





Software requirements for SCS

		Instructions		Dear contractor , you are required to fill and respond all the parts below and send it back complete and signed to an IEC representative by Email .

						C - Comply / NC - Not Comply / DV - Partial Compliance only

		Software requirements for SCADA system

				Requirment description		C		NC		DV		Remarks

		`

		Operating System		Microsoft Windows 10 LTSC only.
Note - Microsoft Windows 10 32Bit version can be use only with the approval of cyber security department representative.

		Web Browse		Microsoft Edge - last updated version (Officail build)

		Office		Must work with Microsoft Office 2010 or Higher    

		Antivirus		Must Work With Any Antivirus Software   


		Virtual Machine		Compatible to run on Virtual Machine (Microsoft\VMWare)

		Emphasis		1. The software should run with user permissions and not only with administrator permissions.

				2. The software installation process can run unattended and does not require any user input (""silent installation"").

				3. All files must be able to pass through IECo CDR file sanitization Processes successfully.

				4. Files that failed to pass through CDR Processes, must be verified by Hashfile validation with the manufacturer.

				5. All software files must be digitally signed.

				6. Software for protection and control equipment will not require activation procedure of any kind (ONLINE\OFFLINE).

				7. All software must be develop by SDLC standarts.





Switches Requirements

		instructions		Dear contractor , you are required to fill and respond all the relevant parts below and send it back complete and signed to an IEC representative by Email . 
Data sheets links attached in the next tab.
*Hardware sample will be sent by the contractor for approval by IECo cyber team representative (if requested)

								C - Comply / NC - Not Comply / DV - Partial Compliance only

		Switches communication requirements

				Requirment description				C		NC		DV		Remarks

				The quantity and the models of the switches shall be determined by the planner, according to the network topology.                 The switches will include the 100FX and at least 2 parts of 1000Mpbs Multi Mode Rugged SFP connectors, according to the network topology.  *switches models as detailed in the list below

		Product		Item product catalog		Description

		Cisco IE4010 Switches		IE-4010-16S12P		IE4010 w/ 12GE SFP, 12GE Copper PoE+ & 4GE SFP uplink ports

		Cisco IE4010 Power Supply 2 Parts		PWR-RGD-AC-DC-H		88-300VDC/85-264VAC, 150W

		Cisco IE4010 SFP Options		GLC-FE-100FX-RGD		100Base-FX Multi-Mode Rugged SFP

				GLC-SX-MM-RGD		1000Mbps Multi-Mode Rugged SFP

		Cisco warranty Service Duration 36 Months		CON-PSRT-E401016S		PRTNR SS 8X5XNBD IE4010 16x1G and SFP

		Cisco IE 4010 Operation System		SIE40UK9T-15207E		Cisco IE4010 UNIVERSAL WITH WEB BASED DEV MGR

		Console Cable		CAB-CONSOLE-USB		Console Cable 6ft with USB Type A and mini-B

		Accessory Kit		IP30KIT		IP30 ACCESSORY KIT - 21-in and 23–in ETSI rack mount brackets

				SD-IE-1GB		Spare SD card

				IOT-MANUFACTURING		Manufactruring, Mining Industry Solutions For tracking only

				IOT-EXT-ENTERPRISE		IoT Extended Enterprise For tracking only



		Cisco IE 3000 Switches		IE3100/3200		4/8/18 x 10/100/1000 Mb + 2/4 x 1G Uplink ports (Fixed switches)

		Power Supply		PWR-IE50W-AC		IE3000 AC/DC Power Module (100-240V/1.25A)

		SFP Options		GLC-FE-100FX-RGD		100Base-FX Multi Mode Rugged SFP

				GLC-SX-MM-RGD=		1000BASE-SX Multi Mode Rugged SFP

		Warranty		IE3100-DNA-E-L-5Y(up to12 ports) , IE3100-DNA-E-M-5Y(up to 24 ports), IE3200-DNA-E-5Y		5 Year Term license

		Operation System		Cisco IOS XE 17.14.X

		Console Cable		CAB-CONSOLE-USB		Console Cable 6ft with USB Type A and mini-B

		Accsessories		STK-RACK-DINRAIL		19" DIN Rail mount kit (optional)

				SD-IE-4GB		Spare SD card



		Cisco IE 3000 Switches		IE3300/IE3400		8/16 RJ45 ports with 2x SFP Uplinks , optional 8x 100/1000 SFP ports  switches with expansion modules

		Power Supply		PWR-IE50W-AC		IE3000 AC/DC Power Module (100-240V/1.25A)

		SFP Options		GLC-FE-100FX-RGD		100Base-FX Multi Mode Rugged SFP

				GLC-SX-MM-RGD=		1000BASE-SX Multi Mode Rugged SFP

		Warranty		IE3300-DNA-E-5Y		5 Year Term license

		Operation System		Cisco IOS XE 17.14.X		Before ordering check for the latest reccommended version

		Console Cable		CAB-CONSOLE-USB		Console Cable 6ft with USB Type A and mini-B

		Accsessories		STK-RACK-DINRAIL		19" DIN Rail mount kit (optional)

				SD-IE-4GB		Spare SD card



		RUGGEDCOM RST2000 Series		RUGGEDCOM RST2228		24 ports RJ45/LC/SFP + 4 uplink 1/10G ports (6 modules) , Dual PS , Rugged switch

		Power Supply		88 – 300 VDC / 85 – 264 VAC		Redundant Power supply, choose the 88-300 VDC option

		SFP Options		 RMM2942-4LC2 		4 x LC-Interface, 100BASE-FX, multi-mode, 1300 nm (no need external Gbics)

				SFP1122-1SX		1G MM

		Warranty		5-year standard warranty which can be extended up to 10 years		T10 (extended - optional)

		Operation system		ROS v5.8

		Console Cable		USB console cable, 10 ft.

		Accsessories		19” rack mounting kit, panel mount kit



		RUGGEDCOM RSG900R Series		RUGGEDCOM RSG907R/RSG909R		4 x 100BASE-FX + 3 x 1000 BASE-X (SFP)
6 x 10/100/1000BASE-T + 3 x 1000 BASE-X (SFP)

		Power Supply		HI (85 – 264 VAC / 88 – 300 VDC)		Redundant Power supply, choose the 88-300 VDC option

		SFP Options		SFP1122-1SX

		Warranty		5-year standard warranty which can be extended up to 10 years		T10 (extended - optional)

		Operation system		ROS v5.8

		Console Cable		USB 2.0 A type to B type Cable Assembly 10 feet / 3 meters

		Accsessories		DIN rail mounting kit / Panel mounting kit

				Power cable without lugs		Power Cable with NA Plug for pluggable terminal blocks (6 ft.) for RUGGEDCOM products





Switches data sheets links





SCS Security Alerts

				Instructions		Please fill and respond all the parts below and send it back complete and signed to an IEC representative by Email.


						C - Comply / NC - Not Comply / DV - Partial Compliance only

				A list of Security Alerts to export from SCS computer

				Requirment description		C		NC		DV		Remarks

		1		A new NIC card installation

		2		Adding user to Local Admin group

		3		Antivirus uninstallation

		4		Change of an IP address 

		5		Creating a new user

		6		Deleting a Local system Event log

		7		Disabling Antivirus protection

		8		DLP alert for connecting an external device

		9		DLP protection removal

		10		Firewall protection removal

		11		Privileged user Authentication

		12		Operating system restart

		13		Replacing user password 

		14		User login failure - 3 attempts in 10 min

		15		Virus was detected by Antivirus software

		16		All logs will triger an alert at dedicated log file/s. Only one "SCS SECURITY ALERT" msg will be sent to the NCC.
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The Cisco Catalyst® IE3200 Rugged Series ushers in mainstream adoption of Gigabit
Ethernet connectivity in a compact form factor for a wide variety of extended enterprise
and industrial applications.

Product overview

The Cisco Catalyst IE3200 Rugged Series delivers high-speed Gigabit Ethernet connectivity in a compact form
factor and is designed for a wide range of industrial applications where hardened products are required. The
platform is built to withstand harsh environments in manufacturing, energy, transportation, mining, smart cities,
and oil and gas. The IE3200 platform is also ideal for extended enterprise deployments in outdoor spaces,
warehouses, and distribution centers.

These switches run Cisco I0S® XE, a next-generation operating system with built-in security and trust, featuring
secure boot, image signing, and a Cisco® Trust anchor module. Cisco I0S°® XE also provides API-driven
configuration with open APIs and data models.

The Cisco Catalyst IE3200 Rugged Series can be managed with powerful management tools such as
Cisco Catalyst Center, and can be easily set up with a completely redesigned, user-friendly, modern
GUI tool called WebUI.

The IE3200 series supports power budget of up to 240W for PoE/PoE+, shared across 8 ports, and is ideal for
connecting PoE-powered end devices such as IP cameras, phones, wireless access points, sensors, and more.
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Features and benefits

Table 1.

Features and benefits

Robust industrial design

Full Gigabit Ethernet
interfaces

High-density industrial
Power over Ethernet (PoE)

User-friendly GUI, called
WebUI

SwapDrive, a zero-
configuration
replacement

IPv6 Ready Logo

Products overview

Table 2.

 Built for harsh environments and temperature ranges (-40°C to +75°C)

e Fanless, convection-cooled with no moving parts for extended durability

e Hardened for vibration, shock and surge, and electrical noise immunity

e Complies with multi-industry specifications for automation, ITS, and substation environments
e Improves uptime, performance, and safety of industrial systems and equipment

« Covers a wide range of Power over Ethernet (PoE) application requirements

e Alarm 1/O for monitoring and signaling to external equipment

e Provides secure access for new high-speed applications in the industrial space

e Packs up to 10 ports of GE - 2x1 Gigabit Small Form-Factor Pluggable (SFP) uplinks, plus 8x1 Gigabit
copper RJ45 downlink ports (with POE+ or non PoE) in a small form-factor base system

« Connects high-speed wireless access points (802.11n, 802.11ac, 802.11ax)
« Enables High-Definition (HD) IP cameras and Programmable Logic Controllers (PLC)
e Delivers multiple rings and redundant ring topologies for new network configurations

e Extends geographical scalability where longer-distance connectivity is required

o Supports up to 8 PoE/PoE+ ports [Power budget - 240W]

e Controls costs by limiting wiring, distribution panels, and circuit breakers

e Reduces equipment needs, thus requiring less space and reducing heat dissipation

e Enables ready-to-use PoE devices, such as IP phones, cameras, and wireless access points

e Allows easy configuration and monitoring
o Eliminates the need for more complex terminal emulation programs

e Reduces the cost of deployment

e True zero-configuration and simple switch replacement in the event of a failure
e No networking expertise required

 Helps ensure fast recovery

e IPv6 Ready Logo Certified

Product feature sets

Product family Platforms supported Cisco 10S Software image (feature sets) supported

IE3000

© 2024 Cisco and/or its affiliates. All rights reserved.

IE3200

Network Essentials (default)
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Product specifications
Table 3 highlights the hardware configuration for Cisco Catalyst IE3200 Rugged Series switches.

Table 3. IE3200 Hardware configurations

Product number® Total ports 10/100/1000 RJ45 100/1000 Software license PoE/
Copper ports SFP ports | (Default)
PoE(+) budget
IE-3200-8T2S-E 10 8 2 Network Essentials N.A.
IE-3200-8P2S-E 10 8 2 Network Essentials 240W

Table 4 highlights the hardware specifications for Cisco Catalyst IE3200 Rugged Series switches.

Table 4. IE3200 Hardware specifications

Hardware specification Cisco IE-3200-8T2S-E Cisco IE-3200-8P2S-E

PoE power budget Not applicable 240W’

Removable storage USB?23, SD card? USB?23, SD card?

Alarms 2 alarms in, 1 alarm out 2 alarms in, 1 alarm out

Console ports 1 RS-232 (via RJ-45), 1 USB Mini Type B 1 RS-232 (via RJ-45), 1 USB Mini Type B
Power inputs Dual DC power inputs Dual DC power inputs

TIn order to achieve the 240W power budget, the minimum power requirements as specified in Table 7 for the switch need to be
considered when selecting a power supply.

2 The USB and SD card are optional and are not shipped by default with the switch.
3 USB 2.0 to load system images and set configurations

Table 5 highlights the physical configuration for Cisco Catalyst IE3200 Rugged Series switches.

Table 5. IE3200 physical configurations

Physical specifications Cisco IE-3200-8T2S-E Cisco IE-3200-8P2S-E

Dimensions (H x W x D) 6in. X 3.6 in. X 5.3 in. 6.0 in. X 3.6 in. X 5.3 in.
15.2cm. x 9.1 cm. x 13.5¢cm 15.2cm. x 9.1 cm. x 13.5cm
Weight 3.8 Ibs 3.8 Ibs
1.7 kg 1.7 kg
Mounting DIN rail DIN rail
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Table 6 highlights the performance and scalability features for Cisco Catalyst IE3200 Rugged Series switches.

Table 6. IE3200 performance and scalability features
T
Forwarding rate L?ne rate for all ports and all packet L?ne rate for all ports and all packet
sizes sizes
Number of queues 8 8
Unicast MAC addresses 8K 16K
Internet Group Management Protocol 1K 1K

(IGMP) multicast groups

No. of VLANs 256 256
_Spanning Tree Protocol (STP) 128 128
instances

Access Control Entries 3K 3K
(PACL/VACL/RACL)

DRAM 2 GB 2GB

Flash (User Accessible) 1.5GB 1.5 GB

SD card capacity’ 4 GB 4 GB
Jumbo Frames 8996 bytes 8996 bytes

"The SD card is optional and is not shipped by default with the switch.
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Table 7 highlights the power specifications for Cisco Catalyst IE3200 Rugged Series switches.

Table 7. IE3200 power specifications

Input voltage range Redundant DC input voltage: 9.6 to Redundant DC input voltage: 9.6 to 60VDC

60VDC . . .
48VDC is required for PoE and 54VDC is
required for PoE+

Maximum Input current 2.4A 5.5A
Power consumption’ 23W 32W

" Power consumption for non PoE supported model is measured at 12V and for the PoE supported model is measured at 54V. Power
consumption does not include PoE power.

Table 8 highlights the power supply options for Cisco Catalyst IE3200 Rugged Series switches.
Table 8. Power supply options

Product Number Wattage Rated nominal input operating PoE/PoE+ More Details

range support’

PWR-IE50W-AC= 50W AC 100-240V/1.25A 50-60Hz No

or
DC 125-250V/1.25A

PWR-IE50W-AC-IEC= 50W AC 90-264V No
PWR-IE50W-AC-L= 2 50W AC 100-240V/1.2A 50-60Hz No
PWR-IE65W-PC-AC= 65W AC 100-240V/1.4A 50-60Hz Yes
or
DC 125-250V/1.0A Click here for
more details on
PWR-IE65W-PC-DC= 65W DC 24-48VDC/4.5A Yes these DIN Rail
power supplies
PWR-IE170W-PC-AC= 170W AC 100-240V/2.3A 50-60Hz Yes

or
DC 125-250V/2.1A

PWR-IE170W-PC-DC= 170W DC 12-54VDC/23A Yes
PWR-IE240W-PCAC-L=? 240W AC 100-240V/3.5A 50-60Hz Yes
PWR-IE480W-PCAC-L=? 480W AC 100-240V/6.0A 50-60Hz Yes

T The entire power budget for the switch and PoE ports needs to stay within the power supply wattage.

2 The power supplies are not certified for smart grid and hazardous locations. These power supplies are IP20 rated.
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Table 9 highlights the supported software features for Cisco Catalyst IE3200 Rugged Series switches.

Table 9.

Network Essentials

License (Perpetual)

Key supported software features

Layer 2 switching

Multicast

Management

Security

Quality of Service (QoS)

IPv6

Layer 3 routing
Industrial Ethernet

Redundancy

Utility

Automation

IEEE 802.1, 802.3 standard, NTP, UDLD, CDP, LLDP, unicast MAC filter, PAgP, LACP, VTPv2,
VTPv3, EtherChannel, Q-in-Q tunneling, voice VLAN, PVST+, MSTP, and RSTP

IGMPv1, v2, v3 snooping, IGMP filtering, IGMP querier

WebUI, MIB, SmartPort, SNMP, syslog, DHCP server, SPAN session, RSPAN, FSPAN,
Express setup, NETCONF, RESTCONF

Port security, 802.1x, Dynamic Host Configuration Protocol (DHCP) snooping, dynamic ARP
inspection, IP source guard, guest VLAN, MAC authentication bypass, 802.1x multidomain
authentication, storm control - unicast, multicast, broadcast, SCP, SSH, SNMPv3, TACACS+,
RADIUS server/client, MAC address notification, BPDU guard, SUDI 2099 (Secure Unique
Device identifier), Access Lists (PACL/RACL/VACL), MACsec-128, FIPS 140-2

Ingress policing, rate limit, egress queuing and shaping, auto QoS

IPv6 host support, SNMP over IPv6, HTTP/HTTP(s) over IPv6, SNMP over IPv6, Syslog over
IPv6, DHCPV6 relay source, DHCPv6 bulk lease query (RFC 5460), IPv6 stateless Auto
Config, SCP/SSH, Radius, TACACS+, NTP over IPv6, IPV6 ND cache expire, IPv6 support for
TFTP, IPv6 DNS transport, IPv6 QoS, IPv6 FHS RA Guard, IPv6é FHS DHCPv6 Guard

Inter-VLAN routing, static routing
CIP Ethernet/IP, IEEE 1588 PTP v2 (default and power), PROFINET

Resilient Ethernet Protocol (REP) ring, PROFINET-Media Redundancy Protocol (MRP), REP
Preferred, Fast REP

Dying gasp, SCADA protocol classification - GOOSE messaging, MODBUS TCP/IP

YANG, NETCONF, RESTCONF

Table 10 highlights the details on Cisco Catalyst Center Essentials License for Cisco Catalyst IE3200 Rugged

Series switches.

Table 10. Cisco IE3200 Cisco Catalyst Center Essentials License

Element Management
Assurance

Automation

Software Defined Access

© 2024 Cisco and/or its affiliates. All rights reserved.

Discovery, topology, inventory, software image management
Health Dashboards - Network, Client, Basic Switch and Wired Client Health Monitoring
Cisco Network Plug-and-Play application

SD-Access Extended Node, REP Ring workflow for Extended Nodes

Page 8 of 17







Cisco Catalyst Center licenses for Industrial Ethernet switches are add-on/optional and not mandatory, and
need to be purchased separately. These do not include Network Tier features.

Table 11 highlights the compliance specifications for Cisco Catalyst IE3200 Rugged Series switches.

Table 11. Compliance specifications'’

_

Industrial Automation
Control System

Electromagnetic emissions

Electromagnetic immunity

Industry standards

IEC 62443-4-1
IEC 62443-4-2

FCC 47 CFR Part 15 subpart B Class A
EN 55032/CISPR 32 Class A

VCCI Class A

AS/NZS CISPR 32 Class A

CISPR 11 Class A

ICES 003 Class A

CNS 13438 Class A

KN 32 Class A

EN 300 386

CISPR 24

EN 55024

KN 35

EN 61000-4-2 Electro Static Discharge (air - 15kV, contact - 8kV)
EN 61000-4-3 Radiated RF (10V/m UTP, 20V/m STP)

EN 61000-4-4 Electromagnetic Fast Transients (4kV)

EN 61000-4-5 Surge (2KV/1KV Power, 4KV STP)

EN 61000-4-6 Conducted RF (10Vrms UTP)

EN 61000-4-10 Damped Oscillatory Magnetic Field (100 A/m)

EN 61000-4-16 Conducted CM Disturbances (30V, Cont/300V, 1 sec)
EN 61000-4-17 Ripple Immunity DC Power (10%)

EN 61000-4-18 Damped Oscillatory Wave (2.5kV, TMHz)
EN-61000-4-29 DC Voltage Dips and interruptions

EN 61000-4-8 Power Frequency Magnetic Field (1000A/m)

EN 61000-6-2 Industrial Immunity

EN 61000-6-4 Industrial Emissions

EN 61000-6-1 Light Industrial Immunity

EN 61326-1 Measurement, Control and Laboratory Equipment
IEEE 1613 Electric Power Stations Communications Networking
EN/IEC 61850-3 Electric Substations Communications Networking
ODVA Industrial EtherNet/IP
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_

Marine |

Safety standards and
certifications

Operating environment

Storage environment

Humidity

Shock and vibration

NEMA TS 2-2016
AREMA C & S section 11, 19
IP30

DNC Certification according to class guideline DNV-CG-0339
Additional Standards:

IEC 60945, IACS UR E10

Marine DNV GL - Ships; High speed and light craft

Information technology equipment:

UL/CSA 60950-1, IEC 60950-1 CB with all country deviations
UL/CSA 62368-1, IEC 62368-1 CB with all country deviations
Industrial floor (control equipment):

UL/CSA 61010-2-201

CB report and certificate to IEC/EN 61010-2-201

Hazardous locations:

UL121201 (Class |, Div 2, groups A-D)

CSA 213 (Class I, Div 2, groups A-D)

UL/CSA 60079-0, -15 (Class |, Zone 2, Gc/IIC)

IEC 60079-0, -15 IECEXx test report (Class I, Zone 2, Gc¢/IIC)
EN 60079-0, -15 ATEX certificate (Class |, Zone 2, Gc/IIC) Cabinet enclosure required

Operating temperature:

-40°C to +70°C (40 LFM vented enclosure)

-40°C to +60°C (sealed enclosure)

-40°C to +75°C (Min. 200 LFM fan or blower-equipped enclosure)
+85°C (type tested for 16 hours)

Altitude: Up to 15,000 feet

Temperature: -40°C to +85°C
Altitude: 15,000 feet
IEC 60068-2-14

Relative humidity of 5% to 95% non-condensing
IEC 60068-2-78
IEC 60068-2-30

IEC 60068-2-27 (operational shock, 50G, 3ms, half sine)

IEC 60068-2-27 (non-operational shock, 65-80G, 9ms, trapezoidal)
MIL-STD-810, Method 514.4

IEC 60068-2-6 (vibration-sinusiodal, 5Hz-150Hz)
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_

Corrosion IEC 60068-2-52 (salt fog)
IEC 60068-2-60 (flowing mixed gas)

Railway EN50125-1: 2014
EN50125-3: 2003
EN50121-4 Railway - Signaling and Telecommunications Apparatus

EN50155- Railway applications - Rolling stock

Warranty Five-year limited hardware warranty on all IE3200 product IDs and all Industrial Ethernet
(IE) power supplies. See more information under the Warranty section

" For more detailed information on safety approved power/thermal ratings refer the Hardware Installation Guide.

Table 12 highlights Mean-Time-Between-Failures (MTBF) for Cisco Catalyst IE3200 Rugged Series switches.
Table 12. MTBF information

Cisco IE-3200-8T2S-E Cisco IE-3200-8P2S-E

Rated MTBF (hours) 641,150 613,125

Table 13 highlights information about management and standards for Cisco Catalyst IE3200 Rugged Series
switches.

Table 13. Management and standards

IEEE standards IEEE 802.1D MAC Bridges, STP IEEE 802.3ad Link Aggregation (LACP)
IEEE 802.1p Layer2 COS prioritization IEEE 802.3ah 100BASE-X SMF/MMF only
IEEE 802.1q VLAN IEEE 802.3x full duplex on 10BASE-T
IEEE 802.1s Multiple Spanning-Trees IEEE 802.3 10BASE-T specification
IEEE 802.1w Rapid Spanning-Tree IEEE 802.3u 100BASE-TX specification
IEEE 802.1x Port Access Authentication IEEE 802.3ab 1000BASE-T specification
IEEE 802.1AB LLDP IEEE 802.3z 1000BASE-X specification

IEEE 1588v2 PTP Precision Time Protocol IEEE 802.3af Power over Ethernet
IEEE 802.3at Power over Ethernet plus

RFC compliance RFC 768: UDP RFC 1492: TACACS+
RFC 783: TFTP RFC 1493: Bridge MIB Objects
RFC 791: IPv4 protocol RFC 1534: DHCP and BOOTP interoperation
RFC 792: ICMP RFC 1542: Bootstrap Protocol
RFC 793: TCP RFC 1643: Ethernet Interface MIB
RFC 826: ARP RFC 1757: RMON
RFC 854: Telnet RFC 2068: HTTP
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SNMP MIB objects

RFC 959: FTP

RFC 1157: SNMPv1

RFC 1901,1902-1907 SNMPv2
RFC 2273-2275: SNMPv3

RFC 2571: SNMP Management
RFC 1166: IP Addresses

RFC 1256: ICMP Router Discovery
RFC 1305: NTP

RFC 951: BootP

802.1X MIB
CISCO-DHCP-SNOOPING-MIB
CISCO-UDLDP-MIB
CISCO-ENVMON-MIB
CISCO-PRIVATE-VLAN-MIB
CISCO-PAE-MIB
Cisco-Port-QoS-MIB
CISCO-ERR-DISABLE-MIB
CISCO- PROCESS-MIB
LLDP-MIB

CiscoMAC Notification-MIB
CISCO-CONFIG-COPY-MIB
LLDP-MED-MIB

Bridge-MIB

CISCO-CAR-MIB
CISCO-LAG-MIB
CISCO-SYSLOG-MIB
CISCO-FTP-CLIENT-MIB
CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
CISCO-VLAN-MEMBERSHIP-MIB
Cisco-REP-MIB
CISCO-PORT-STORM-CONTROL-MIB
CISCO-CDP-MIB
CISCO-IP-STAT-MIB
CISCO-LICENSE-MGMT-MIB
CISCO-STP-EXTN-MIB
CISCO-VTP-MIB
IEEE8023-LAG-MIB
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RFC 2131, 2132: DHCP

RFC 2236: IGMP v2

RFC 3376: IGMP v3

RFC 2474: DiffServ Precedence

RFC 3046: DHCP Relay Agent Information
Option

RFC 3580: 802.1x RADIUS
RFC 4250-4252 SSH Protocol
RFC 5460: DHCPv6 bulk lease query

CISCO-IF-EXTENSION-MIB
CISCO-IMAGE-MIB
CISCO-MEMORY-POOL-MIB
CISCO-PING-MIB
SNMP-TARGET-EXT-MIB
IF_MIB

ENTITY-MIB
LLDP-EXT-PNO-MIB
NOTIFICATION-LOG-MIB
OLD-CISCO-CPU-MIB
ETHERLIKE-MIB
OLD-CISCO-SYSTEM-MIB
OLD-CISCO-MEMORY-MIB
RMON-MIB
SNMP-COMMUNITY-MIB
SNMP-FRAMEWORK-MIB
SNMP-PROXY-MIB
SNMP-MPD-MIB
SNMP-NOTIFICATION-MIB
SNMP-TARGET-MIB
SNMP-USM-MIB
CISCO-DATACOLLECTION-MIB
CISCO-CABLE-DIAG-MIB
CISCO -PORT-SECURITY-MIB
BULK_FILE_MIB
NAC-NAD-MIB
CISCO-ENTITY-ALARAM-MIB
SNMP-VIEW-BASED-ACM-MIB
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SMON-MIB

CISCO-ACCESS-ENVMON-MIB
CISCO-CALLHOME-MIB
CISCO-CONFIG-MAN-MIB

CISCO-FLASH-MIB

CISCO-ENTITY-SENSOR-MIB

IP-MIB

CISCO-PAGP-MIB

CISCO-MAC-AUTH-BYPASS-MIB

CISCO-AUTH-FRAMEWORK-MIB
CISCO-BRIDGE-Ext-MIB

SNMPv2-MIB

CISCO-ENTITY-VENDORTYPE-OID-MIB
CISCO-PRODUCTS-MIB
IP-FORWARD-MIB

Table 14 highlights information about supported SFPs for Cisco Catalyst IE3200 Rugged Series switches.

Table 14. SFP Support

Part Number Specifications SFP type Temperature | Maximum Cable type
range'’ distance support

GLC-FE-100FX-RGD

GLC-FE-100LX-RGD

GLC-FE-100FX

GLC-FE-100LX

GLC-FE-100EX

GLC-FE-100ZX

GLC-FE-100BX-U

GLC-FE-100BX-D

GLC-SX-MM-RGD

GLC-LX-SM-RGD

GLC-ZX-SM-RGD

SFP-GE-S

SFP-GE-L

SFP-GE-Z

GLC-BX-U

GLC-BX-D

GLC-SX-MM

100BASE-FX

100BASE-LX10

100BASE-FX

T00BASE-LX10

100BASE-EX

100BASE-ZX

100BASE-BX10

100BASE-BX10

T1000BASE-SX

T1000BASE-LX/LH

1000BASE-ZX

1000BASE-SX

1000BASE-LX/LH

1000BASE-ZX

1000BASE-BX10

1000BASE-BX10

1000BASE-SX
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FE

FE

FE

FE

FE

FE

FE

GE

GE

GE

GE

GE

GE

GE

GE

GE

IND

COM

COM

COM

COM

COM

COM

IND

IND

IND

EXT

EXT

EXT

COM

COM

COM

10 km

2 km

10 km

40 km

80 km

10 km

10 km

220-550 m

550 m/10 km

70 km

220-550 m

550 m/10 km

70 km

10 km

10 km

220-550 m

Multimode Fiber
(MMF)

Single-Mode
Fiber (SMF)

MMF
SMF
SMF
SMF
SMF
SMF
MMF
MMF/SMF
SMF
MMF
MMF/SMF
SMF
SMF
SMF

MMF

No

No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Part Number

GLC-LH-SM

GLC-ZX-SM

GLC-EX-SMD

GLC-TE

GLC-BX40-U-I=

GLC-BX40-D-I=

GLC-BX40-DA-I=

GLC-BX80-U-I=

GLC-BX80-D-I=

GLC-SX-MMD=

GLC-LH-SMD=

GLC-ZX-SMD=

GLC-T-RGD=

GLC-BX-U-I=

GLC-BX-D-I=

CWDM-SFP-1470

CWDM-SFP-1610

CWDM-SFP-1530

CWDM-SFP-1490

DWDM-SFP-3033

DWDM-SFP-3112

Specifications

1000BASE-LX/LH

1000BASE-ZX

1000BASE-EX

1000BASE-T

1000BASE-BX40

1000BASE-BX40

1000BASE-BX40

1000BASE-BX80

1000BASE-BX80

T1000BASE-SX

T1000BASE-LX/LH

T1000BASE-ZX

1000BASE-T

1000BASE-BX

1000BASE-BX

1000BASE-CWDM

1000BASE-CWDM

1000BASE-CWDM

1000BASE-CWDM

1000BASE-DWDM

1000BASE-DWDM

SFP type

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

10GE

10GE

10GE

10GE

10GE

10GE

Temperature | Maximum

COM

COM

COM

EXT

IND

IND

IND

IND

IND

EXT

EXT

EXT

IND

IND

IND

COM

COM

COM

COM

COM

COM

distance

550 m/10 km

70 km

40 km

100 m

40km

40km

40km

80km

80km

550m

550m/10km

70km

100m

10km

10km

80km

80km

80km

80km

80km

80km

" If non-industrial SFPs (EXT, COM) are used, the switch operating temperature must be derated.
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Cable type

MMF/SMF
SMF

SMF
Catbe
SMF

SMF

SMF

SMF

SMF

MMF
MMF/SMF
SMF
Copper
SMF

SMF

SMF

SMF

SMF

SMF

SMF

SMF

Dom
support

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

NA

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Ordering information

Table 15 lists the ordering information for fixed system and memory that are commonly used with the
Cisco Catalyst IE3200 switches.

Table 15. Ordering information

_

IE-3200-8T2S-E Catalyst IE3200 w/ 8 GE Copper and 2 GE SFP, Fixed System, Network Essentials
IE-3200-8P2S-E Catalyst IE3200 w/ 8 GE PoE/PoE+ and 2 GE SFP, Fixed System, Network Essentials
SD-IE-4GB= Industrial Ethernet (IE) 4-GB SD memory card for IE

STK-RACK-DINRAIL= 19” DIN Rail mount kit

IE3200-DNA-E’ Cisco Catalyst Center Essentials license for IE3200 Series
IE3200-DNA-E-3Y IE 3200 Cisco Catalyst Center Essentials, 3 Year Term license
IE3200-DNA-E-5Y IE 3200 Cisco Catalyst Center Essentials, 5 Year Term license
IE3200-DNA-E-7Y IE 3200 Cisco Catalyst Center Essentials, 7 Year Term license
LIC-MRP-MGR-XE= MRP Ring Manager License

LIC-MRP-CLIENT-XE= MRP Ring Client License

" MRP Feature Licenses are not required from release 10S XE 17.7.1 onwards. Please refer to the I0S XE 17.7.1 Release Notes.

T Cisco Catalyst Center Advantage license is not required for IE3200 to be in Extended Node Mode

Warranty

Five-year limited HW warranty on all IE3200 PIDs and all IE Power Supplies (see table 8 above). See link below
for more details on warranty https://www.cisco.com/c/en/us/products/warranties/warranty-doc-c99-
740591.html.
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Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section of

Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Sustainability topic -
Information on product material content laws and regulations Materials

Information on electronic waste laws and regulations, including products, batteries, and packaging WEEE compliance

Reference links to product-specific environmental sustainability information that is mentioned in relevant
sections of this data sheet are provided in the following table:

Power
Power specifications and consumption Table 7. IE3200 power specifications

Environmental Characteristics

Operating temperature, industry standards, EMC emissions Table 11. Compliance specifications
Material
Unit Weight Table 5. IE3200 physical configurations

Cisco makes the packaging data available for informational purposes only. It may not reflect the most current
legal developments, and Cisco does not represent, warrant, or guarantee that it is complete, accurate, or up to
date. This information is subject to change without notice.

Cisco Services
https://www.cisco.com/web/services/.

Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business
transformation and help you stay competitive. We can help you reduce the total cost of ownership, conserve
capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can help you acquire
hardware, software, services and complementary third-party equipment in easy, predictable payments.

Learn more.
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The Cisco Catalyst® IE3300 Rugged Series ushers in mainstream adoption of Gigabit
Ethernet connectivity in a compact, form-factor, modular switch that is purpose-built for
a wide variety of extended enterprise and industrial applications.

Product overview

Cisco Catalyst IE3300 Rugged Series switches deliver high-speed up to 10 Gigabit Ethernet connectivity in a
compact form factor, and are designed for a wide range of industrial applications where hardened products are
required. The modular design of the Cisco Catalyst IE3300 Rugged Series offers the flexibility to expand to up
to 26 ports of Gigabit Ethernet or up to 24 ports of Gigabit Ethernet and 2 ports of 10 Gigabit (10G) Ethernet
with a range of expansion module options. The platform is built to withstand harsh environments in
manufacturing, energy, transportation, mining, smart cities, and oil and gas. The IE3300 platform is also ideal
for extended enterprise deployments in outdoor spaces, warehouses, and distribution centers.

These switches run Cisco I0S° XE, a next-generation operating system with built-in security and trust, featuring
secure boot, image signing, and the Cisco® Trust anchor module. Cisco |I0S XE also provides API-driven
configuration with open APIs and data models.

The Cisco Catalyst IE3300 Rugged Series can be managed with powerful management tools such as Cisco
Catalyst Center, and can be easily set up with a completely redesigned user-friendly modern GUI tool called
WebUI. The platform also supports Full Flexible NetFlow (FNF) for real-time visibility into traffic patterns and
threat analysis with Cisco Secure Network Analytics®.

The Cisco Catalyst IE3300 Rugged Series offers edge compute capabilities to run 10x applications, enabling
new capabilities in the OT network with no impact on switching performance. Choose between Cisco Cyber
Vision to improve visibility of connected industrial assets or provide secure Zero-Trust Network Access (ZTNA)
to industrial assets at scale with Secure Equipment Access.

The Cisco Catalyst IE3300 Rugged Series delivers power over Ethernet (PoE) over up to 24 ports (with
expansion module) to easily connect and power end devices such as IP cameras, phones, wireless access
points, sensors, and more. The Gigabit series supports power budget of up to 360W for PoE/PoE+ and the 10G
series of up to 480W for IEEE® 802.3af / 802.3at / 802.3bt (type 3 & type 4) to power the most advanced
devices.

Figure 1.
Catalyst IE 3300 with 10G uplinks or 1GE uplinks with expansion module
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Features and benefits

Table 1. IE3300 features and benefits

Robust industrial design

Full Gigabit Ethernet
interfaces with 10G uplink
variants

High-density industrial
Power over Ethernet (PoE)

User-friendly GUI, called
WebUI

SwapDrive for zero-
configuration
replacement

Full Flexible NetFlow (FNF)

IPv6 Ready Logo

o Built for harsh environments and temperature ranges (-40°C to +75°C)

e Fanless, convection-cooled with no moving parts for extended durability

e Hardened for vibration, shock and surge, and electrical noise immunity

e Complies with multi-industry specifications for automation, ITS, and substation environments
e Improves uptime, performance, and safety of industrial systems and equipment

« Covers a wide range of Power over Ethernet (PoE) (up to IEEE® 802.3bt type 4) application
requirements

e Alarm 1/O for monitoring and signaling to external equipment

e Provides secure access for new high-speed applications in the industrial space

e There are two base system port configurations available: 2 ports of 1GE uplinks or 2 ports of 10G
uplinks:

> Packs up to 10 ports - 2x 10G Small Form-Factor Pluggable (SFP+) uplinks plus 8x 1GE copper
RJ45 downlink ports (with IEEE® 802.3bt PoE or non-PoE) in a small form-factor base system

> Packs up to 10 ports of GE - 2x 1GE Small Form-Factor Pluggable (SFP) uplinks plus 8x 1GE
copper RJ45 downlink ports (with POE+ or non PoE) in a small form-factor base system

e Expandable

> to up to 26 ports of GE by attaching one of 8 compatible modules (copper, PoE, fiber and 2.5G with
IEEE® 802.3bt type 4 options)

> to up to 24 ports of GE plus 2 ports of 10G by attaching one of the 8 compatible modules (copper,
PoE, fiber and 2.5G with IEEE® 802.3bt type 4 options)

« Connects high-speed wireless access points (802.11n, 802.11ac, 802.11ac WAVE 2, 802.11ax)

¢ Enables Ultra High-Definition (UHD), PTZ IP cameras, Programmable Logic Controllers (PLC) and Wi-
Fi 6 Access Points

e Delivers multiple rings and redundant ring topologies for new network configurations

e Extends geographical scalability where longer-distance connectivity is required

e Supports

o up to 24x PoE/PoE+ ports or 4x 802.3bt type 4 ports (with 2.5G expansion module) with the all GE
PoE enabled base [Power budget - 360W]

o up to 24x PoE/PoE+ ports or 8x "802.3bt type 3" ports or 4x "802.3bt type 4" ports with the 10G,
PoE enabled system [Power budget - 480Watts]

e Controls costs by limiting wiring, distribution panels, and circuit breakers
e Reduces equipment needs, thus requiring less space and reducing heat dissipation

e Enables ready-to-use PoE devices, such as IP phones, cameras, and wireless access points

o Allows for easy configuration and monitoring
o Eliminates the need for more complex, terminal emulation programs
e Reduces the cost of deployment

e True zero-configuration and simple switch replacement in the event of a failure
e No networking expertise required
e Helps ensure fast recovery

e Provides enhanced flow and threat visibility

e Enables optimization of the network infrastructure, reduces operation costs, and improves capacity
planning and security incident detection

¢ |IPv6 Ready Logo Certified
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Products overview
Table 2.  Product feature sets
IE3000 IE3300 Network Essentials’, Network Advantage'

"The Hardware PID with “-E” suffix is Network Essentials and with “-A” suffix is Network Advantage. Network Advantage License includes
all Network Essentials Features.

Product specifications

Table 3 highlights the hardware configuration for Cisco Catalyst IE3300 Rugged Series switches and the
supported modules with these switches.

Table 3.  IE3300 Hardware configurations (incl. IE3300 modules)

Product number’ Total ports |10/100/1000 |100/1000 |1GE/2.5G | 1GE/10G | Software |PoE / PoE (+) budget

RJA45 Copper | SFP ports |RJ45 license
ports Copper (Default)”
ports
IE-3300-8T2S-E 10 8 2 - - Network N.A.
Essentials
IE-3300-8T2S-A 10 8 2 - - Network N.A.
Advantage
IE-3300-8P2S-E 10 8 2 - - Network 240W (base), 360W
Essentials  (with module)
IE-3300-8P2S-A 10 8 2 - - Network 240W (base), 360W
Advantage (with module)
IE-3300-8T2X-E 10 8 - - 2 Network N.A.
Essentials
IE-3300-8T2X-A 10 8 - - 2 Network N.A.
Advantage
IE-3300-8U2X-E 10 8 - - 2 Network 480W
Essentials
IE-3300-8U2X-A 10 8 - - 2 Network 480W
Advantage
IEM-3300-4MU= 4 - - 4 - N.A. Supported with IE3300

PoE base modules to
provide a total PoE
budget of 360W with
the all GE base and up
to 480Watts® with
IE3300 10G base and
IE3400 PoE base
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Product number’ Total ports |10/100/1000 |100/1000 |1GE/2.5G | 1GE/10G | Software |PoE / PoE (+) budget

RJ45 Copper | SFP ports |RJ45 license
ports Copper (Default)”
ports

IEM-3300-8P= 8 8 N.A. — — N.A. Supported with IE3300
PoE base modules to
provide a total PoE
budget of 360W with
the all GE base and up
to 480Watts with
IE3300 10G base and
IE3400 PoE base

IEM-3300-16P= 16 16 N.A. - - N.A. Supported with IE3300
PoE base modules to
provide a total PoE
budget of 360W with
the all GE base and up
to 480Watts with
IE3300 10G PoE base
and IE3400 PoE base

IEM-3300-8S= 8 N.A. 8 - - N.A. N.A.

IEM-3300-8T= 8 8 N.A. - - N.A. N.A.

IEM-3300-16T= 16 16 N.A. - - N.A. N.A.

IEM-3300-6T2S= 8 6 2 - - N.A. N.A.

IEM-3300-14T2S= 16 14 2 - - N.A. N.A.

" PoE modules can only be plugged with PoE base switch. IE3300 expansion modules can also be plugged with IE3400 base switch.
However, this combination prevents support for advanced security feature such as SGT/SGACL on the IE3400 base switch.

" Network Advantage License includes all Network Essentials Features.

Table 4 highlights the hardware specifications for Cisco Catalyst IE3300 Rugged Series switches.

Table 4. IE3300 hardware specifications

Hardware specification Cisco IE-3300- Cisco IE-3300-8P2S- | Cisco IE-3300- |Cisco IE-3300-8U2X-
8T2S-E/ -A E/-A 8T2X-E/ -A E/ -A

PoE power budget Not applicable 360W' (including Not applicable Up to 480W'#

expansion module) (including expansion
module)

Removable storage USB?3, SD card? USB?3, SD card? USB?3, SD card?> USB?3, SD card?

Alarms 2 alarms in, 1 alarm 2 alarms in, 1 alarm 2 alarms in, 1 2 alarms in, 1 alarm
out out alarm out out
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Hardware specification Cisco IE-3300- Cisco IE-3300-8P2S- | Cisco IE-3300- |Cisco IE-3300-8U2X-

8T2S-E/ -A E/-A 8T2X-E/ -A E/ -A

Console ports 1 RS-232 (via RJ- 1 RS-232 (via RJ-45), 1 RS-232 (via 1 RS-232 (via RJ-45),
45), 1 USB Mini 1 USB Mini Type B RJ-45), 1 USB 1 USB Mini Type B
Type B Mini Type B

Power inputs Dual DC power Dual DC power inputs Dual DC power Dual DC power inputs
inputs inputs

"In order to achieve 360W/480W power budget, the minimum power requirements as specified in Table 8 for the switch need to be
considered when selecting the power supply.

2The SD card and USB are optional and are not shipped by default with the switch.

3USB 2.0 to load system images and set configurations.

IEM-3300-8T= |EM-3300-85= |EM-3300-8Ps |EM-3300-6T2S= |EM-3300-14T72S= |EM-3300-16T= IEM-3300-16P= |EM-3300-4MU=

Figure 2.
Expansion modules

Table 5 highlights the hardware configuration for Cisco Catalyst IE3300 Rugged Series modules.

Table 5. Hardware configuration for Cisco Catalyst IE3300 Rugged Series modules

Descriptions Total ports on | Copper (RJ45) | PoE/PoE+ SFP Copper (RJ45) |Total system
expansion ) ports (including
module 100/1000Mbps | 100/1000Mbps | 100/1000Mbps | 1GE/2.5G (with | expansion

up to 802.3bt | jgqyle)
type 4 PoE)

IEM-3300-4MU=" 4 - - - 4 14

IEM-3300-8T= 8 8 = = = 18

IEM-3300-8P= 8 - 8 - - 18

IEM-3300-8S= 8 = = 8 = 18

IEM-3300-16T= 16 16 - - - 26

IEM-3300-16P= 16 = 16 = = 26

IEM-3300-6T2S= 8 6 - 2 - 18

IEM-3300-14T2S= 16 14 = 2 = 26

T Please refer to the conditions for using IEEE 802.3bt type 4 standard power in the Hardware Installation Guide.
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Table 6 highlights the physical configuration for Cisco Catalyst IE3300 Rugged Series switches and modules.

Table 6. IE3300 physical configurations

IE-3300-8T2S-E 6in. X 3.6in. X5.3in. 3.8 Ibs DIN rail
15.2cm. x9.17cm. x 13.5cm 1.7 kg

IE-3300-8T2S-A 6in. X 3.6 in. X 5.3 in. 3.8 Ibs DIN rail
15.2cm. x9.1cm. x 13.5cm 1.7 kg

IE-3300-8P2S-E 6in. X 3.6in. X5.3in. 3.8 lbs DIN rail
15.2cm. x9.17cm. x 13.5cm 1.7 kg

IE-3300-8P2S-A 6in. X 3.6 in. X 5.3 in. 3.8 Ibs DIN rail
15.2cm. x9.1cm. x 13.5cm 1.7 kg

IE-3300-8T2X-E 6in. X 3.8in. X 5.3 in. 3.6 Ibs DIN rail
15.2cm. x9.7cm. x 13.5cm 1.6 kg

IE-3300-8T2X-A 6in. X 3.8in. X 5.3 in. 3.6 lbs DIN rail
15.2cm. x9.7cm. x 13.5cm 1.6 kg

IE-3300-8U2X-E 6in. X4.4in. X5.3in. 4.5 lbs DIN rail
15.2cm.x 11.2cm. x 13.5 2.0 kg
cm

IE-3300-8U2X-A 6in. X4.4in. X5.3in. 4.5 Ibs DIN rail
15.2cm. x 11.2cm. x 13.5 2.0 kg
cm

IEM-3300-4MU= 6in. X 3.6 in. X 5.3 in. 3.0 lbs DIN rail
15.2cm. x9.1Tcm. x 13.5cm 1.4 kg

IEM-3300-8T= 6in. X 2.6 in. X5.3in. 2.0 Ibs DIN rail
15.2cm. x 6.6 cm. x 13.5cm 0.91 kg

IEM-3300-8P= 6in. X 2.6in. X 5.3 in. 2.0 lbs DIN rail
15.2cm. x 6.6 cm. x 13.5cm 0.91 kg

IEM-3300-8S= 6in. X 2.6 in. X5.3in. 2.0 Ibs DIN rail
15.2cm. x 6.6 cm. x 13.5cm 0.91 kg

IEM-3300-16T= 6in. X 3.6 in. X 5.3 in. 2.7 Ibs DIN rail
15.2cm. x9.1Tcm. x 13.5cm 1.2 kg

IEM-3300-16P= 6in. X 3.6 in. X 5.3 in. 2.7 lbs DIN rail
15.2cm. x9.1cm. x 13.5cm 1.2 kg

IEM-3300-6T2S= 6in. X 2.6in. X5.3in. 2.0 Ibs DIN rail
15.2cm. x 6.6 cm. x 13.5cm 0.91 kg

IEM-3300-14T2S= 6in. X 3.6 in. X 5.3 in. 2.7 lbs DIN rail
15.2cm. x9.1cm. x 13.5cm 1.2 kg
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System dimensions
Front view (IE-3300-8T2S / IE-3300-8P2S)
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Module dimensions - Front view
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Table 7 highlights the performance and scalability features for Cisco Catalyst IE3300 Rugged Series switches.

Table 7. IE3300 performance and scalability features

Cisco IE-3300-8T2S-E/ -A Cisco IE-3300-8T2X-E/ -A
Cisco IE-3300-8P2S-E / -A Cisco IE-3300-8U2X-E / -A

Forwarding rate Line rate for all ports and all packet sizes Line rate for all ports and all packet sizes

Number of queues 8 8

Unicast MAC addresses 16K 16K

Internet Group Management 1K 1K

Protocol (IGMP) multicast

groups

No. of VLANs 256 256

IPv4 Indirect routes’ 3000 3000

IPv6 Indirect routes’ 512 512
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Cisco IE-3300-8T2S-E/ -A Cisco IE-3300-8T2X-E/ -A
Cisco IE-3300-8P2S-E / -A Cisco IE-3300-8U2X-E / -A

Spanning Tree Protocol (STP) 128 128

instances

Access Control Entries 3K 3K

(PACL/VACL/RACL)

DRAM 4 GB 4 GB

Flash [User Accessible] 1.5GB 1.5GB

SD card capacity? 4 GB 4 GB

Jumbo Frames 8996 bytes 8996 bytes

" Supported with -A SKUs or -E SKUs (with Network Advantage license).

2The SD card is optional and is not shipped by default with the switch-

Table 8 highlights the power specifications for Cisco Catalyst IE3300 Rugged Series switches.

Table 8. IE3300 power specifications

Cisco IE-3300-8T2S Cisco IE-3300-8P2S Cisco IE-3300-8T2X Cisco IE-3300-8U2X
-E/-A -E/-A -E/-A -E/-A
Input voltage Redundant DC input Redundant DC input Redundant DC input Redundant DC input
range voltage: 9.6 to 60VDC  voltage: 9.6 to 60VDC voltage: 9.6 to 60VDC voltage: 9.6 to 60VDC
48VDC is required for 48VDC is required for PoE
PoE and 54VDC is and 54VDC is required for
required for PoE+ PoE+ / 4PPoE
Maximum 3.8A 10.5A 4.5A 10.5A

Input current

Power 23W 32W 28W 42W
consumption’

" Power consumption for non PoE supported model is measured at 12V and for the PoE supported model is measured at 54V. Power
consumption does not include PoE power.
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Table 9 highlights the power specifications for supported expansion modules in Cisco Catalyst IE3300 Rugged
Series switches.

Table 9. IEM3300 modules power consumption
T s

IEM-3300-4MU= 20w

IEM-3300-8T= 6W

IEM-3300-8P= 14W

IEM-3300-8S= 19W

IEM-3300-16T= 12W

IEM-3300-16P= 21W

IEM-3300-6T2S= 9w

IEM-3300-14T2S= 16W

T Power consumption for non PoE supported model is measured at 12V and for the PoE supported model is measured at 54V.
Table 10 highlights the power supply options for Cisco Catalyst IE3300 Rugged Series switches.

Table 10. Power supply options

Product Number Wattage Rated nominal input operating | POE/PoE+ support’ | More Details
range

PWR-IES0W-AC= 50W AC 100-240V/1.25A 50-60Hz No
or

DC 125-250V/1.25A

PWR-IE50W-AC-IEC= 50W AC 90-264V No
PWR-IE50W-AC-L= 2 50W AC 100-240V/1.2A 50-60Hz  No
PWR-IE65W-PC-AC= 65W AC 100-240V / 1.4A 50-60Hz  Yes
or
DC 125-250V / 1.0A Click here for
more details on
PWR-IE65W-PC-DC= 65W DC 24-48VDC / 4.5A Yes these DIN Rail
power supplies
PWR-IE170W-PC-AC=  170W AC 100-240V / 2.3A 50-60Hz  Yes
or

DC 125-250V / 2.1A

PWR-IE170W-PC-DC= 170W DC 12-54VDC / 23A Yes
PWR-IE240W-PCAC-L=2 240W AC 100-240V/3.5A 50-60Hz Yes
PWR-IE480W-PCAC-L=2 480W AC 100-240V/6.0A 50-60Hz Yes

"The entire power budget for the switch and PoE ports must stay within the power supply wattage.

2The power supplies are not certified for smart grid and hazardous locations. These power supplies are IP20 rated.
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Table 11 and 12 highlight the supported software features for Cisco Catalyst IE3300 Rugged Series switches.

Table 11.

Network Essentials

License (Perpetual)

Key supported software features (Network Essentials License)

Layer 2 switching

Multicast

Management

Security

Quality of Service (QoS)

IPv6

Layer 3 routing
Industrial Ethernet

Redundancy

Utility
Automation
Industrial Management

10x

IEEE 802.1, 802.3 standard, NTP, UDLD, CDP, LLDP, unicast MAC filter, PAgP, LACP VTPv2,
VTPv3, EtherChannel, Q-in-Q tunneling, voice VLAN, PVST+, MSTP, and RSTP

IGMPv1, v2, v3 snooping, IGMP filtering, IGMP querier

WebUI, MIB, SmartPort, SNMP, syslog, DHCP server, SPAN session, RSPAN, FSPAN, Express
setup, NETCONF, RESTCONF

Port security, 802.1x, Dynamic Host Configuration Protocol (DHCP) snooping, dynamic ARP
inspection, IP source guard, guest VLAN, MAC authentication bypass, 802.1x multidomain
authentication, storm control - unicast, multicast, broadcast, SCP, SSH, SNMPv3, TACACS+,
RADIUS server/client, MAC address notification, BPDU guard, Access Lists
(PACL,VACL,RACL), SUDI 2099 (Secure Unique Device identifier), Full Flexible NetFlow (FNF),
MACsec-128, FIPS 140-2

Ingress policing, rate limit, egress queuing and shaping, auto QoS

IPv6 host support, SNMP over IPv6, HTTP/HTTP(s) over IPv6, SNMP over IPv6, Syslog over
IPv6, DHCPV6 relay source, DHCPv6 bulk lease query (RFC 5460), IPv6 stateless Auto Config
SCP/SSH, Radius, TACACS+, NTP over IPv6, IPv6 VRF aware BGPv6, IPV6 ND cache expire,
IPv6 support for TFTP, IPv6 DNS transport, IPv6 QoS, IPv6é FHS RA Guard, IPv6 FHS DHCPv6
Guard

Inter-VLAN routing, Static routing
CIP Ethernet/IP, IEEE 1588 PTP v2 (default and power)', PROFINET

Resilient Ethernet Protocol (REP) ring, PROFINET-Media Redundancy Protocol (MRP), REP
Preferred, Fast REP

Dying gasp, SCADA protocol classification - GOOSE messaging, MODBUS TCP/IP
YANG, NETCONF, RESTCONF
Layer 2 switching with 1:1 switch Network Address Translation (L2NAT)?

Container (Native Docker), Cyber Vision, Secure Equipment Access

TIE 3300 base systems with GE uplinks support IEEE 1588 PTPv2 with both Default Profile and Power Profile (IEEE C37.238:2011). IE 3300
base systems with 10G uplinks support IEEE 1588 PTPv2 Default Profile only. IEM-3300-4MU expansion module does not support PTP at

this time.

2 Supported on Uplink ports on IE 3300 all GE base systems only.
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Table 12. Key supported software features (Network Advantage License)”

Network Advantage

License (Perpetual)

IP routing Protocols OSPF (IPv4 and IPv6), BGP (v4 and v6), RIP (V1 and V2), ISIS (v4 and v6), EIGRP (v4 and v6),
Policy based routing(PBR), VRRP(v4 and v6), HSRP(v4 and v6), BFD Echo Mode for OSPFv3

Virtualization Vrf-lite

Security MACsec-256

IP Multicast PIM sparse mode (PIM-SM), PIM dense mode (PIM-DM), PIM sparse dense mode, MSDP,

Multicast routing BSR (IPv4/IPv6), Auto RP(IPv4), Embedded RP(IPv6)

“Network Advantage License includes all Network Essentials Features.

Table 13 highlights the details on Cisco Catalyst Center Essentials and Cisco Catalyst Center Advantage
License for Cisco Catalyst IE3300 Rugged Series switches.

Table 13. Cisco IE3300 Cisco Catalyst Center Essentials and Cisco Catalyst Center Advantage license

Cisco Catalyst Cisco Catalyst

Center Center
Essentials Advantage

Element Management Yes Yes

Discovery, Topology, Inventory, software image management, Config Change Audit

Basic Assurance Yes Yes
Health dashboard - Network, Client monitoring; switch and wired client health

monitoring

Assurance and Analytics No Yes

Compliance, Custom Reports, Device 360 and Client 360 -Display device and client
connectivity for granular troubleshooting

Basic Automation Yes Yes

Cisco Network Plug-and-Play application

Element Management No Yes
Patch/SMU
Software-define Access Yes Yes

Extended Node, REP Ring Workflow for Extended Nodes
Cisco Catalyst Center licenses for Industrial Ethernet switches are add-on/optional and not mandatory, and

need to be purchased separately. These do not include Network Tier features. Network Advantage License is a
mandatory requirement on the Switch for Cisco Catalyst Center Advantage License.
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Table 14 highlights the compliance specifications for Cisco Catalyst IE3300 Rugged Series switches.

Table 14. Compliance Specifications’

_

Industrial Automation Control
System

Electromagnetic emissions

Electromagnetic immunity

Industry standards

IEC 62443-4-1
IEC 62443-4-2

FCC 47 CFR Part 15 subpart B Class A
EN 55032/CISPR 32 Class A

VCCI Class A

AS/NZS CISPR 32 Class A

CISPR 11 Class A

ICES 003 Class A

CNS 13438 Class A®

KN 32 Class A3

EN 300 386

CISPR 24 / CISPR 35

EN55024/ EN55035

KN 35

EN 61000-4-2 Electro Static Discharge (air - 15kV, contact - 8kV)
EN 61000-4-3 Radiated RF (10V/m UTP, 20V/m STP)

EN 61000-4-4 Electromagnetic Fast Transients (4kV)

EN 61000-4-5 Surge (2KV/1KV Power, 4KV STP)

EN 61000-4-6 Conducted RF (10Vrms UTP)

EN 61000-4-8 Power Frequency Magnetic Field (1000A/m)

EN 61000-4-10 Damped Oscillatory Magnetic Field (100 A/m)

EN 61000-4-16 Conducted CM Disturbances (30V, Cont/ 300V, 1 sec)
EN 61000-4-17 Ripple Immunity DC Power (10%)

EN 61000-4-18 Damped Oscillatory Wave (2.5kV, TMHz)
EN-61000-4-29 DC Voltage Dips and Interruptions

EN 61000-6-2 Industrial Immunity

EN 61000-6-4 Industrial Emissions

EN 61000-6-1 Light Industrial Immunity

EN 61326-1 Measurement, Control and Laboratory Equipment
EN 61131-2 (EMC - Emission and Immunity)

IEEE 1613 Electric Power Stations Communications Networking
EN/IEC 61850-3 Electric Substations Communications Networking
ODVA Industrial EtherNet/IP

NEMA TS 2-2016

AREMA C and S section 11, 19

IP30
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_

Marine |

Safety standards and
certifications

Operating environment

Storage environment

Humidity

Shock and vibration

Corrosion

DNV Certification according to class guideline DNV-CG-0339
Additional Standards:

IEC 60945, IACS URE10

Marine DNV GL - Ships; High speed and light craft

Information Technology Equipment:

UL/CSA 60950-1, IEC 60950-1 CB with all country deviations
UL/CSA 62368-1, IEC 62368-1 CB with all country deviations
Industrial floor (control equipment):

UL/CSA 61010-2-201

CB report and certificate to IEC/EN 61010-2-201

Hazardous locations:

UL121201(Class |, Div 2, groups A-D)

CSA 213 (Class I, Div 2, groups A-D)

UL/CSA 60079-0, -15 (Class I, Zone 2, Gc/IIC)

IEC 60079-0, -15 |IECEX test report (Class |, Zone 2, Gc/lIC)
EN 60079-0, -15 ATEX certificate (Class |, Zone 2, G¢/lIC) Cabinet enclosure required

Operating temperature:

-40°C to +70°C (40 LFM vented enclosure)

-40°C to +60°C (sealed enclosure)

-40°C to +75°C (Min. 200 LFM fan or blower-equipped enclosure)
+85° C (type tested for 16 hours)

Altitude: up to 15,000 feet

Temperature: -40°C to +85°C degrees
Altitude: 15,000 feet
IEC 60068-2-14

Relative humidity of 5% to 95% non-condensing
IEC 60068-2-78
IEC 60068-2-30

IEC 60068-2-27 (operational shock, 50G, 3ms, half sine)

IEC 60068-2-27 (non-operational shock, 65-80G, 9ms, trapezoidal)
MIL-STD-810, Method 514.4

IEC 60068-2-6 (vibration-sinusiodal, 5Hz-150Hz)

IEC 60068-2-52 (salt fog)2
IEC 60068-2-60 (flowing mixed gas)?

© 2024 Cisco and/or its affiliates. All rights reserved. Page 16 of 27







_

Railway EN50125-1: 2014
EN50125-3 : 2003
EN50121-4 Railway - Signaling and Telecommunications Apparatus
EN50121-3-2 / EN50155 (EMC)

Warranty Five-year limited hardware warranty on all IE3300 product IDs and all Industrial
Ethernet (IE) power supplies. See more information under the Warranty section

" For more detailed information on safety approved power/thermal ratings refer the Hardware Installation Guide.

2|E 3300 10G variants’ compliance approvals pending.

Table 15 highlights Mean-Time-Between-Failures (MTBF) for Cisco Catalyst IE3300 Rugged Series switches.
Table 15. MTBF Information (Telcordia Issue 3)

IE-3300-8T2S-E 633,420
IE-3300-8T2S-A 633,420
IE-3300-8P2S-E 611,350
IE-3300-8P2S-A 611,350
IE-3300-8T2X-E 463,629
IE-3300-8T2X-A 463,629°
IE-3300-8U2X-E 436,034"
IE-3300-8U2X-A 436,034"
IEM-3300-4MU= 1,272,430°
IEM-3300-8T= 3,041,040
IEM-3300-8P= 2,931,233
IEM-3300-8S= 6,810,960
IEM-3300-16T= 1,594,210
IEM-3300-16P= 1,043,520
IEM-3300-6T2S= 3,729,130
IEM-3300-14T2S= 1,865,300

" Figures are Predicted MTBF numbers, measured according to Telcordia Issue 4. The numbers may vary at availability:
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Table 16 highlights information about management and standards for Cisco Catalyst IE3300 Rugged Series

switches.

Table 16. Management and Standards

_

IEEE standards IEEE 802.1D MAC Bridges, STP

IEEE 802.1p Layer2 COS prioritization

IEEE 802.1q VLAN

IEEE 802.1s Multiple Spanning-Trees
IEEE 802.1w Rapid Spanning-Tree
IEEE 802.1x Port Access Authentication

IEEE 802.1AB LLDP

IEEE 802.3ad Link Aggregation (LACP)
IEEE 1588v2 PTP Precision Time Protocol

RFC compliance RFC 768:
RFC 783:

RFC 791

UDP
TFTP

: IPv4 protocol
RFC 792:
RFC 793:
RFC 826:
RFC 854:
RFC 959:

ICMP
TCP
ARP
Telnet
FTP

RFC 1157: SNMPv1

RFC 1901,1902-1907 SNMPv2
RFC 2273-2275: SNMPv3

RFC 2571: SNMP Management
RFC 1166: IP Addresses

RFC 1256: ICMP Router Discovery
RFC 1305: NTP

RFC 951:

BootP
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IEEE 802.3ah T00BASE-X SMF/MMF only
IEEE 802.3x full duplex on T0BASE-T
IEEE 802.3 T0BASE-T specification

IEEE 802.3u 100BASE-TX specification
IEEE 802.3ab 1000BASE-T specification
IEEE 802.3z 1T000BASE-X specification
IEEE 802.3af Power over Ethernet

IEEE 802.3at Power over Ethernet plus

RFC 1492: TACACS+

RFC 1493: Bridge MIB Objects

RFC 1534: DHCP and BOOTP interoperation
RFC 1542: Bootstrap Protocol

RFC 1643: Ethernet Interface MIB

RFC 1757: RMON

RFC 2068: HTTP

RFC 2131, 2132: DHCP

RFC 2236: IGMP v2

RFC 3376: IGMP v3

RFC 2474: DiffServ Precedence

RFC 3046: DHCP Relay Agent Information Option
RFC 3580: 802.1x RADIUS

RFC 4250-4252 SSH Protocol

RFC 5460: DHCPv6 bulk lease query

Page 18 of 27







_

SNMP MIB objects

802.1X MIB
CISCO-DHCP-SNOOPING-MIB
CISCO-UDLDP-MIB
CISCO-ENVMON-MIB
CISCO-PRIVATE-VLAN-MIB
CISCO-PAE-MIB
Cisco-Port-QoS-MIB
CISCO-ERR-DISABLE-MIB
CISCO- PROCESS-MIB
LLDP-MIB
CiscoMACNotification-MIB
CISCO-CONFIG-COPY-MIB
LLDP-MED-MIB

Bridge-MIB

CISCO-CAR-MIB
CISCO-LAG-MIB
CISCO-SYSLOG-MIB
CISCO-FTP-CLIENT-MIB
CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
CISCO-VLAN-MEMBERSHIP-MIB
Cisco-REP-MIB
CISCO-PORT-STORM-CONTROL-MIB
CISCO-CDP-MIB
CISCO-IP-STAT-MIB
CISCO-LICENSE-MGMT-MIB
CISCO-STP-EXTN-MIB
CISCO-VTP-MIB
IEEE8023-LAG-MIB

SMON-MIB
CISCO-ACCESS-ENVMON-MIB
CISCO-CALLHOME-MIB
CISCO-CONFIG-MAN-MIB
CISCO-FLASH-MIB
CISCO-ENTITY-SENSOR-MIB
IP-MIB

CISCO-PAGP-MIB
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CISCO-IF-EXTENSION-MIB
CISCO-IMAGE-MIB
CISCO-MEMORY-POOL-MIB
CISCO-PING-MIB
SNMP-TARGET-EXT-MIB
IF_MIB

ENTITY-MIB
LLDP-EXT-PNO-MIB
NOTIFICATION-LOG-MIB
OLD-CISCO-CPU-MIB
ETHERLIKE-MIB
OLD-CISCO-SYSTEM-MIB
OLD-CISCO-MEMORY-MIB
RMON-MIB
SNMP-COMMUNITY-MIB
SNMP-FRAMEWORK-MIB
SNMP-PROXY-MIB
SNMP-MPD-MIB
SNMP-NOTIFICATION-MIB
SNMP-TARGET-MIB
SNMP-USM-MIB
CISCO-DATACOLLECTION-MIB
CISCO-CABLE-DIAG-MIB
CISCO -PORT-SECURITY-MIB
BULK_FILE_MIB

NAC-NAD-MIB
CISCO-ENTITY-ALARAM-MIB
SNMP-VIEW-BASED-ACM-MIB
CISCO-MAC-AUTH-BYPASS-MIB
CISCO-AUTH-FRAMEWORK-MIB
CISCO-BRIDGE-Ext-MIB
SNMPv2-MIB
CISCO-ENTITY-VENDORTYPE-OID-MIB
CISCO-PRODUCTS-MIB
IP-FORWARD-MIB
BGP-CISCO-BGP-MIBv2
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Table 17 highlights information about supported SFPs for Cisco Catalyst IE3300 Rugged Series switches and
IEM3300 Datasheet.

Table 17. SFP Support

Part number Specifications | SFP Temperature | Maximum Dom Cisco IE- |Cisco IE-
distance support 3300-8T2X
Cisco IE-
Cisco IE- |3300-8U2X
3300-
8P2S
GLC-FE-100FX- T100BASE-FX FE IND 2 km Multimode No Supported Supported?
RGD= fiber
(MMF)
GLC-FE-100LX- T100BASE- FE IND 10 km Single- No Supported Supported?
RGD= LX10 Mode
Fiber
(SMF)
GLC-FE-100FX= T100BASE-FX FE COM 2 km MMF No Supported Supported?
GLC-FE-100LX= 100BASE- FE COM 10 km SMF No Supported Supported?
LX10
GLC-FE-100EX= 100BASE-EX FE COM 40 km SMF No Supported Supported?
GLC-FE-100ZX= 100BASE-ZX FE COM 80 km SMF No Supported Supported?
GLC-FE-100BX-U= 100BASE- FE COM 10 km SMF No Supported Supported?
BX10
GLC-FE-100BX-D= 100BASE- FE COM 10 km SMF No Supported Supported?
BX10
GLC-SX-MM-RGD= 1000BASE-SX GE IND 220-550 MMF Yes Supported Supported
m
GLC-LX-SM-RGD= 1000BASE- GE IND 550 m / MMF / Yes Supported Supported
LX/LH 10 km SMF
GLC-ZX-SM-RGD= 1000BASE-ZX GE IND 70 km SMF Yes Supported Supported
SFP-GE-S= T000BASE-SX GE EXT 220-550 MMF Yes Supported Supported
m
SFP-GE-L= 1000BASE- GE EXT 550 m/ MMF / Yes Supported -
LX/LH 10 km SMF
SFP-GE-2Z= 1000BASE-ZX GE EXT 70 km SMF Yes Supported -
GLC-BX-U= T1000BASE- GE COM 10 km SMF Yes Supported Supported
BX10
GLC-BX-D= T1000BASE- GE COM 10 km SMF Yes Supported Supported
BX10
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Part number

GLC-SX-MM=

GLC-LH-SM=

GLC-ZX-SM=

GLC-EX-SMD=

GLC-TE=

GLC-BX40-U-I=

GLC-BX40-D-I=

GLC-BX40-DA-I=

GLC-BX80-U-I=

GLC-BX80-D-I=

GLC-SX-MMD=

GLC-LH-SMD=

GLC-ZX-SMD=

GLC-T-RGD=

SFP-10G-LR-X

SFP-10G-SR

SFP-10G-SR-X

SFP-10G-LR

Specifications

1000BASE-SX

1000BASE-
LX/LH

T000BASE-ZX

T000BASE-EX

1000BASE-T

1000BASE-
BX40

1000BASE-
BX40

1000BASE-
BX40

1000BASE-
BX80

1000BASE-
BX80

T000BASE-SX

1000BASE-
LX/LH

T1000BASE-ZX

1000BASE-T

10GBASE-LR

10GBASE-SR

10GBASE-SR

10GBASE-LR

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

10GE

10GE

10GE

10GE
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Temperature | Maximum | Cable

COM

COM

COM

COM

EXT

IND

IND

IND

IND

IND

EXT

EXT

EXT

IND

EXT

COM

EXT

COM

distance

220-550
m

550 m /
10 km

70 km

40 km

100 m

40km

40km

40km

80km

80km

550m

550m/10k
m

70km

100m

10km

400m

400m

10km

MMF

MMF /
SMF

SMF
SMF
Catbe

SMF

SMF

SMF

SMF

SMF

MMF

MMF/SMF

SMF
Copper
SMF
MMF
MMF

SMF

Dom
support

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

NA

Yes

Yes

Yes

Yes

Cisco IE-
3300-
8T2S

Cisco IE-
3300-
8P2S

Supported

Supported

Supported
Supported
Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported
Supported

Not
Applicable

Cisco IE-
3300-8T2X

Cisco IE-
3300-8U2X

Supported

Supported
Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported
Supported
Supported
Supported
Supported

Supported
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Part number

SFP-10G-ER

SFP-10G-BXD-I

SFP-10G-BXU-I

SFP-10G-BX40D-I

SFP-10G-BX40U-I

SFP-H10G-CUxM

SFP-10G-ZR

CWDM-SFP10G-

1470

DWDM-SFP10G-

3033

SFP-10G-LRM

SFP-10G-LR-S

SFP-10G-ER-I=

SFP-10G-ZR-I=3

GLC-BX-U-I=

GLC-BX-D-I=

CWDM-SFP-1470

CWDM-SFP-1610

Specifications

10GBASE-ER

10GBASE-
BX10

T10GBASE-
BX10

10GBASE-
BX40

10GBASE-
BX40

10G Passive
Twinax

10GBASE-ZR

10GBASE-ZR

10GBASE-
DWDM

10GBASE-LR

10GBASE-LR

10GBASE-ER

10GBASE-ZR

1000BASE-BX

1000BASE-BX

1000BASE-
CWDM

1000BASE-
CWDM

10GE

10GE

10GE

10GE

10GE

10GE

10GE

10GE

10GE

10GE

10GE

10GE

10GE

GE

10GE

10GE
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Temperature | Maximum | Cable

COM

IND

IND

IND

IND

COM

COM

COM

COM

COM

COM

IND

IND

IND

IND

COM

COM

distance

40km

10km

10km

40km

40km

Tm/3m/5
m

80km

80km

80km

220-300
m

10km

40km

80km

10km

10km

80km

80km

SMF

SMF

SMF

SMF

SMF

Twinax

SMF

SMF

SMF

MMF

SMF

SMF

SMF

SMF

SMF

SMF

SMF

Dom
support

Yes

Yes

Yes

Yes

Yes

NA

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Cisco IE-
3300-
8T2S

Cisco IE-
3300-
8P2S

Supported
Supported

Supported

Supported

Cisco IE-
3300-8T2X

Cisco IE-
3300-8U2X

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported
Supported
Supported
Supported
Supported

Supported

Supported
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Part number Specifications | SFP Temperature | Maximum | Cable Dom Cisco IE- |Cisco IE-

distance support | 3300- 3300-8T2X
8T2S i
Cisco IE-
Cisco IE- |3300-8U2X
3300-
8P2S
CWDM-SFP-1530 1000BASE- 10GE COM 80km SMF Yes Supported Supported
CWDM
CWDM-SFP-1490 1000BASE- 10GE COM 80km SMF Yes Supported Supported
CWDM
DWDM-SFP-3033 1000BASE- 10GE COM 80km SMF Yes Supported Supported
DWDM
DWDM-SFP-3112 T1000BASE- 10GE COM 80km SMF Yes Supported Supported
DWDM

T1f non-industrial SFPs (EXT, COM) are used, the switch operating temperature must be derated.
2 Supported only on Expansion modules with SFP downlink port option when paired with IE 3300 10G Uplinks Variants.

3This SFP will derate the switch by 6°C

Ordering information

Table 18 lists the ordering information for fixed system, expansion modules and memory that are commonly
used with the Cisco Catalyst IE3300 switches.

Table 18. Ordering information

IE-3300-8T2S-E Catalyst IE3300 with 8 GE Copper and 2 GE SFP, Modular, Network Essentials
IE-3300-8P2S-E Catalyst IE3300 with 8 GE PoE+ and 2 GE SFP, Modular, Network Essentials
IE-3300-8T2S-A Catalyst IE3300 with 8 GE Copper and 2 GE SFP, Modular, Network Advantage
IE-3300-8P2S-A Catalyst IE3300 with 8 GE PoE/PoE+ and 2 GE SFP, Modular, Network Advantage
IE-3300-8T2X-E Catalyst IE3300 with 8 GE Copper and 2 10G SFP, Modular, Network Essentials
IE-3300-8T2X-A Catalyst IE3300 with 8 GE Copper and 2 10G SFP, Modular, Network Advantage
IE-3300-8U2X-E Catalyst IE3300 with 8 GE Copper (4PPoE) and 2 10G SFP, Modular, Network Essentials
IE-3300-8U2X-A Catalyst IE3300 with 8 GE Copper (4PPoE) and 2 10G SFP, Modular, Network Advantage
IEM-3300-4MU= Catalyst IE3300 with 4 2.5G Copper (4PPoE), Expansion Module

IEM-3300-8T= Catalyst IE3300 with 8 GE Copper ports, Expansion Module

IEM-3300-8P= Catalyst IE3300 w/ 8 GE PoE/PoE+ Copper ports, Expansion Module

IEM-3300-8S= Catalyst IE3300 with 8 GE SFP ports, Expansion Module
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Product ID detail

IEM-3300-16T=

IEM-3300-16P=

IEM-3300-6T2S=

IEM-3300-14T2S=

SD-IE-4GB=

STK-RACK-DINRAIL=

IE3300-NW-A=

IE3300-DNA-E

IE3300-DNA-E-3Y

IE3300-DNA-E-5Y

IE3300-DNA-E-7Y

IE3300-DNA-A

IE3300-DNA-A-3Y

IE3300-DNA-A-5Y

IE3300-DNA-A-7Y

LIC-MRP-MGR-XE="

LIC-MRP-CLIENT-XE="

Catalyst IE3300 with 16 GE Copper ports, Expansion Module
Catalyst IE3300 with 16 GE PoE/PoE+ Copper, Expansion Module
Catalyst IE3300 with 6GE Copper + 2GE SFP, Expansion Module
Catalyst IE3300 with 14GE Copper + 2GE SFP, Expansion Module
IE 4GB SD memory card for IE

19” DIN Rail mount kit

Network Advantage License for IE3300, Perpetual

Cisco Catalyst Center Essentials license for IE3300 Series

IE 3300 Cisco Catalyst Center Essentials, 3 Year Term license

IE 3300 Cisco Catalyst Center Essentials, 5 Year Term license

IE 3300 Cisco Catalyst Center Essentials, 7 Year Term license
Cisco Catalyst Center Advantage license for IE3300 Series

IE 3300 Cisco Catalyst Center Advantage, 3 Year Term license

IE 3300 Cisco Catalyst Center Advantage, 5 Year Term license

IE 3300 Cisco Catalyst Center Advantage, 7 Year Term license
MRP Ring Manager License

MRP Ring Client License

“MRP Feature Licenses are not required from release 10S XE 17.7.1 onwards. Please refer to the IOS XE 17.7.1 Release Notes.

Warranty

Five-year limited HW warranty on all IE3300 PIDs and all IE Power Supplies (see table 10 above) See link below
for more details on warranty https://www.cisco.com/c/en/us/products/warranties/warranty-doc-c99-

740591.html.
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Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section of

Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Sustainability topic -
Information on product material content laws and regulations Materials

Information on electronic waste laws and regulations, including products, batteries, and packaging WEEE compliance

Reference links to product-specific environmental sustainability information that is mentioned in relevant
sections of this data sheet are provided in the following table:

Power
Power specifications and consumption Table 8. IE3300 power specifications

Environmental Characteristics

Operating temperature, industry standards, EMC emissions Table 14. Compliance Specifications
Material
Unit Weight Table 6. IE3300 physical configurations

Cisco makes the packaging data available for informational purposes only. It may not reflect the most current
legal developments, and Cisco does not represent, warrant, or guarantee that it is complete, accurate, or up to
date. This information is subject to change without notice.

Cisco Services
https://www.cisco.com/web/services/.

Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business
transformation and help you stay competitive. We can help you reduce the total cost of ownership, conserve
capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can help you
acquire hardware, software, services and complementary third-party equipment in easy, predictable
payments. Learn more.
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Document history

New or Revised Topic Described In _

DNA name change to Catalyst Center, Temperature Range change Entire Datasheet, Compliance October 19, 2023
for Blower Cabinet, Addition of UL60101 Specification

Updated AREMA Certification, DNV GL, Railway certifications, Table 14, Table 17 December 19, 2022
SFP-10G-ZR-I= supporting footnote added

Updated IPv6 Ready Logo, BFD Feature, Cisco Catalyst Center Table 1, 12, 13, 17, Cisco October 29, 2021

License information, SFP support, Cisco Environmental Environmental Sustainability
Sustainability information

Updated orderability date and included SFP-10G-SR-X on SFP Table 3, 5, 17, 1

17,18 January 01, 2021
support

Updated Cisco Catalyst Center license information to indicate that Table 13 January 04, 2021
Cisco Catalyst Center Essentials license includes Cisco Catalyst
Center assurance, Device 360"

Added IEC 60068-2-6 (vibration-sinusiodal, 5Hz-150Hz); added Tables 2, 3,12, 14 and 18 November 18, 2020
clarification that Network Essentials is included in Network
Advantage
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The Cisco Catalyst® IE3400 Rugged Series ushers in mainstream adoption of advanced
Gigabit Ethernet connectivity in a compact form-factor, modular switch purpose-built for
a wide variety of extended enterprise and industrial applications.

Product overview

The Cisco Catalyst IE3400 Rugged Series switches deliver advanced, high-speed Gigabit Ethernet connectivity
in a compact form factor, and are designed for a wide range of industrial applications where hardened products
are required. The modular design of the Cisco Catalyst IE3400 Rugged Series offers the flexibility to expand up
to 26 ports of Gigabit Ethernet with a range of expansion module options. The platform is built to withstand
harsh environments in manufacturing, energy, transportation, mining, smart cities, and oil and gas. The IE3400
platform is also ideal for extended enterprise deployments in outdoor spaces, warehouses, and distribution
centers.

The IE3400 Series runs Cisco I0S° XE, a next-generation operating system with built-in security and trust,
featuring secure boot, image signing, and the Cisco® Trust anchor module. Cisco I0S XE also provides API-
driven configuration with open APIs and data models.

The Cisco Catalyst IE3400 Rugged Series can be managed with powerful management tools such as

Cisco Catalyst Center, and can be easily set up with a completely redesigned, user-friendly, modern GUI tool
called WebUI. The platform also supports Full Flexible NetFlow (FNF) for real-time visibility into traffic patterns
and threat analysis with Cisco Secure Network Analytics®.

The Cisco Catalyst IE3400 Rugged Series offers edge compute capabilities to run 10x applications, enabling
new capabilities in the OT network with no impact on switching performance. Choose between Cisco Cyber
Vision to improve visibility of connected industrial assets or provide secure Zero-Trust Network Access (ZTNA)
to industrial assets at scale with Secure Equipment Access.

Robust Resiliency enabled by feature such as Media Redundancy Protocol (MRP), Resilient Ethernet Protocol
(REP), Device Level Ring (DLR) and dual-input power supplies.

The IE3400 series (with expansion module) supports power budget of up to 480W for PoE/PoE+, shared across
24 ports, and is ideal for connecting PoE-powered end devices such as IP cameras, phones, wireless access
points, sensors, and more.

Figure 1.
Cisco Catalyst IE3400 Rugged Series
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Features and benefits

Table 1. IE3400 Features and benefits

Robust industrial design

Full Gigabit Ethernet
interfaces

High-density industrial
Power over Ethernet (PoE)

User-friendly WEB-based
Ul (WebUI)

SwapDrive zero-
configuration
replacement

Full Flexible NetFlow (FNF)

Advanced Data plane
features

IPv6 Ready Logo

o Built for harsh environments and temperature ranges (-40°C to +75°C)

e Fanless, convection-cooled with no moving parts for extended durability

e Hardened for vibration, shock and surge, and electrical noise immunity

e Complies with multi-industry specifications for automation, ITS, and substation environments
e Improves uptime, performance, and safety of industrial systems and equipment

« Covers a wide range of Power over Ethernet (PoE) application requirements

e Alarm 1/O for monitoring and signaling to external equipment

e Provides secure access for new high-speed applications in the industrial space

o Packs up to 10 ports of GE - 2x1 Gigabit Small Form-Factor Pluggable (SFP) uplinks plus 8x1 Gigabit
Copper or PoE+ RJ45 downlinks in a small form-factor base system

o Expandable to 26 ports of GE by attaching one of 10 compatible modules (copper, fiber options)

« Connects high-speed wireless access points (802.11n, 802.11ac)

« Enables High-Definition (HD) IP cameras and Programmable Logic Controllers (PLC)

e Supports delay-sensitive applications and time-sensitive networks

o Delivers multiple rings and redundant ring topology for new network configurations

e Extends geographical scalability where longer-distance connectivity is required

e Supports up to 24 PoE/PoE+ ports or up to 8 PoE/PoE+ Ports and 4 “802.3bt type 4” Ports with the
2.5G expansion module [System Power budget - 480W]

e Controls costs by limiting wiring, distribution panels, and circuit breakers

e Reduces equipment needs, thus requiring less space and reducing heat dissipation

e Enables ready-to-use PoE devices, such as IP phones, cameras, and wireless access points

o Allows for easy configuration and monitoring
o Eliminates the need for more complex terminal emulation programs

e Reduces the cost of deployment

e True zero-configuration and simple switch replacement in case of a failure
e No networking expertise required

e Helps ensure fast recovery

e Provides enhanced flow and threat visibility

e Enables optimization of the network infrastructure, reduces operation costs, and improves capacity
planning and security incident detection

e Parallel redundancy protocol (PRP)’
e Advanced Security with SGT/SGACL

e IPv6 Ready Logo Certified

" Parallel Redundancy Protocol (PRP) is available on IE3400 base switch on select ports only (Gig1/1 - Gig1/4). Single instance of PRP is

supported.
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Products overview
Table 2.  Product feature sets
IE3000 IE3400 Network Essentials’, Network Advantage'’

"The Hardware PID with “-E” suffix is Network Essentials and with “-A” suffix is Network Advantage. Network Advantage License includes
all Network Essentials Features.

Product specifications

Table 3 highlights the hardware configuration for Cisco Catalyst IE3400 Rugged Series switches and the
supported modules with these switches.

Table 3.  IE3400 Hardware configurations (incl. IE3400 and IE3300 modules)

Product number® 10/100/1000 100/1000 | 1GE/2.5G RJ45 | Software license | PoE/
RJ45 Copper Copper ports (Default)”
ports PoE (+) budget
IE-3400-8T2S-E 10 8 2 N.A. Network N.A.
Essentials
IE-3400-8T2S-A 10 8 2 N.A. Network N.A.
Advantage
IE-3400-8P2S-E 10 8 2 N.A. Network 240W (base), 480W
Essentials (with expansion
module)
IE-3400-8P2S-A 10 8 2 N.A. Network 240W (base), 480W
Advantage (with expansion
module)
IEM-3400-8T= 8 8 N.A. N.A. N.A. N.A.
IEM-3400-8S= 8 N.A. 8 N.A. N.A. N.A.
IEM-3400-8P= 8 8 N.A. N.A. N.A. Supported with

IE3400 PoE base
modules only to
provide a total PoE
budget of 480W

IEM-3300-8P= 8 8 N.A. N.A. N.A. Supported with
IE3400 PoE base
modules to provide a
total PoE budget of
480W

IEM-3300-16P

n
-
(e}

16 N.A. N.A. N.A. Supported IE3400
PoE base modules to
provide a total PoE
budget of 480W

IEM-3300-8S= 8 N.A. 8 N.A. N.A. N.A.
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Product number® Total 10/100/1000 100/1000 | 1GE/2.5G RJ45 Software license | PoE/

ports r;g:tss Copper Copper ports (Default)™ POE (+) budget
IEM-3300-8T= 8 8 N.A. N.A. N.A. N.A.
IEM-3300-16T= 16 16 N.A. N.A. N.A. N.A.
IEM-3300-6T2S= 8 6 2 N.A. N.A. N.A.
IEM-3300-14T2S= 16 14 2 N.A. N.A. N.A.
IEM-3300-4MU= 4 N.A. N.A. 4 N.A. Supported IE3400

PoE base modules to
provide a total PoE
budget of 480W

" PoE modules can only be plugged with PoE base switch. IE3300 expansion modules can also be plugged with IE3400 base switch.
However, this combination prevents support for advanced security feature such as SGT/SGACL on the IE3400 base switch.

" Network Advantage License includes all Network Essentials features.

Table 4 highlights the hardware specifications for Cisco Catalyst IE3400 Rugged Series switches.

Table 4. IE3400 hardware Specifications

Hardware specifications Cisco IE-3400-8T2S-E/ -A Cisco IE-3400-8P2S-E/ -A

PoE power budget Not applicable 480W' (including expansion module)
Removable storage USB23, SD card? USB23, SD card?

Alarms 2 alarms in, 1 alarm out 2 alarms in, 1 alarm out

Console ports 1 RS-232 (via RJ-45), 1 USB Mini Type B 1 RS-232 (via RJ-45), 1 USB Mini Type B
Power inputs Dual DC power input Dual DC power input

" In order to achieve 480W power budget, the minimum power requirements as specified in Table 8 for the switch need to be considered
when selecting the power supply.

2The USB and SD card are optional and are not shipped by default with the switch.

3 USB 2.0 to load system images and set configurations

EEM-3300-8T= IEM-3300-8P= |EM-3300-8S= IEM-3300-6T2S= IEM-3300-14T2S= |EM-3300-16T= EEM-3300-16P= EM-3400-8T= IEM-3400-8P= |EM-3400-8S~

Figure 2.
Expansion modules
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Table 5 highlights the hardware configuration for Cisco Catalyst IE3400 Rugged Series modules.

Table 5. Hardware configuration for Cisco Catalyst IE3300 and IE3400 Rugged Series modules

Product ID Total ports | Copper | POE/PoE+ Copper (RJ45) Total system ports
on . (including expansion
e 0z 30t ype 4 Pop) | M)

IEM-3400-8T= 8 8 - - - 18

IEM-3400-8S= 8 = = 8 = 18

IEM-3400-8P= 8 - 8 - - 18

IEM-3300-8P= 8 = 8 = = 18

IEM-3300-16P= 16 - 16 - - 26

IEM-3300-8S= 8 = = 8 = 18

IEM-3300-8T= 8 8 - - - 18

IEM-3300-16T= 16 16 = = = 26

IEM-3300-6T2S= 8 6 - 2 - 18

IEM-3300-14T2S= 16 14 = 2 = 26

IEM-3300-4MU=" 4 - - - 4 14

" Please refer to the conditions for using IEEE 802.3bt type 4 standard power in the Hardware Installation Guide

Table 6 highlights the physical configuration for Cisco Catalyst IE3400 Rugged Series switches and modules.

Table 6.  IE3400 physical configurations

IE-3400-8T2S-E 6in. X 3.6in. X 5.3 in. 3.8 lbs DIN rail
15.2 cm. x 9.1 cm. x 13.5cm 1.7 Kg

IE-3400-8T2S-A 6in. X 3.6 in. X 5.3 in. 3.8 Ibs DIN rail
15.2cm. x 9.1 cm. x 13.5cm 1.7 Kg

IE-3400-8P2S-E 6in. X 4.4 in. X 5.3 in. 5.0 Ibs DIN rail
15.2cm. x 11.2 cm. x 13.5cm 2.3 Kg

IE-3400-8P2S-A 6in. X 4.4 in. X 5.3 in. 5.0 Ibs DIN rail
15.2cm. x 11.2 cm. x 13.5cm 2.3 Kg

IEM-3300-8T= 6in. X 2.6 in. X 5.3 in. 2.0 Ibs DIN rail
15.2 cm. x 6.6 cm. x 13.5cm 0.9 Kg
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IEM-3300-8S= 6in. X 2.6 in. X 5.3 in. 2.0 Ibs DIN rail
15.2 cm. x 6.6 cm. x 13.5cm 0.9 Kg
IEM-3300-16T= 6in. X 3.6 in. X 5.3 in. 2.7 Ibs DIN rail
15.2cm. x 9.1 cm. x 13.5¢cm 1.2 Kg
IEM-3300-6T2S= 6in. X 2.6 in. X 5.3 in. 2.0 Ibs DIN rail
15.2 cm. x 6.6 cm. x 13.5cm 0.9 Kg
IEM-3300-14T2S= 6in. X 3.6 in. X 5.3 in. 2.7 Ibs DIN rail
15.2cm. x 9.1 cm. x 13.5¢cm 1.2 Kg
IEM-3300-8P= 6in. X 2.6 in. X 5.3 in. 2.0 Ibs DIN rail
15.2 cm. x 6.6 cm. x 13.5cm 0.9 Kg
IEM-3300-16P= 6in. X 3.6in. X5.3in. 2.7 lbs DIN rail
15.2cm. x 9.1 cm. x 13.5cm 1.2 Kg
IEM-3400-8T= 6in. X 2.6 in. X 5.3 in. 2.0 Ibs DIN rail
15.2 cm. x 6.6 cm. x 13.5cm 0.9 Kg
IEM-3400-8S= 6in. X 3.6in. X5.3in. 3.6 lbs DIN rail
15.2cm. x 9.1 cm. x 13.5cm 1.6 Kg
IEM-3400-8P= 6in. X 2.6 in. X 5.3 in. 2.0 Ibs DIN rail
15.2 cm. x 6.6 cm. x 13.5cm 0.9 Kg
IEM-3300-4MU= 6in. X 3.6 in. X 5.3 in. 3.0 lbs DIN rail
15.2cm. x 9.1 cm. x 13.5cm 1.4 Kg
System dimensions
Front view <IE3400 Non-PoE>
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Front View <IE3400 PoE>
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Table 7 highlights the performance and scalability features for Cisco Catalyst IE3400 Rugged Series switches.

Table 7. IE3400 performance and scalability features

e T T T S
Forwarding rate Line rate for all ports and all packet sizes Line rate for all ports and all packet sizes
Number of queues 8 8
Unicast MAC addresses 16K 16K
Internet Group Management 1K 1K

Protocol (IGMP multicast groups)

No. of VLANs 256 256
IPv4 Indirect routes’ 3000 3000
IPv6 Indirect routes’ 512 512
Spanning Tree Protocol (STP) 128 128
instances

Access Control Entries 3K 3K
(PACL/VACL/RACL)

DRAM 4 GB 4 GB
Flash [User Accessible] 1.5 GB 1.5GB
SD card capacity? 4 GB 4 GB
Jumbo Frames 2000 bytes 2000 bytes

" Supported with -A SKUs or -E SKUs (with Network Advantage license).

2The SD card is optional and is not shipped by default with the switch.

Table 8 highlights the power specifications for Cisco Catalyst IE3400 Rugged Series switches.
Table 8. IE3400 power specifications

_ Cisco IE-3400-8T2S-E/-A Cisco IE-3400-8P2S-E/-A

Input voltage range Redundant DC input voltage: 9.6 to 60VDC Redundant DC input voltage: 9.6 to 60VDC

48VDC is required for PoE and 54VDC is
required for PoE+

Input current 6.3A 10.6A
Power consumption’ 36W 47W

T Power consumption for non PoE supported model is measured at 12V and for the PoE supported model is measured at 54V. Power
consumption does not include PoE power.
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Table 9 highlights the power specifications for supported expansion modules in Cisco Catalyst IE3400 Rugged

Series switches.

Table 9. IEM3300/IEM3400 expansion modules power consumption

IEM-3300-8T=

IEM-3300-8S=

IEM-3300-16T=

IEM-3300-6T2S=

IEM-3300-14T2S=

IEM-3300-8P=

IEM-3300-16P

IEM-3400-8T=

IEM-3400-8S=

IEM-3400-8P=

IEM-3300-4MU=

6W

19W

12W

9w

16W

14W

21W

12W

27W

20w

20W

" Power consumption for non PoE supported model is measured at 12V and for the PoE supported model is measured at 54V. Power

consumption does not include PoE power.

Table 10 highlights the power supply options for Cisco Catalyst IE3400 Rugged Series switches.

Table 10. Power supply options

Product ID Rated nominal input operating range | PoE/PoE+ support’

PWR-IE50W-AC=

PWR-IE50W-AC-IEC=

PWR-IE50W-AC-L=2

PWR-IE65W-PC-AC=

PWR-IE65W-PC-DC=

PWR-IE170W-PC-AC=

PWR-IE170W-PC-DC=

© 2024 Cisco and/or its affiliates. All rights reserved.

50W

50W

65W

65W

170W

170W

AC 100-240V/1.25A 50-60Hz
or
DC 125-250V/1.25A

AC 90-264V

AC 100-240V/1.0A 50-60Hz

AC 100-240V/1.4A 50-60Hz
or
DC 125-250V/1.0A

DC 24-48VDC/4.5A

AC 100-240V/2.3A 50-60Hz
or
DC 125-250V/2.1A

DC 12-54VDC/23A

No

No

Yes

Yes

Yes

Yes

Click here for
more details on
these DIN Rail
power supplies
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Product ID Wattage |Rated nominal input operating range |PoE/PoE+ support’ | More Details

PWR-IE240W-PCAC-L=2  240W AC 100-240V/2.5A 50-60Hz

PWR-IE480W-PCAC-L=2  480W AC 100-240V/5.0A 50-60Hz Yes

" The entire power budget for the switch and PoE ports must stay within the power supply wattage.
2 The power supplies are not certified for smart grid and hazardous locations. These power supplies are IP20 rated.

Table 11 and 12 highlights the supported software features for Cisco Catalyst IE3400 Rugged Series switches.
Table 11. Key supported software features (Network Essentials License)

Network Essentials

License (Perpetual)

Layer 2 switching IEEE 802.1, 802.3 standard, NTP, UDLD, CDP, LLDP, unicast MAC filter, PAgP, LACP VTPv2,
VTPv3, EtherChannel, Q-in-Q tunneling, voice VLAN, PVST+, MSTP, and RSTP

Multicast IGMPv1, v2, v3 snooping, IGMP filtering, IGMP querier

Management WebUI, MIB, SmartPort, SNMP, syslog, DHCP server, SPAN session, RSPAN, FSPAN,

Express setup, NETCONF, RESTCONF

Security Port security, 802.1x, Dynamic Host Configuration Protocol (DHCP) snooping, dynamic ARP
inspection, IP source guard, guest VLAN, MAC authentication bypass, 802.1x multidomain
authentication, storm control - unicast, multicast, broadcast, SCP, SSH, SNMPv3, TACACS+,
RADIUS server/client, MAC address notification, BPDU guard, Access
Lists(PACL/RACL/VACL), SUDI 2099 (Secure Unique Device identifier), Full Flexible NetFlow
(FNF), MACsec-128, FIPS 140-2

Quality of Service (QoS) Ingress policing, rate limit, egress queuing/shaping, auto QoS

IPv6 IPv6 host support, SNMP over IPv6, HTTP/HTTP(s) over IPv6, SNMP over IPv6, Syslog over
IPv6, DHCPV6 relay source, DHCPv6 bulk lease query (RFC 5460), IPv6 stateless Auto
Config, SCP/SSH, Radius, TACACS+, NTP over IPv6, IPv6 VRF aware BGPv6, IPV6 ND cache
expire, IPv6 support for TFTP, IPv6 DNS transport, IPv6 QoS, IPv6 FHS RA Guard, IPv6 FHS
DHCPv6 Guard

Layer 3 routing Inter-VLAN routing, Static routing
Industrial Ethernet CIP Ethernet/IP, 3IEEE 1588 PTP v2 (default and power), PROFINET
Redundancy Resilient Ethernet Protocol (REP) ring, PROFINET-Multi Ring Protocol (MRP), REP Negotiated,

Fast REP, Parallel redundancy protocol (PRP)2, PTP over PRP, High-Availability Seamless
Redundancy (HSR-SAN), Device Level Ring

Utility Dying gasp, SCADA protocol classification - GOOSE messaging, MODBUS TCP/IP
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Network Essentials
License (Perpetual)

Automation YANG, NETCONF, RESTCONF
Industrial Management Layer 2 switching with 1:1 switch Network Address Translation (L2NAT)'
10x Container (Native Docker), Cyber Vision, Secure Equipment Access

" Supported on Uplink ports.

2 Parallel Redundancy Protocol (PRP) is available on IE3400 base switch on select ports only (Gig1/1 - Gig1/4). Single instance of PRP is
supported.

3 [IEM-3300-4MU expansion module does not support PTP.

Table 12. Key supported software features (Network Advantage License)”

Network Advantage
License (Perpetual)

IP routing Protocols OSPF (IPv4 and IPv6), BGP (v4 and v6), ISIS (v4 and v6), RIP (v1 and v2), EIGRP (v4 and v6),
Policy based routing (PBR) VRRP (v4 and v6) HSRP (v4 and v6) BFD Echo Mode for
OSPFv3

Virtualization Vrf-lite

Security MACsec-256, SGT/SGACL'’

IP Multicast PIM sparse mode (PIM-SM), PIM dense mode (PIM-DM), and PIM sparse-dense mode,

MSDP, Multicast routing BSR (IPv4/IPv6), Auto RP (IPv4), Embedded RP (IPv6)
" Network Advantage License includes all Network Essentials features.
"SGT/SGACL is supported on IE3400 base switch and only on IEM-3400 expansion modules.

Table 13 highlights the details on Cisco Catalyst Center Essentials and Cisco Catalyst Center Advantage
License for Cisco Catalyst IE3400 Rugged Series switches.

Table 13. Cisco IE3400 Cisco Catalyst Center Essentials and Cisco Catalyst Center Advantage license

Cisco Catalyst Center |Cisco Catalyst Center

Essentials Advantage

Element Management Yes Yes
Discovery, Topology, Inventory, software image management,

Config Change Audit

Basic Assurance Yes Yes
Health dashboard - Network, Client monitoring; switch and wired client

health monitoring

Assurance and Analytics No Yes

Compliance, Custom Reports, Device 360 and Client 360 -Display
device and client connectivity for granular troubleshooting

© 2024 Cisco and/or its affiliates. All rights reserved. Page 13 of 25







Cisco Catalyst Center |Cisco Catalyst Center
Essentials Advantage

Basic Automation Yes Yes

Cisco Network Plug-and-Play application

Element Management No Yes
Patch/SMU
Software-defined Access Yes Yes

Extended Node, REP Ring Workflow for Extended Nodes

Software-defined Access No Yes

Policy based automation and assurance for wired clients, IE3400 can
function as an SD-Access Policy extended node in a REP ring
Workflow

Cisco Catalyst Center licenses for Industrial Ethernet switches are add-on/optional and not mandatory, and
need to be purchased separately. These do not include Network Tier features. Network Advantage License is a
mandatory requirement on the Switch for Catalyst Center Advantage License.

Table 14 highlights the compliance specifications for Cisco Catalyst IE3400 Rugged Series switches.

Table 14. Compliance specifications’

Specifications

Industrial Automation IEC 62443-4-1
Control System
IEC 62443-4-2

Electromagnetic emissions = FCC 47 CFR Part 15 subpart B Class A
EN 55032/CISPR 32 Class A
VCCI Class A
AS/NZS CISPR 32 Class A
CISPR 11 Class A
ICES 003 Class A
CNS 13438 Class A
KN 32 Class A
EN 300 386
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|

Electromagnetic immunity CISPR 24 / CISPR 35
EN55024 / EN55035
KN 35
EN 61000-4-2 Electro Static Discharge (air - 15kV, contact - 8kV)
EN 61000-4-3 Radiated RF (10V/m UTP, 20V/m STP)
EN 61000-4-4 Electromagnetic Fast Transients (4kV)
EN 61000-4-5 Surge (2KV/1KV Power, 4KV STP)
EN 61000-4-6 Conducted RF (10Vrms UTP)
EN 61000-4-8 Power Frequency Magnetic Field (1000A/m)
EN 61000-4-10 Damped Oscillatory Magnetic Field (100 A/m)
EN 61000-4-16 Conducted CM Disturbances (30V, Cont/ 300V, 1 sec)

EN 61000-4-17 Ripple Immunity DC Power (10%)
EN 61000-4-18 Damped Oscillatory Wave (2.5kV, TMHz)
EN-61000-4-29 DC Voltage Dips and Interruptions

Industry standards EN 61000-6-2 Industrial Immunity
EN 61000-6-4 Industrial Emissions
EN 61000-6-1 Light Industrial Immunity
EN 61326-1 Measurement, Control and Laboratory Equipment
EN61131-2 (EMC - Emission and Immunity)
IEEE 1613 Electric Power Stations Communications Networking
EN/IEC 61850 -3 Electric Substations Communications Networking
ODVA Industrial EtherNet/IP
NEMA TS 2-2016
AREMA C & S section 11, 19
IP30

Marine | DNV Certification according to class guideline DNV-CG-0339
Additional Standards:
IEC 60945, IACS UR E10
Marine DNV GL - Ships; High speed and light craft
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Safety standards and
certifications

Operating environment

Storage environment

Humidity

Shock and vibration

Corrosion

Railway

Information Technology Equipment:

UL/CSA 60950-1, IEC 60950-1 CB with all country deviations
UL/CSA 62368-1, IEC 62368-1 CB with all country deviations
Industrial floor (control equipment):

UL/CSA 61010-2-201

CB report and certificate to IEC/EN 61010-2-201

Hazardous Locations:

UL121201(Class |, Div 2, groups A-D)

CSA 213 (Class I, Div 2, groups A-D)

UL/CSA 60079-0, -15 (Class |, Zone 2, Gc/IIC)

IEC 60079-0, -15 IECEXx test report (Class I, Zone 2, Ge¢/IIC)
EN 60079-0, -15 ATEX certificate (Class I, Zone 2, G¢/IIC) cabinet enclosure required

Operating temperature:

-40°C to +70°C (40 LFM vented enclosure)

-40°C to +60°C (sealed enclosure)

-40°C to +75°C (Min. 200 LFM fan or blower-equipped enclosure)
+85°C (type tested for 16 hours)

Altitude: up to 15,000 feet

Temperature: -40°C to +85°C
Altitude: 15,000 feet
IEC 60068-2-14

Relative humidity of 5% to 95% non-condensing
IEC 60068-2-78
IEC 60068-2-30

IEC 60068-2-27 (operational shock, 50G, 3ms, half sine)
IEC 60068-2-27 (non-operational shock, 65-80G, 9ms, trapezoidal)
IEC 60068-2-6 (vibration-sinusiodal, 5Hz-150Hz)

IEC 60068-2-52 (salt fog)
IEC 60068-2-60 (flowing mixed gas)

EN50125-1: 2014

EN50125-3: 2003

EN50121-4 Railway - Signaling and Telecommunications Apparatus
EN50121-3-2 / EN50155 (EMC)
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Specifications

Warranty Five-year limited hardware warranty on all IE3400 product IDs and all Industrial Ethernet
(IE) power supplies. See more information under the Warranty section

" For more detailed information on safety approved power/thermal ratings refer the Hardware Installation Guide.

Table 15 highlights Mean-Time-Between-Failures (MTBF) for Cisco Catalyst IE3400 Rugged Series switches.

Table 15. MTBF information (Telcordia Issue 3)

IE-3400-8T2S-E 549,808

IE-3400-8T2S-A 549,808

IE-3400-8P2S-E 401,313

IE-3400-8P2S-A 401,313

IEM-3300-8T= 3,041,040
IEM-3300-8S= 6,810,960
IEM-3300-16T= 1,594,210
IEM-3300-6T2S= 3,729,130
IEM-3300-14T2S= 1,865,300
IEM-3400-8T= 3,385,166
IEM-3300-8P= 2,931,233
IEM-3300-16P= 1,043,520
IEM-3400-8S= 5,572,640
IEM-3400-8P= 1,802,010
IEM-3300-4MU= 1,272,430°

" Figures are Predicted MTBF numbers, measured according to Telcordia Issue 4. The numbers may vary at availability.
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Table 16 highlights information about management and standards for Cisco Catalyst IE3400 Rugged Series

switches.

Table 16. Management and standards

_

IEEE standards

RFC compliance

IEEE 802.1D MAC Bridges, STP

IEEE 802.1p Layer2 COS prioritization
IEEE 802.1q VLAN

IEEE 802.1s Multiple Spanning-Trees
IEEE 802.1w Rapid Spanning-Tree

IEEE 802.1x Port Access Authentication
IEEE 802.1AB LLDP

IEEE 802.3ad Link Aggregation (LACP)
IEEE 1588v2 PTP Precision Time Protocol

RFC 768: UDP

RFC 783: TFTP

RFC 791: IPv4 protocol

RFC 792: ICMP

RFC 793: TCP

RFC 826: ARP

RFC 854: Telnet

RFC 959: FTP

RFC 1157: SNMPv1

RFC 1901,1902-1907 SNMPv2
RFC 2273-2275: SNMPv3

RFC 2571: SNMP Management
RFC 1166: IP Addresses

RFC 1256: ICMP Router Discovery
RFC 1305: NTP

RFC 951: BootP

© 2024 Cisco and/or its affiliates. All rights reserved.

IEEE 802.3ah T00BASE-X SMF/MMF only
IEEE 802.3x full duplex on T0BASE-T
IEEE 802.3 T0BASE-T specification

IEEE 802.3u 100BASE-TX specification
IEEE 802.3ab 1000BASE-T specification
IEEE 802.3z 1T000BASE-X specification
IEEE 802.3af Power over Ethernet

IEEE 802.3 at Power over Ethernet plus

RFC 1492: TACACS+

RFC 1493: Bridge MIB Objects
RFC 1534: DHCP and BOOTP interoperation
RFC 1542: Bootstrap Protocol
RFC 1643: Ethernet Interface MIB
RFC 1757: RMON

RFC 2068: HTTP

RFC 2131, 2132: DHCP

RFC 2236: IGMP v2

RFC 3376: IGMP v3

RFC 2474: DiffServ Precedence

RFC 3046: DHCP Relay Agent Information
Option

RFC 3580: 802.1x RADIUS
RFC 4250-4252: SSH Protocol
RFC 5460: DHCPv6 bulk lease query
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SNMP MIB objects

802.1X MIB
CISCO-DHCP-SNOOPING-MIB
CISCO-UDLDP-MIB
CISCO-ENVMON-MIB
CISCO-PRIVATE-VLAN-MIB
CISCO-PAE-MIB
Cisco-Port-QoS-MIB
CISCO-ERR-DISABLE-MIB
CISCO- PROCESS-MIB
LLDP-MIB
CiscoMACNotification-MIB
CISCO-CONFIG-COPY-MIB
LLDP-MED-MIB

Bridge-MIB

CISCO-CAR-MIB
CISCO-LAG-MIB
CISCO-SYSLOG-MIB
CISCO-FTP-CLIENT-MIB
CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
CISCO-VLAN-MEMBERSHIP-MIB
Cisco-REP-MIB
CISCO-PORT-STORM-CONTROL-MIB
CISCO-CDP-MIB
CISCO-IP-STAT-MIB
CISCO-LICENSE-MGMT-MIB
CISCO-STP-EXTN-MIB
CISCO-VTP-MIB
IEEE8023-LAG-MIB

SMON-MIB
CISCO-ACCESS-ENVMON-MIB
CISCO-CALLHOME-MIB
CISCO-CONFIG-MAN-MIB
CISCO-FLASH-MIB
CISCO-ENTITY-SENSOR-MIB
IP-MIB

CISCO-PAGP-MIB

© 2024 Cisco and/or its affiliates. All rights reserved.

CISCO-IF-EXTENSION-MIB
CISCO-IMAGE-MIB
CISCO-MEMORY-POOL-MIB
CISCO-PING-MIB
SNMP-TARGET-EXT-MIB
IF_MIB

ENTITY-MIB
LLDP-EXT-PNO-MIB
NOTIFICATION-LOG-MIB
OLD-CISCO-CPU-MIB
ETHERLIKE-MIB
OLD-CISCO-SYSTEM-MIB
OLD-CISCO-MEMORY-MIB
RMON-MIB
SNMP-COMMUNITY-MIB
SNMP-FRAMEWORK-MIB
SNMP-PROXY-MIB
SNMP-MPD-MIB
SNMP-NOTIFICATION-MIB
SNMP-TARGET-MIB
SNMP-USM-MIB
CISCO-DATACOLLECTION-MIB
CISCO-CABLE-DIAG-MIB
CISCO-PORT-SECURITY-MIB
BULK_FILE_MIB

NAC-NAD-MIB
CISCO-ENTITY-ALARAM-MIB
SNMP-VIEW-BASED-ACM-MIB
CISCO-MAC-AUTH-BYPASS-MIB
CISCO-AUTH-FRAMEWORK-MIB
CISCO-BRIDGE-Ext-MIB
SNMPv2-MIB
CISCO-ENTITY-VENDORTYPE-OID-MIB
CISCO-PRODUCTS-MIB
IP-FORWARD-MIB
BGP-CISCO-BGP-MIBv2
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Table 17 highlights information about supported SFPs for Cisco Catalyst IE3400 Rugged Series switches and

IEM3400 Modules.

Table 17.

Product ID

GLC-FE-100FX-RGD=

GLC-FE-100LX-RGD=

GLC-FE-100FX=

GLC-FE-100LX=

GLC-FE-100EX=

GLC-FE-100ZX=

GLC-FE-100BX-U=

GLC-FE-100BX-D=

GLC-SX-MM-RGD=

GLC-LX-SM-RGD=

GLC-ZX-SM-RGD=

SFP-GE-S=

SFP-GE-L=

SFP-GE-Z=

GLC-BX-U=

GLC-BX-D=

GLC-SX-MM=

GLC-LH-SM=

GLC-ZX-SM=

GLC-EX-SMD=

GLC-TE=

GLC-BX40-U-I=

GLC-BX40-D-I=

GLC-BX40-DA-I=

SFP support

Specifications

100BASE-FX

100BASE-LX10

100BASE-FX

100BASE-LX10

100BASE-EX

100BASE-ZX

100BASE-BX10

100BASE-BX10

1000BASE-SX

1000BASE-LX/LH

T000BASE-ZX

1000BASE-SX

1000BASE-LX/LH

1000BASE-ZX

1000BASE-BX10

1000BASE-BX10

T000BASE-SX

1000BASE-LX/LH

1000BASE-ZX

1000BASE-EX

1000BASE-T

1000BASE-BX40

1000BASE-BX40

1000BASE-BX40
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SFP
type

FE

FE

FE

FE

FE

FE

FE

FE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

Temperature | Maximum

IND

IND

COM

COM

COM

COM

COM

COM

IND

IND

IND

EXT

EXT

EXT

COM

COM

COM

COM

COM

COM

EXT

IND

IND

IND

distance

2 km

10 km

2 km

10 km

40 km

80 km

10 km

10 km

220-550 m

550 m/10 km

70 km

220-550 m

550 m/10 km

70 km

10 km

10 km

220-550 m

550 m/10 km

70 km

40 km

1700 m

40 km

40 km

40 km

Cable type

Multimode fiber
(MMF)

Single-Mode
Fiber (SMF)

MMF

SMF

SMF

SMF

SMF

SMF

MMF
MMF/SMF
SMF

MMF
MMF/SMF
SMF

SMF

SMF

MMF
MMF/SMF
SMF

SMF
Catbe
SMF

SMF

SMF

Dom support

No

No

No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes
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Product ID Specifications SFP Temperature | Maximum Cable type Dom support

type distance
GLC-BX80-U-I= 1000BASE-BX80 GE IND 80 km SMF Yes
GLC-BX80-D-I= 1000BASE-BX80 GE IND 80 km SMF Yes
GLC-SX-MMD= 1000BASE-SX GE EXT 550 m MMF Yes
GLC-LH-SMD= 1000BASE-LX/LH GE EXT 550m/10km  MMF/SMF Yes
GLC-ZX-SMD= 1000BASE-ZX GE EXT 70 km SMF Yes
GLC-T-RGD= 1000BASE-T GE IND 100 m Copper NA
GLC-BX-U-I= 1000BASE-BX GE IND 10km SMF Yes
GLC-BX-D-I= 1000BASE-BX GE IND 10km SMF Yes
CWDM-SFP-1470= 1000BASE-CWDM 10GE COM 80km SMF Yes
CWDM-SFP-1610= 1000BASE-CWDM 10GE COM 80km SMF Yes
CWDM-SFP-1530= 1000BASE-CWDM 10GE COM 80km SMF Yes
CWDM-SFP-1490= 1000BASE-CWDM 10GE COM 80km SMF Yes
DWDM-SFP-3033= 1000BASE-DWDM 10GE COM 80km SMF Yes
DWDM-SFP-3112= 1000BASE-DWDM 10GE COM 80km SMF Yes

T1f non-industrial SFPs (EXT, COM) are used, the switch operating temperature must be derated.

Ordering information

Table 18 lists the ordering information for fixed system, expansion modules and memory that are commonly
used with the Cisco Catalyst IE3400 switches.

Table 18. Ordering information

IE-3400-8T2S-E Catalyst IE3400 with 8 GE Copper and 2 GE SFP, Adv. Modular, Network Essentials
IE-3400-8T2S-A Catalyst IE3400 with 8 GE Copper and 2 GE SFP, Adv. Modular, Network Advantage
IE-3400-8P2S-E Catalyst IE3400 with 8 GE PoE/PoE+, 2 GE SFP, Adv. Modular, Network Essentials
IE-3400-8P2S-A Catalyst IE3400 with 8 GE PoE/PoE+, 2 GE SFP, Adv. Modular, Network Advantage
IEM-3300-8T= Catalyst IE3300 with 8 GE Copper ports, Expansion Module

IEM-3300-8S= Catalyst IE3300 with 8 GE SFP Fiber ports, Expansion Module

IEM-3300-16T= Catalyst IE3300 with 16 GE Copper ports, Expansion Module

© 2024 Cisco and/or its affiliates. All rights reserved. Page 21 of 25







Product ID

IEM-3300-6T2S=

IEM-3300-14T2S=

IEM-3300-8P=

IEM-3300-16P

IEM-3400-8T=

IEM-3400-8S=

IEM-3400-8P=

IEM-3300-4MU=

SD-IE-4GB=

STK-RACK-DINRAIL=

IE3400-NW-A=

IE3400-DNA-E

IE3400-DNA-E-3Y

IE3400-DNA-E-5Y

IE3400-DNA-E-7Y

IE3400-DNA-A

IE3400-DNA-A-3Y

IE3400-DNA-A-5Y

IE3400-DNA-A-7Y

LIC-MRP-MGR-XE=

LIC-MRP-CLIENT-XE=

Catalyst IE3300 with 6 GE Copper + 2 GE SFP, Expansion Module
Catalyst IE3300 with 14 GE Copper + 2 GE SFP, Expansion Module
Catalyst IE3300 with 8 GE PoE/PoE+ Copper ports, Expansion Module
Catalyst IE3300 with 16 GE PoE/PoE+ Copper, Expansion Module
Catalyst IE3400 with 8 GE Copper ports, Expansion Module
Catalyst IE3400 with 8 GE SFP ports, Expansion Module

Catalyst IE3400 with 8 GE Copper PoE/PoE+, Expansion Module
Catalyst IE3300 with 4 2.5G Copper (4PPoE), Expansion Module

IE 4GB SD memory card for IE

19” DIN Rail mount kit

Network Advantage License for IE3400, Perpetual

Cisco Catalyst Center Essentials license for IE3400 Series

IE 3400 Cisco Catalyst Center Essentials, 3 Year Term license

IE 3400 Cisco Catalyst Center Essentials, 5 Year Term license

IE 3400 Cisco Catalyst Center Essentials, 7 Year Term license
Cisco Catalyst Center Advantage license for IE3400 Series

IE 3400 Cisco Catalyst Center Advantage, 3 Year Term license

IE 3400 Cisco Catalyst Center Advantage, 5 Year Term license

IE 3400 Cisco Catalyst Center Advantage, 7 Year Term license
MRP Ring Manager License

MRP Ring Client License

" MRP Feature Licenses are not required from release I0S XE 17.7.1 onwards. Please refer to the I0S XE 17.7.1 Release Notes.
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Warranty

Five-year limited HW warranty on all IE3400 PIDs and all IE Power Supplies (see table 9 above). See link below
for more details on warranty https://www.cisco.com/c/en/us/products/warranties/warranty-doc-c99-
740591.html.

Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section of

Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Sustainability topic -
Information on product material content laws and regulations Materials

Information on electronic waste laws and regulations, including products, batteries, and packaging WEEE compliance

Reference links to product-specific environmental sustainability information that is mentioned in relevant
sections of this data sheet are provided in the following table:

Power
Power specifications and consumption Table 8. IE3400 power specifications

Environmental Characteristics

Operating temperature, industry standards, EMC emissions Table 14. Compliance specifications
Material
Unit Weight Table 6. IE3400 physical configurations

Cisco makes the packaging data available for informational purposes only. It may not reflect the most current
legal developments, and Cisco does not represent, warrant, or guarantee that it is complete, accurate, or up to
date. This information is subject to change without notice.
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Cisco Services

https://www.cisco.com/web/services/.

Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business
transformation and help you stay competitive. We can help you reduce the total cost of ownership, conserve
capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can help you
acquire hardware, software, services and complementary third-party equipment in easy, predictable
payments. Learn more.
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Document history

New or Revised Topic Described In _

DNA name change to Catalyst Center, Temperature Range change for
Blower Cabinet, Addition of UL60101

Updated AREMA Certification, DNV GL, Railway certifications

Updated IPv6 Ready Logo, HSR-SAN, BFD Feature, Cisco DNA License
information, SFP support, Cisco Environmental Sustainability
information

Updated DNA license information to indicate that DNA Essentials license

includes Cisco DNA assurance, Device 360

Added IEC 60068-2-6 (vibration-sinusiodal, 5Hz-150Hz); added

clarification that Network Essentials is included in Network Advantage

Added measures in metric system; updated name of standard: EN

Entire Datasheet,
Compliance
Specification

Table 14

Table 1, 11,
17, Cisco
Environmental

Sustainability

12, 13,

Table 13

Tables 2, 3, 12 and 14

Table 6 and Table 14

61000-4-10 Damped Oscillatory Magnetic Field (100 A/m) and removed

"test in progress" from IEEE 1613 & EN/IEC 61850-3
Updated product dimensions of IEM PIDs

Added information on IEM-3300-4MU
Added new product numbers to hardware configurations and updated
hardware specifications

Updated power specifications, power consumption and power supply
options

Added PWR-IES0W-AC-IEC= to Power Supply Options; Added details
on IPv6 support and PROFINET support on key supported software
features

Updated key supported software features: IP protocols, IP Multicast

Updated Management and Standards: RFC 5460 and SNMP MIB objects
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Product overview and benefits

The RUGGEDCOM RST2228 is a field modular 19" Layer 2
rack switch with 10 Gbit/s uplinks, support for IEEE 1588 and
optional Power-over-Ethernet - an ideal solution for multiple
applications and verticals.

The RUGGEDCOM RST2228 provides a high level of immunity
to electromagnetic interference, heavy electrical surges,
extreme temperature and humidity for reliable operation in
mission critical applications. It can be found in electric utility
substations, traffic control cabinets, railways, oil&gas and
other harsh environments.

Product overview and benefits | RUGGEDCOM RST2228 & RST2228P

High bandwidth uplinks
The 10 Gbit/s uplinks enable throughput for large networks
with large amounts of bandwidth consuming applications.

Field-replaceable modular design

The field modular design allows for on-site modifications
which reduce costs and network downtime in case of
necessary replacements.

IEEE 1588 support
The RUGGEDCOM RST2228 is future proof device with
support for modern IEEE 1588 based networking.

Removable storage media

The RUGGEDCOM CLP reduces the setup time in the field and
allows for easier and faster component exchange in case of
product failure.

Power-over-Ethernet (PoE) Support

The RUGGEDCOM RST2228P comes with Power-over-
Ethernet support (IEEE 802.3bt draft) for up to 24 devices
with a combined power of 500 Watt.

Certifications and approvals
Backed by a large number of certifications and approvals for
electric power, transportation and oil&gas verticals.
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Technical data

Failsafe relay output 4 x 1/10 Gbit/s SFP uplinks
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Diagnostic panel with Redundant power supply: Up to 6 x 4-port field modular g‘
USB-Console interface 12,24 or 48 VDC modules Fast Ethernet or Gigabit g
and CLP slot HI voltage VAC/VDC (RJ45, SFP, and FastConnect) o

Specifications RUGGEDCOM RST2228 RUGGEDCOM RST2228P
Network interfaces

Total number of ports 28

Number of ports 10/100/1000 24

Number of ports 1/10 Gbit/s 4

Port types RJ45, LC, SFP and FastConnect

Power-over-Ethernet
Number of ports Power-over-

Ethernet 24 Ports
Power-over-Ethernet standards IEEE 802.3at/bt (draft)
Power budget 60W/port, 120W/module, 500W/device

Power supply

High Voltage (88-300 VDC/ 85 - 264 VDC)
48 VDC (36-72 VDC)

Range 24 VDC (13-36 VDC)
12 VDC (10.5-15 VDQ)

Design Fixed

Redundant Yes

Mechanical design

Design Field modular media modules
Dimensions (w x h x d) 440 x 44.45 x 345 mm
Operating temperature -40°Cto +85°C

Degree of protection 1P40

Other features
IEEE 1588 Transparent clock

N







Features

Hardware

The RUGGEDCOM RST2228 has been specifically
designed and certified for industrial applications
such as electric power, transportation systems and
oil&gas applications.

Power supply
Integrated power supply
Universal high-voltage range: 88-300 VDC / 85-264 VAC

Harsh environments

As with all RUGGEDCOM products, Highly Accelerated
Life Testing (HALT) has been used in the early stages
of product development — to detect any design or
performance issues.

Temperature: -40° C to +85° C (fanless)

Safety: CSA/UL 60950

Vibration: IEC 60255-21-1, Class 2

Shock: IEC 60255-21-2, Class 2

Humidity: IEC 60068-2-30, up to 95% relative humidity

Certifications
IEC 61850-3 (electric substations)
IEEE 1613 (electric substations)
[EC 61000-6-2 (industrial environments)

Certifications in progress
NEMA TS-2 (traffic control equipment)
EN 50121-4 (railway applications)

Power-over-Ethernet (RUGGEDCOM RST2228P only)
The RUGGEDCOM RST2228P comes with up to 24
Power-over-Ethernet (PoE) interfaces supporting

IEEE 802.3at/802.3bt (draft with a shared power budget
from 500 Watt.) The individual ports have a maximum
of 60 Watt. For Power-over-Ethernet connections an
external power input is necessary.

Configuration interfaces

The RUGGEDCOM RST2228 is equipped with a USB
interface which enables easy in field configuration

and upgrading. The CLP interfaces allow for fast and simple
replacement devices in the field with the RUGGEDCOM CLP.
This helps to reduce downtimes when errors occur.
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| RUGGEDCOM RST2228 & RST2228P

Software
The RUGGEDCOM RST2228 runs on Rugged Operating
System (ROS®) and delivers high performance switching.

ROS® supports the standard network technologies, such
as Rapid Spanning Tree Protocol (RSTP), Multiple Spanning
Tree Protocol (MSTP), Remote Monitoring (RMON), Simple
Network Management Protocol (SNMP) and others,
including proprietary protocol enhancements such as
Siemens eRSTP (enhanced Rapid Spanning Tree Protocol)
and Fast Root Failover (FRF).

Software features
Quality of service (802.1p) for traffic prioritization
NTP time synchronization (client and server)
Smart power management for PoE interfaces
Port rate and Broadcast Storm Limiting
Port configuration, status, statistics, mirroring
Simple Management interface through WebUI
and console interface
Single file configuration ensures easy installation
and configuration control

Cyber security

Cyber security is an important issue in many industries
where advanced automation and communications
networks play a crucial role in mission critical applications
and where high reliability is of paramount importance.
Key RUGGEDCOM RST2228 features that address security
issues at the local area network level include:

Passwords — support for multiple access levels with
separate credentials for each level

SSH I SSL — extends capability of password protection
to add encryption of passwords and data as they cross
the network

Enable | disable ports — capability to disable ports so
unauthorized devices can't connect to unused ports
SNMPv3 — encrypted authentication and access security
HTTPS — for secure access to the web interface

802.1x — to ensure only permitted devices can connect
to the device

MAC address authentication — control access to devices
that do not support RADIUS

G_RCMO_XX_00190

The CLP interface allows for quick and easy exchange of defective devices in the field.
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Use cases
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Up to 24 modern IEDs or other IEEE 1588 slaves can be connected directly to the RUGGEDCOM RST2228 via Fast Ethernet or Gigabit/s ports.
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The RUGGEDCOM RST2228P is designed to connect up to 24 PoE end-devices while maintaining the uplinks from the field in one unique NMS
(network management software) environment.
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Order options

Product

Article number

RUGGEDCOM RST2228

RUGGEDCOM RST2228P

Mounting Options

No mounting option

19" rack mounting kit, panel mount kit

Power supply 1

24 VDC (13 — 36 VDC) with screw terminal block

48 VDC (36 — 72 VDC) with screw terminal block

88 — 300 VDC/ 85 — 264 VAC with screw terminal block
24 VDC (13 - 36 VDC) with pluggable terminal block
48 VDC (36 — 72 VDC) with pluggable terminal block
88 — 300 VDC / 85 — 264 VAC with pluggable terminal block
12 VDC (10.5-15 VDC) with screw terminal block

12 VDC (10.5-15 VDC) with pluggable terminal block

6GK6222-6AB00-

6GK6222-6PB00-

I 6O mmoMN >

Power supply 2 (terminal block must be equal to power supply 1)
No power supply option

24 VDC (13 - 36 VDC)

48 VDC (36 — 72 VDQ)

88 — 300 VDC/ 85 - 264 VAC

12 VDC (10.5-15 VDC)

Manufacturing modification

Standard

Conformal coating

1 1E

O N w > Z

Service panel location
Mounted on the front (connector side)
Mounted on the back (heatsink side)

A0O

AO01

Z options S

RUGGEDCOM RMM2931-4, blank module

RUGGEDCOM RMM2973-4RJ45, 4 x RJ45, 10/100/1000 BASE-TX

RUGGEDCOM RMM2973-4FC, 4 x FastConnect (RJ45), 10/100/1000 BASE-TX
RUGGEDCOM RMM2973-4POE, Power-over-Ethernet @

RUGGEDCOM RMM2973-4PFC, 4 x FastConnect (RJ45), Power-over-Ethernet ™
RUGGEDCOM RMM2942-4L.C2, 4 x LC-Interface, T00BASE-FX, multi-mode, 1300 nm

RUGGEDCOM RMM2972-4SFP, 4 x SFP-slot, Supporting 100BASE-FX, T000BASE-X
SFPs, SFPs are not included

™ Power-over-Ethernet (PoE) modules can only be used in the RUGGEDCOM RST2228P.

ot 1
BOO C00 D00 EOO FOO GO0

BO1 COo1 DO1 EO1 FO1 GO1
BO2 C02 D02 E02 FO2 G02
BO3 Co3 D03 EO3 FO3 GO3
BO4 co4 D04 EO4 FO4 G04
BO5 C05 DO5 EO5 FO5 GO05
BO6 Cc0o6 Do6 E06 FO6 G06

Examples Order code

RUGGEDCOM RST2228P with 2 x 24 VDC power supplies with screw terminal blocks,
19" rack mounting kit, panel mount kit, Ethernet connectors on rear; LED panel

on front; power connector on rear with 2x RUGGEDCOM RMM2973-4POE,

2 x RUGGEDCOM RMM2973-4PFC, and 2 x RUGGEDCOM RMM2972-4SFP

media modules.

(=]

6GK6222-6PB00-5AA0-Z

A0O + BO3 + C03 + D04 + EO4 + FO6 + GO6







Media modules

Media modules | RUGGEDCOM RST2228 & RST2228P

RMM2931-4 RMM2973-4RJ45

RMM2973-4FC

RMM2973-4PoE

RMM2973-4PFC RMM2942-4LC2

The RUGGEDCOM RST2228 and RST2228P are field
modular Ethernet switches equipped with 6 slots for
various media modules. Media modules are available

with different interface options.

Modules

Standard modules

RUGGEDCOM RMM2931-4, blank module

RUGGEDCOM RMM2973-4RJ45, 4 x RJ45, 10/100/1000 BASE-TX

RUGGEDCOM RMM2973-4FC, 4 x FastConnect (RJ45), 10/100/1000 BASE-TX
RUGGEDCOM RMM2973-4POE, Power-over-Ethernet (PoE) 4 x RJ45

RUGGEDCOM RMM?2973-4PFC, Power-over-Ethernet (PoE) 4 x FastConnect RJ45 ™
RUGGEDCOM RMM2942-4LC2, 4 x LC-Interface, T00BASE-FX, multi-mode, 1300 nm

RUGGEDCOM RMM2972-4SFP, 4 x SFP-slot, supporting T00BASE-FX, 1000BASE-X
SFPs, SFPs are not included

Conformal coated modules

RMM2972-4SFP

Article number

6GK6293-1BA00-4AA0

6GK6297-3RD00-4AB0O

6GK6297-3FD00-4ABO

6GK6297-3PD00-4AB0O

6GK6297-3WD00-4ABO

6GK6294-2L.D00-4ACO

6GK6297-2SA00-4AA0

RUGGEDCOM RMM2973C-4RJ45, 4 x RJ45, 10/100/1000 BASE-TX

with conformal coating

RUGGEDCOM RMM2973C-4FC, 4 x FastConnect (RJ45), 10/100/1000 BASE-TX
with conformal coating

RUGGEDCOM RMM2973C-4POE, Power-over-Ethernet (PoE) 4 x RJ45

with conformal coating

RUGGEDCOM RMM?2973C-4PFC, Power-over-Ethernet (PoE) 4 x FastConnect RJ45
with conformal coating @

RUGGEDCOM RMM2942C-4LC2, 4 x LC-Interface, T00BASE-FX, multi-mode,
1300 nm with conformal coating

RUGGEDCOM RMM2972C-4SFP, 4 x SFP-slot, supporting T00BASE-FX,
1000BASE-X SFPs, SFPs are not included, with conformal coating

™ Power-over-Ethernet (PoE) modules can only be used in the RUGGEDCOM RST2228P.

6GK6297-3RD00-4AB1

6GK6297-3FD00-4AB1

6GK6297-3PD00-4AB1

6GK6297-3WD00-4AB1

6GK6294-2LD00-4AC1

6GK6297-2SA00-4AA1

©







RUGGEDCOM RST2228 & RST2228P | Accessories

Accessories

Available pluggable transceivers Medium, interface Range Operating temperature Article number

Fast Ethernet SFPs

SFP1112-1 Copper, RJ45 0-100m -40 - 85 °C 6GK6000-8CGO1-0AAD
SFP1121-1FX2 Multi-mode, LC 2 km -40 - 85°C 6GK6000-8FE51-0AAD
SFP1121-1FX2A Multi-mode, LC, active 2 km -40-85°C 6GK6000-8FE50-0AAD
SFP1131-1FX20 Single-mode, LC 20 km -40-85°C 6GK6000-8FE52-0AA0
SFP1131-1FX50 Single-mode, LC 50 km -40 - 85 °C 6GK6000-8FE53-0AA0
SFP1131-1FX90 Single-mode, LC 90 km -40 - 85°C 6GK6000-8FE54-0AA0
SFP1131-1LX10A Single-mode, LC 10 km -40-85°C 6GK6000-8FE60-0AAD
SFP1131S-1LX40A Single-mode, LC 40 km -5-70°C 6GK6000-8FE62-0AA0

Gigabit SFPs

SFP1132-1BX10R Single-mode, LC, bi-directional 10 km -40 - 85°C 6GK6000-8FB51-0AA0
SFP1132-1BX10T Single-mode, LC, bi-directional 10 km -40 - 85°C 6GK6000-8FB52-0AA0
SFP1132-1BX40R Single-mode, LC, bi-directional 40 km -40-85°C 6GK6000-8FB53-0AA0
SFP1132-1BX40T Single-mode, LC, bi-directional 40 km -40-85°C 6GK6000-8FB54-0AA0
SFP1122-1SX Multi-mode, LC 0.5 km -40-85°C 6GK6000-8FG51-0AA0
SFP1122-1SX2 Multi-mode, LC 2 km -40-85°C 6GK6000-8FE58-0AA0
SFP1132-1LX10 Single-mode, LC 10 km -40-85°C 6GK6000-8FG52-0AA0
SFP1132-1LX25 Single-mode, LC 25 km -40-85°C 6GK6000-8FG53-0AA0
SFP1132-1LX40 Single-mode, LC 40 km -40 - 85 °C 6GK6000-8FG57-0AA0
SFP1132-1LX70 Single-mode, LC 70 km -40-85°C 6GK6000-8FG54-0AA0
SFP1132-1LX100 Single-mode, LC 100 km 0-70°C 6GK6000-8FG55-0AA0
SFP1132-1LX150 Single-mode, LC 115 km -40-85°C 6GK6000-8FE56-0AA0

10 Gigabit SFPs

SFP2133-1LR10 Single-mode, LC 10 km -40-85°C 6GK6000-8FT51-0AAQ
SFP2133-1ER40 Single-mode, LC 40 km -40-85°C 6GK6000-8FT53-0AA0
SFP2133-1ZR80 Single-mode, LC 80 km -40-85°C 6GK6000-8FT52-0AA0

Miscellaneous

Product

Article number

USB console cable, 10 ft.
19" Rack & panel mounting kit

Connector Kit RST2228 pluggable terminal blocks (5 sets)
Connector Kit RST2228 screw terminal blocks (5 sets)

6GK6000-8DTOT-0AAO

6GK6000-8MAO1-0AA0

6GK6000-8HCO5-0AA0

6GK6000-8HCO06-0AA0

6GK6000-8BA00-0AA0
6GK6000-8BBO0-0AAO
6GK6000-8HTO1-0CAO
6GK6000-8HT02-0CAO

Power cable with NEMA 5-15P plug with lugs for screw terminal blocks, 6 ft.

Power cable with NEMA 5-15P plug without lugs for pluggable terminal blocks, 6 ft.
RJ45 dust covers for RUGGEDCOM products, 8 pieces

SFP slot dust covers for RUGGEDCOM products, 8 pieces

T™M H
With the RUGGEDCOM Selector you can FastConnect™ Cabling System

transfer the order number to the Siemens
Industry Mall and order your products.

Stringent demands are placed on the installation
of cables in an industrial environment. Siemens
offers FastConnect™, a system that fulfills all these
requirements: on-site assembly — quick, easy and
error-free. For more information, visit:
siemens.com/fastconnect

To use the RUGGEDCOM Selector for the selection
and configuration of RUGGEDCOM products, visit:
siemens.com/ruggedcom-selector
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For more information, please visit:

siemens.com/ruggedcom

Siemens AG

Process Industries and Drives
Process Automation
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Security information

Siemens provides products and solutions with industrial
security functions that support the secure operation of
plants, systems, machines and networks.

In order to protect plants, systems, machines and networks
against cyber threats, it is necessary to implement — and
continuously maintain — a holistic, state-of-the-art
industrial security concept. Siemens’ products and solutions
only form one element of such a concept.

Customer is responsible to prevent unauthorized access
to its plants, systems, machines and networks. Systems,
machines and components should only be connected to
the enterprise network or the internet if and to the extent
necessary and with appropriate security measures

(e.g. use of firewalls and network segmentation) in place.

Additionally, Siemens’ guidance on appropriate security
measures should be taken into account. For more
information about industrial security, please visit:
siemens.com/industrialsecurity

Siemens’ products and solutions undergo continuous
development to make them more secure. Siemens strongly
recommends to apply product updates as soon as available
and to always use the latest product versions. Use of
product versions that are no longer supported, and failure
to apply latest updates may increase customer’s exposure
to cyber threats.

To stay informed about product updates, subscribe
to the Siemens Industrial Security RSS Feed under:
siemens.com/industrialsecurity

The information provided in this brochure contains descriptions or
characteristics of performance which in case of actual use do not always
apply as described or which may change as a result of further development
of the products. An obligation to provide the respective characteristics shall
only exist if expressly agreed in the terms of contract. Availability and
technical specifications are subject to change without notice. All product
designations may be trademarks or product names of Siemens AG or
supplier companies whose use by third parties for their own purposes
could violate the rights of the owners.
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The RUGGEDCOM RSG907R and RSG909R are
cost effective compact Ethernet multi-port
HSR/PRP switches with IEEE 1588 support,
offering a new level of redundancy for the
digitalization era.
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Product overview and benefits

The RUGGEDCOM RSG907R and RSG909R, two full
Gigabit switches in a compact design, offering both

HSR and PRP functionality to mitigate the risk of
communication disruptions and downtime.

These rugged Gigabit switches are designed to operate in
harsh environments with widely varying climatic and
environmental conditions. Tested and certified to
withstand extreme temperature, vibration and shock,

the RUGGEDCOM RSG907R and RSG909R offer exceptional
reliability for industrial applications such as electric utility
substations, transportation systems and oil&gas.

The RUGGEDCOM RSG907R and RSG909R are ideal

for applications that require high bandwidths and
accommodate future network expansions. Three
Redundant Network Access SFP ports providing ultimate
flexibility in media and distance, with support for Gigabit
bandwidth. The RSG907R connects up to 4 IEDs via
TO0BASE-FX fiber optics and RSG909R connects up

to 6 IEDs via copper Ethernet on the Singly Attached
Node ports.

Both products offer various network design options and
cost savings through increased redundancy, reduced
downtimes and high reliability.

Product overview and benefits | RUGGEDCOM RSG907R & RSG909R

HSR / PRP with Gigabit/s interfaces

Avoid revenue loss by mitigating the risk of communication
disruptions and downtime with a redundant fault tolerant
network supporting high bandwidth.

SFP RNA ports
SFP ports can be modified at any time allowing deployment
flexibility for varying customer needs.

Power redundancy

Maintain continuous safe and reliable operations even
during power failures, diminishing the risk of revenue
and data loss.

Full fiber solution
Reduce failure rates due to increased immunity
from electromagnetic phenomena.

IEEE 1588

The RSG907R and RSG909R enable the creation

of a future proof network with support for IEEE 1588
time synchronisation.
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Technical data
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Features

Software

The RUGGEDCOM RSG907R and RSG909R both run
on Rugged Operating System (ROS®) and deliver high
performance switching.

ROS® supports the standard network technologies, such
as Rapid Spanning Tree Protocol (RSTP), Multiple Spanning
Tree Protocol (MSTP), Remote Monitoring (RMON), Simple
Network Management Protocol (SNMP) and others,
including proprietary protocol enhancements such as
Siemens eRSTP (enhanced Rapid Spanning Tree Protocol)
and Fast Root Failover (FRF).

Software features

* Quality of service (802.1p) for traffic prioritization

e NTP time synchronization (client and server)

* Smart power management for PoE interfaces

* Port rate and Broadcast Storm Limiting

* Port configuration, status, statistics, mirroring

* Simple Management interface through WebUI
and console interface

» Single file configuration ensures easy installation
and configuration control

HSR/PRP redundancy
The RUGGEDCOM RSG907R and RSG909R are
multi-port Ethernet switches combined with an HSR/PRP

redundancy box (RedBox) in a convenient compact design.

IEEE 1588 function support enables the RUGGEDCOM
RSG909R and the RSG907R to combine precision timing
and network communication data on one network,
reducing maintenance costs:
* Multi-port redundancy box allows for interconnection
of up to 6 non-PRP or non-HSR
end devices
* PRP/HSR coupling functionality to cover all types
of redundant network topologies

Cyber security

Cyber security is an important issue in many industries
where advanced automation and communications
networks play a crucial role in mission critical applications
and where high reliability is of paramount importance.
Key RUGGEDCOM RSG907R and RSG909R features that
address security issues at the local area network level
include:

* Passwords — support for multiple access levels with
separate credentials for each level

Features | RUGGEDCOM RSG907R & RSG909R

e SSH/SSL - extends capability of password protection
to add encryption of passwords and data as they cross
the network

* Enable / disable ports — capability to disable ports so
unauthorized devices can't connect to unused ports

* SNMPv3 — encrypted authentication and access security

* HTTPS — for secure access to the web interface

* 802.1x — to ensure only permitted devices can connect
to the device

* MAC address authentication — control access to devices
that do not support RADIUS

Hardware

The RUGGEDCOM RSG907R and RSG909R have been
specifically designed and certified for substation and
distribution automation applications within electric
power industry.

Power Supply
* Integrated power supply with redundant inputs
e Universal high voltage range: 88 — 300 VDC
or 85 - 264 VAC
* Universal low voltage power supply range: 12 — 60 VDC

Configuration interface

The RUGGEDCOM RSG907R and RSG909R are equipped
with a USB interface which enables easy in-field
configuration and upgrading.

Harsh environments

As with all RUGGEDCOM products, Highly Accelerated
Life Testing (HALT) has been used in the early stages
of product development to detect any design or
performance issues.

* Temperature: -40° C to +85° C (fanless)

« Safety: CSA/UL 60950

» Vibration: IEC 60255-21-1, Class 2

* Shock: IEC 60255-21-2, Class 2

* Humidity: IEC 60068-2-30, up to 95% relative humidity

Certifications

* |EC 61000-6-2 (industrial environments)
* |EC 61850-3 (electric substations)

* |EEE 1613 (electric substations)







RUGGEDCOM RSG907R & RSG909R | Use cases

Engineering
Stations
E RUGGEDCOM DCS/SCADA E RUGGEDCOM
= o 8| RsGoooR m 8 Rscooor
=1 RUGGEDCOM E E E E
s
LAN A LAN B
LAN A
LAN B

_ _ HSR/PRP _ _

ta || RuceEDCOM | fy B Coupling || RuccEDCOM || F

0 RSG907R 0 0 RSG907R 0

B B =] B

B B =] B

B =] B

, HSR — — HSR

&k mk mé

RUGGEDCOM RUGGEDCOM

3 RSG909R 3 3 RSG909R

: : %’ :

imimimin

Oil Wellhead

M Industrial Ethernet (Copper) [ Industrial Ethernet (Fiber Optic)

Separator

il

o
=
(@]

Access
Control

Multi-port Redundancy Box (Redbox) allowing for interconnection of up to 6 non-PRP or non-HSR end devices.

HMI RUGGEDCOM

RX1500

Gateway

Crude Storage

W]

S ElE oD | BEEE | BEtEE |©

) ) EIL | i mm | HE.EE (o
RUGGEDCOM

RST2228

RUGGEDCOM RSG909R

RUGGEDCOM

IERE] En il rscoo7r §D ]
IENEl 3 ;
Non-HSR IEDs E HSR Ring 1 :

A A LA

HSR-capable IEDs

Protection Bay 1

M Industrial Ethernet (Copper) [ Industrial Ethernet (Fiber Optic)

HEEE | BEEE
MEAE | BEEE

RST222

RUGGEDCOM
RSG907R

[oloolococ) CIE:

HSR Ring n

RUGGEDCOM

8

RUGGEDCOM RSG909R

Non-HSR IEDs

HSR-capable IEDs

Protection Bay n

RSG907R/RSGI09R switches terminating each HSR ring can be directly connected to RSTP network via their coupling ports.

G_RCMO0_XX_00188

G_RCMO0_XX_00189







Ordering options

RUGGEDCOM RSG909R
RUGGEDCOM RSG907R

1

DIN rail mounting kit

DIN rail and panel mounting kit

Power supply 1 + terminal block type

24/48 VDC (12 — 60 VDC)

HI (85 — 264 VAC/ 88 — 300 VDC)

Manufacturing modification

Standard
Conformal coating

6GK6498-0RBOO

Ordering options and accessories | RUGGEDCOM RSG907R & RSG909R

. - | Z

6GK6490-7RBO0

3

o H--
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1

Examples Order code

RUGGEDCOM RSG909R with high voltage power supply + DIN rail mounting kit + standard coating
RUGGEDCOM RSG907R + DIN rail and panel mounting kit + conformal coating

Accessories

Accessories
USB Console cable
Panel mounting kit

Power cable without lugs

Description

USB 2.0 A type to B type Cable Assembly 10 feet / 3 meters

Allows wall and other lateral mounting possible, requires assembly and even
mounting plane

Power Cable with NA Plug for pluggable terminal blocks (6 ft.) for RUGGEDCOM products

Supported SFPs

SFP1132-1BX10R
SFP1132-1BX10R
SFP1132-1BX40R
SFP132-1BX40T
SFP1122-1SX
SFP1122-1SX2
SFP1132-1LX10
SFP1132-1LX25
SFP1132-1LX40
SFP1132-1LX70
SFP1132-1LX100
SFP1132-1LX115

* SM = Single-mode, MM = Multi-mode, Bi-Di = Bi Directional

6GK6498-0RBO0-TANO-Z

6GK6490-7RBO0-3AN1-Z

Article number
6GK6000-8DTO1-0AAD

6GK6000-8MRO0-0AA1

6GK6000-8BBO0-0AAO

SM, LC, Bi-Di 10 km -40-85°C 6GK6000-8FB51-0AAQ
SM, LC, Bi-Di 10 km -40-85°C 6GK6000-8FB52-0AA0
SM, LC, Bi-Di 40 km -40-85°C 6GK6000-8FB53-0AA0
SM, LC, Bi-Di 40 km -40-85°C 6GK6000-8FB54-0AA0
MM, LC 0.5 km -40-85°C 6GK6000-8FG51-0AA0
MM, LC 2 km -40-85°C 6GK6000-8FE58-0AA0
SM, LC 10 km -40-85°C 6GK6000-8FG52-0AA0
SM, LC 25 km -40-85°C 6GK6000-8FG53-0AA0
SM, LC 40 km -40-85°C 6GK6000-8FG57-0AA0
SM, LC 70m -40-85°C 6GK6000-8FG54-0AA0
SM, LC 100 m -40-85°C 6GK6000-8FG55-0AA0
SM, LC 115 km -40-85°C 6GK6000-8FE56-0AA0

With the RUGGEDCOM Selector you can

transfer the order number to the Siemens

Industry Mall and order your products.

To use the RUGGEDCOM Selector for the selection
and configuration of RUGGEDCOM products, visit:

siemens.com/ruggedcom-selector

FastConnect™ Cabling System

Stringent demands are placed on the installation
of cables in an industrial environment. Siemens
offers FastConnect™, a system that fulfills all these
requirements: on-site assembly — quick, easy and
error-free. For more information, visit:

siemens.com/fastconnect
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Security information

Siemens provides products and solutions with industrial
security functions that support the secure operation of
plants, systems, machines and networks.

In order to protect plants, systems, machines and networks
against cyber threats, it is necessary to implement — and
continuously maintain — a holistic, state-of-the-art
industrial security concept. Siemens’ products and solutions
only form one element of such a concept.

Customer is responsible to prevent unauthorized access
to its plants, systems, machines and networks. Systems,
machines and components should only be connected to
the enterprise network or the internet if and to the extent
necessary and with appropriate security measures

(e.g. use of firewalls and network segmentation) in place.

Additionally, Siemens’ guidance on appropriate security
measures should be taken into account. For more
information about industrial security, please visit:
siemens.com/industrialsecurity

Siemens’ products and solutions undergo continuous
development to make them more secure. Siemens strongly
recommends to apply product updates as soon as available
and to always use the latest product versions. Use of
product versions that are no longer supported, and failure
to apply latest updates may increase customer’s exposure
to cyber threats.

To stay informed about product updates, subscribe
to the Siemens Industrial Security RSS Feed under:
siemens.com/industrialsecurity

The information provided in this brochure contains descriptions or
characteristics of performance which in case of actual use do not always
apply as described or which may change as a result of further development
of the products. An obligation to provide the respective characteristics shall
only exist if expressly agreed in the terms of contract. Availability and
technical specifications are subject to change without notice. All product
designations may be trademarks or product names of Siemens AG or
supplier companies whose use by third parties for their own purposes
could violate the rights of the owners.
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Product overview

Cisco® Industrial Ethernet (IE) 4010 Series Switches with 28 Gigabit Ethernet interfaces are high-performance
ruggedized Layer2/3 switches with high-density Power-over-Ethernet (PoE) capabilities, making them an ideal
choice for use as access switches in industrial environments. The 4010 delivers comprehensive Cisco 10S°
Software security features and high-availability ring protocols. The switch is ideal for outdoor enclosures or
harsh environments while adhering to overall IT network design, compliance, and performance requirements.

The IE 4010 has a comprehensive software feature set, developed from manufacturing, utility, and enterprise
switching products making it excellent for extended temperature range locations, such as smart buildings,
utility, process control, Intelligent Transportation Systems (ITS), and city surveillance programs. The IE4010 has
built-in SW image verification to ensure authenticity of the Cisco Software. The IE 4010 complements the
existing Cisco IE 2000, IE 2000U, IE 3200, IE 3300, IE 3400, IE 4000, and IE 5000 Series Switching families, as
well as the Cisco CGS 2520 Switch.

The IE 4010 Series can also be used to easily and securely extend the enterprise network to harsh
environments with a software-defined access extension for the Internet of Things (loT) enabling connectivity in
outdoor areas, warehouses, distribution centers, roadways etc. using powerful enterprise-grade intent-based
network management platform such as Cisco DNA™ Center.

The IE 4010 supports a GUI-based web user Interface, and Express Setup for the switch provides easy out-of-
box configuration to deliver advanced security, data, video, and voice services over industrial networks.

Features and benefits

Table 1 lists the features and benefits of Cisco IE 4010 Series Switches.

Table 1. Features and benefits of Cisco IE 4010 Series Switches

m

Robust industrial design e A utility grade, fully managed 1 RU rack mount Ethernet access switch with PoE capabilities.
e Fanless, convection cooled with no moving parts.
o Extended operational temperature range (-40 to 75C).
e Hardened for vibration, shock, surge, and electrical noise immunity.

o Complies with multi-industry specifications for industrial automation, ITS, and electrical substation
environments.

e Improves uptime, performance, and safety of industrial systems and equipment.
o IEEE 1588v2 PTP (both power profile for utility and default profile for manufacturing are supported).

e Alarm 1/0O for monitoring and signaling to external equipment.

User-friendly GUI device * Allows easily configuration and monitoring via a web browser.
manager e Eliminates the need for terminal emulation programs.
o Multiple Language Support - English, Chinese (Traditional), Chinese (Simplified), French, German,
Japanese, Spanish (LATAM)
Swap drive: zero - e Simple switch replacement in case of a failure.
config replacement o No networking expertise required.

e Helps ensure fast recovery.
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m

High-density industrial e Supports up to 24 total PoE/PoE+ ports with power budget up to 385W available with two power
Power over Ethernet supplies.
(PoE/PoE+) o Enables ready-to-use PoE devices, such as High Definition (HD) IP cameras, wireless access points,

and IP phones.

Complete Gigabit e Total of 28 Gigabit Ethernet ports provide multiple resilient design options.
Ethernet switch e Connects new wireless access point (802.11n and 802.11ac).
e Enables new HD IP cameras and future proof Gigabit speed automation devices.
o Allows IP-based Supervisory Control And Data Acquisition (SCADA) connectivity.
e Supports very-delay-sensitive applications and time-sensitive networks.
e Delivers multiple rings; redundant ring topology for new network configurations.
e Extends geographical scalability where longer distance connectivity is required.

Cisco Industrial Ethernet (IE) 4010 Series Switches offer:

« Bandwidth and capacity to grow with your networking needs: high performance nonblocking switching
capacity with 28 Gigabit Ethernet ports per switch

« High-density Power over Ethernet - 24 ports of PoE of 12 ports of PoE+ capable ports to connect IP
cameras, IP phones, badge readers, wireless access points, etc.

o Cisco IOS Software features for easy IT integration and management consistency
« Cisco DNA Center management and support for software-defined access extension for loT

¢ Robust resiliency enabled by dual ring design through 4x Gigabit Ethernet uplink ports, Resilient Ethernet
Protocol (REP), Parallel Redundancy Protocol (PRP), PROFINET - Media Redundancy Protocol(MRP) ring,
High Availability Seamless Redundancy (HSR) ring, EtherChannel and Flexlink support, integrated
redundant power supplies, dying gasp, etc.

o True zero-touch replacement for middle-of-night or middle-of-nowhere failure
« Line-rate, low-latency forwarding with advanced hardware assist features (such as NAT, IEEE1588)
« Simplified software upgrade path with universal images

o Support of Industrial automation protocols EtherNet/IP (CIP) and Profinet

Cisco ONE Software

Cisco ONE Software offers a simplified consumption model, centered on common customer scenarios in the
industrial automation and extended enterprise environments. Cisco ONE Software and services provide
customers with four primary benefits:

o Software suites that address typical customer use scenarios at an attractive price
« Investment protection for their software purchase through software services-enabled license portability
» Access to ongoing innovation and new technology with Cisco Software Support Service (SWSS)

« Flexible licensing models to smoothly distribute customers' software spending over time
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Figure 1 shows switch models, Table 2 shows all the available 4010 models, Table 3 lists the power supplies
and Table 4 shows the available power budget for POE/PoE+ for Cisco IE 4010 Series Switches

Figure 1.
Cisco IE 4010 series model

Table 2. Cisco IE 4010 Series switch models

Default
software

Product number Total ports SFP fiber Copper PoE/PoE+
ports (S) Ports? (P)

IE-4010-16S12P 28 4 FE/GE 12 FE/GE 12 FE/GE

IE-4010-4S24P 28 4 FE/GE 24 FE/GE

" Can be upgraded to IP Services license with the license product number in Table 15

2 All copper Gigabit Ethernet interfaces support speed negotiation to 10/100/1000 Mbps and duplex negotiation

Table 3. Power supplies for Cisco IE 4010 Series Switches

LAN Base'

LAN Base'

Use case scenario

Product number Wattage Rated nominal input Supported input | PoE/PoE+
operating range voltage operating | support
range
PWR-RGD-AC-DC-H 150W AC 100-240V/2.0A 50- AC 85-264V Yes
60Hz
or
or
DC 88-300V

DC 100-250V/2.0A

PWR-RGD-LOW-DC-H 150W DC 24-60V/10A DC 18-75V Yes
PWR-RGD-AC-DC-250 250W AC 100-240V 3.3A 50- AC 85-264V Yes
60HZz
or
or
DC 88-300V

DC 100-250V 3.3A
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High voltage AC or
DC power source,
for hazardous
locations

PoE power
application

Low voltage DC
power source, for
hazardous
locations

PoE power
application

High voltage AC or
DC power source,
for hazardous
locations

PoE power
application
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Table 4. Available power budget for PoE/PoE+ with different power supply wattage

IE-4010-16S12P

IE-4010-4S24P 80 200 180 285 385

Product specifications

Table 5 lists specifications, Table 6 lists information about switch’s physical specifications, Table 7 lists
information about switch performance and scalability, Tables 8 and 9 list important software license features.
Tables 10-11 list the DNA Essentials and Advantage license features. Table 12 lists compliance specifications,
and Table 13 lists information about management and standards and Table 14 lists the supported SFPs on
Cisco IE 4010 Series Switches

Table 5. Product specifications

e 1 GB DRAM

Hardware
e 128 MB onboard flash memory
e 1-GB removable SD flash memory card (Included)
e Mini-USB and traditional RJ-45 console connector
Alarm Alarm 1/O: four alarm inputs to detect dry contact open or closed, one Form C alarm output

relay

e SD-IE-1GB= - Spare SD card
e L-IE4000-RTU= - Electronic RTU IP services software license for 4010 switches

Accessories

e 21-in. and 23-in. ETSI rack mount brackets

Table 6. Physical specifications

IE-4010-4S24P IE-4010-16S12P

e 1.75x 17.5 x 14.0 in. (4.45 x 44.5 x 35.6 cm) with PWR-RGD-AC-DC-H / PWR-RGD-LOW-DC-H
e 1.75x 17.5x 15.18 in. (4.45 x 44.5 x 38.56 cm) with PWR-RGD-AC-DC-250

Dimensions, (H x W x D)

System Weight Without power supply: 12.1 Ib (5.46 kg) Without power supply: 12.7 Ib (5.78 kg)
Power Supply Weight e PWR-RGD-AC-DC-H: 2.55 Ib (1.16 kg)

¢ PWR-RGD-LOW-DC-H: 2.5 Ib (1.13 kg)

e PWR-RGD-AC-DC-250: 3.1 Ib (1.4 kg)
Power consumption Maximum of 70W not including PoE consumption
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Table 7. Switch performance and scalability

Forwarding bandwidth 28 Gbps (line rate/non-blocking)

Switching bandwidth 56 Gbps(Switching bandwidth is full-duplex capacity)

Forwarding rate 41.67 mpps with 64 byte packets (line rate for all ports and packet sizes)
Number of queues 4 egress

Unicast MAC addresses 16,000

IGMP multicast groups 1000

Number of VLANs 1000

IPv4 MAC security ACEs 1000 with default TCAM template

NAT translation Bidirectional, 128 unique subnet NAT translation entries, which can expand to tens of
thousands of translated entries if designed properly

Table 8. Cisco IE 4010 LAN base license: Key software features

LAN base license

(default)

Layer 2 switching IEEE 802.1, 802.3, 802.3at, 802.3af standard, VTPv2, NTP, UDLD, CDP, LLDP, Unicast Mac
filter, Flexlink, VTPv3, EtherChannel, Voice VLAN, QinQ tunneling

Security SCP, SSH, SNMPv3, TACACS+, RADIUS Server/Client, MAC Address Notification, BPDU Guard,
Port-Security, Private VLAN, DHCP Snooping, Dynamic ARP Inspection, IP Source Guard,
802.1x, Guest VLAN, MAC Authentication Bypass, 802.1x Multi-Domain Authentication, Storm
Control, Trust Boundary, Cisco TrustSec® security, FIPS 140-2, ACT2, Secure Boot, Full flexible

Netflow’
Layer 2 multicast IGMPv1, v2, v3 Snooping, IGMP filtering, IGMP Querier
Management Fast Boot, Express Setup, HTTP Web Config, SmartPort, MIB, SNMP, syslog, Storm Control—

Unicast, Multicast, Broadcast, SPAN Sessions, RSPAN, DHCP Server, Energywise, PnP,
Customized TCAM/SDM size configuration, DOM (digital optical management), Port-based
DHCP

Industrial Ethernet CIP Ethernet/IP, Profinet v2, IEEE 1588 PTP v2 Default Profile

Quality of Service (QoS) Ingress Policing, Rate-Limit, Egress Queueing/shaping, AutoQoS, Modular QoS CLI
(MQC),PROFINET QoS

Layer 2 IPv6 IPv6 Host support, HTTP over IPv6, SNMP over IPv6

Layer 3 routing IPv4 Static Routing
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LAN base license

(default)

Industrial management  Layer 2 switching with 1:1 static Network Address Translation (NAT)

Utility IEEE 1588v2 PTP Power Profile, dying gasp, GOOSE messaging, SCADA protocol classification,
MODBUS TCP/IP Memory Maps, utility SmartPort macro, BFD, Ethernet OAM, IEEE 802.3ah,
CFM (IEEE 802.1ag)

Redundancy Redundancy Ethernet Protocol ring (REP)
Parallel Redundancy Protocol (PRP)
High Availability Seamless Redundancy (HSR), PTP over HSR
Media Redundancy Protocol (MRP) ring, MRP Auto Manager (MAM)
" Full flexible Netflow is included is included on all IE-4010 Switches and requires either one of the following licenses per switch:
e Cisco ONE™ Foundation Perpetual license
e DNA Essentials license

e Cisco IP Services license
Table 9. Cisco IE 4010 IP Services license: Key software features
IP multicast PIM Sparse Mode (PIM-SM), PIM Dense Mode (PIM-DM), and PIM sparse-dense mode

Industrial management Embedded Event Manager (EEM)

IP unicast routing OSPF, EIGRP, BGPv4, IS-IS, RIPv2, Policy-Based Routing (PBR), HSRP

protocols

IPv6 routing RIPng, OSPFv6, and EIGRPv6 support

Security IEEE 802.1AE MACsec (including PSK based MKA support), Cisco TrustSec®, SGT inline tagging

and SGACL, Full flexible Netflow

Virtualization VRF-lite

Table 10. Cisco IE 4010 DNA Essentials features

m

Cisco DNA Center Discovery, topology, inventory, software image management
Visibility Cisco DNA assurance, Full flexible Netflow, Device 360
Day-zero network Cisco Network Plug-and-Play application

bring-up automation
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Table 11. Cisco IE 4010 DNA Advantage features

m

DNA Essentials All DNA Essentials features
Software-Defined Policy based automation, IE 4010 can function as an SDA extended node
Access (SDA)

Table 12. Compliance specifications

Eles:trc_)magnetic FCC 47 CFR Part 15 Class A EN 55022A Class A
emissions VCCI Class A

AS/NZS CISPR 22 Class A

CISPR 11 Class A

CISPR 22 Class A

ICES 003 Class A

EN 300 386

CNS13438 Class A (pending)

Electromagnetic EN55024 CISPR 24

immunity AS/NZS CISPR 24
EN 61000-4-2 Electro Static Discharge
EN 61000-4-3 Radiated RF
EN 61000-4-4 Electromagnetic Fast Transients
EN 61000-4-5 Surge
EN 61000-4-6 Conducted RF
EN 61000-4-8 Power Frequency Magnetic Field
EN 61000-4-9 Pulse Magnetic Field
EN 61000-4-10 Damped Oscillatory Magnetic Field (100 A/m)
EN 61000-4-11 AC Power Voltage
EN 61000-4-18 Damped Oscillatory Wave
EN-61000-4-29 DC Voltage Dips

Industry standards EN 61000-6-1 Light Industrial
EN 61000-6-2 Industrial
EN 61000-6-4 Industrial
EN 61326 Industrial Control
EN 61131-2 Programmable Controllers
IEEE 1613 Electric Power Stations Communications Networking

IEC 61850-3 Communication networks for power utility automation
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Safety standards and
certifications

Operating environment

Storage environment

Humidity

Shock and vibration

EN50121-4 Railway - Signaling and Telecommunications Apparatus

EN50121-3-2 Railway - Apparatus for Rolling Stock

PROFINET conformance B
IP30

Marine DNV GL - Ships
NEMA TS-2 (EMC, environmental, mechanical)

Information technology equipment:

UL/CSA 60950-1

EN 60950-1

CB to IEC 60950-1 with all country deviations

NOM to NOM-019-SCFI (through partners and distributor)
Industrial floor (control equipment):

UL 508

UL 61010-2

CSA C22.2, No 142

Hazardous locations:

Class 1, Div2, gas groups IIC ANSI/ISA 12.12.01 CSA C22.2 No 213
IEC 60079-0, -15 IECEX test report

EN 60079-0, -15 ATEX certification (Class | Zone 2) (Cabinet enclosure required)

Operating Temperature: -40C to +75C
e -40C to +70C (Vented Enclosure - 40 LFM Air Flow)
e -40C to +60C (Sealed Enclosure - 0 LFM Air Flow)
e -34C to +75C (Fan or Blower equipped Enclosure - 200 LFM Air Flow)
e -40C to +85C (IEC 60068-2-2 Environmental Type Testing, 16 hours)
e Operating altitude: Up to 13,800ft
e EN 60068-2-1, EN 61163

Temperature: -40C to +85C
Altitude: Up to 15,000 feet
IEC 60068-2-14

Relative humidity of 5% to 95% noncondensing
IEC 60068-2-3
IEC 60068-2-30

IEC 60068-2-27 (operational shock, 50G, 11ms, Half Sine)

IEC 60068-2-27 (Non-Operational Shock, 65-80G, 9ms, Trapezoidal)
IEC 60068-2-6, IEC 60068-2-64, EN 61373 (Operational Vibration)
IEC 60068-2-6, IEC 60068-2-64, EN 61373 (Nonoperational Vibration)
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Corrosion

Others

Warranty

Mean Time Between
Failures (MTBF)

ISO 9223: Corrosion

lass C3-Medium

class C4-High

EN 60068-2-52

EN 60068-2-60 (Flowing Mixed Gas)

RoHS Compliance

China RoHS Compliance

TAA (Government)

CE (Europe)

Five-year limited hardware warranty on all [E-4010 PIDs and power supplies (see Table 3).
See link that follows for more details on warranty.

IE-4010-4S24P: 429,620 hours

IE-4010-16S12P: 415,160 hours

Table 13. Management and standards

IEEE standards

RFC compliance

e |EEE 802.1D MAC Bridges, STP o |[EEE 802.3af Power over Ethernet

e |EEE 802.1p Layer2 COS prioritization o |EEE 802.3at Power over Ethernet Plus

o |[EEE 802.1q VLAN o |[EEE 802.3ah 100BASE-X SMF/MMF only
e |EEE 802.1s Multiple Spanning-Trees e |EEE 802.3x full duplex on T0BASE-T

e |EEE 802.1w Rapid Spanning-Tree o |EEE 802.3 10BASE-T specification

e |[EEE 802.1x Port Access Authentication e |EEE 802.3u 100BASE-TX specification

o |[EEE 802.1AB LLDP o |[EEE 802.3ab 1000BASE-T specification
o IEEE 802.3ad Link Aggregation (LACP) o |[EEE 802.3z 1000BASE-X specification

o |EEE 802.3af Power over Ethernet provides up to e |[EEE 1588v2 PTP Precision Time Protocol
15.4W DC power to each end device

e |[EEE 802.3at Power over Ethernet provides up to
25.5W DC power to each end device

e RFC 768: UDP e RFC 1305: NTP

e RFC 783: TFTP e RFC 1492: TACACS+

e RFC 791: IPv4 protocol e RFC 1493: Bridge MIB Objects

e RFC 792: ICMP e RFC 1534: DHCP and BOOTP interoperation
e RFC 793: TCP e RFC 1542: Bootstrap Protocol

e RFC 826: ARP o RFC 1643: Ethernet Interface MIB

e RFC 854: Telnet e RFC 1757: RMON

e RFC 951: BOOTP e RFC 2068: HTTP

e RFC 959: FTP e RFC 2131, 2132: DHCP

e RFC 1157: SNMPv1 e RFC 2236: IGMP v2

e RFC 1901,1902-1907 SNMPv2 e RFC 3376: IGMP v3

e RFC 2273-2275: SNMPv3 e RFC 2474: DiffServ Precedence

e RFC 2571: SNMP Management e RFC 3046: DHCP Relay Agent Information Option
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SNMP MIB objects

e RFC 1166: IP Addresses
e RFC 1256: ICMP Router Discovery

o BRIDGE-MIB

e CALISTA-DPA-MIB

e CISCO-ACCESS-ENVMON-MIB

e CISCO-ADMISSION-POLICY-MIB
e CISCO-AUTH-FRAMEWORK-MIB
o CISCO-BRIDGE-EXT-MIB

e CISCO-BULK-FILE-MIB

e CISCO-CABLE-DIAG-MIB

e CISCO-CALLHOME-MIB

e CISCO-CAR-MIB

e CISCO-CDP-MIB

e CISCO-CIRCUIT-INTERFACE-MIB
e CISCO-CLUSTER-MIB

o CISCO-CONFIG-COPY-MIB

¢ CISCO-CONFIG-MAN-MIB

e CISCO-DATA-COLLECTION-MIB
e CISCO-DHCP-SNOOPING-MIB

e CISCO-EMBEDDED-EVENT-MGR-MIB
e CISCO-ENTITY-ALARM-MIB

e CISCO-ENTITY-VENDORTYPE-OID-MIB
o CISCO-ENVMON-MIB

e CISCO-ERR-DISABLE-MIB

e CISCO-FLASH-MIB

e CISCO-FTP-CLIENT-MIB

e CISCO-IGMP-FILTER-MIB

e CISCO-IMAGE-MIB

o CISCO-IP-STAT-MIB

e CISCO-LAG-MIB

e CISCO-LICENSE-MGMT-MIB

e CISCO-MAC-AUTH-BYPASS-MIB
e CISCO-MAC-NOTIFICATION-MIB
¢ CISCO-MEMORY-POOL-MIB

e CISCO-PAE-MIB

e CISCO-PAGP-MIB

e CISCO-PING-MIB

e CISCO-PORT-QOS-MIB

e CISCO-PORT-SECURITY-MIB

e CISCO-PORT-STORM-CONTROL-MIB
e CISCO-PRIVATE-VLAN-MIB

e CISCO-PROCESS-MIB

e CISCO-PRODUCTS-MIB

o CISCO-RESILIENT-ETHERNET-PROTOCOL-MIB
e CISCO-RTTMON-ICMP-MIB
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e RFC 3580: 802.1x RADIUS
e RFC 4250-4252 SSH Protocol

o CISCO-SNMP-TARGET-EXT-MIB
e CISCO-STACK-MIB

o CISCO-STACKMAKER-MIB

e CISCO-STP-EXTENSIONS-MIB
e CISCO-SYSLOG-MIB

e CISCO-TCP-MIB

e CISCO-UDLDP-MIB

e CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
e CISCO-VLAN-MEMBERSHIP-MIB
e CISCO-VTP-MIB

e ENTITY-MIB

e ETHERLIKE-MIB

¢ HC-RMON-MIB

o [EEE8021-PAE-MIB

o |[EEE8023-LAG-MIB

o [F-MIB

¢ [IP-FORWARD-MIB

e LLDP-EXT-MED-MIB

o LLDP-EXT-PNO-MIB

e LLDP-MIB

o NETRANGER

o NOTIFICATION-LOG-MIB

e OLD-CISCO-CHASSIS-MIB

e OLD-CISCO-CPU-MIB

e OLD-CISCO-FLASH-MIB

e OLD-CISCO-INTERFACES-MIB
e OLD-CISCO-IP-MIB

e OLD-CISCO-MEMORY-MIB

e OLD-CISCO-SYS-MIB<

e OLD-CISCO-SYSTEM-MIB

e OLD-CISCO-TCP-MIB

e OLD-CISCO-TS-MIB

¢ RMON-MIB

¢ RMON2-MIB

¢ SMON-MIB

¢ SNMP-COMMUNITY-MIB

o SNMP-FRAMEWORK-MIB

¢ SNMP-MPD-MIB

o SNMP-NOTIFICATION-MIB

o SNMP-PROXY-MIB

e SNMP-TARGET-MIB

o SNMP-USM-MIB

e SNMP-VIEW-BASED-ACM-MIB
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e CISCO-RTTMON-IP-EXT-MIB o SNMPv2-MIB
e CISCO-RTTMON-MIB o TCP-MIB
e CISCO-RTTMON-RTP-MIB o UDP-MIB

Table 14. SFP support

GLC-FE-100FX-RGD= 100BASE-FX

GLC-FE-100LX-RGD= T00BASE-LX10 FE 10 km SMF IND Yes
GLC-FE-100FX= T00BASE-FX FE 2 km MMF COM No
GLC-FE-100LX= 100BASE-LX10 FE 10 km SMF COM No
GLC-FE-100EX= 100BASE-EX FE 40 km SMF COM No
GLC-FE-100ZX= 100BASE-ZX FE 80 km SMF COM No
GLC-FE-100BX-D= 100BASE-BX10 FE 10 km SMF COM No
GLC-FE-100BX-U= 100BASE-BX10 FE 10 km SMF COM Yes
GLC-SX-MM-RGD= T000BASE-SX GE 550 m MMF IND Yes
GLC-LX-SM-RGD= 1000BASE-LX/LH GE 550 m/10 km MMF/SMF IND Yes
GLC-ZX-SM-RGD= 1000BASE-ZX GE 70 km SMF IND Yes
GLC-BX-U-I= 1000BASE-BX GE 10 km SMF IND Yes
GLC-BX-D-I= 1000BASE-BX GE 10 km SMF IND Yes
GLC-BX40-U-I= 1000BASE-BX40 GE 40 km SMF IND Yes
GLC-BX40-D-I= 1000BASE-BX40 GE 40 km SMF IND Yes
GLC-BX40-DA-I= 1000BASE-BX40 GE 40km SMF IND Yes
GLC-BX80-U-I= 1000BASE-BX80 GE 80km SMF IND Yes
GLC-BX80-D-I= 1000BASE-BX80 GE 80km SMF IND Yes
GLC-SX-MMD= T000BASE-SX GE 550m MMF EXT Yes
GLC-LH-SMD= 1000BASE-LX/LH GE 550m/10km  MMF/SMF  EXT Yes
GLC-EX-SMD= T000BASE-EX GE 40 km SMF EXT Yes
GLC-ZX-SMD= 1000BASE-ZX GE 70 km SMF EXT Yes
GLC-BX-D= 1000BASE-BX10 GE 10 km SMF COM Yes
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GLC-BX-U= 1000BASE-BX10 10 km

CWDM-SFP-xxxx= CWDM 1000BASE-X  GE SMF COM Yes
(8 freq)

DWDM-SFP-xxxx= DWDM 1000BASE-X  GE SMF COM Yes
(40 freq)

SFP-GE-S= 1000BASE-SX GE 550 m MMF EXT Yes
SFP-GE-L= 1000BASE-LX/LH GE 550 m/10 km MMF/SMF  EXT Yes
SFP-GE-Z= 1000BASE-ZX GE 70 km SMF EXT Yes
GLC-SX-MM-= 1000BASE-SX GE 550 m MMF COM No
GLC-LH-SM= 1000BASE-LX/LH GE 550 m/10 km MMF/SMF COM No
GLC-ZX-SM= 1000BASE-ZX GE 70 km SMF COM Yes
GLC-TE= 1000BASE-T GE 100 m Copper EXT NA
GLC-T= T000BASE-T GE 100 m Copper CcOM NA
GLC-T-RGD= 1000BASE-T GE 100 m Copper IND NA
Note:

Not all SFPs are supported in all software versions. For the first software release supporting SFP, visit
https://www.cisco.com/en/US/products/hw/modules/ps5455/products device support tables list.html.

Not all SFPs are supported in PROFINET GSD, SIMATIC STEP7/TIA Portal, please visit
https://www.cisco.com/c/en/us/td/docs/switches/lan/industrial/software/configuration/guide/b sfp TIA.html

“If nonindustrial (that is, EXT, COM) SFPs are used, the switch operating temperature must be derated.

MMF = multimode fiber SMF = single-mode fiber

Ordering information

Table 15 lists the ordering information for Cisco IE 4000 system.

Table 15. Ordering information

Cisco IE 4010 Hardware PIDs

IE-4010-16S12P IE4010 with 12GE SFP, 12GE Copper PoE+ and 4GE SFP uplink ports

IE-4010-4S24P IE4010 with 24GE Copper PoE+ ports and 4GE SFP uplink ports
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Product ID

IE-LICENSE-SPARE
L-IE4000-RTU=
LIC-MRP-Manager=
LIC-MRP-Client=

SD-IE-1GB=

Description

Spare license for software upgrade (L2 to L3 features or MRP ring)

IE4010 Electronic software license upgrade from LAN base L2 to IP Services L3 features
MRP ring manager license

MRP ring client license

IE 1GB SD Memory Card - Spare

C1F1PIE4K5K1K9

C1F1PIE40001K9

C1A1PIE40001K9

Cisco ONE Foundation Lite Perpetual

Includes Prime Infrastructure (LF and AS), Identity Services Engine - Base

Cisco ONE Foundation Perpetual

Includes Full flexible Netflow, Stealthwatch, Prime Infrastructure, and Identity Services
Enginer - Base

Cisco ONE Advanced Perpetual

Includes IP Services

IE4010-DNA-E-H

IE4010-DNA-E-H-3Y

IE4010-DNA-E-H-5Y

IE4010-DNA-A-H

IE4010-DNA-A-H-3Y

IE4010-DNA-A-H-5Y

IE4010-DNA-E-H-7Y

IE4010-DNA-A-H-7Y

Warranty information

DNA Essentials license

DNA Essentials 3-year term license option

DNA Essentials 5-year term license option

DNA Advantage license

DNA Advantage 3-year term license option
DNA Advantage 5-year term license option
DNA Essentials 7-year term license option

DNA Advantage 7-year term license option

Warranty information for the IE 4010 switch is available at http://www.cisco-

servicefinder.com/warrantyfinder.aspx.
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Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section of

Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Sustainability topic

Information on product material content laws and regulations Materials

Information on electronic waste laws and regulations, including products, batteries, and packaging WEEE compliance

Cisco makes the packaging data available for informational purposes only. It may not reflect the most current
legal developments, and Cisco does not represent, warrant, or guarantee that it is complete, accurate, or up to
date. This information is subject to change without notice.

Cisco and Partner Services

At Cisco, we’re committed to minimizing our customers’ TCO, and we offer a wide range of services programs
to accelerate customer success. Our innovative programs are delivered through a unique combination of
people, processes, tools, and partners, resulting in high levels of customer satisfaction. Cisco Services helps
you protect your network investment, optimize network operations, and prepare your network for new
applications to extend network intelligence and the power of your business. Here are some of the key benefits
our customers can get from Cisco Services:

« Mitigating risks by enabling proactive or expedited problem resolution

« Lowering TCO by taking advantage of Cisco expertise and knowledge

e Minimizing network downtime

¢ Supplementing your existing support staff so they can focus on additional productive activities

For more information about Cisco Services, visit Cisco Technical Support Services or Cisco Advanced Services

at https://www.cisco.com/web/services/.

Cisco Capital
Flexible payment solutions to help you achieve your objectives.

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business
transformation and help you stay competitive. We can help you reduce the total cost of ownership, conserve
capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can help you

acquire hardware, software, services and complementary third-party equipment in easy, predictable payments.
Learn more.
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For more information

For more information about Cisco IE 4010 Series Switches, visit https://www.cisco.com/go/ie4010 or contact
your local account representative.
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Resilient Ethernet Protocol (REP)

The Resilient Ethernet Protocol (REP) is a Cisco proprietary protocol that provides an alternative to the
Spanning Tree Protocol (STP). REP provides a way to control network loops, handle link failures, and
improve convergence time. It controls a group of ports connected in a segment, ensures that the segment
does not create any bridging loops, and responds to link failures within the segment. REP provides a basis
for constructing complex networks and supports VLAN load balancing.

» Finding Feature Information, page 1

» Restrictions for Resilient Ethernet Protocol, page 1
* Information About REP, page 2

* How to Configure REP, page 10

» Configuration Examples for REP, page 24

» Additional References, page 26

 Feature Information for Resilient Ethernet Protocol, page 27

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Restrictions for Resilient Ethernet Protocol

* You must configure each segment port; an incorrect configuration can cause forwarding loops in networks.

* REP can manage only a single failed port within the segment; multiple port failures within the REP
segment causes high loss of network connectivity.
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* You should configure REP only in networks with redundancy. Configuring REP in a network without
redundancy causes loss of network connectivity.

¢ Use LSL timers of 520mseconds to avoid REP flaps.

* The rate at which the layer 3 packets are punted to Host Q must be lesser than 1000 packets/second to
avoid REP flap. The credit limit for Host Q is 1000 packets/second.

* There is no drop in REP LSL packet in STP Queue.

* The recommended minimum REP LSL timer value is 200 ms.

* The REP ports are removed from the topology list during the following situations:
» New port is added after the removal of the old port.
* Both REP ports are removed.
* The port is an Edge or Edge no neighbor port.

It is designed to avoid the traffic loop based on the above behavior to adopt dynamic REP configuration
changes.

Information About REP

REP Segments

A REP segment is a chain of ports connected to each other and configured with a segment ID. Each segment
consists of standard (nonedge) segment ports and two user-configured edge ports. A router can have no more
than two ports that belong to the same segment, and each segment port can have only one external neighbor.
A segment can go through a shared medium, but on any link, only two ports can belong to the same segment.
REP is supported only on Trunk Ethernet Flow Point (EFP) interfaces.

The figure below shows an example of a segment consisting of six ports spread across four switches. Ports
E1 and E2 are configured as edge ports. When all ports are operational (as in the segment on the left), a single
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REP Segments .

port is blocked, shown by the diagonal line. When there is a failure in the network, the blocked port returns
to the forwarding state to minimize network disruption.

Figure 1: REP Open Segments
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The segment shown in the figure above is an open segment; there is no connectivity between the two edge
ports. The REP segment cannot cause a bridging loop, and you can safely connect the segment edges to any
network. All hosts connected to routers inside the segment have two possible connections to the rest of the
network through the edge ports, but only one connection is accessible at any time. If a failure occurs on any
segment or on any port on a REP segment, REP unblocks all ports to ensure that connectivity is available
through the other gateway.

The segment shown in the figure below is a ring segment, and it has both edge ports located on the same
router. With this configuration, you can create a redundant connection between any two routers in the segment.

Figure 2: REP Ring Segment

‘.

REP segments have the following characteristics:

il [=1=]

« If all ports in a segment are operational, one port (referred to as the alternate port) is in the blocked state
for each VLAN. If VLAN load balancing is configured, two ports in the segment control the blocked
state of VLANS.
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« If one or more ports in a segment is not operational, and cause a link failure, all ports forward traffic on
all VLANSs to ensure connectivity.

* In case of a link failure, alternate ports are unblocked as quickly as possible. When the failed link is up,
a logically blocked port per VLAN is selected with minimal disruption to the network.

You can construct almost any type of network based on REP segments. REP also supports VLAN load
balancing, which is controlled by the primary edge port but can occurring at any port in the segment.

Link Integrity

REP does not use an end-to-end polling mechanism between edge ports to verify link integrity. It implements
local link failure detection. When enabled on an interface, the REP Link Status Layer (LSL) detects its
REP-aware neighbor and establishes connectivity within the segment. All VLANS are blocked on an interface
until the REP LSL detects the neighbor. After the neighbor is identified, REP determines which neighbor port
should become the alternate port and which ports should forward traffic.

Each port in a segment has a unique port ID. The port ID format is similar to that used by the spanning tree
algorithm: a port number (unique on the bridge), associated to a MAC address (unique in the network). When
a segment port is up, LSL sends packets that include the segment ID and the port ID. The port is declared as
operational after it performs a three-way handshake with a neighbor in the same segment. A segment port
does not become operational under the following conditions:

* No neighbor has the same segment ID.
» More than one neighbor has the same segment ID.

* The neighbor does not acknowledge the local port as a peer.

Each port creates an adjacency with its immediate neighbor. Once the neighbor adjacencies are created, the
ports negotiate to determine one blocked port for the segment, which is the alternate port. All other ports
become unblocked. By default, REP packets are sent to a PortFast Bridge Protocol Data Unit (BPDU) class
MAC address. The packets can also be sent to the Cisco multicast address, which at present is used only to
send blocked port advertisement (BPA) messages when there is a failure in the segment. The packets are
dropped by devices not running REP.

Fast Convergence

Because REP runs on a physical-link basis and not on a per-VLAN basis, only one hello message is required
for all VLANS, thus reducing the load on the protocol. We recommend that you create VLANSs consistently
on all switches in a given segment and configure VLANs on REP trunk ports. To avoid the delay introduced
by relaying messages in software, REP also allows some packets to be flooded to a regular multicast address.
These messages operate at the hardware flood layer (HFL) and are flooded to the whole network, not just the
REP segment. Switches that do not belong to the segment treat the messages as data traffic. You can control
flooding of these messages by configuring a dedicated administrative VLAN for the whole domain.

The estimated convergence recovery time is less than 200 milliseconds (ms) for the local segment.

LAN Switching Configuration Guide
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VLAN Load Balancing

One edge port in a REP segment acts as the primary edge port and the other as the secondary edge port. It is
the primary edge port that always participates in VLAN load balancing in the segment. REP VLAN load
balancing is achieved by blocking some VLANSs at a configured alternate port and all other VLANS at the
primary edge port. When you configure VLAN load balancing, you can specify the alternate port using any
one of the following ways:

* By entering the port ID of the interface. To identify the port ID of a port in the segment, enter the show
interface rep detail command for the port.

* By entering the neighbor offset number of a port in the segment, which identifies the downstream
neighbor port of an edge port. The neighbor offset number range is -256 to +256; a value of 0 is invalid.
The primary edge port has an offset number of 1; positive numbers above 1 identify downstream neighbors
of the primary edge port. Negative numbers indicate the secondary edge port (offset number -1) and its
downstream neighbors.

Y

Note  You configure offset numbers on the primary edge port by identifying a port’s
downstream position from the primary (or secondary) edge port. You cannot enter an
offset value of 1 because 1 is the offset number of the primary edge port .

* By entering the preferred keyword to select the port that you previously configured as the preferred
alternate port in the rep segment preferred command.

When the REP segment is complete, all VLANSs are blocked. VLAN load balancing can be triggered in one
of the following two ways:

* You can manually trigger VLAN load balancing at any time by entering the rep preempt segment
segment-id command on the router that has the primary edge port.

* You can configure a preempt delay time by entering the rep preempt delay seconds command. After
a link failure and recovery, VLAN load balancing begins after the configured preemption time period
elapses. The delay timer restarts if another port fails before the time has elapsed.

Y

Note A VLAN load balancing does not start working until triggered by either a manual
intervention or a link failure and recovery.

When VLAN load balancing is triggered, the primary edge port sends out a message to alert all interfaces in
the segment about the preemption. When the message is received by the secondary edge port, a message is
generated in the network to notify the alternate port to block the set of VLANS specified in the message and
to notify the primary edge port to block the remaining VLANS.

You can also configure a particular port in the segment to block all VLANs. VLAN load balancing is initiated
only by the primary edge port and is not possible if the segment is not terminated by an edge port on each
end. The primary edge port determines the local VLAN load balancing configuration.

To reconfigure VLAN load balancing, you must reconfigure the primary edge port. When you change the
VLAN:-load balancing configuration, the primary edge port again waits for the rep preempt segment command
or for the configured preempt delay period after a port failure and recovery before executing the new VLAN

LAN Switching Configuration Guide
|







Resilient Ethernet Protocol (REP) |
. Spanning Tree Protocol Interaction

load balancing configuration. If you change an edge port to a regular segment port, the existing VLAN load
balancing status does not change. Configuring a new edge port might cause a new topology configuration.

Spanning Tree Protocol Interaction

REP does not interact with STP or with Flex Links but can coexist with both of them. A port that belongs to
a segment is removed from spanning tree control, and STP BPDUs are not accepted or sent from segment
ports. Therefore, STP cannot run on a segment.

To migrate from an STP ring configuration to a REP segment configuration, begin by configuring a single
port in the ring as part of the segment and continue by configuring contiguous ports to minimize the number
of segments. Each segment always contains a blocked port, so multiple segments mean multiple blocked ports
and a potential loss of connectivity. You can configure the edge ports when the segment has been configured
in both directions up to the location of the edge ports.

REP Ports

Ports in REP segments take one of following three roles or states: Failed, Open, or Alternate.
* A port configured as a regular segment port starts as a failed port.

* After neighbor adjacencies are determined, the port transitions to the alternate port state, blocking all
VLANS on the interface. Blocked port negotiations occur, and when the segment settles, one blocked
port remains in the alternate role, and all other ports become open ports.

» When a failure occurs in a link, all ports move to the failed state. When the alternate port receives the
failure notification, the port changes to the open state forwarding all VLANSs.

A regular segment port converted to an edge port, or an edge port converted to a regular segment port, does
not always result in a topology change. If you convert an edge port into a regular segment port, VLAN load
balancing is not implemented unless it has been configured. For VLAN load balancing, you must configure
two edge ports in the segment.

A segment port that is reconfigured as a spanning tree port restarts according to the spanning tree configuration.
By default, this port is a designated blocking port. If the PortFast BPDU Guard Enhancement feature is
configured or if STP is disabled, the port goes into the forwarding state.

REP Integrated with VPLS

Normally, in a Virtual Private LAN Service (VPLS) network core, all nodes are connected in a full-mesh
topology and each node has connectivity to all other nodes. In the full-mesh topology, there is no need for a
node to retransmit data to another node. In Figure 3, the common ring provides a path where the packet can
be forwarded to another network provider edge (N-PE) router, breaking split horizon model.

REP emulates a common link connection the REP ring supports the VPLS full-mesh model, but maintains
the split horizon properties so the super-loop does not exist. The emulated common link uses the Clustering
over the WAN (CWAN) line card, which is also used for the VPLS uplink. This emulated common link
forwards data from the ring to either the VPLS uplink or to the other side of the ring; blocks data coming from
the VPLS core network; and handles access to pseudowire for Hierarchical-VPLS (H-VPLS) topologies.

LAN Switching Configuration Guide
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Default REP Configuration

REP is disabled on all interfaces. When enabled, the interface is a regular segment port unless it is configured
as an edge port.

When REP is enabled, the sending of segment topology change notices (STCNs) is disabled, all VLANs are
blocked, and the administrative VLAN is VLAN 1.

When VLAN load balancing is enabled, the default is manual preemption with the delay timer disabled. If
VLAN load balancing is not configured, the default after manual preemption is to block all VLANS at the
primary edge port.

REP Segments and REP Administrative VLANs

A segment is a collection of ports connected in a chain and configured with a segment ID. To configure REP
segments, you should configure the REP administrative VLAN (or use the default VLAN 1) and then add
ports to the segment in interface configuration mode. You should configure two edge ports in the segment,
with one as the primary edge port and the other, by default, as the secondary edge port. A segment has only
one primary edge port. If you configure two ports in a segment as primary edge ports, for example, ports on
different switches, REP selects one of them to serve as the primary edge port. You can also optionally configure
where to send segment STCNs and VLAN load balancing. For more information about configuring REP
Administrative VLANS, see the Configuring the REP Administrative VLAN section.

REP Configuration Guidelines

Follow these guidelines when configuring REP:

» We recommend that you begin by configuring one port and then configure contiguous ports to minimize
the number of segments and the number of blocked ports.

« If more than two ports in a segment fail when no external neighbors are configured, one port goes into
a forwarding state for the data path to help maintain connectivity during configuration. In the show rep
interface command output, the Port Role for this port shows as “Fail Logical Open”; the Port Role for
the other failed port shows as “Fail No Ext Neighbor”. When the external neighbors for the failed ports
are configured, the ports go through the alternate port state transitions and eventually go to an open state
or remain as the alternate port, based on the alternate port selection mechanism.

* REP ports must be Layer 2 IEEE 802.1Q or Trunk EFP ports.
» We recommend that you configure all trunk ports in the segment with the same set of allowed VLANS.

* Be careful when configuring REP through a Telnet connection. Because REP blocks all VLANSs until
another REP interface sends a message to unblock it. You might lose connectivity to the router if you
enable REP in a Telnet session that accesses the router through the same interface.

* You cannot run REP and STP on the same segment or interface.

* If you connect an STP network to a REP segment, be sure that the connection is at the segment edge.
An STP connection that is not at the edge could cause a bridging loop because STP does not run on REP
segments. All STP BPDUs are dropped at REP interfaces.

« If REP is enabled on two ports on a router, both ports must be either regular segment ports or edge ports.
REP ports follow these rules:
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« If only one port on a router is configured in a segment, the port should be an edge port.

« If two ports on a router belong to the same segment, both ports must be edge ports or must be
regular segment ports.

« If two ports on a router belong to the same segment and one is configured as an edge port and the
other as a regular segment port (a misconfiguration), the edge port is treated as a regular segment
port.

» REP interfaces come up in a blocked state and remain in a blocked state until they are safe to be unblocked.
You need to be aware of this status to avoid sudden connection losses.
* REP ports cannot be configured as one of the following port types:
* Switched Port Analyzer (SPAN) destination port
* Tunnel port

* Access port

¢ There can be a maximum of 22 REP segments per router.

REP Support on a Trunk EFP

Resilient Ethernet Protocol (REP) can be configured on Trunk EFP ports at the interface level on Cisco ASR
903 Series Routers. Trunk EFP ports can have several bridged VLAN services running on them. VLANs can
be set to blocking and forwarding state on a Trunk EFP port. A user must enable REP on a port. By default,
REP is disabled on all ports.

REP Configurable Timers

In a ring network topology, the Fast Last Link Status (LSL) process detects a neighboring port and maintains
a connection with it. The timer on a port can be configured within 200-10000 ms to receive LSL frames. If
no LSL frames are received from 200 to10000 ms from the neighboring port, the link between routers is
considered as down. The tear-down operation and action is taken to bring up the link and restore traffic.

In the ring network topology, REP might fail to converge the traffic within 50 ms. For example, if the topology
is made of copper cable, REP might fail to converge the traffic due to hardware limitations of the copper
interface. In such a scenario, a remote end can take up to 700 ms to detect shutdown failure of a local port.
The REP LSL is enhanced to achieve higher timer granularity and faster failure detection on the remote side.
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The figure below shows the delay in failure detection due to hardware limitation of a Copper interface.

Figure 3: Delay in Failure Detection
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SSO Support for REP Fast Hello

When a router crashes, it takes between 3 to 5 seconds for the router to get into active mode and start sending
REP Fast Hello packets. If the value of the age out timer configured by the Isl age out timer command is less
than 3 seconds, the remote end detects a port failure and reconverges. After reconverging, the router sends
out a BPDU with a special type, length, and, value (TLV) to the connected port. The router learns the port’s
local and remote sequence number so that the subsequent REP three-way link integrity check does not fail.
The Stateful Switchover (SSO) support for REP ensures that a Fast Hello packet can be sent from the router
before the LSL interval expires.

REP Edge No-Neighbor Support

In a ring network topology, aggregation nodes do not support REP. A REP segment can be created with
no-neighbor ports to achieve convergence of switches. The figure below shows P1 and P2 as Edge No-Neighbor
ports in a ring topology. In this configuration P1 and P2 can block traffic. If there is a failure on any of the
links, all the switches with REP configuration converge. Since P1 and P2 are not edges, they do not support
the following tasks:

* Perform VLAN load balancing.
* Detect topology changes to other segments and the Spanning Tree Protocol (STP).
* Choose the port that can preempt.
* Display the complete segment topology.
The Edge No-Neighbor support enables defining a new type of edge that has an internal neighbor. In the figure

below, P1 and P2 are configured as Edge No-Neighbor ports rather than intermediate segment ports. These
ports inherit properties of edge ports and overcome the limitations listed above. Thus, the Edge No-Neighbor

LAN Switching Configuration Guide
|







Resilient Ethernet Protocol (REP) |
. How to Configure REP

port (P1 or P2) can send the Multiple Spanning Tree (MST) protocol, a Topology Change Notification (TCN),
and a REP TCN for another segment towards the aggregation switch.

Figure 4: Ring Topology with Edge No-Neighbor Ports
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How to Configure REP

Configuring the REP Administrative VLAN

To avoid the delay introduced by relaying messages that are related to link-failures or VLAN-blocking
notifications during VLAN load balancing, REP floods packets at the hardware flood layer (HFL) to a regular
multicast address. These messages are flooded to the whole network and not just the REP segment. You can
control flooding of these messages by configuring an administrative VLAN for the whole domain.

Follow these guidelines when configuring the REP administrative VLAN:

* There can be only one administrative VLAN on a router and on a segment. However, this is not enforced
by the software.

* If you do not configure an administrative VLAN, the default is VLAN 1.

* If you want to configure REP on an interface, ensure that the REP administrative VLAN is part of the
Trunk EFP encapsulation list.
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SUMMARY STEPS
1. enable
2. configure terminal
3. rep admin vlan vian-id
4. end
5. show interface [interface-id] rep [detail]
6. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
* Enter your password if prompted.
Example:

Router> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Router# configure terminal

Step 3 rep admin vlan vian-id Configures a REP administrative VLAN.

] * Specify the administrative VLAN. The range is from
Example: 2 t0 4094. The default is VLAN 1.

Router (config) # rep admin vlan 2

Step 4 end Returns to privileged EXEC mode.

Example:

Router (config) # end

Step 5 show interface [interface-id] rep [detail] Displays the REP configuration and status for a specified
interface.
Example: ¢ Enter the physical interface or port channel ID.
Router# show interface gigabitethernet0/1 rep
detail
Step 6 copy running-config startup-config (Optional) Save your entries in the router startup
configuration file.
Example:

Router# copy running-config startup-config
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Configuring Trunk EFP on an Interface

Before You Begin

For the REP operation, you must configure Trunk EFP on an interface. This task is required and must be done
before configuring REP support on a Trunk EFP.

SUMMARY STEPS
1. enable
2. configure terminal
3. interface yype number
4. service instance trunk service-instance-id ethernet
5. encapsulation dotlq vlan range
6. rewrite ingress tag pop 1 symmetric
1. bridge-domain from-encapsulation
8. end
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
* Enter your password if prompted.
Example:

Router> enable

Step 2 configure terminal Enters global configuration mode.

Example:
Router# configure terminal

Step 3 interface type number Specifies the interface, and enters interface configuration
mode.
Example: * Enter the interface ID.

Router (config) # interface GigabitEthernet 0/0/1

Step 4 service instance trunk service-instance-id ethernet | Configures a service instance on an interface and enters
service instance configuration mode.
Example:
Router (config-if) # service instance trunk 1
ethernet
Step 5 encapsulation dotlq vlan range Defines the match criteria to be used to map dotlq frames
ingress on an interface to the appropriate service instance.
Example: . , * The range of VLAN-IDs is from 1 to 20.
Router (config-if-srv) # encapsulation dotlg vlan
10

LAN Switching Configuration Guide
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Command or Action

Purpose

Step 6

rewrite ingress tag pop 1 symmetric

Example:
Router (config-if-srv)# rewrite ingress tag pop
1 symmetric

Specifies the encapsulation adjustment to be performed on
the frames ingress to the service instance.

Step 7

bridge-domain from-encapsulation

Example:
Router (config-if-srv) # bridge-domain
from-encapsulation

Derives bridge domains from encapsulation.

Step 8

end

Example:
Router (config-if-srv)end

Returns to privileged EXEC mode.

Configuring REP Support on a Trunk EFP

Before You Begin

For the REP operation, you must enable REP on each segment interface and identify the segment ID. This
task is required and must be done before other REP configurations. You must also configure a primary and
secondary edge port on each segment. All other steps are optional.

SUMMARY STEPS

enable
configure terminal

interface interface type number

rep preempt delay seconds
end

© NS REWDN =

show interface type number rep [detail]

10. copy running-config startup-config

DETAILED STEPS

rep segment segment-id [edge [primary]] [preferred]
rep sten {interface type number | segment id-list | stp}
rep block port {id port-id | neighbor-offset | preferred} vlan {vian-list | all}

Command or Action Purpose

Step 1

enable

Enables privileged EXEC mode.
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Command or Action

Purpose

Example:
Router> enable

* Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 interface interface type number Specifies the interface and enters interface configuration mode.
« Enter the interface type and number.
Example:
Router (config) # interface
GigabitEthernet 0/0/1
Step 4 rep segment segment-id [edge Enables REP on the interface and identifies a segment number.
rimar, referred
[primary]] [p ] ¢ The segment ID range is from 1 to 1024.
Example: Note  You must configure two edge ports, including one primary edge port for
Router (config-if) # rep segment ’
3 edge preferred each segment.

* (Optional) edge—Configures the port as an edge port. Each segment has only
two edge ports. Entering the edge without the primary keyword configures
the port as the secondary edge port.

* (Optional) primary—Configures the port as the primary edge port, the port
on which you can configure VLAN load balancing.

Note  Although each segment can have only one primary edge port, if you
configure edge ports on two different switches and enter the primary
keyword on both switches, the configuration is valid. However, REP
selects only one of these ports as the segment primary edge port. You can
identify the primary edge port for a segment by entering the show rep
topology privileged EXEC command.

* (Optional) preferred—Indicates that the port is the preferred alternate port
or the preferred port for VLAN load balancing.

Note  Configuring a port as preferred does not guarantee that it becomes the
alternate port; it merely gives the port a slight edge over equal contenders.
The alternate port is usually a previously failed port.

Step 5 rep sten {interface type number| |(Optional) Configures the edge port to send STCNS.

segment id-list | stp}

Example:
Router (config-if) # rep stcn
segment 2-5

AN Switching Configuration Guide

* Use the interface #ype number keyword-argument pair to designate a physical
interface or port channel to receive STCNS.

* Use the segment id-/ist keyword-argument pair to identify one or more
segments to receive STCNs. The range is from 1 to 1024.

* Enter thestp to send STCNs to STP networks.
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Command or Action

Purpose

Step 6

rep block port {id port-id |
neighbor-offset | preferred} vlan
{vilan-list | all}

Example:
Router (config-if) # rep block
port 0009001818D68700 vlan all

(Optional) Configures VLAN load balancing on the primary edge port, identifies
the REP alternate port in one of three ways, and configures the VLANSs to be
blocked on the alternate port.

« Enter the id port-idkeyword-pair to identify the alternate port by port ID. The
port ID is automatically generated for each port in the segment. You can view
interface port IDs by entering the show interface type number rep [detail]
command.

* Enter a neighbor-offset number to identify the alternate port as a downstream
neighbor from an edge port. The range is from -256 to 256, with negative
numbers indicating the downstream neighbor from the secondary edge port.
A value of 0 is invalid. Enter -1 to identify the secondary edge port as the
alternate port.

Note  Because you enter this command at the primary edge port (offset number
1), you cannot enter an offset value of 1 to identify an alternate port.

* Enter thepreferred keyword to select the regular segment port previously
identified as the preferred alternate port for VLAN load balancing.

* Enter thevlan vian-list keyword-argument pair to block one VLAN or a range
of VLANS.

+ Enter thevlan all keyword to block all VLANS.

+ Execute this command multiple times to accommodate the desired set of
VLAN:S. It works as append VLAN to the existing list instead of replacing
an existing one.

Note  Enter this command only on the REP primary edge
port.

Step 7

rep preempt delay seconds

Example:
Router (config-if) # rep preempt
delay 60

(Optional) Configures a preempt time delay.

+ Use this command if you want VLAN load balancing to automatically trigger
after a link failure and recovery.

* The time delay range is between15 to 300 seconds. The default is manual
preemption with no time delay.
Note Use this command only on the REP primary edge
port.

Step 8

end

Example:
Router (config-if-srv) # end

Returns to privileged EXEC mode.

Step 9

show interface type number rep
[detail]

(Optional) Verifies the REP interface configuration.

« Enter the interface type and number and the optional detail keyword, if
desired.
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Command or Action

Purpose

Example:
Router# show interface
Gigabitethernet0/0/1 rep detail

Step 10 | copy running-config startup-config

Example:
Router# copy running-config
startup-config

(Optional) Saves your entries in the router startup configuration file.

Setting the Preemption for VLAN Load Balancing

To set the preemption for VLAN load balancing, complete these steps on the router that has the segment with

the primary edge port.

Restrictions

SUMMARY STEPS
1. enable
2. configure terminal
3.
4. end
5. show rep topology
DETAILED STEPS

If you do not enter the rep preempt delay seconds command on the primary edge port to configure a preemption
time delay, the default is to manually trigger VLAN load balancing on the segment. Use the show rep topology
command to see which port in the segment is the primary edge port.

Before You Begin

Be sure that all other segment configurations have been completed before setting the preemption for VLAN
load balancing. When you enter the rep preempt segment segment-id command, a confirmation message
appears before the command is executed because preemption for VLAN load balancing can disrupt the network.

rep preempt segment segment-id

Command or Action

Purpose

Step 1

AN Switching Configuration Guide
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Command or Action

Example:

Router> enable

* Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 rep preempt segment segment-id Manually triggers VLAN load balancing on the segment.
* Enter the segment ID.
Example:
Router (config) # rep preempt segment 1 You will be asked to confirm the action before the
command is executed.
Step 4 end Returns to privileged EXEC mode.
Example:
Router (config) # end
Step 5 show rep topology Displays the REP topology information.

Example:

Router# show rep topology

Configuring SNMP Traps for REP

You can configure the router to send REP-specific traps to notify the Simple Network Management Protocol
(SNMP) server of link operational status changes and any port role changes.

SUMMARY STEPS

enable

configure terminal

snmp mib rep trap-rate value
end

show running-config

A L

copy running-config startup-config
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Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
* Enter your password if prompted.
Example:
Router> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 snmp mib rep trap-rate value Enables the router to send REP traps, and sets the number of traps
sent per second.
Example: ‘ , * Enter the number of traps sent per second. The range is from
Router (config) # snmp mib rep trap-rate . e .
500 0 to 1000. The default is 0 (no limit imposed; a trap is sent
at every occurrence).
Note To remove the traps, enter the no snmp mib rep
trap-rate command.
Step 4 end Returns to privileged EXEC mode.
Example:
Router (config) # end
Step 5 show running-config (Optional) Displays the running configuration, which van be used
to verify the REP trap configuration.
Example:
Router# show running-config
Step 6 copy running-config startup-config (Optional) Saves your entries in the router startup configuration

Example:

Router# copy running-config startup-config

file.
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Monitoring the REP Configuration

SUMMARY STEPS
1. enable
2. show interface [interface-id] rep [detail]
3. show rep topology [segment segment-id] [archive] [detail]
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
* Enter your password if prompted.
Example:
Router> enable
Step 2 show interface [interface-id] rep [detail] (Optional) Displays the REP configuration and status for a specified
interface.
Example: . L .
Router} show interface gigabitethernet0/1 Entef the physwa'l mter’face or port channel ID, and the optional
rep detail detail keyword, if desired.
Step 3 show rep topology [segment segment-id| (Optional) Displays REP topology information for a segment or for
[archive] [detail] all segments, including the primary and secondary edge ports in the
segment.
Example:

* Enter the optional keywords and arguments, as desired.
Router# show rep topology

Configuring REP Configurable Timers

Before You Begin

For the REP operation, you must enable REP on each segment interface.

LAN Switching Configuration Guide
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SUMMARY STEPS

enable

configure terminal

interface type number

rep segment segment-id [edge [ no-neighbor] [primary]] [preferred]
rep sten {interface type number | segment id-list | stp}

rep block port {id port-id | neighbor-offset | preferred} vlan {vian-list | all}
rep Isl-retries number-of-tries

rep Isl-age-timer timer-value

© P NSO G A WN =

. rep preempt delay seconds
10. end
11. show interface fype number rep [detail]

12. copy running-config startup-config

DETAILED STEPS

Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.

* Enter your password if prompted.
Example:

Router> enable

Step 2 configure terminal Enters global configuration mode.

Example:
Router# configure terminal

Step 3 interface #ype number Specifies the interface and enters interface configuration mode.

« Enter the interface type and number.
Example:

Router (config)# interface
Gigabitethernet 0/0/1

Step 4 rep segment segment-id [edge [ Enables REP on the interface and identifies a segment number.

-neighb i ferred
no-neighbor] [primary]] {preferred] * The segment ID range is from 1 to 1024.

Example: . . .

. Note  You must configure tw
Router (config-if)# rep segment g o edge ports, including one primary edge port for
1 edge preferred each segment.

* (Optional) edge—Configures the port as an edge port. Each segment has
only two edge ports. Entering the edge keyword without the primary
keyword configures the port as the secondary edge port.

* (Optional)no-neighbor—Configures the segment edge as one with no
external REP neighbor on a port.

LAN Switching Configuration Guide
[ 20 | |







| Resilient Ethernet Protocol (REP)

Configuring REP Configurable Timers .

Command or Action

Purpose

* (Optional) primary—Configures the port as the primary edge port, the port
on which you can configure VLAN load balancing.

Note  Although each segment can have only one primary edge port, if you
configure edge ports on two different switches and enter the primary
keyword on both switches, the configuration is valid. However, REP
selects only one of these ports as the segment primary edge port. You
can identify the primary edge port for a segment by entering the show
rep topology privileged EXEC command.

* (Optional) preferred—Indicates that the port is the preferred alternate port
or the preferred port for VLAN load balancing.
Note  Configuring a port as preferred does not guarantee that it becomes the
alternate port; it merely gives the port a slight edge over equal contenders.
The alternate port is usually a previously failed port.

Step 5 rep sten {interface type number | (Optional) Configures the edge port to send STCNs.
segment id-list | st
& id-list | stp; « Use the interface type number keyword and arguments pair to designate a
physical interface or port channel to receive STCNs.
Example:
Router (config-if)# rep stcn * Use the segment id-/ist keyword and arguments pair to identify one or more
segment 2-5 segments to receive STCNs. The range is from 1 to 1024.
* Enter the stp keyword to send STCNs to STP networks.
Step 6 rep block port {id porz-id | (Optional) Configures VLAN load balancing on the primary edge port, identifies

neighbor-offset | preferred} vlan
{vian-list | all}

Example:
Router (config-if) # rep block port
0009001818D68700 vlan all

the REP alternate port in one of three ways, and configures VLANS to be blocked
on the alternate port.

« Enter the id port-id keyword and arguments pair to identify the alternate
port by port ID. The port ID is automatically generated for each port in the
segment. You can view interface port IDs by entering the show interface
type number rep [detail] command.

* Enter a neighbor-offset number to identify the alternate port as a downstream
neighbor from an edge port. The range is from -256 to 256, with negative
numbers indicating the downstream neighbor from the secondary edge port.
A value of 0 is invalid. Enter -1 to identify the secondary edge port as the
alternate port.

Note  Because you enter this command at the primary edge port (offset number
1), you cannot enter an offset value of 1 to identify an alternate port.

« Enter the preferred keyword to select the regular segment port previously
identified as the preferred alternate port for VLAN load balancing.

« Enter the vlan vian-list keyword and arguments pair to block one VLAN or
arange of VLANS.

* Enter the vlan all keyword to block all VLANS.
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Command or Action

Purpose

» Execute this command multiple times to accommodate the desired set of
VLAN:S. It works as append VLAN to the existing list instead of replacing
an existing one.

Note Enter this command only on the REP primary edge
port.
Step 7 rep Isl-retries number-of-tries Configures the number of retries permitted by LSL.
Example:
Router (config-if) # rep
lsl-retries 3
Step 8 rep Isl-age-timer timer-value Configures the failure detection time.
_ * The valid range is from 120 to 10000. We recommend that you configure
Example: o the minimum range as 200 for better performance. While a lower value can
Router (config-if) # rep . .
1sl-age-timer 200 help improve performance, any changes to this command must be carefully
evaluated. Lowering the value indiscriminately may destabilize the system.
Step 9 rep preempt delay seconds * (Optional) Configures a preempt time delay.
Example: « Use this command if you want VLAN load balancing to automatically trigger
Router (config-if) # rep preempt aﬁeralhﬂgfhﬂureandrecovery
delay 60
* The time delay range is from 15 to 300 seconds. The default is manual
preemption with no time delay.
Note  Use this command only on the REP primary edge
port.
Step10 |end Returns to privileged EXEC mode.
Example:
Router (config-if-srv) # end
Step 11 show interface type number rep (Optional) Displays the REP interface configuration.
detail . . . .
[ ] « Enter the interface type and number and the optional detail keyword, if
desired.
Example:
Router# show interface
Gigabitethernet0/0/1 rep detail
Step12 | copy running-config startup-config | (Optional) Saves your entries in the router startup configuration file.

Example:
Router# copy running-config
startup-config
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Configuring REP as an Edge No-Neighbor Port

Before You Begin

For the REP operation, you must enable REP on each segment interface.

SUMMARY STEPS
1. enable
2. configure terminal
3. interface yype number
4. rep segment segment-id [edge [no-neighbor] [primary]] [preferred]
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
* Enter your password if prompted.
Example:

Router> enable

Step 2 configure terminal Enters global configuration mode.

Example:
Router# configure terminal

Step 3 interface type number Specifies the interface and enters interface configuration mode.

« Enter the interface type and number.
Example:

Router (config) # interface
GigabitEthernet 0/0/1

Step 4 rep segment segment-id [edge Enables REP on the interface and identifies a segment number.
-neighb i
[no-neighbor] [primary]] * The segment ID range is from 1 to 1024.
[preferred]
Note  You must configure two edge ports, including one primary edge port for
Example:

. each segment.
Router (config-if) # rep segment

1 edge no-neighbor preferred

* (Optional) edge-Configures the port as an edge port. Each segment has only
two edge ports. Entering edge without the primary keyword configures the
port as the secondary edge port.

* (Optional)no-neighbor-Indicates the segment edge as one with no external
REP neighbor on a port.

* (Optional) primary-Configures the port as the primary edge port, the port on
which you can configure VLAN load balancing.

LAN Switching Configuration Guide
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Configuration Examples for REP

Command or Action Purpose

Note  Although each segment can have only one primary edge port, if you
configure edge ports on two different switches and enter the primary
keyword on both switches, the configuration is valid. However, REP selects
only one of these ports as the segment primary edge port. You can identify
the primary edge port for a segment by entering the show rep topology
privileged EXEC command.

* (Optional) preferred-Indicates that the port is the preferred alternate port or
the preferred port for VLAN load balancing.

Note  Configuring a port as preferred does not guarantee that it becomes the
alternate port; it merely gives the port a slight edge over equal contenders.
The alternate port is usually a previously failed port.

Configuration Examples for REP

Configuring the REP Administrative VLAN

This example shows how to configure the administrative VLAN as VLAN 100.

Router# configure terminal
Router (config) # rep admin vlan 100
Router (config-if) # end

Configuring REP Support on a Trunk EFP

This example shows how to configure REP support on a Trunk EFP. An interface is configured as the primary
edge port for segment 1 to send STCNs to segments 2 through 5; the alternate port is configured as the port
with port ID 0009001818D68700 to block all VLANS after a preemption delay of 60 seconds after a segment
port failure and recovery.

Router# configure terminal

Router (config) # interface gigabitethernet0/0/1

Router (config-if) # rep segment 1 edge primary

Router (config-if) # rep stcn segment 2-5

Router (config-if)# rep block port id 0009001818D68700 vlan all
Router (config-if)# rep preempt delay 60

Router (config-if) # service instance trunk 1 ethernet
Router (config-if-srv)# encapsulation dotlg

Router (config-if-srv)# rewrite ingress tag pop 1 symmetric
Router (config-if-srv)# bridge-domain from-encapsulation
Router (config-if-srv) # end

This example shows how to configure the VLAN blocking configuration as shown in the figure below. The
alternate port is the neighbor with neighbor offset number 4. After manual preemption, VLANs 100 to 200
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Setting the Preemption for VLAN Load Balancing .

are blocked at this port and all other VLANSs are blocked at the primary edge port E1 (Gigabit Ethernet port
0/0/1).

Figure 5: Example of VLAN Blocking
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Router# configure terminal

Router (config) # interface gigabitethernet0/0/1
Router (config-if)# rep segment 1 edge primary
Router (config-if) # rep block port 4 vlan 100-200
Router (config-if) # end

Setting the Preemption for VLAN Load Balancing

Router>end

Router# configure terminal

Router (config) rep preempt segment 1
Router (config) # end

Configuring SNMP Traps for REP

This example shows how to configure the router to send REP traps at a rate of 10 traps per second:

Router> enable

Router# configure terminal

Router (config) # snmp mib rep trap-rate 10
Router (config) # end

Monitoring the REP Configuration

The following is sample output of the show interface rep detail command. Use the show interface rep detail
command on one of the REP interfaces to monitor and verify the REP configuration.

Router# show interface GigabitEthernet 0/0/1 rep detail

GigabitEthernet0/1 REP enabled
Segment-id: 2 (Edge)

PortID: 00010019E7144680
Preferred flag: No

Operational Link Status: TWO_WAY
Current Key: 0002001121A2D5800E4D
Port Role: Open

Blocked Vlan: <empty>
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Admin-vlan: 100

Preempt Delay Timer: disabled

Load-balancing block port: none
Load-balancing block vlan: none
STCN Propagate to: none

LSL PDU rx: 3322, tx: 1722

HFL PDU rx: 32, tx: 5

BPA TLV rx: 16849, tx: 508

BPA (STCN, LSL) TLV rx: 0, tx: O
BPA (STCN, HFL) TLV rx: 0, tx: O
EPA-ELECTION TLV rx: 118, tx: 118
EPA-COMMAND TLV rx: 0, tx: O
EPA-INFO TLV rx: 4214, tx: 4190

Configuring REP Configurable Timers

Router# configure terminal

Resilient Ethernet Protocol (REP)

Router (config) # interface GigabitEthernet 0/0/4

Router (config-if) #
Router (config-if
Router (config-if

( rep
( ) #
( ) #
Router (config-if) #
( ) #
( ) #

rep
rep
rep

stcn segment 2-5

lsl-retries 3

rep lsl-age-timer 200
rep preempt delay 300
exit

Router (config-if
Router (config-if
Router (config-if) #

segment 4 edge preferred

block port 0009001818D68700 vlan all

Router# show interface GigabitEthernet 0/0/1 rep detail

Router# copy running-config startup-config

Configuring REP Edge No-Neighbor Support

Additional

Router> enable
Router# configure terminal
Router (config) # interface GigabitEthernet0/2

Router (config-if) # rep segment tl edge no-neighbor primary
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Feature Information for Resilient Ethernet Protocol .
Technical Assistance
Description Link
The Cisco Support and Documentation website http://www.cisco.com/cisco/web/support/index.html

provides online resources to download documentation,
software, and tools. Use these resources to install and
configure the software and to troubleshoot and resolve
technical issues with Cisco products and technologies.
Access to most tools on the Cisco Support and
Documentation website requires a Cisco.com user ID
and password.

Feature Information for Resilient Ethernet Protocol

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 1: Feature Information for Resilient Ethernet Protocol

Feature Name Releases

Feature Information

REP Configurable Timers Cisco IOS XE Release 3.5.1S

REP Configurable Timers on REP
to detect link failures in a link
between routers in a ring topology.
In Cisco I0S XE Release 3.5.18,
support was added for the Cisco
ASR 903 Router. In Cisco IOS XE
Release 3.118S, support was added
for the Cisco ASR 901 Routers.
The following sections provide
information about this feature:

REP Configurable Timers

Configuring REP Configurable
Timers

Configuring REP Configurable
Timers
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Feature Name Releases Feature Information

REP Edge No-Neighbor Support | Cisco IOS XE Release 3.5.1S The Edge No-Neighbor Support on
REP enables defining a new type
of edge that has an internal
neighbor. In Cisco IOS XE Release
3.5.18, support was added for the
Cisco ASR 903 Router.

REP Edge No-Neighbor Support

Configuring REP Edge
No-Neighbor Support

REP Support on Trunk EVC Cisco I0S XE Release 3.5S REP can be configured on Trunk
Ethernet Flow Point (EFP) ports at
an interface level on ASR 903
Series Routers.

The following command was
introduced by this feature: service
instance trunk.

SSO Support for REP Fast Hello | Cisco IOS XE Release 3.5.1S SSO Support for REP Fast Hello
is provided to ensure that a Fast
Hello packet is sent from an active
router before the LSL timeout
interval expires. In Cisco I0S XE
Release 3.5.18S, support was added
for the Cisco ASR 903 Router. In
Cisco IOS XE Release 3.118,
support was added for the Cisco
ASR 901 Router.

The following sections provide
information about this feature:

SSO Support for REP Fast Hello
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The Cisco Catalyst™ IE3100 Rugged Series delivers mainstream adoption of Gigabit
Ethernet connectivity in a compact, fixed form-factor switch that is purpose-built for a
wide variety of extended enterprise and industrial applications in the most space
constrained scenarios.

Product overview

Cisco Catalyst IE3100 Rugged Series switches with up to 20 Gigabit Ethernet interfaces deliver high-speed
Gigabit Ethernet connectivity in a compact form factor and are designed for a wide range of industrial
applications for which hardened products are required. This platform is built to withstand harsh environments in
manufacturing, energy, transportation, mining, smart cities, and oil and gas. The IE3100 is ideal for space
constrained deployments often found in distribution centers, warehouses, and outdoor spaces.

These switches run Cisco I0S° XE, an operating system with built-in security and trust, featuring Secure Boot,
image signing, and the Cisco® Trust Anchor module. Cisco IOS XE also provides API-driven configuration with
open APIs and data models. Provide secure Zero-Trust Network Access (ZTNA) to industrial assets at scale
with Secure Equipment Access.

The Cisco Catalyst IE3100 Rugged Series can be managed with a powerful management tool, Cisco Catalyst
Center, and can easily be set up with a completely redesigned user-friendly modern GUI tool called WebUI.

The IE3100 Rugged Series switches offer:

« Models offering 6, 10, 12, or 20 Gigabit Ethernet ports with up to 4 Gigabit SFP uplink ports or 2 Gigabit
Combo uplink ports.

« Robust resiliency enabled by features such as Media Redundancy Protocol (MRP), Resilient Ethernet
Protocol (REP), and dual-input DC power supplies.

« Simplified software management with universal images.
e Support for industrial automation protocols EtherNet/IP (CIP), Modbus and PROFINET.
« Support for Layer-2 Network Address Translation'

T Supported on the IE-3105 variants only.

Figure 1.
IE-3100 Rugged Series switches models
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Figure 2.
IE-3105 Rugged Series switch models with enhanced feature set

Features and benefits

Table 1. Features and benefits

Robust industrial design « Built for harsh environments and temperature ranges (-40° to 75°C / -40° to 167°F)
e Fanless, convection-cooled with no moving parts for extended durability
e Hardened for vibration, shock and surge, and electrical noise immunity

o Complies with multi-industry specifications for automation, Intelligent Transport Systems (ITS), and
substation environments

e Improves the uptime, performance, and safety of industrial systems and equipment

o |[EEE 1588v2 Precision Timing Protocol (PTP) (both power profile for utility and default profile for
manufacturing are supported)

e Alarm 1/O for monitoring and signaling to external equipment

Full Gigabit Ethernet e Up to 20 Gigabit Ethernet ports provide multiple resilient design options
switch e Provides secure access for new high-speed applications in the industrial space
o Allows IP-based Supervisory Control And Data Acquisition (SCADA) connectivity
e Delivers multiple rings, redundant ring topology for new network configurations
e Extends geographical scalability where connectivity over longer distances is required

Redundancy and o Resilient Ethernet Protocol (REP)
Resiliency « Media Redundancy Protocol (MRP)
User-friendly WebUI « Allows for easy configuration and monitoring, even by nonspecialist personnel

o Eliminates the need for more complex terminal emulation programs

e Reduces the cost of deployment

Industrial automation « EtherNet/IP (CIP), Modbus, SCADA, GOOSE and PROFINET MRP (IEC 62439-2) allow integration with
protocols existing management platforms from Rockwell, Siemens, and others

Zero Trust Network e Secure remote access to Operational Technology (OT) assets efficiency with Cisco Secure Equipment
Access (ZTNA) Access (SEA)

e Remote users connect to a cloud portal for authentication and authorization to configured devices and
protocols for a designed date and time
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Table 2. Product feature sets

Platforms supported Cisco I0S Software image (feature sets) supported

IE3100 IE-3100-4T2S-E Network Essentials
IE-3100-8T2C-E Network Essentials
IE-3100-8T4S-E Network Essentials
IE-3100-18T2C-E Network Essentials
IE-3105-8T2C-E Network Essentials
IE-3105-18T2C-E Network Essentials

Product specifications
Table 3 highlights the hardware configuration for Cisco Catalyst IE3100 Rugged Series.

Table 3. Hardware configurations

Product number Total ports 10/100/1000 Mbps RJ- |1G SFP ports | 1G combo ports | Software license
45 ports (downlinks) (uplinks) (uplinks)

IE-3100-4T2S-E 6 4 2 0 Network Essentials
IE-3100-8T2C-E 10 8 0 2 Network Essentials
IE-3100-8T4S-E 12 8 4 0 Network Essentials
IE-3100-18T2C-E 20 18 0 2 Network Essentials
IE-3105-8T2C-E 10 8 0 2 Network Essentials
IE-3105-18T2C-E 20 18 0 2 Network Essentials

Tables 4 and 5 highlight the hardware specifications for the Cisco Catalyst IE3100 Rugged Series.

Table 4. Hardware specifications

Hardware IE-3100- IE-3100- IE-3100- IE-3105- IE-3105-

specification 4T2S-E 8T2C-E 18T2C-E 8T2C-E 18T2C-E

Removable SD card’ SD card’ SD card’ SD card’ SD card’ SD card’

storage

Alarms 2 dry-contact 2 dry-contact 2 dry-contact 2 dry-contact 2 dry-contact 2 dry-contact
alarm inputs alarm inputs alarm inputs alarm inputs alarm inputs alarm inputs
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Hardware IE-3100- IE-3100- = IE-3100- IE-3105- IE-3105-
specification 4T2S-E 8T2C-E E 18T2C-E 8T2C-E 18T2C-E

Console ports 1 RS-232 (via 1 RS-232 (via 1 RS-232 (via 1 RS-232 (via 1 RS-232 (via 1 RS-232 (via
RJ-45), 1 Micro RJ-45), 1 Micro RJ-45), 1 Micro RJ-45), 1 Micro RJ-45), 1 Micro RJ-45), 1 Micro

USB USB USB USB USB USB
Power inputs DC power DC power DC power DC power DC power DC power
inputs inputs inputs inputs inputs inputs

"The SD card is optional and not shipped by default with the switch.

Table 5. Physical configurations

IE-3100-4T2S-E 5.00 x 2.55 x 4.33in. (12.70 x 6.48 x 11.00 cm) 1.6 Ib (0.73 kg)' DIN Rail
IE-3100-8T2C-E 5.00 x 3.00 x 4.33in. (12.70 x 7.62 x 11.00 cm) 1.9 1b (0.86 kg)’ DIN Rail
IE-3100-8T4S-E 5.00 x 3.00 x 4.33in. (12.70 x 7.62 x 11.00 cm) 1.9 b (0.86 kg)' DIN Rail
IE-3100-18T2C-E 5.00 x 4.30 x 5.08 in (12.70 x 10.92 x 12.90 cm) 2.8 Ib (1.27 kg)" DIN Rail
IE-3105-8T2C-E 5.00 x 3.00 x 5.08 in. (12.70 x 7.62 x 12.90 cm) 2.3 1b (1.04 kg)" DIN Rail
IE-3105-18T2C-E 5.00 x 4.30 x 5.08 in. (12.70 x 10.92 x 12.90 cm) 2.8 1b (1.27 kg)' DIN Rail
T Chassis only
I
4
[E
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"Measurement reference is from faceplate to DIN Rail face attachment.

Figure 3.
Cisco Catalyst IE3100 side view dimensions
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Figure 4.

Cisco Catalyst IE3100 front view dimensions

Table 6 highlights power specifications for the Cisco Catalyst IE3100 Rugged Series.

Table 6.

Product number

Power specifications

Input Voltage Range

Max Current during

normal operation’

Inrush Current’

Power
consumption?3+

IE-3100-4T2S-E

IE-3100-8T2C-E

IE-3100-8T4S-E

IE-3100-18T2C-E

IE-3105-8T2C-E

IE-3105-18T2C-E

12V to 48V nominal
9.6V to 60V absolute

12V to 48V nominal
9.6V to 60V absolute

12V to 48V nominal
9.6V to 60V absolute

12V to 48V nominal
9.6V to 60V absolute

12V to 48V nominal
9.6V to 60V absolute

12V to 48V nominal
9.6V to 60V absolute

1.6 A with 12V input
0.8 A with 24V input
0.4 A with 48V input

2.0 A with 12V input
1.0 A with 24V input
0.5 A with 48V input

2.0 A with 12V input
1.0 A with 24V input
0.5 A with 48V input

4.2 A with 12V input
2.6 A with 24V input
1.3 A with 48V input

3.2 A with 12V input
1.6 A with 24V input
0.8 A with 48V input

4.2 A with 12V input
2.6 A with 24V input
1.3 A with 48V input

10 A for 7 ms with 12V input
6 A for 6 ms with 24V input
6 A for 6 ms with 48V input

10 A for 7 ms with 12V input
6 A for 6 ms with 24V input
6 A for 6 ms with 48V input

10 A for 7 ms with 12V input
6 A for 6 ms with 24V input
6 A for 6 ms with 48V input

10 A for 7 ms with 12V input
6 A for 6 ms with 24V input
6 A for 6 ms with 48V input

10 A for 7 ms with 12V input
6 A for 6 ms with 24V input
6 A for 6 ms with 48V input

10 A for 7 ms with 12V input
6 A for 6 ms with 24V input
6 A for 6 ms with 48V input

"Max Current and Inrush current should be used for sizing power supplies and electrical wiring.

2Power Consumption should be used for thermal load and battery capacity.

14W

17.7W

17.8W

36.7W

28W

36.7W

3Power consumption varies with the local ambient temperature, the input voltage, and the number/type of active interfaces. Please see the
IE-310x Power Estimator for more detailed power consumption.

“For BTU/hr, please convert the Power Consumption watts to BTU/hr
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Table 7 highlights the performance and scalability features of the Cisco Catalyst IE3100 Rugged Series.

Table 7.  Performance and scalability features

Forwarding rate Line rate for all ports and all packet sizes
Number of queues 8 egress
Unicast MAC addresses 8000

Internet Group Management Protocol (IGMP) multicast groups 512

VLANSs 256

IPv4 indirect routes 2000
Spanning Tree Protocol (STP) instances 128

DRAM 4 GB

SD card capacity’ 1GB, 4 GB

'SD card is optional and is not shipped by default with the switch.

Table 8 highlights the power supply options for the Cisco Catalyst IE3100 Rugged Series.
Table 8. Power supply options

Product number Wattage Rated nominal input operating range More details

PWR-IE50W-AC=’ AC 100-240V/1.25A 50-60Hz or
DC 125-250V/1.25A

PWR-IE50W-AC-L=" 50W AC 100-240V/1.2A 50-60Hz
PWR-IES0W-AC-IEC= 50W AC 90-264V
PWR-IE65W-PC-AC= 65W AC 100-240V/1.4A 50-60Hz

or

DC 125-250V/1.0A For more details on these DIN

rail power supplies, see the

PWR-IE65W-PC-DC= 65W DC 24-48VDC/4.5A power supplies data sheet.
PWR-IE170W-PC-AC= 170W AC 100-240V/2.3A 50-60Hz
or

DC 125-250V/2.1A

PWR-IE170W-PC-DC= 170W DC 12-54VDC/23A
PWR-IE240W-PCAC-L= 240W AC 100-240V/2.5A 50-60Hz
PWR-IE480W-PCAC-L= 480W AC 100-240V/5.0A 50-60Hz

"The power supplies are not certified for smart grid and hazardous locations. These power supplies are IP20 rated.
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2Power Supplies Datasheet Link: https://www.cisco.com/c/en/us/products/collateral/switches/industrial-ethernet-switches/datasheet-
c78-742180.html

Tables 9 and 10 highlight the software features supported by the Cisco Catalyst IE3100 Rugged Series.
Table 9. Key supported software features (Network Essentials license)

Network Essentials

license (perpetual)

Layer 2 switching 802.1Q, 802.1w, 802.1ab, 802.1s, 802.3ad, Per-VLAN Rapid Spanning Tree (PVRST+), Per-
VLAN Spanning Tree (PVST+), Rapid PVST (RPVST), Switch Port Analyzer (SPAN), Remote-
SPAN (RSPAN), Flow-Based SPAN (FSPAN), STP, Storm Control, VLAN Trunk Protocol (VTP)
v2/v3, 802.1Q Tunneling, Q-in-Q, EtherChannel

Multicast IGMP v1/v2/v3, IGMP snooping, Multicast Listener Discovery (MLD) snooping

Management WebUI, MIB, Simple Network Management Protocol (SNMP), syslog, Dynamic Host
Configuration Protocol (DHCP) server, NETCONF, RESTCONF, Embedded Event Manager
(EEM), Cisco Network Plug and Play (PnP), Express Setup

Security DHCPv6 Guard, IP Source Guard, IPv6 Destination Guard, IPv6 Neighbor Discovery Multicast
Suppress, IPv6 Router Advertisement (RA) Guard, IPv6 Snooping, IPv6 Source/Prefix Guard,
IPv6 Neighbor Discovery Duplicate Address Detection, PACL, VACL, Network Edge
Authentication Topology (NEAT), HTTPS, RADIUS, TACACS+, X.509v3, Secure Shell (SSH),
DHCP Snooping, 802.1X, Client Information Signaling Protocol (CISP), Dynamic ARP Inspection
(DAI), authentication, authorization, and accounting (AAA), Secure Copy Protocol (SCP),
Security Exchange Protocol (SXP)

Quality of Service (QoS) 802.1p, priority queuing, Modular QoS command-line interface (MQC), class-based shaping
and marking, Ingress policing, egress queuing and shaping, Auto-QoS, Differentiated Services
Code Point (DSCP) mapping and filtering, low-latency queuing

Layer 3 routing Inter-VLAN routing, static routing

Industrial Ethernet Locate Switch, Swap Drive, Generic Object-Oriented Substation Events (GOOSE) messaging,
SCADA Protocol Classification, PTP (Default Profile, Power Profile 2011, Power Profile 20172),
Network Time Protocol (NTP) to PTP, Sampled Values

Redundancy Resilient Ethernet Protocol (REP) ring, Media Redundancy Protocol (MRP)
Automation YANG, NETCONF, RESTCONF
Industrial management  Layer 2 switching with 1:1 switching Network Address Translation (L2NAT)'

'Supported on the IE-3105 variants only.

2Support planned with future software updates.
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Table 10 highlights the details of Cisco Catalyst Center Essentials for the IE3100 Rugged Series.

Table 10. Cisco Catalyst Center Essentials license

Description Cisco Catalyst

Center Essentials’

Cisco Catalyst Center Discovery, topology, inventory, software image management Yes
Visibility Overall Health dashboard Yes
Day-zero network bring-up Cisco Network Plug-and-Play application Yes
automation

"Cisco Catalyst Center licenses for Industrial Ethernet switches are add-on/optional and not mandatory. They do not include Network Tier
features.

Table 11 highlights the compliance specifications for the Cisco Catalyst IE3100 Rugged Series.

Table 11. Compliance specifications

_

Emissions, immunity and FCC 47 CFR Part 15 Subpart B Class A
regulatory compliance EN 55032A Class A
EN55035
VCCI Class A
AS/NZS CISPR 32 Class A, AS/NZS CISPR35
ICES 003 Class A
BS-Taiwan CNS15936
KCC -Korea KS C9832, KS C9835
CEEU
RCM-(Australia/ New Zealand)
Brazil Anatel certification’
India TEC Certification
IEC/EN/EN61000-4-2 (Electro Static Discharge), 15kV air/8kV contact
IEC/EN 61000-4-3 (Radiated Immunity, 10 V/m with unshielded cables)
IEC/EN 61000-4-4 (Fast Transients-4kV power line, 4kV data line)
IEC/EN 61000-4-5 (Surge 2KVL-c and 1KV
IEC/EN 61000-4-6 (Conducted Immunity, 10 Vrms)
IEC/EN 61000-4-8 (Power Frequency Magnetic Field Immunity)’
IEC/EN 61000-4-9 (Pulse Magnetic Field Immunity)’
IEC/EN 61000-4-10 (Oscillatory Magnetic Field Immunity)’
IEC/EN 61000-4-29 (Voltage Dips Immunity)’
IEC/EN 61000-6-1 (Immunity for Light Industrial Environments)
IEC/EN 61000-6-2 (Immunity for Industrial Environments)
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_

IEC/EN 61000-6-4 (Emission for industrial Environments)
EN 61326
RoHS compliance (EU and China)

Industry standards EN 61131-2 (EMC/EMI, environmental, mechanical)
Marine DnV'
Substation / Utility (IEEE 1613, IEC 61850-3)
EN50121-3-2
EN50121-4
NEMA TS-2 (EMC, environmental, mechanical)’
ABB Industrial IT certification
IP30
ODVA Industrial Ethernet/IP support
PROFINETVv2.3 support

Safety standards and Information Technology Equipment:
certifications « UL/CSA 60950-1
e UL/CSA 62368-1
¢ CB report and certificate to IEC 62368-1 with all country deviations

Industrial floor (control equipment):
e UL/CSA 61010-2-201

Hazardous Locations:
e UL121201(Class |, Div 2, groups A-D)
e CSA 22.2 No 213 (Class |, Div 2, groups A-D)
e UL/CSA 60079-0, -15 (Class I, Zone 2, Gc/IIC)
¢ [EC 60079-0, -7, -15 IECEx test report (Class |, Zone 2, Gc/IIC)
e EN 60079-0, -7, -15 ATEX certificate (Class |, Zone 2, Gc/lIC)

¢ An external IP54 enclosure is required for hazardous location installations (see hardware install
guide / hazardous locations document for more information)

Operating environment Operating temperature:
-40° to 75°C (-40° to 167°F) (blower-equipped cabinet)
-40° to 60°C (-40° to 140°F) (sealed cabinet)
-40° to 70°C (-40° to 158°F) (vented cabinet)
+85° C (type tested for 96 hours)
EN 60068-2-1
EN 60068-2-2
EN 61131
Altitude:
Up to 15,000 feet (4,572 m) with no temperature derating
Up to 40,000 feet (12,192 m) with temperature derating down to 25°C (77°F)
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_

Storage environment

Humidity

Shock and vibration

Corrosion

Warranty

'Certification in progress

Temperature: -40° to 85°C (-40° to 185°F)
Altitude: 40,000 feet (12,192 m)
IEC 60068-2-14

IEC 60068-2-3'
IEC 60068-2-30'

Relative humidity: 5% to 95% noncondensing’

IEC 60068-2-27 (Operational Shock: 30G 11ms, half sine)

IEC 60068-2-27 (Non-Operational Shock 55-70G, trapezoidal)

IEC 60068-2-6, IEC 60068-2-64, EN 61373 (Operational Vibration)

IEC 60068-2-6, IEC 60068-2-64, EN 61373 (Non-operational Vibration)

IEC 60068-2-52 (salt fog mist, method 3)
IEC60068-2-60 (flowing mixed gases)

Five-year limited hardware warranty on all IE3100 product IDs and all Industrial Ethernet
(IE) power supplies. See more information in the Warranty section.

Table 12 highlights the Mean Time Between Failures (MTBF) for the Cisco Catalyst IE3100 Rugged Series.

Table 12. MTBF information

IE-3100-4T2S-E

IE-3100-8T2C-E

IE-3100-8T4S-E

IE-3100-18T2C-E

IE-3105-8T2C-E

IE-3105-18T2C-E

931,290
854,560
575,966
642,050
774,680

642,050
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Table 13 highlights information about management and standards for the Cisco Catalyst IE3100 Rugged Series.

Table 13. Management and standards®

IEEE standards o |[EEE 802.1D MAC Bridges, STP o |[EEE 802.3ah 100BASE-X SMF/MMF only
o IEEE 802.1p Layer2 COS prioritization o IEEE 802.3u 100BASE-TX specification
o |[EEE 802.1q VLAN o |[EEE 802.3ab 1T000BASE-T specification
o |EEE 802.1s Multiple Spanning-Trees o |EEE 802.3z 1000BASE-X specification
o IEEE 802.1w Rapid Spanning-Tree o |[EEE 1588v2 Precision Time Protocol (PTP)

o IEEE 802.1x Port Access Authentication
o |EEE 802.1AB Link Layer Discovery Protocol LLDP
o IEEE 802.3ad Link Aggregation Control Protocol (LACP)

RFC compliance e RFC 768: User Datagram Protocol (UDP) e RFC 1305: NTP
e RFC 783: Trivial File Transfer Protocol (TFTP) e RFC 1492: TACACS+
e RFC 791: IPv4 protocol e RFC 1493: Bridge MIB Objects
e RFC 792: Internet Control Message Protocol (ICMP) e RFC 1534: DHCP and BOOTP interoperation
e RFC 793: TCP e RFC 1542: Bootstrap Protocol
e RFC 826: ARP e RFC 1643: Ethernet Interface MIB
e RFC 854: Telnet e RFC 1757: Remote Monitoring (RMON)
e RFC 951: BOOTP e RFC 2068: HTTP
e RFC 959: FTP e RFC 2131, 2132: DHCP
e RFC 1157: SNMPv1 e RFC 2236: IGMP v2
e RFC 1901,1902-1907 SNMPv2 e RFC 3376: IGMP v3
e RFC 2273-2275: SNMPv3 e RFC 2474: DiffServ Precedence
e RFC 2571: SNMP Management e RFC 3046: DHCP Relay Agent Information

Option
e RFC 3580: 802.1X RADIUS
e RFC 4250-4252 SSH Protocol

e RFC 1166: IP Addresses
e RFC 1256: ICMP Router Discovery

SNMP MIB objects « BRIDGE-MIB « CISCO-SNMP-TARGET-EXT-MIB
o CALISTA-DPA-MIB « CISCO-STP-EXTENSIONS-MIB
« CISCO-ACCESS-ENVMON-MIB « CISCO-SYSLOG-MIB
« CISCO-ADMISSION-POLICY-MIB « CISCO-TCP-MIB
« CISCO-AUTH-FRAMEWORK-MIB « CISCO-UDLDP-MIB
« CISCO-BRIDGE-EXT-MIB « CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
« CISCO-BULK-FILE-MIB « CISCO-VLAN-MEMBERSHIP-MIB
« CISCO-CABLE-DIAG-MIB « CISCO-VTP-MIB
« CISCO-CALLHOME-MIB « ENTITY-MIB
« CISCO-CAR-MIB o ETHERLIKE-MIB
« CISCO-CDP-MIB « HC-RMON-MIB
« CISCO-CIRCUIT-INTERFACE-MIB « IEEE8021-PAE-MIB
« CISCO-CONFIG-COPY-MIB « IEEE8023-LAG-MIB
« CISCO-CONFIG-MAN-MIB o IF-MIB
« CISCO-DATA-COLLECTION-MIB « IP-FORWARD-MIB
« CISCO-DHCP-SNOOPING-MIB o LLDP-EXT-MED-MIB
« CISCO-EMBEDDED-EVENT-MGR-MIB « LLDP-EXT-PNO-MIB
« CISCO-ENTITY-ALARM-MIB « LLDP-MIB
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e CISCO-ENTITY-VENDORTYPE-OID-MIB o NETRANGER

¢ CISCO-ENVMON-MIB o NOTIFICATION-LOG-MIB

e CISCO-ERR-DISABLE-MIB e OLD-CISCO-CHASSIS-MIB
e CISCO-FLASH-MIB e OLD-CISCO-CPU-MIB

e CISCO-FTP-CLIENT-MIB e OLD-CISCO-FLASH-MIB

e CISCO-IGMP-FILTER-MIB e OLD-CISCO-INTERFACES-MIB
e CISCO-IMAGE-MIB e OLD-CISCO-IP-MIB

e CISCO-IP-STAT-MIB e OLD-CISCO-MEMORY-MIB
e CISCO-LAG-MIB e OLD-CISCO-SYS-MIB<

e CISCO-LICENSE-MGMT-MIB e OLD-CISCO-SYSTEM-MIB
e CISCO-MAC-AUTH-BYPASS-MIB e OLD-CISCO-TCP-MIB

o CISCO-MAC-NOTIFICATION-MIB e OLD-CISCO-TS-MIB

¢ CISCO-MEMORY-POOL-MIB ¢ RMON-MIB

o CISCO-PAE-MIB ¢ RMON2-MIB

o CISCO-PAGP-MIB ¢ SMON-MIB

o CISCO-PING-MIB o SNMP-COMMUNITY-MIB

e CISCO-PORT-QOS-MIB o SNMP-FRAMEWORK-MIB
o CISCO-PORT-SECURITY-MIB ¢ SNMP-MPD-MIB

o CISCO-PORT-STORM-CONTROL-MIB o SNMP-NOTIFICATION-MIB
o CISCO-PRIVATE-VLAN-MIB o SNMP-PROXY-MIB

o CISCO-PROCESS-MIB o SNMP-TARGET-MIB

o CISCO-PRODUCTS-MIB ¢ SNMP-USM-MIB

o CISCO-RESILIENT-ETHERNET-PROTOCOL-MIB o SNMP-VIEW-BASED-ACM-MIB
e CISCO-RTTMON-ICMP-MIB o SNMPv2-MIB

e CISCO-RTTMON-IP-EXT-MIB o TCP-MIB

e CISCO-RTTMON-MIB « UDP-MIB

o CISCO-RTTMON-RTP-MIB

"The list of standards is not final and may change.
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Table 14 highlights information about supported SFP modules for the Cisco Catalyst IE3100 Rugged Series

switches.
Table 14. SFP support

Part number

GLC-FE-100FX-RGD=
GLC-FE-100LX-RGD
GLC-FE-100FX=
GLC-FE-100LX=
GLC-FE-100EX=
GLC-FE-100ZX=
GLC-FE-100BX-D=
GLC-FE-100BX-U=
GLC-SX-MM-RGD=
GLC-LX-SM-RGD=
GLC-ZX-SM-RGD=
GLC-BX40-U-I=
GLC-BX40-D-I=
GLC-BX40-DA-I=
GLC-BX80-U-I=
GLC-BX80-D-I=
GLC-SX-MMD=
GLC-LH-SMD=
GLC-EX-SMD=
GLC-ZX-SMD=
GLC-BX-D=

GLC-BX-U=

Specification

T100BASE-FX

T00BASE-LX10

T100BASE-FX

100BASE-LX10

100BASE-EX

100BASE-ZX

100BASE-BX10

100BASE-BX10

T1000BASE-SX

1000BASE-LX/LH

1000BASE-ZX

1000BASE-BX40

1000BASE-BX40

1000BASE-BX40

1000BASE-BX80

1000BASE-BX80

1000BASE-SX

1000BASE-LX/LH

1000BASE-EX

1000BASE-ZX

1000BASE-BX10

1000BASE-BX10
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SFP type |Max distance |Cable type | Temperature | Digital optical

FE

FE

FE

FE

FE

FE

FE

FE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

2km

10km

2km

10km

40km

80km

10km

10km

550m

550m/10km

70km

40km

40km

40km

80km

80km

550m

550m/10km

40km

70km

10km

10km

MMF

SMF

MMF

SMF

SMF

SMF

SMF

SMF

MMF

MMF/SMF

SMF

SMF

SMF

SMF

SMF

SMF

MMF

MMF/SMF

SMF

SMF

SMF

SMF

IND

IND

COM

COM

COM

COM

COM

COM

IND

IND

IND

IND

IND

IND

IND

IND

EXT

EXT

EXT

EXT

COM

COM

monitoring
(DOM) support

Yes
Yes
No

No

No

No

No

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes
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Part number

Specification SFP type |Max distance |Cable type |Temperature | Digital optical

monitoring

(DOM) support

CWDM-SFP-xxxx= CWDM GE SMF COM Yes
(8 freq) 1000BASE-X

DWDM-SFP-xxxx= DWDM GE SMF COM Yes
(40 freq) 1000BASE-X

SFP-GE-S= T000BASE-SX GE 550m MMF EXT Yes
SFP-GE-L= 1000BASE-LX/LH GE 550m/10km MMF/SMF  EXT Yes
SFP-GE-Z= T000BASE-ZX GE 70km SMF EXT Yes
GLC-SX-MM= 1000BASE-SX GE 550m MMF COM No
GLC-LH-SM= 1000BASE-LX/LH GE 550m/10km MMF/SMF  COM No
GLC-ZX-SM= 1000BASE-ZX GE 70km SMF COM Yes
GLC-T= 1000BASE-T GE 100m Copper EXT NA
GLC-TE= T000BASE-T GE 100m Copper EXT NA
GLC-T-RGD= T000BASE-T GE 100m Copper IND NA

For DOM support and for first software release supporting SFP, refer to

https://www.cisco.com/en/US/products/hw/modules/ps5455/products device support tables list.html.
MMF = Multimode fiber.

SMF = Single-mode fiber.

Ordering information

Table 15 lists the ordering information for the Cisco Catalyst IE3100 Rugged Series.

Table 15. Ordering information

IE-3100-4T2S-E

IE-3100-8T2C-E

IE-3100-8T4S-E

IE-3100-18T2C-E

IE-3105-8T2C-E

IE-3105-18T2C-E

SD-IE-1GB=

Catalyst IE3100 w/4 Ports GE Copper and 2 GE SFP uplinks, NE

Catalyst IE3100 w/8 Ports GE Copper and 2 GE Combo uplinks, NE

Catalyst IE3100 w/8 Ports GE Copper and 4 GE SFP uplinks, NE

Catalyst IE3100 w/18 Ports GE Copper and 2 GE Combo uplinks, NE

Catalyst IE3105 w/8 Ports GE Copper and 2 GE Combo uplinks, Advanced features, NE
Catalyst IE3105 w/18 Ports GE Copper and 2 GE Combo uplinks, Advanced features, NE

1GB SD memory card for IE
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Product ID

SD-IE-4GB=

PWR-IE50W-AC=

PWR-IE50W-AC-L=

PWR-IE50W-AC-IEC=

PWR-IE65W-PC-AC=

PWR-IE65W-PC-DC=

PWR-IE170W-PC-AC=

PWR-IE170W-PC-DC=

PWR-IE240W-PCAC-L=

PWR-IE480W-PCAC-L=

STK-RACK-DINRAIL=

IE3100-DNA-E-L

IE3100-DNA-E-L-1Y

IE3100-DNA-E-L-3Y

IE3100-DNA-E-L-5Y

IE3100-DNA-E-L-7Y

IE3100-DNA-E-L-10Y

IE3100-DNA-E-M

IE3100-DNA-E-M-1Y

IE3100-DNA-E-M-3Y

IE3100-DNA-E-M-5Y

IE3100-DNA-E-M-7Y

IE3100-DNA-E-M-10Y
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4GB SD memory card for IE

50W AC to DC or High DC to DC Power Supply

50W AC to DC Power Supply

50W AC to DC Power Supply with IEC connector (IEC 60320 C14)

65W AC to DC or High DC to DC Power Supply

65W Low DC to DC Power Supply

170W AC to DC or High DC to DC Power Supply

170W AC to DC or High DC to DC Power Supply

240W AC to DC Power Supply

480W AC to DC Power Supply

19" DIN Rail mount kit

Cisco Catalyst Center Essentials license for IE3100 Series (up to 12 ports)
IE3100 Cisco Catalyst Center Essentials (up to12 Ports), 1 Year Term license
IE3100 Cisco Catalyst Center Essentials (up to 12 Ports), 3 Year Term license
IE3100 Cisco Catalyst Center Essentials (up to 12 Ports), 5 Year Term license
IE3100 Cisco Catalyst Center Essentials (up to 12 Ports), 7 Year Term license
IE3100 Cisco Catalyst Center Essentials (up to 12 Ports), 10 Year Term license
Cisco Catalyst Center Essentials license for IE3100 Series (up to 24 ports)
IE3100 Cisco Catalyst Center Essentials (up to 24 Ports), 1 Year Term license
IE3100 Cisco Catalyst Center Essentials (up to 24 Ports), 3 Year Term license
IE3100 Cisco Catalyst Center Essentials (up to 24 Ports), 5 Year Term license
IE3100 Cisco Catalyst Center Essentials (up to 24 Ports), 7 Year Term license

IE3100 Cisco Catalyst Center Essentials (up to 24 Ports), 10 Year Term license
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Warranty

Five-year limited hardware warranty on all IE3100 product IDs and power supplies (see Table 8 above). See the

following link for more details on the warranty: https://www.cisco.com/c/en/us/products/warranties/warranty -
doc-c99-740591.html.

Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section of

Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Table 16. Links to environmental sustainability topics

Information on product material content laws and regulations Materials
Information on electronic waste laws and regulations, including Waste Electrical and Electronic Equipment
products, batteries, and packaging (WEEE) compliance

Reference links to product-specific environmental sustainability information that is mentioned in relevant
sections of this data sheet are provided in the following table:

Table 17. Product-specific environmental sustainability information
D ==
Power
Power specifications and consumption Table 6. Physical configurations

Environmental characteristics

Operating temperature, industry standards, EMC emissions Table 11. Compliance specifications
Material
Unit weight Table 5. Physical configurations

Cisco makes the packaging data available for informational purposes only. It may not reflect the most current
legal developments, and Cisco does not represent, warrant, or guarantee that it is complete, accurate, or up to
date. This information is subject to change without notice.
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Cisco Services

For information on services, visit https://www.cisco.com/web/services/.

Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital® makes it easier to get the right technology to achieve your objectives, enable business
transformation, and stay competitive. We can help you reduce the total cost of ownership, conserve capital, and
accelerate growth. In more than 100 countries, our flexible payment solutions can help you acquire hardware,
software, services, and complementary third-party equipment in easy, predictable payments. Learn more.

For more information

For more information about the Cisco IE 3100 Rugged Series, visit https://www.cisco.com/go/ie3100 or
contact your local account representative.
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A – Critical Systems

				Specification A
The purpose of this part of the cyber specification is to ensure the protection of the product provided as part of the contract. The product will be installed at the supplier's and / or sub-suppliers premises (the supplier and his sub-suppliers including any third party he hires to perform the service or development or part of it (hereinafter referred to as "Supplier"). The bidder is asked to describe the protection of the supplied product (including hardware, software, service and / or part of these) in the supplier's computers networks, in its physical facilities and by its employees. This type of specification (A) is directed to a service provider who will develop hardware and software for the IEC's electrical chain systems. In this specification, there is an emphasis on the development of an isolated and disconnected network, CCTV system of the proposed environment, including the internal and external facilities, access controls and a burglary detection system. The above applies to a manufacturer from Israel and a manufacturer from abroad.



				The vendor should note that this is a generic requirements document for services and that some of the requirements in the document may not be relevant to the specific service that the supplier provides.
In any section that in the opinion of the supplier it is not relevant to the project, he must indicate it in his answer with the number of the section and its title, write that it is not relevant and attach a brief explanation as to why it is not relevant. It should be clarified that the IEC may at its discretion disagree with the supplier's reasoning and demand a response to that section.
As part of the response to the specification, the supplier must answer each and every section in the places designated for the response, and in the same structure of the sections as it is presented in the specification. The supplier must indicate whether he meets the specification requirement fully, partially (if partially - what is the gap), or does not meet the requirement. The supplier may offer a solution that compensates for a requirement that he does not meet.



				After the winning
The supplier must prepare a security plan that describes how the specific response to the requirements contained in the specification is implemented, so that in fact the response to the specification constitutes the security plan that the supplier provides for the project, and which is based on the supplier's means and responses. The supplier may offer a solution that compensates for a section in the specification which he is unable to implement for various reasons.



				After winning the contract and before commencing any work, the supplier must submit to the IEC within 3 weeks from the date of the winning announcement, a security plan that includes the supplier's response to all the sections as specified in this document. The plan should be detailed with clear and unambiguous explanations as to how the requirements are to be implemented.
The security plan will also include the proposed network topology (without IP addresses) as well as an accurate schematic diagram of all the complexes and sites where the service will be performed, and which are physically protected complexes, as defined in the requirements. It will be clarified that it is not possible to perform any part of the service, including development, etc., in physical complexes that have not been approved by the IEC in advance in the security plan.
Should the supplier request during the life of the contract to change and / or add physical complexes, he must obtain written approval in advance from the security unit at the IEC before making any changes and / or entering into work a new complex. After the security plan has been approved by the person in charge in the IEC, this plan must be implemented within 3 weeks.



								C - Comply / NC - Not Comply / DV - Partial Compliance only

				A – Critical systems 

				Paragraph / section #		Requirment description		C		NC		DV		Remarks

						General

						Organization, structure, policies and procedures

				A general explanation of the purpose of the chapter		This chapter is intended to give the IEC a general understanding of the organization of the supplier regarding cyber protection and information security. The organization includes a suitable and systematic management system, position holders for all aspects of the protection (logical, physical, human), a person responsible for the issue of cyber protection as part of the contract and on behalf of the supplier, as well as the existence of a set of procedures and instructions to employees which guide them how to act on various cyber protection issues.

						The supplier will present a quality policy or alternatively refer specifically in its quality policy to the management of IEC information protection which is in its possession, emphasizing information of critical systems, as well as to each issue of protection management: logical, physical and human. The structure of the supporting organization and the commitment of the supplier's management to comply with such requirements is required. It should be emphasized that the supplier is obligated to appoint a supervisor who will bear overall responsibility of project security.

						The supplier will prepare and present to the IEC all the procedures and / or work instructions that support the protection system, including the management of the logical network, the management of physical security, the management of human resources, etc. It should be emphasized that the supplier may use existing procedures / work instructions as far as they comply with the said security requirements.

						The supplier will present an organizational system that is appropriate for the procedures and their enforcement with the supplier and subcontractor's employees, including supporting documentation regarding the enforcement (discussion summaries, training approvals, etc.).

						Project security implementation

				A general explanation of the purpose of the chapter		This chapter is intended to clarify the involvement of IEC representatives in the security processes of the supplier, in order to ensure that such processes meet ECI requirements. In this context, IEC representatives are required to see and approve processes in advance as described below.

						As part of the project security, the IEC representative will accompany the implementation of the security requirements in the project starting from the development stage, planning, assembly in the factory, FAT, project completion including disassembly, packaging and marking prior to delivery (hereinafter: project period).

						As part of his job, IEC representative will be able to require equipment rigging and the installation of logical security equipment in the supplier's systems in accordance with market standards and subject to regulatory requirements. This issue will be coordinated in advance with the supplier. The supplier undertakes to follow the instructions of IEC representative regarding the matter stated in this section and to act in accordance with them throughout the period of the project.

						IEC representative will check in advance with the supplier the implementation of the project security requirements in the supplier's premises. The supplier will appoint personnel for the purpose of performing the test, and will cooperate to enable this test. The test / audit will be performed in coordination with the supplier. It should be emphasized that the supplier is not allowed to start carrying out the project before carrying out the aforesaid test / audit and approvement from the security unit of the IEC for compliance with the said security conditions.

						It is emphasized that as part of the project's security tests, an IEC representative may, with advance coordination with the supplier, to copy the contents of a hard drive (s) for security testing purposes and / or install security tools that test the project configuration for future comparison and / or vulnerability testing.

						Physical Security Requirements

				A general explanation of the purpose of the chapter		This chapter is intended to address the security requirements in the physical domain, meaning that any compound, including workrooms where workstations or laptops are installed or connected, servers, controllers, cabinets and any component belonging to the network in which the project is developed, will be protected on the physical level by the structure itself and by electronic alert and control systems. The IEC may, with prior arrangement with the supplier, view the data from the security systems specified in this section for the purpose of investigating security incidents.

				Requirement for a protected compound		For the purpose of carrying out the project, the supplier will provide a separate, controlled and secured work environment (hereinafter: the secured complex) for the benefit of the project only (development & production). It is hereby emphasized that every component of the project components including the equipment to be used for the project as well as equipment to be provided to IEC within the framework of the project must remain from the start of the project until the end in a secured compound as defined in this document.

						The walls of the secured compound will be of rigid construction, the secured compound will be bounded by four walls, a ceiling and a floor. The secured compound will not be identified as a IEC compound.

						The entrance doors to the secured compound will be made of metal, and electromagnetic and / or electro-mechanical locking devices will be installed on them, which will be approved in writing and in advance by the IEC as part of the written security plan that will be provided by the supplier to IEC.

						The entrance to the secured compound will be through an entrance control system that meets the following conditions:

						The means of identification will be a biometric or an encrypted proximity card in a standard that will be approved in advance by the IEC.

				Access control system		The control of the granting of permits to enter the secured compound will be in the hands of an employee of the supplier who will be security approved by the IEC. In any case, the authorization process will be such as to provide a reasonable impediment to granting authorizations only to licensees. The supplier will have to write a regulated process for this issue.

						The access control system will allow entry for authorized persons only. The system will provide alerts for any attempt of unauthorized access, attempt to neutralize it as well as any attempt to enter illegally through the secured compound door.

						The system will provide disturbed door alerts in any case the compound door is left open for over a minute.

						The system will provide reports and allow full investigation of events up to at least 90 days back.

						It should be emphasized that the requirement is that the access control system be in the provider's internal network and not be connected to the Internet or external network.

				CCTV and recording system		CCTV cameras will be installed inside the secured compound (hereinafter: CCTV). The cameras will cover the entire area of the compound, will be working and recorded for 24 hours. The recording will be kept for a period of at least 90 days. The recording computer will be stored only where access is authorized by security officials.

						It should be emphasized that the requirement is that the CCTV system be in the provider's internal network and not be connected to the Internet or any external network.

				Burglary detection system (alarm)		A burglary detection system will be installed in the compound, which will cover the entire area of the compound, and will cover all the openings. The intrusion detection system will be with accepted professional standards and will contain a local horn as well as a link to 24 / 7 manned security center.

						The burglary detection system will contain at least two communication channels (mobile and regular) that enable the notification of a burglary / malfunction.

						The access control system, the burglary detection system and the CCTV system will be connected to the security center of the supplier 24 hours a day. The security center will be able to activate a response force that will arrive at the complex within 10 minutes at the latest.

						The system switchboard / hub will be installed in a protected place where access is authorized to security personnel only.

				Security Event Notification		The supplier undertakes to notify IEC of any burglary to his offices, even if nothing is stolen. Immediately after the incident, it is the supplier's responsibility to notify the IEC's cyber security officials through IEC security room, which operates 24 hours a day including Saturdays and holidays by calling to # 076-8642555 (multi-line) and by Email: matebit@iec.co.il. It should be emphasized that the message must be by phone and the email is for backup only. An example of a cyber security incident will be: information theft, burglary to offices, loss of a laptop or USB memory, etc.

						Security requirements - Human domain

				A general explanation of the purpose of the chapter		One of the risks in the cyber world is human resources. In this chapter the vendor is asked to explain how he manages the security which is relevant to this issue, including; Background checks for employees and contractor employees, monitoring of exceptional events of these employees, managing the employee's life cycle; Receiving and closing a user code on the network, obtaining and closing permissions, obtaining and closing access certificates to protected complexes, etc. The supplier must also describe how he conveys the training regarding security to his employees.

						The supplier will maintain accurate and orderly monitoring and registration of its employees who are engaged in providing service to critical systems at the IEC.

						The supplier will send to a security check any employee who is intended to provide service for critical information infrastructure systems at the IEC. The test / check will be performed by the IEC. A supplier will not employ an employee in providing service for the IEC, even in the premises of the supplier and / or his sub-contractors before he has received written confirmation from the IEC that the employee has passed the security suitability test.

						The supplier will undertake to immediately notify the IEC of any change in the status of his employee employed in providing such service (such as status change, employee left the organization, employee detention, prolonged stay abroad not for work purposes, debts, etc.).

						The supplier must hand over a copy of employees complete list to the IEC before the start of each employee's employment. It should be emphasized that an employee must not be employed and given permission or access to the project and its systems or to be allowed to enter the secured compound before obtaining written and prior approval from the IEC.

						The supplier undertakes to closely monitor the privileges of his employees in such a way that only authorized employees will have access to the secured complex and / or to the information of IEC and / or to IEC systems. In this context, the supplier undertakes to immediately close all the privileges of an employee who has stopped providing the service to the IEC for any reason.

						The supplier undertakes to sign each and every one of his authorized employees on a confidentiality agreement to be attached at the time of the purchase order.

						The supplier must instruct its employees periodically regarding the implementation of the project's security plan as well as regarding cyber security issues such as; Awareness, social engineering, confidentiality, etc. The supplier must present documentation for these tutorials. An employee will not enter the project before receiving such training.

						Handling of IEC information

				A general explanation of the purpose of the chapter		As part of the contract, the supplier also receives information from the IEC and also produces information for it (for example; software structure and interactions in software adapted to the IEC). This is infrastructural and technical information that is sensitive if exposed to unauthorized persons. In this chapter the vendor must describe how he protects this information until it is transmitted to the IEC.

						 The supplier must manage in a secure and protected manner all of IEC's information. The supplier must offer a retrieval and compartmentalization solution, including encryption of the information, including information about customers, commercial information, reports, personal data, correspondence, emails, files, etc., according to instructions provided by the security officer of the IEC. The supplier will not provide information at all and in particular about the information systems of the IEC and / or the form of the link to them, and / or information on the security of the systems subject to the contract, to any body or person, without written approval from a competent body, which will be specified in the contract agreement.

				Requirements from the network in which IEC's information will be stored		The network in which IEC's computerized information will be stored will meet the following requirements:

						It will not have internet communication (out and in) including remote access in any form unless approved and agreed in advance with the certifying body at the IEC.

						The information will be protected in a way that only authorized persons can access it.

						The identification for the purpose of accessing the information will be by means of a complex password in which at least 6 characters will be required, including a special character and an alphanumeric combination. Once every 90 days a password change will be enforced. The last six passwords will not be used. The access will be locked when the user enters three incorrect passwords.

						The supplier shall conduct effective control over the access of authorized persons only to the information, and shall maintain orderly documentation of the said control.

						The supplier will keep a record of the removal of the information from the place where it is stored (AUDIT).

						The supplier will ensure that the backups made to IEC information will be kept separately from the general backups of the provider in the secured network.

						Only employees who have received a security clearance will be able to gain access to IEC information

						Workers' permissions to the drive will be reviewed at least once a month to ensure that only authorized persons can access the drive. This action will be documented in writing.

						The supplier shall maintain and present, at IEC's request, a complete record of all IEC's information in its possession (including information developed by the supplier for IEC), including by physical and computerized means. The registration will include, among other things, the date of receipt of the material and its handling.

						Hard copy protection

						 Records security - the supplier will centrally manage the information stored in IEC's physical means - in one centralized location within the secured complex or in a separate secured complex that meets all the specified physical conditions.
For the purposes of this section, the information is: Any material related to the IEC and the provision of service to critical information infrastructure systems provided by the supplier to IEC - it means information stored by the supplier or by his sub-contractors. The supplier will keep the said information in locked metal cabinets or in a safe. Access to the place of storage will be for authorized persons only.

						Cleaning in the secured compound will be with the presence of a licensed employee only. The entry and / or work of visitors, maintenance personnel, cleaners, etc. to the secured compound will be with close supervision of one of the supplier's employees, throughout the stay.

						The office door where the locked closet / safe is located will be locked upon departure of the last authorized person.

						Duplication and copying of the material will only be done by a licensed employee. Unnecessary copies will be destroyed immediately by shredding them.

						The supplier will not transfer IEC information to a third party unless he has received IEC's approval in writing and in advance. The transfer of information will be by encrypted means only.

						If it is required to process classified information of IEC in laptops, the following guidelines will apply to them:

						The laptops will only be connected to the company's protected network

						It will not be possible to connect the computer to another network, including wirelessly. The supplier must ensure the enforcement of this directive by physically canceling the said connection capability including by logical means.

						The laptops will be subject to the organization's cyber security policy, including antivirus updates.

						The hard disk of the laptop as well as any other device used to store classified material of the IEC will be encrypted by a means approved in advance by the cyber security officials at the IEC.

						Laptops will not be left in a parked vehicle and / or other vehicle, and not  in the trunk either.

						No exit of IEC information will be approved either on laptops or by any other means to the home of employees.

						Care and protection of the computer components of the project

						The supplier will maintain proper security conditions in the secured network and will maintain configuration control on an ongoing basis on the network. As a minimum, the supplier will maintain user control, password replacement, password complexity, security component configuration, up-to-date antivirus, communication security and prevention of unattended connection of additional equipment. The supplier shall maintain documented procedures for this activity.

						The test equipment used in the project at each of its stages will meet the following requirements:

						The equipment will be connected to the secured network only and will meet all its conditions.

						If the equipment was previously used for another project, the computer must be fully booted, all files used in the previous project must be removed from it, an antivirus test must be performed, any access to an external device must be disabled, hardening must be performed according to IEC instructions.

						Completion of the project includes packaging and delivery to the IEC

				A general explanation of the purpose of the chapter		In this chapter, the supplier will describe how he prepares the assemblies (workstations, servers, controllers, software, etc.) for packaging and shipping to the IEC. It should be emphasized that delivery of computerized components requires inspection of the packaging and closure of the packaging using dedicated security stickers.

						Upon completion of the development / upgrade of the project, the following actions will be performed, all of which will be carried out in the presence and under the supervision of a representative of the IEC:

						The supplier will coordinate with the project manager at the IEC and will prepare a list of components that are considered sensitive and require secured packaging. This refers to sensitive components such as workstations, servers, controllers, software, etc. The list will be handed over to the representative of the security unit at IEC. The supplier will not pack or send these components without carrying out what is stated in the sections below.

				Disassembly of computer equipment packages and preparation for shipment		IEC representative will supervise the affixing of a security sticker on each package (referring to parts that together build a package such as a PC, controller, etc.) of computer equipment with a disposable sticker that will be provided by the IEC. The sticker will be affixed in such a way that it will not be possible to open the case on either side without damaging the sticker.

						All packaging marked with the sticker must be indicated on the packing list.

						All along the packaging and until shipment, the equipment will be kept in a secured compound.

						Upon receipt of the shipment in Israel, the package must be opened accompanied by a representative of the IEC and make sure that all the stickers are affixed to all the components indicated on the packaging list and that all the stickers are complete. In the event that all of the following conditions are not met, the Director of the Cyber Security in the National Security should be contacted immediately.

				Return of information to the IEC upon the end of the contract		The supplier will return to IEC at the end of the contract / end of the project all the information stored with him in connection with the contract / project, except for technical documentation agreed in advance by the parties that he will keep for maintenance. It should be emphasized that the security rules apply to the information as long as it is held by the supplier even if the project period has ended.

						Behavior of the supplier employee at IEC site

						Entrance to IEC site: The supplier's employees will coordinate all their visits with the relevant entity on site. The site's representatives will accompany the supplier's employees at all times during their stay.

						Correspondence and exchange of information

						All correspondence between IEC and the supplier regarding the critical information infrastructure system issues such as operation, maintenance, configuration, reports, etc., and in particular configurations of cyber security measures - will be done on a secured medium. The security of the medium will be done with proven and correct technology that is compatible with the communications infrastructure and cyber security at the IEC. General guidelines for this issue are: data encryption, verification of information sources, verification of information completeness, confirmation of receipt and sending of information.

						Applicability - These requirements are valid for all stages of contracting with the supplier, from the installation stage through the entering into operation stage to the day-to-day operation.

						   Security requirements - logical -Supplier's premises 

				A general explanation of the purpose of the chapter		In this chapter the supplier will describe how it logically protects the information. It means reference to the computing complex of the supplier and those that the supplier will supply to the IEC. It is required to address all the components that will serve the project (workstations, servers, controllers, software, etc.)

						General information - security requirements

						The supplier will be responsible for any circumvention or attempt to circumvent security mechanisms and access controls to various infrastructures that contain information about IEC employees.

						Infrastructure and environmental compartmentalization

						The supplier will present the system architecture and communication topology that will be used for the project. It is required to specify virtual physical elements of protection, controllers, servers, routers, firewalls, etc. It is also required to specify the communication protocols between the various elements. Geographical locations must be specified (if remote / separate facilities are used). No need to specify IP addresses.

						The supplier will establish a separate IT infrastructure to handle IEC data and implement segmentation between the various parts of the network through a logical or physical division of the network, limiting the possibility of linking the various networks and establishing a controlled environment via FW according to system activity, protocols, addresses and required ACL's, when rules will be defined to allow:

						A differentiated security separation will be made between the workstation environment and the server environment

						Connection in the level of communication between the system environments and other network services (for example: backup system), only on the basis of an operational need.

						Input of files or creating a channel to and from the organization will be done while applying all existing security measures and approval in advance by the IEC.

						Link to cyber security systems and process control for monitoring cyber security events (such as SIEM).

						Server management (for example ILO - Integrated Lights Out): Cyber and communication security will be performed through a separate network (Out-Of-Band) disconnected from the generation network (Production)

						The supplier will implement adequate mechanisms to secure wireless networks, including encryption, strong identification, preventing attacks on the network and preventing the connection of unauthorized persons or equipment to the wireless network.

						Identification and identity management

						The supplier will perform identification processes before providing access to the various system components when managing permissions of the approaching users - the level and detail of permissions should provide separation of powers based on the "need to know and perform".

						The identification protocol - a password will be passed on in the media in an invisible manner. Login will only be possible after the identification phase has been completed properly.

						The supplier will set user management policies and passwords as detailed below:

						Password complexity - The password will be at least eight (8) characters long when the password contains at least 3 of the following 4 categories:

						* Small letters (a, b, c,… x, y, z).

						* Large letters (A, B, C,… X, Y, Z).

						* At least one special character (! @ # $% ^ & * () _- +).

						* Number (0,1,2,3,4,5,6,7,8,9).

						Do not put together a password that is the user code, the user's name, the names of relatives or identifying and easy-to-guess details.

						Do not assemble a password from a sequence of numbers, letters, or sequence of characters on the keyboard.

						A password update must be performed at least once every 90 days.

						Do not use a password that has been used in the past.

						The password will be stored in an inaccessible place. The password should not be written on a physical substrate, and in no way should the password be saved along with the username.

						An unusual event during which a password is used illegally or another unusual event involving improper use of a password will be reported by the supplier who identified the event to the project manager. The user account will be locked after three failed login attempts and will be registered in the log.

						The password will not be displayed to the user and to the administrator under any circumstances. The administrator will be able to change the user's password, but he will not see the existing password. A password that has been changed by the system administrator is defined as an initial-temporary password, which the user must replace.

						Permissions

				A general explanation of the purpose of the chapter		In this chapter the supplier will present how it manages user privileges with respect to the computer systems or controllers that will be provided to the IEC as well as the development environment of the project.

						The permissions system will support the definition of permissions for users by profiles, groups and roles (Role Based Access Control).

						Authorization management operations in the system will be recorded in a log file automatically.

						An administrator will not be able to change the permissions of an equivalent or higher privilege holder (except the main administrator).

						The management privileges will be in relation to the group of users / functionaries in the system.

						The system administrators will be defined and personally identified with the system.

						The level of permissions will be set according to the level of user identification and conditional access, for example, reading only outside the hours of operation or weak identification, certain management operations with local identification only, etc.

						Protection of network services, end stations and servers

						The supplier will maintain an up-to-date list of infrastructures and information systems, and will define processes for keeping up-to-date.

						The supplier will define controlled update processes for systems, infrastructure, and cyber security measures while addressing the originality of the update files, checking for updates before implementing them, and maintaining system stability in the update process.

						The supplier shall periodically implement ongoing cyber security updates to the systems, shall regularly monitor the publication of cyber security updates, and shall implement critical updates as soon as possible, with respect to the level of exposure of its systems to the cyber security risks associated with these updates.

						Cyber ​​security measures will be tailored to the unique risks of various network services such as email, DNS, file transfer services, WEB services, etc.

						The supplier will implement edge system protection measures, taking into account the risks of operating hostile code and the risk of intrusion into the systems, utilizing devices connected to edge systems such as antivirus systems, endpoint security systems, etc.

						The supplier is required to implement cyber security measures to prevent the intrusion and spread of hostile code in its systems, which will include several security layers such as: content filtering, communication filtering, file system scanning, real-time protection of servers or end stations, and dedicated monitoring and prevention systems.

						When connecting media to the information systems, the supplier will use effective protection mechanisms that prevent the intrusion of hostile / malicious code such as the use of "file laundering" systems.

						The supplier will immediately replace all default passwords of end equipment and management interfaces (such as ILO, communication equipment management interfaces, routers, etc.).

						Secure development and software

						The production environment will be separated from other environments such as development and testing, when production data should not be kept on the development environment.

						The transfer of systems and information from the development environment to production will take place in a controlled manner in order to prevent damage to the production environment.

						The vendor will adhere to the following guidelines:

				Identification and password management		The password management lifecycle must be defined (including password strength, reset process, password storage, password protection, number of password check attempts, password management in browser cache, etc ..)

						In sensitive sites, the 2FA (2 Factor Authentication) mechanism should be used

						Do not save the identification data in the application code

				Sessions Management		o Denial of access to the system without a proper Session

						o Prevent multiple accesses from the same Session

						o Mechanism for ending a Session of a user after 15 minutes of inactivity

						o Mechanism for ending a Session of a user after a long time of activity (4 hours)

						o Disconnection of the Session due to identification failure

						o In case of suspicious activity in the system (such as attempts to perform SQL Injection, entering malicious scripts in input fields, etc.), Session must be forcibly disconnected and a log must be made.

						· Recommendation to use the framework for managing the Sessions

						· The application must have an authorization mechanism and access control for system resources

				Permissions and access control		· An access control mechanism will be based on a central and managed mechanism (RBAC)

						 Access Control  Role- Based or Attribute Based Access Control (ABAC)

				Communication infrastructure compartmentalization control processes		Registration of successful / failed login actions to the system including date, system name, username, login source, reason for failure / success.

						Actions of management users in the system will be recorded.

						User and administrator password change actions will be recorded.

						Management permissions for deleting logs will have separate permissions from the other permissions in the system.

						Data integrity of the logs will be maintained, including preventing the possibility of deleting, modifying or inserting incorrect records.

						Attempts to perform operations (including attempts to connect to systems, queries, and data updates) that were unsuccessful due to a malfunction or lack of privileges will also be documented.

						The vendor must implement cyber security controls to protect the various communication channels for the purpose of transmitting information, surfing the Internet, email, etc.

						The period of time to keep the records of the controls shall be at least half a year. During this period the documentation will be kept protected from unauthorized deletion or alteration.

						The system will maintain the integrity of transaction data for cases of failure, load, collapse, etc.

						The system will ensure that no changes (tampering) have been made in the information transmitted between the users and the system.

						The system will ensure that no changes have been made to the information stored in the database and any attempted sabotage or change in the database will alert the system administrator.

						Handling and readiness for information security events

						The supplier must prepare an incident response and cyber response plan (Incident Response Policy and Procedure).

						As part of the program, the vendor will define a recovery plan (BCP) and recovery goals from a cyber security event to full functionality when returning to routine.

				Summary of instructions:		The results of the detailed tests will be passed on to the IEC. The supplier undertakes to close these gaps, and to present a plan to correct the defects within a period of time not exceeding 14 days. The supplier, in cooperation with the party involved in the IEC, will define an ongoing process for dealing with the cyber security gaps that will be discovered during the surveys and will ensure the implementation of the recommendations for addressing these gaps.








Terms and Definitions

		Term		Definition

		asset		physical or logical object having either a perceived or actual value to the IACS

		asset owner		individual or company responsible for one or more IACS

		attack		unauthorized attempt to compromise the confidentiality, integrity or availability of an IACS that derives from an intelligent threat

		authentication		verification of the claimed identity of an entity

		authenticator		means used to confirm the identity of an entity

		authenticity		property that an entity is what it claims to be through authentication of origin and verification of integrity

		availability		property of ensuring timely and reliable access to and use of control system information and functionality

		communication channel		specific logical or physical communication link between assets

		compensating countermeasure		countermeasure employed in lieu of or in addition to inherent security capabilities to satisfy one or more security requirements

		component		entity belonging to an IACS that exhibits the characteristics of one or more of a host device, network device, software application, or embedded device

		conduit		logical grouping of communication channels, connecting two or more zones, that share common security requirements

		confidentiality		assurance that information is not disclosed to unauthorized individuals, processes, or devices

		connection		association established between two or more endpoints that supports the establishment of a session

		control system		hardware and software components of an IACS

		countermeasure		action, device, procedure or technique that reduces a threat, a vulnerability or the consequences of an attack by minimizing the harm the attack can cause or by discovering and reporting it so that corrective action can be taken

		degraded mode		mode of operation in the presence of faults that have been anticipated in the design of the control system

		device		discrete physical asset that provides a set of capabilities

		embedded device		special purpose device designed to directly monitor or control an industrial process

		environment		surrounding objects, region or circumstances that may influence the behaviour of the IACS and/or may be influenced by the IACS

		essential function		function or capability that is required to maintain health, safety, the environment (HSE) and availability for the equipment under control

		event		occurrence of or change to a particular set of circumstances

		firecall		method established to provide emergency access to a secure control system

		host device		general purpose device running an operating system (for example Microsoft Windows OS or Linux) capable of hosting one or more software applications, data stores or functions from one or more suppliers

		identifier		pattern of symbols, unique within its security domain, that identifies, indicates or names an entity that makes an assertion or claim of identity

		incident		event that is not part of the expected operation of a system or service that causes, or may cause, an interruption to, or a reduction in, the quality of the service provided by the control system

		industrial automation and control system		collection of personnel, hardware, software and policies involved in the operation of the industrial process and that can affect or influence its safe, secure and reliable operation

		integrity		property of protecting the accuracy and completeness of assets

		least privilege		basic principle that holds that users (humans, software processes or devices) should be assigned the fewest privileges consistent with their assigned duties and functions

		mobile code		program transferred between assets that can be executed without explicit installation by the recipient

		mobile device		intelligent electronic device intended for use while being transported

		network device		device that facilitates data flow between devices, or restricts the flow of data, but may not directly interact with a control process

		non-repudiation		ability to prove the occurrence of a claimed event or action and its originating entities

		product supplier		manufacturer of hardware and/or software product

		remote access		access to a component by any user (human, software process or device) communicating from outside the perimeter of the zone being addressed

		role		set of connected behaviors, privileges and obligations that may be assigned to a user or group of users (humans, software processes or devices) of an IACS

		safety instrumented system		system used to implement one or more safety-related functions

		security level		level corresponding to the required set of countermeasures and inherent security properties of devices and systems for a zone or conduit based on assessment of risk for the zone or conduit

		session		semi-permanent, stateful and interactive information interchange between two or more communicating components

		session ID		identifier used to indicate a specific session

		set point		target value identified within a control system that controls one or more actions within the control system

		software application		one or more software programs and their dependencies that are used to interface with the process or the control system itself (for example, configuration software and historian)

		system integrator		service provider that specializes in bringing together component subsystems into a whole and ensuring that those subsystems perform in accordance with project specifications

		threat		set of circumstances and associated sequence of events with the potential to adversely affect operations (including mission, functions, image or reputation), assets, control systems or individuals via unauthorized access, destruction, disclosure, modification of data and/or denial of service

		trust		confidence that an operation, data transaction source, network or software process can be relied upon to behave as expected

		untraceability		assurance that information cannot be used to track the time or location of a specific user

		untrusted		not meeting predefined requirements to be trusted

		update		incremental hardware or software change in order to address security vulnerabilities, bugs, reliability or operability issues

		upgrade		incremental hardware or software change in order to add new features

		zone		collection of entities that represents partitioning of a system under consideration on the basis of their functional, logical and physical (including location) relationship
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		FR-1 Identification and authentication control

		System Security
Requirement (SR)		Title		Description		Requirement Enhancements		Compliant		Non-Compliant		Deviation		Details of actual mechanism to be deployed to achieve compliance

		1.1		
Human user identification and authentication
		The control system shall uniquely identify and authenticate all human users.
The control system shall provide the capability to employ multifactor authentication for all human user access to the control system.
Unique identification and authentication - The control system shall provide the capability to uniquely identify and authenticate all human users.
Multifactor authentication for untrusted networks - The control system shall provide the capability to employ multifactor authentication for human user access to the control system via an untrusted network (see 5.15, SR 1.13 – Access via untrusted networks). 
Multifactor authentication for all networks - The control system shall provide the capability to employ multifactor authentication for all human user access to the control system.		RE 1 – Unique identification and authentication: The control system shall provide the capability to uniquely identify and authenticate all human users.
RE 2 – Multifactor authentication for untrusted networks: The control system shall provide the capability to employ multifactor authentication for human user access to the control system via an untrusted network (see 5.15, SR 1.13 – Access via untrusted networks). 
RE 3 – Multifactor authentication for all networks: The control system shall provide the capability to employ multifactor authentication for all human user access to the control system.

		1.2		Software process and device identification and authentication		The control system shall uniquely identify and authenticate all software processes and devices. The System shall include authentication measures to prevent 'impersonating' devices for connection in the System.
Unique identification and authentication - The control system shall provide the capability to uniquely identify and authenticate all software processes and devices.		RE 1 – Unique identification and authentication: The control system shall provide the capability to uniquely identify and authenticate all software processes and devices.

		1.3		Account management		The control system shall support the management of all accounts by authorized users, including adding, activating, modifying, disabling and removing accounts.
The control system shall provide the capability to support unified account management.
Unified account management - The control system shall provide the capability to support unified account management.		RE 1 – Unified account management: The control system shall provide the capability to support unified account management.

		1.4		
Identifier management
		The control system shall provide the capability to support the management of identifiers by user, group, role or control system interface.		-

		1.5		Authenticator management		The control system shall provide hardware security mechanisms to protect the credentials of software process and device users.
The control system shall provide the capability to:
a) initialize authenticator content;
b) change all default authenticators upon control system installation;
c) change/refresh all authenticators;
d) protect all authenticators from unauthorized disclosure and modification when stored and transmitted.
Hardware security for software process identity credentials - For software process and device users, the control system shall provide the capability to protect the relevant authenticators via hardware mechanisms.		RE 1 – Hardware security for software process identity credentials: For software process and device users, the control system shall provide the capability to protect the relevant authenticators via hardware mechanisms.

		1.7		 Strength of password-based authentication		For control systems utilizing password-based authentication, the control system shall provide the capability to enforce configurable password strength based on minimum length,lifetime,reusing a password for a configurable number of generations and variety of character types.
Password generation and lifetime restrictions for human users - The control system shall provide the capability to prevent any given human user account from reusing a password for a configurable number of generations. In addition, the control system shall provide the capability to enforce password minimum and maximum lifetime restrictions for human users. These capabilities shall conform with commonly accepted security industry practices.
Password lifetime restrictions for all users - The control system shall provide the capability to enforce password minimum and maximum lifetime restrictions for all users.
The following password management exceptions shall apply for all workstations (operator and engineering stations) within the System: 
 - System users may always decline the password change and use their existing password. 
 - After several consecutive declines for password changes, an event shall be triggered and sent to System's SIEM.		RE 1 – Password generation and lifetime restrictions for human users: The control system shall provide the capability to prevent any given human user account from reusing a password for a configurable number of generations. In addition, the control system shall provide the capability to enforce password minimum and maximum lifetime restrictions for human users. These capabilities shall conform with commonly accepted security industry practices.
RE 2 – Password lifetime restrictions for all users: The control system shall provide the capability to enforce password minimum and maximum lifetime restrictions for all users.

		1.11		Unsuccessful login attempts		The control system shall provide the capability to: 
a) enforce a limit of a configurable number of consecutive invalid access   attempts by any user (human, software process or device) during a configurable time period; 
b) deny access for a specified period of time or until unlocked by an administrator when this limit has been exceeded;
c) disallow interactive logons.		-

		1.12		System use notification		The control system shall provide the capability to display a system banner.		-

		1.13		Access via untrusted networks		The control system shall provide the capability to deny access requests via untrusted networks unless approved by an assigned role.
If the use of an untrusted wireless network is absolutely mandatory, the control system shall provide the capability to monitor ,and control all methods of access to the control system via the untrusted networks.
Explicit access request approval - The control system shall provide the capability to deny access requests via untrusted networks unless approved by an assigned role.		RE 1 - Explicit access request approval: The control system shall provide the capability to deny access requests via untrusted networks unless approved by an assigned role.
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		FR-2 Use control

		System Security
Requirement (SR)		Title		Description		Requirement Enhancements		Compliant		Non-Compliant		Deviation		Details of actual mechanism to be deployed to achieve compliance

		2.1		Authorization enforcement		On all interfaces, the control system shall provide the capability to enforce authorizations assigned to all human users for controlling use of the control system to support segregation of duties and least privilege.
Authorization enforcement for all users - On all interfaces, the control system shall provide the capability to enforce authorizations assigned to all users (humans, software processes and devices) for controlling use of the control system to support segregation of duties and least privilege.
Permission mapping to roles - The control system shall provide the capability for an authorized user or role to define and modify the mapping of permissions to roles for all human users.
Supervisor override - The control system shall support supervisor manual override of the current human user authorizations for a configurable time or event sequence.
Dual approval - The control system shall support dual approval where an action can result in serious impact on the industrial process.		RE 1 – Authorization enforcement for all users: On all interfaces, the control system shall provide the capability to enforce authorizations assigned to all users (humans, software processes and devices) for controlling use of the control system to support segregation of duties and least privilege.
RE 2 – Permission mapping to roles: The control system shall provide the capability for an authorized user or role to define and
modify the mapping of permissions to roles for all human users.
RE 3 – Supervisor override: The control system shall support supervisor manual override of the current human user
authorizations for a configurable time or event sequence.
RE 4 – Dual approval: The control system shall support dual approval where an action can result in serious impact on the industrial process.

		2.3		Use control for portable and mobile devices		The control system shall provide the capability to automatically enforce configurable usage restrictions that include:
a) preventing the use of portable and mobile devices;
b) requiring context specific authorization; and
c) restricting code and data transfer to/from portable and mobile devices.
Enforcement of security status of portable and mobile devices - The control system shall provide the capability to verify that portable or mobile devices attempting to connect to a zone comply with the security requirements of that zone.		RE 1 – Enforcement of security status of portable and mobile devices: The control system shall provide the capability to verify that portable or mobile devices attempting to connect to a zone comply with the security requirements of that zone.

		2.4		Mobile code		The control system shall provide the capability to enforce usage restrictions for mobile code technologies based on the potential to cause damage to the control system that include:
a) preventing the execution of mobile code;
b) requiring proper authentication and authorization for origin of the code;
c) restricting mobile code transfer to/from the control system; and
d) monitoring the use of mobile code.
Mobile code integrity check - The control system shall provide the capability to verify integrity of the mobile code before allowing code execution.		RE 1 – Mobile code integrity check: The control system shall provide the capability to verify integrity of the mobile code before allowing code execution.

		2.5		Session lock		The control system shall provide the capability to prevent further access by initiating a session lock after a configurable time period of inactivity or by manual initiation. The session lock shall remain in effect until the human user who owns the session or another authorized human user re-establishes access using appropriate identification and authentication procedures.		-

		2.7		Concurrent session control		The control system shall provide the capability to limit the number of concurrent sessions per interface for any given user (human, software process or device) to a configurable number of sessions.		-

		2.8		Auditable events		The control system shall provide the capability to generate audit records relevant to security for the following categories: access control, request errors, operating system events, control system events, backup and restore events, configuration changes, potential reconnaissance activity and audit log events. Individual audit records shall include the timestamp, source (originating device, software process or human user account), category, type, event ID and event result.
Centrally managed, system-wide audit trail - The control system shall provide the capability to centrally manage audit events and to compile audit records from multiple components throughout the control system into a systemwide (logical or physical), time-correlated audit trail. The control system shall provide the capability to export these audit records in industry standard formats for analysis by standard commercial log analysis tools, for example, security information and event management (SIEM).		RE 1 – Centrally managed, system-wide audit trail: The control system shall provide the capability to centrally manage audit events and to compile audit records from multiple components throughout the control system into a systemwide (logical or physical), time-correlated audit trail. The control system shall provide the capability to export these audit records in industry standard formats for analysis by standard commercial log analysis tools, for example, security information and event management (SIEM).

		2.9		Audit storage capacity		The control system shall allocate sufficient audit record storage capacity according to commonly recognized recommendations for log management and system configuration. The control system shall provide auditing mechanisms to reduce the likelihood of such capacity being exceeded.
Warn when audit record storage capacity threshold reached - The control system shall provide the capability to issue a warning when the allocated audit record storage volume reaches a configurable percentage of maximum audit record storage capacity.		RE 1 – Warn when audit record storage capacity threshold reached: The control system shall provide the capability to issue a warning when the allocated audit record storage volume reaches a configurable percentage of maximum audit record storage capacity.

		2.10		Response to audit processing failures		The control system shall provide the capability to alert personnel and prevent the loss of essential services and functions in the event of an audit processing failure. The control system shall provide the capability to support appropriate actions in response to an audit processing failure according to commonly accepted industry practices and recommendations.		-

		2.11		Timestamps		The control system shall provide timestamps for use in audit record generation.
Internal time synchronization - The control system shall provide the capability to synchronize internal system clocks at a configurable frequency.
Protection of time source integrity - The time source shall be protected from unauthorized alteration and shall cause an audit event upon alteration.
The time synchronization shall be from an internal time source within the System and employing Secure NTP or PTP.		RE 1 – Internal time synchronization: The control system shall provide the capability to synchronize internal system clocks at a configurable frequency.
RE 2 – Protection of time source integrity: The time source shall be protected from unauthorized alteration and shall cause an audit event upon alteration.

		2.12		Non-repudiation		The control system shall provide the capability to determine whether a given human user took a particular action.
Non-repudiation for all users - The control system shall provide the capability to determine whether a given user (human, software process or device) took a particular action.		RE 1 – Non-repudiation for all users: The control system shall provide the capability to determine whether a given user (human, software process or device) took a particular action.
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		FR-3 System integrity

		System Security
Requirement (SR)		Title		Description		Requirement Enhancements		Compliant		Non-Compliant		Deviation		Details of actual mechanism to be deployed to achieve compliance

		3.1		Communication integrity		The control system shall provide the capability to protect the integrity of transmitted information.
Cryptographic integrity protection - The control system shall provide the capability to employ cryptographic mechanisms to recognize changes to information during communication.		RE 1 - Cryptographic integrity protection: The control system shall provide the capability to employ cryptographic mechanisms to recognize changes to information during communication.

		3.2		Malicious code protection		The control system shall provide the capability to employ protection mechanisms to prevent, detect, report and mitigate the effects of malicious code or unauthorized software. The control system shall provide the capability to update the protection mechanisms.
Malicious code protection on entry and exit points - The control system shall provide the capability to employ malicious code protection mechanisms at all entry and exit points.
Central management and reporting for malicious code protection - The control system shall provide the capability to manage malicious code protection mechanisms.		RE 1 - Malicious code protection on entry and exit points: The control system shall provide the capability to employ malicious code protection mechanisms at all entry and exit points.
RE 2 - Central management and reporting for malicious code protection: The control system shall provide the capability to manage malicious code protection mechanisms.

		3.3		Security functionality verification		The control system shall provide the capability to support verification of the intended operation of security functions and report when anomalies are discovered during FAT, SAT and scheduled maintenance. These security functions shall include all those necessary to support the security requirements specified in this standard.
Automated mechanisms for security functionality verification - The control system shall provide the capability to employ automated mechanisms to support management of security verification during FAT, SAT and scheduled maintenance.
Security functionality verification during normal operation - The control system shall provide the capability to support verification of the intended operation of security functions during normal operations.		RE 1 - Automated mechanisms for security functionality verification: The control system shall provide the capability to employ automated mechanisms to support management of security verification during FAT, SAT and scheduled maintenance.
RE 2 - Security functionality verification during normal operation: The control system shall provide the capability to support verification of the intended operation of security functions during normal operations.

		3.4		Software and information integrity		The control system shall provide the capability to detect, record, report and protect against
unauthorized changes to software and information at rest.
Automated notification about integrity violations - The control system shall provide the capability to use automated tools that provide notification to a configurable set of recipients upon discovering discrepancies during integrity verification.		RE 1 - Automated notification about integrity violations: The control system shall provide the capability to use automated tools that provide notification to a configurable set of recipients upon discovering discrepancies during integrity verification.

		3.5		Input validation		The control system shall validate the syntax and content of any input which is used as an industrial process control input or input that directly impacts the action of the control system.
To achieve the goal described it is requested to perform deep packet inspection (DPI) on any utilized protocol used within the System. 		-

		3.6		Deterministic output		The control system shall provide the capability to set outputs to a predetermined state if normal operation cannot be maintained as a result of an attack.		-

		3.7		Error handling		The control system shall identify and handle error conditions in a manner such that effective remediation can occur. This shall be done in a manner which does not provide information that could be exploited by adversaries to attack the IACS unless revealing this information is necessary for the timely troubleshooting of problems.		-

		3.8		Session integrity		The control system shall provide the capability to protect the integrity of sessions. The control system shall reject any usage of invalid session IDs.
Invalidation of session IDs after session termination - The control system shall provide the capability to invalidate session IDs upon user logout or other session termination (including browser sessions).
Unique session ID generation - The control system shall provide the capability to generate a unique session ID for each session and treat all unexpected session IDs as invalid.
Randomness of session IDs - The control system shall provide the capability to generate unique session IDs with commonly accepted sources of randomness.		RE 1 - Invalidation of session IDs after session termination: The control system shall provide the capability to invalidate session IDs upon user logout or other session termination (including browser sessions).
RE 2 - Unique session ID generation: The control system shall provide the capability to generate a unique session ID for each session and treat all unexpected session IDs as invalid.
RE 3 - Randomness of session IDs: The control system shall provide the capability to generate unique session IDs with commonly accepted sources of randomness.

		3.9		Protection of audit information		The control system shall protect audit information and audit tools (if present) from unauthorized access, modification and deletion.
Audit records on write-once media - The control system shall provide the capability to produce audit records on hardware-enforced write-once media.		RE 1 - Audit records on write-once media: The control system shall provide the capability to produce audit records on hardware-enforced write-once media.





FR-4

		FR-4 Data confidentiality

		System Security
Requirement (SR)		Title		Description		Requirement Enhancements		Compliant		Non-Compliant		Deviation		Details of actual mechanism to be deployed to achieve compliance

		4.1		Information confidentiality		The control system shall provide the capability to protect the confidentiality of information for which explicit read authorization is supported, whether at rest or in transit.
Protection of confidentiality at rest or in transit via untrusted networks - The control system shall provide the capability to protect the confidentiality of information at rest and remote access sessions traversing an untrusted network.
Protection of confidentiality across zone boundaries - The control system shall provide the capability to protect the confidentiality of information traversing any zone boundary.
Information confidentiality traversing to and from the controller - The requirement shall be achieved via data encryption and/or communication link encryption. Deep packet inspection (DPI) shall be applied in order to identify any data integrity or confidentiality compromise. Any unauthorized activity shall initialize notification via monitoring channel, including IDS, Logger and SIEM.		RE 1 - Protection of confidentiality at rest or in transit via untrusted networks: The control system shall provide the capability to protect the confidentiality of information at rest and remote access sessions traversing an untrusted network.
RE 2 - Protection of confidentiality across zone boundaries: The control system shall provide the capability to protect the confidentiality of information traversing any zone boundary.

		4.2		Information persistence		The control system shall provide the capability to purge all information for which explicit read authorization is supported from components to be released from active service and/or decommissioned.
Purging of shared memory resources - The control system shall provide the capability to prevent unauthorized and unintended information transfer via volatile shared memory resources.		RE 1 - Purging of shared memory resources: The control system shall provide the capability to prevent unauthorized and unintended information transfer via volatile shared memory resources.

		4.3		Use of cryptography		If cryptography is required, the control system shall use cryptographic algorithms, key sizes and mechanisms for key establishment and management according to commonly accepted security industry practices and recommendations.		-





FR-5

		FR-5 Restricted data flow

		System Security
Requirement (SR)		Title		Description		Requirement Enhancements		Compliant		Non-Compliant		Deviation		Details of actual mechanism to be deployed to achieve compliance

		5.1		Network segmentation		The control system shall provide the capability to logically segment control system networks from non-control system networks and to logically segment critical control system networks from other control system networks.
Physical network segmentation - The control system shall provide the capability to physically segment control system networks from non-control system networks and to physically segment critical control system networks from non-critical control system networks.
Independence from non-control system networks - The control system shall have the capability to provide network services to control system networks, critical or otherwise, without a connection to non-control system networks.
Logical and physical isolation of critical networks - The control system shall provide the capability to logically and physically isolate critical control system networks from non-critical control system networks.		RE 1 - Physical network segmentation: The control system shall provide the capability to physically segment control system networks from non-control system networks and to physically segment critical control system networks from non-critical control system networks.
RE 2 - Independence from non-control system networks: The control system shall have the capability to provide network services to control system networks, critical or otherwise, without a connection to non-control system networks.
RE 3 - Logical and physical isolation of critical networks: The control system shall provide the capability to logically and physically isolate critical control system networks from non-critical control system networks.

		5.2		Zone boundary protection		The control system shall provide the capability to monitor and control communications at zone boundaries to enforce the compartmentalization defined in the risk-based zones and conduits model.
Deny by default, allow by exception - The control system shall provide the capability to deny network traffic by default and allow network traffic by exception (also termed deny all, permit by exception).
Island mode - The control system shall provide the capability to prevent any communication through the control system boundary (also termed island mode).
Fail close - The control system shall provide the capability to prevent any communication through the control system boundary when there is an operational failure of the boundary protection mechanisms (also termed fail close). This ‘fail close’ functionality shall be designed such that it does not interfere with the operation of a SIS or other safety-related functions.		RE 1 - Deny by default, allow by exception: The control system shall provide the capability to deny network traffic by default and allow network traffic by exception (also termed deny all, permit by exception).
RE 2 - Island mode: The control system shall provide the capability to prevent any communication through the control system boundary (also termed island mode).
RE 3 - Fail close: The control system shall provide the capability to prevent any communication through the control system boundary when there is an operational failure of the boundary protection mechanisms (also termed fail close). This ‘fail close’ functionality shall be designed such that it does not interfere with the operation of a SIS or other safety-related functions.

		5.4		Application partitioning		The control system shall provide the capability to support partitioning of data, applications and services based on criticality to facilitate implementing a zoning model.		-





FR-6

		FR-6 Timely response to events

		System Security
Requirement (SR)		Title		Description		Requirement Enhancements		Compliant		Non-Compliant		Deviation		Details of actual mechanism to be deployed to achieve compliance

		6.1		Audit log accessibility		The control system shall provide the capability for authorized humans and/or tools to access
audit logs on a read-only basis.
Programmatic access to audit logs - The control system shall provide programmatic access to audit records using an application programming interface (API).		RE 1 - Programmatic access to audit logs: The control system shall provide programmatic access to audit records using an application programming interface (API).

		6.2		Continuous monitoring		The control system shall provide the capability to continuously monitor all security mechanism performance using commonly accepted security industry practices and recommendations to detect, characterize and report security breaches in a timely manner.		-













FR-7

		FR-7 Resource availability

		System Security
Requirement (SR)		Title		Description		Requirement Enhancements		Compliant		Non-Compliant		Deviation		Details of actual mechanism to be deployed to achieve compliance

		7.1		Denial of service protection		The control system shall provide the capability to operate in a degraded mode during a DoS event.
Manage communication loads - The control system shall provide the capability to manage communication loads (such as using rate limiting) to mitigate the effects of information flooding types of DoS events.
Limit DoS effects to other systems or networks - The control system shall provide the capability to restrict the ability of all users (humans, software processes and devices) to cause DoS events which affect other control systems or networks.		RE 1 - Manage communication loads: The control system shall provide the capability to manage communication loads (such as using rate limiting) to mitigate the effects of information flooding types of DoS events.
RE 2 - Limit DoS effects to other systems or networks: The control system shall provide the capability to restrict the ability of all users (humans, software processes and devices) to cause DoS events which affect other control systems or networks.

		7.2		Resource management		The control system shall provide the capability to limit the use of resources by security functions to prevent resource exhaustion.		-

		7.3		Control system backup		The identity and location of critical files and the ability to conduct backups of user-level and system-level information (including system state information) shall be supported by the control system without affecting normal plant operations.
Backup verification - The control system shall provide the capability to verify the reliability of backup mechanisms.
Backup automation - The control system shall provide the capability to automate the backup function based on a configurable frequency.		RE 1 - Backup verification: The control system shall provide the capability to verify the reliability of backup mechanisms.
RE 2 - Backup automation: The control system shall provide the capability to automate the backup function based on a configurable frequency.

		7.4		Control system recovery and reconstitution		The control system shall provide the capability to recover and reconstitute to a known secure state after a disruption or failure.		-

		7.6		Network and security configuration settings		The control system shall provide the capability to be configured according to recommended network and security configurations as described in guidelines provided by the control system supplier. The control system shall provide an interface to the currently deployed network and security configuration settings.
Machine-readable reporting of current security settings - The control system shall provide the capability to generate a report listing the currently deployed security settings in a machine-readable format.
Machine-readable reporting of current security settings - The control system shall provide the capability to generate a report listing the currently deployed security settings in a machine-readable format.		RE 1 - Machine-readable reporting of current security settings: The control system shall provide the capability to generate a report listing the currently deployed security settings in a machine-readable format.

		7.7		Least functionality		The control system shall provide the capability to specifically prohibit and/or restrict the use of unnecessary functions, ports, protocols and/or services.
		-

		7.8		Control system component inventory		The control system shall provide the capability to report the current list of installed components and their associated properties.		-
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APPENDIX No. 17 - SPARE AND RENEWAL PARTS
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Spare Part List

SPARE AND RENEWAL PARTS

STR-1858

For short term (start-up, commissioning and until expiration of the warranty

period).
Item Spare | Producer's Spare Probability | Technical | Drawing Is It Supply
No: Part Name Part of Failure Data Ne In Time
Name Purpose Stock After
& Ne (y/n) | Ordering

BB-2
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For 5 (five) years after the end of warranty.
Item Spare | Producer's Spare Probability | Technical | Drawing Is It Supply
No: Part Name Part of Failure Data Ne In Time
Name Purpose Stock After
& Ne (y/n) | Ordering

BB-3
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For 10 (ten) years after the end of warranty.
Item Spare | Producer's Spare Probability | Technical | Drawing Is It Supply
No: Part Name Part of Failure Data Ne In Time
Name Purpose Stock After
& Ne (y/n) | Ordering

BB-4






THE ISRAEL ELECTRIC CORP. LTD. STR-1858
Substation Planning Sector
For 30 (thirty) years after the end of warranty.
Item Spare | Producer's Spare Probability | Technical | Drawing Is It Supply
No: Part Name Part of Failure Data Ne In Time
Name Purpose Stock After
& Ne (y/n) | Ordering

BB-5
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1. SPECIAL TOOLS

Contractor shall give here a list of recommended special tools for assembly and
maintenance.

BB-6
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2. COMMENTS BY MANUFACTURER ON ANNEXURE "B"

Name of Contractor:

3. DEVIATIONS FROM REQUIRMENTS

Name of Contractor:

Contractor is requested to describe or indicate deviations of the equipment and
accessories from all requirements in this Specification.

In case no deviations are mentioned it will be understood that Contractor's offer
entirely complies with all requirements in this Specification.

BB-7
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4. CONFORMITY WITH PROPOSAL DOCUMENTS

Name of Contractor:

Contractor hereby certifies that he agrees to all provisions of the Proposal
Documents unless exceptions are specifically and clearly listed in the Proposal
and identified as Exceptions. Contractor printed terms and conditions are not
considered specific exceptions. Any exceptions, which Contractor has taken,
are listed on Page:

Contractor hereby certifies that he agrees to all conditions of the cover letter of
THE ISRAEL ELECTRIC CORPORATION LIMITED, which accompanies the
Proposal Documents.

Date of Proposal Signature of Contractor

BB-8






Check-list of the documents accompanying the proposal

Type of Document Description of document Name / Submitted Bidder’s
Description/  ves/No comments
number of the
bidder’s
document

Questionnaire Questionnaire All Clauses

APPENDIX NO. 3: Reliability
Statistics

Quality Certification of Approval of

Assurance the Quality Assurance

documentation System according to the 1ISO

9001

Quialification of
Subcontractor's Procedure
List of qualified Bidders of
the most important parts and
components

A preliminary Inspection and
Test Plant (I&T plan).

Drawings and A general block diagram of
technical the SCPS, showing the main
information circuits (currents, voltages,

D.C. supply, trips, alarms,
etc.) and the logical
interconnections between the
different parts for each type
of substation.

LAN communication
between SCPS devices.
Typical arrangement of the
cubicles for each type of
substation.

Typical arrangement of the
equipment in each type of
cubicle.

List of all software
engineering tools and
versions required for
complete engineering of the
SCPS.

List of software packs and
versions installed in the
SCPS main computer.

List of all the functions
allocated to the SCPS main
computer.

Data base configuration of
the SCPS main computer.
List of all the screens
available on the HMI.

List of operations available
from each of the HMI
screens.





7  Tests

8 Network &
security
safeguards
documents

Description and layout or
printout, of all HMI screens.
Description of the SCPS
diagnostics and maintenance
facilities.

Description of the archiving
facilities of the SCPS.
Equipment lists (BOM) of a
SCPS for typical substation
Instruction books for
erecting, operating and
maintaining of the SCPS
main components.

A program for complete
operating Course of SCPS.
A program for Engineering
Course of SCPS.

A program for remote
technical support and long-
term remote and local
assistance for engineering a
complete SCPS.

Drawings and description of
packing, handling and
storage.

A list of recommended
testing equipment for the
offered SCPS.
Manufacturer's requirements:

1. Prolonged storage (2-3
years) before erection, taking
into account this
specification.

2. Transport by roads and
on-site.

A sample of final factory test
reports of a similar SCPS.

A sample of routine test
reports of a similar SCPS.
Type test report for offered
SCPS components including
test circuit, instruments and
description of method.
Specific test report (authority,
number and date) for offered
SCPS components.

1

0 N o o b~ WwDN











THE ISRAEL ELECTRIC CORP. LTD. STR-1858
Substation Planning Sector

THE ISRAEL ELECTRIC CORPORATION LTD.
ENGINEERING PLANNING DIVISION

SUBSTATION PLANNING SECTOR

THE STANDARDS INSTITUTION OF ISRAEL

STR-1858

SPECIFICATION FOR

SUBSTATION CONTROL AND PROTECTION SYSTEM

APPENDIX No. 1- Proof of Concept

AUGUST 2025





THE ISRAEL ELECTRIC CORP. LTD. STR-1858
Substation Planning Sector

PROOF OF CONCEPT

Program for Functional Testing of Substation Control System (SCS)
Intended for Substations in Israel Electric Corporation (IECo)

1. Test location: Electric Lab.,

2. Test participants from IEC: Network Engineering Headquarter, Substation Field Units.

3. Purpose of testing
Study out conformity SCS functionality to requirements of Israel Electric Corporation (IEC0).

4. Equipment under test (to be supplied by the manufacturer)

Three protection relays (MVCPU) for MV use type, manufactured

by , supplied by

One bay controller (HVCU) for HV use type, manufactured

by , supplied by :

Three communication switches (SW) type, manufactured

by , supplied by .

One central computer (CC) or station controller (SC) and central computer (CC)
type, manufactured by , supplied

by , depending on manufacturer’s configuration.

o Incase of SCand CC, there will be two separate NCC

TCP/IP IEC61850 Communication Network (CN) between MVCPUs, SWs, CCs and
SCs.

5. Other equipment (to be supplied by IECO0)

One protection relay type SEL-421, manufactured by Schweitzer, supplied by IECo.

One voltage regulator type TAPCON 260, manufactured by MR, supplied by IECo.

6. Test instruments and equipment

DOBLE F6150 - relay protection test instrument. (or an equivalent)
Laptop Computers.

220V DC Power Supply.

WinPP protocol simulator software or similar one to test 104 protocol
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7. Testing configuration

The following scheme will be established in the laboratory and all the tests described in
section 9 will be performed based on this scheme:

|IECo
Operational
Network mmm T T ————
(Optional) e Bay .
L Controller @_\ Distance
e Y Protection
\

<" Communication HVCU

Switch TCP/IP IEC61850
Communication Network

Switch

Protection
Relay

TAPCON 260

I

Central Computer : Voltage
! Or | Regulator
Station Controller and :

I
|
1
|

|
|
L\ Central Computer

Communication

A
N Switch

N I

N \ . ) J[

\ Pr;t;zt;on Protection !

~
. Relay .
m——— MVCPU /-
~—— MVCPU Scope of Supply i

The scope of supply for the POC is marked according to the descriptions in sections 4 and 5.

The connection of the CC out of the substation will be done using a computer. The router and
the operational network are shown in the drawing for illustration only and they will not be
used in the POC.

8. Test list (the nature of the tests is described in section 9)

8.1. Voltage level for logic inputs activation on protection relays (MVCPU).

8.2.  Voltage level for logic inputs activation on bay controllers (HVCU).

8.3.  Bay controllers (HVCU) functional tests.

8.4. Protection relays (MVCPU) functional tests.

8.5. Communication switches (SW) functional tests.

8.6. Bay to Bay communication between MVCPUs, HVCUs based on the CN.

8.7. CCor CC and SC functional tests.

8.8.  Communication between MVVCPUs, HVCUs BCs and CC or CC and SC (both
directions) based on the CN.

8.9. Communication between IECo’s IEDs and CC or CC and SC (both directions) based
on the CN.

8.10. CN traffic, load and stability.

8.11. System behavior under fault conditions.

8.12. System behavior during communication disturbances.

8.13. CCor CC and SC tests regarding IEC60870-5-104.

8.14. Data security and protection tests.
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9. Tests description and acceptance criteria

9.1. Voltage level for logic inputs activation on protection relays MVVCPU)

A random number of opto-coupler inputs will be connected to voltages between 0 and
220V DC.

The activation and the deactivation of the inputs will be observed and recorded.

The values for activation and deactivation of the inputs shall be in accordance with

the tender.
MVCPU model serial
relay No
1
2
3
MVCPU
input No | treshold treshold Remark
voltage "0" | voltage "1"
to"1" to "0"
1
2
3
4
5

9.2. Voltage level for logic inputs activation on bay controllers (HVCU)

Same as section 9.1.

HVCU bay model serial
controller
HVCU
input No | treshold treshold Remark
voltage "0" | voltage "1"
to"1" to "0"
1
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9.3. Bay controllers (HVCU) functional tests

The correct reading of voltages and current will be checked.

STR - 1858 Fransf " HIGH VOLTAGE

ransiormer pay : . ; 5 >

BB1 (BB2) SE\.GLE BUSBAR TI.Z_.-\.\SFOR.\IER BAY
Typical Interlocks Conditions

Legend
c: Close condition

\-Q1 o: Open condition
Q15: BUSBAR 1 EARTHING SWITCH

Q51 Q16: BUSBAR 2 EARTHING SWITCH
— /_'|||

QO o : No conditions
QO0c: (61or Q1) and (no external blocking)

\ a0 Q1 co : Q0 and Q51 and Q8(24KV)and Q15
Q51 co : Q0 and Q1 and Q1(24KV)

v

To transformer 161/24 (36) KV

| STR - 1858 APPENDIX 7 Draving No.INTS |

HVCU input (V) relay HMI reading | Remark
voltage reading voltage XV
voltage
VR
VS
VT
open delta

Accuracy + 0.5% of the reading

input (A) relay HMI reading | Remark
current reading Current XV
Current
IR
IS
IT
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The above interlocks logic schemes will be programmed in the HVCU

DI

Qo (NO)
Qo* (NC)
Qo (NO)
Qo* (NC)
Qo (NO)
Qo* (NC)
Qo (NO)
Qo* (NC)

Q1 (NO)
Q1* (NC)
Q1 (NO)
Q1* (NC)
Q1 (NO)
Q1* (NC)
Q1 (NO)
Q1* (NC)

Q51 (NO)
Q51* (NC)
Q51 (NO)
Q51* (NC)
Q51 (NO)
Q51* (NC)
Q51 (NO)
Q51* (NC)

HMI

Q1

Q51

Double indication

input No

HMI
screen
open
closed
open
closed
open
closed

HV
input
0/1

P PO PRFRP PP OOO P PO R P OOO

P PO R P OOO

output
No

HMI

u.D
open
closed

u.Db

u.D
open
closed

u.Db

u.D
open
closed

u.Db

Relay status

Remark
XIV

remark

STR-1858
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TRANSFORMER BAY

HV interlocks for Q51

Q51 command permission

STR-1858

Q1 24Kv

QO(status) Q1(status) (status) open closed HMI (status) | Remark
0 0 0 ok ok
0 0 1
0 1 0
0 1 1
1 0 0
1 0 1
1 1 0
1 1 1

Q1 command
HV interlocks for Q1 permission
Q15 (BB
earthing Q8
Q51 switch (24kv)

QO(status) | (status) | (status) (status) | open | closed | HMI (status) | Remark
0 0 0 0 ok ok
0 0 0 1
0 0 1 0
0 0 1 1
0 1 0 0
0 1 0 1
0 1 1 0
0 1 1 1
1 0 0 0
1 0 0 1
1 0 1 0
1 0 1 1
1 1 0 0
1 1 0 1
1 1 1 0
1 1 1 1

The programming tool and method for the HVCU will be observed.

Operational tests will validate the implementation of the logic schemes.
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9.4. Protection relays (MVCPU) functional tests

The DC voltage supplied to the MVCPU will be increased from zero until the
MVCPU will boot. This voltage level will be observed and recorded.

24 / 36 Ky (08,.:00 AND PI(24KV)AND Q1(161KV)
Q1,-:00 AND QBAND Q51(161KV)

|

Q1
Q0
08
MVCPU input V) relay HMI reading | Remark
voltage reading voltage XV
voltage
VR
VS
VT
open delta

Accuracy * 0.5% of the reading

input (A) relay HMI reading | Remark
current reading Current XV
Current
IR
IS
IT
[0]

The correct reading of voltages and current will be checked.
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The above interlocks logic schemes will be programmed in the MVVCPU

DI

Qo (NO)
Qo* (NC)
Qo (NO)
Qo* (NC)
Qo (NO)
Qo* (NC)
Qo (NO)
Qo* (NC)

Q1 (NO)
Q1* (NC)
Q1 (NO)
Q1* (NC)
Q1 (NO)
Q1* (NC)
Q1 (NO)
Q1* (NC)

Q8 (NO)
Q8* (NC)
Q8(NO)

Q8* (NC)
Q8 (NO)
Q8* (NC)
Q8 (NO)
Q8* (NC)

HMI

Q1

Q8

Double indication

input No

HMI
screen
open
closed
open
closed
open
closed

MV
input
0/1

P PO PRFRP PP OOO P PO R P OOO

P PO R P OOO

output
No

HMI

u.D
open
closed

u.Db

u.D
open
closed

u.Db

u.D
open
closed

u.Db

Relay status

Remark
XIV

remark

STR-1858
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MV interlocks for Q8

Q8 command permission

STR-1858

Q1 161Kv
QO(status) Q1 (status) | (status) open closed HMI (status) | Remark

0 0 0 ok ok

0 0 1

0 1 0

0 1 1

1 0 0

1 0 1

1 1 0

1 1 1

MV interlocks for Q1 Q1 command permission
Q51
161Kv
QO(status) Q8 (status) | (status) open closed HMI (status) | Remark

0 0 0 ok ok

0 0 1

0 1 0

0 1 1

1 0 0

1 0 1

1 1 0

1 1 1

The Programming tool and method for the MVVCPU will be observed.

Operational tests will validate the implementation of the logic schemes.

The operation of the protection functions required in the tender will be checked. The
list of the functions is:

94.1.
94.2.
9.4.3.
9.4.4.
9.4.5.
9.4.6.
94.7.
9.4.8.
9.4.9.

Instantaneous Overcurrent
Time Delayed Overcurrent
Instantaneous Earth Fault

Time Delayed Earth Fault

Wattmetric protection

Autoreclosure

Switch onto Fault

Breaker Failure protection
Directional power (67N)






THE ISRAEL ELECTRIC CORP. LTD. STR-1858
Substation Planning Sector

REMARK (X/V) MVCPU
protection function status
(NIX)
Instantaneous
Overcurrent
Time Delayed
Overcurrent

Instantaneous Earth
Fault

Time Delayed Earth
Fault

Wattmetric protection

Switch onto Fault

directional power (67N)

The results of the tests shall be in accordance with the tender’s requirements.

Further testing will check the interconnection between these protection functions:
a. The Instantaneous steps (9.4.1 and 9.4.3) shall be blocked after the first
Autoreclosure attempt.
b. SOTF as a result of Overcurrent and Earth Fault steps (9.4.1-9.4.4), but
not of Wattmetric protection (9.4.5)

Breaker current | trip breaker status time | Q1 | block | manual
Failure command | (open/closed/00/11) block
Protection
00 00 0 1
01 01 1 0
10 10 0 0
11 11 0 0

Autoreclosure

Protection block switch step 1 step 2 Remark
trip (block/unblock) (delayed)
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The results of the tests shall be in accordance with the tender’s requirements.

9.5. SW functional tests
The type and model of the switch under test must be suitable for the type and model
of the switch listed in the ingredients of the auction.
9.6. Bay to Bay communication between MVVCPU s based on the CN
With the three MVVCPU s connected to the communication network, the following
tests regarding Bay to Bay communication shall be done:
9.6.1. The operation of the Wattmetric function in accordance with the data
received from the Earthing Transformer / Petersen Coil.
Remark
(PC>10%) (VIX)
EISANDES | PC RESISTOR protection
CLOSED CLOSED | CLOSED Enabled
Wattmetric
AND
0 0 1 Leakage
0 0 0 Leakage
Wattmetric
AND
0 1 1 Leakage
Wattmetric 0 1 0 Leakage
AND Wattmetric
Leakage AND
1 0 1 Leakage
1 0 0 Leakage
Wattmetric
AND
1 Leakage
0 Leakage
COMMS FAIL Leakage






THE ISRAEL ELECTRIC CORP. LTD. STR-1858
Substation Planning Sector

Remark
(VIX)
protection
Unacceptable (PC>10%) Enabled
RESISTOR
CLOSED
1 0 Leakage
Wattmetric Wattmetric
AND AND
Leakage 1 1 Leakage
LEES off (PC>35% protection
system VOLTAGE RAISE)
: Enabled
earthing RESISTOR
CLOSED
1 0 Leakage
Wattmetric Wattmetric
AND AND
Leakage 1 1 Leakage
HMI Indication
9.6.2 Autoreclosure block
9.6.3 Breaker Failure protection block

9.7.

9.8.

The results of the tests shall be in accordance with the tender’s requirements.

CC or CC and SC functional tests

The tests of this section will be carried out according to Annex tests Cyber Security
Tests that is attached to this document
(see Appendix 13).

The following HMI screens will be checked. In accordance with the POC and the
specification requirements (see attached examples)

The implementation of Global station overview screen (see attached example)

The implementation of Main alarm screen & Main event screen

The implementation of Global station communication and Hardware overview screen
(see attached example)

The results of the tests shall be in accordance with the tender’s requirements.

Communication between MVCPU s, HVCU s and CC or CC and SC (bi directional)
based on the CN
The following aspects will be observed and recorded:
9.8.1. Reports from MVCPU s to the CC or CC and SC based on different
triggers
9.8.2.  Reports from HVCU s to the CC or CC and SC based on different
triggers
9.8.3. Interrogations of the MVCPUs from the CC or CC and SC
9.8.4. Interrogations of the HVCU s from the CC or CC and SC
9.8.5. Commands from the CC or CC and SC to the MVCPUs
9.8.6. Commands from the CC or CC and SC to the HVCUs

The results of the tests shall be in accordance with the tender’s requirements.
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9.9. Communication between IECo’s IEDs and CC or CC and SC (bi directional) based
on the CN

The following aspects will be observed and recorded:
9.9.1. Reports from IECo’s IEDs to the CC or CC and SC
9.9.2. Interrogations of [IECo’s IEDs from the CC or CC and SC
9.9.3. Commands from the CC or CC and SC to IECo’s IEDs

The results of the tests shall be in accordance with the tender’s requirements.

9.10. CN traffic, load and stability

CN traffic, load and stability Will investigated with dedicated instruments within the
POC.

9.11. System behavior under fault conditions

Fault conditions (for MVVCPU s) will be simulated using test instruments.
The behavior of the whole system will be observed and recorded:
9.11.1. The behavior of the MVCPU s
9.11.2. The communications on the CN between MVCPU s
9.11.3. The communications on the CN between the MVCPU s and the CC
or the CC and SC
9.11.4. The behavior of the CN

The results of the tests shall be in accordance with the tender’s requirements.

9.12. System behavior with communication disturbances

After disconnecting the SCS computer management should be carried
Communications Mint continued normal and regular activity of all components that
are connected to the communication ring.

9.13. CC or CC and SC tests regarding IEC60870-5-104

While simulating an analog sample per second, Timing of sending a Command signal
(closing\opening breaker) from WINPP software (or similar one) to the SCS until
getting back indication signal shell be less than 2 seconds

The test shall be performed on an IEC supplied computer and shall run a simulation/
application of IEC-60870-104-5. The simulation shall check the signals and
commands.

The computer will be connected to one of the switches provided by bidder.

9.14. Data security and protection tests

The tests of this section will be carried out according to Annex tests Cyber Security
Tests that is attached to this document
(see Appendix 13)

9.15. General remarks

The supplier shall state whether there are any limitations or differences between the client's
License and the supplier's License.

If there are any differences or limitation the supplier must inform IEC and also specify them.
The vendor representative must be present during the POC and approve any procedure in the
POC
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SIGNAL LISTS AND SCREENS FOR POC
Signal list 1 - MV BAINFEED

No CARD SIGNAL DESCRIPTION TYPE

1 ANALOG CURRENT MEASURING IA(1-5A) A
2 INPUT CURRENT MEASURING IA(1-5A) A
3 CURRENT MEASURING IB(1-5A) A
4 CURRENT MEASURING IB(1-5A) A
5 CURRENT MEASURING IC(1-5A) A
6 CURRENT MEASURING IC(1-5A) A
7 CURRENT MEASURING IN(1-5A) A
8 CURRENT MEASURING IN(1-5A) A
9 CURRENT MEASURING IG(1-5A) A
10 CURRENT MEASURING IG(1-5A) A
11
12 VOLTAGE MEASURING VA(250VAC) \%
13 VOLTAGE MEASURING VA(250VAC) \Y
14 VOLTAGE MEASURING VB(250VAC) \%
15 VOLTAGE MEASURING VB(250VAC) \Y
16 VOLTAGE MEASURING VC(250VAC) \%
17 VOLTAGE MEASURING VC(250VAC) \Y
18 VOLTAGE MEASURING VN(250VAC) \%
19 VOLTAGE MEASURING VN(250VAC) \Y
20 POWER POW.SUPP. U= 110-250VDC v
SUPPLY
21 BINARY QO OPEN bin
22 INPUT Q0 CLOSED bin
23 Q1 OPEN bin
24 Q1 CLOSED bin
25 Q1E OPEN bin
26 Q1E CLOSED bin
28 LOCAL INDICATION (MANUAL) bin
29 BFP BLOCKED (MANUAL) bin
33 EARTHING SWITCH 1 OPEN bin
34 EARTHING SWITCH 1 CLOSED bin
35 PETERSEN COIL1 CONNECTED bin
36 PETERSEN COIL1 DISCONNECTED bin
37 RES ON bin
38 BINARY STATION/TELE CONTROL-contr from HMI bin
39 OUTPUT RELAY FAIL AL AND POWER SUPPL. AL. bin
QO CLOSING-contr from HMI bin
QO OPENING-contr from HMI bin
Q0 PMVCPUOTECTION TRIP bin
LOSS OF SYSTEM EARTHING bin
MVCPUOTECTION TRIP & BFP TO 161KV SIDE bin
COMMUNICATION FAIL ALARM bin
CB ALARM bin
O/C TRIP INDICATION bin

BFP TRIP FOR HV TRF.1 bin
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REPORTS

GOOSE
OUTPUT

GOOSE
INPUT

EF TRIP INDICATION TRF.1
LOSS OF GROUNDING & COMMUNICATION FAIL
UNACCEPTABLE STATE OF EARTHING SYSTEM
EARTHING SWITCH OPEN

EARTHING SWITCH CLOSED

SWITCHGEARS UNDEFINED

Q1E

Q0 OPEN

QO CLOSED

Q1 OPEN

Q1 CLOSED

QI1E OPEN

QI1E CLOSED

AR BLOCKED (MANUAL)

LOCAL INDICATION (MANUAL)

BFP BLOCKED (MANUAL)

EARTHING SWITCH 1 OPEN

EARTHING SWITCH 1 CLOSED

PETERSEN COIL1 CONNECTED

PETERSEN COIL1 DISCONNECTED
STATION/TELE CONTROL

RELAY FAIL AL AND POWER SUPPL. AL.

Q0 PMVCPUOTECTION TRIP

LOSS OF SYSTEM EARTHING

MVCPUOTECTION TRIP & BFP TO 161KV SIDE
COMMUNICATION FAIL ALARM

CB ALARM

O/C TRIP INDICATION

BFP TRIP FOR HV TRF.1

EF TRIP INDICATION TRF.1

UNACCEPTABLE STATE OF EARTHING SYSTEM
EARTHING SWITCH OPEN

EARTHING SWITCH CLOSED

SWITCHGEARS UNDEFINED

LOCAL AL. 24kV

BFP TRIP TO LINE 105,106

BFP BLOCKED

CB ALARM

LOSS OF SYSTEM EARTHING

UNACCEPTABLE STATE OF SYSTEM EARTHING
INDUCTIVELY EARTHED

RESISTOR ON PET.COIL

SOLIDLY EARTHED

SWITCHGEARS UNDEFINED

Q1E OPENED(TO HV INTERLOCK- Q1)

BFP TRIP FROM LINE105

BFP TRIP FROM LINE105

LOCAL INDICATION FROM LINE 105

LOCAL INDICATION FROM LINE 106

AR BLOCKED LINE105

STR-1858

bin
bin
bin
bin
bin

QOO0 0006060000 O @ mmmMmMmMMMMMMMMM M MM MMM M M M M M M M M M





THE ISRAEL ELECTRIC CORP. LTD.
Substation Planning Sector

AR BLOCKED LINE105
Q51 OPENED(FROM HV FL )

Signal list 2 - MV BAY LINE

No

O RNV WN =

=
)

(I I Y G S [y g Y
S O 0O U s WN

21
22
23
24
25
26
29
33
34
35
38
39

CARD
ANALOG
INPUT

POWER
SUPPLY
BINARY
INPUT

BINARY
OUTPUT

SIGNAL DESCRIPTION
CURRENT MEASURING IA(1-5A)

CURRENT MEASURING IA(1-5A)
CURRENT MEASURING IB(1-5A)
CURRENT MEASURING IB(1-5A)
CURRENT MEASURING IC(1-5A)
CURRENT MEASURING IC(1-5A)
CURRENT MEASURING IN(1-5A)
CURRENT MEASURING IN(1-5A)
CURRENT MEASURING IG(1-5A)
CURRENT MEASURING IG(1-5A)

VOLTAGE MEASURING VA(250VAC)
VOLTAGE MEASURING VA(250VAC)
VOLTAGE MEASURING VB(250VAC)
VOLTAGE MEASURING VB(250VAC)
VOLTAGE MEASURING VC(250VAC)
VOLTAGE MEASURING VC(250VAC)
VOLTAGE MEASURING VN(250VAC)
VOLTAGE MEASURING VN(250VAC)
POW.SUPP. U= 110-250VDC

QO OPEN

QO CLOSED

Q1 OPEN

Q1 CLOSED

Q1E OPEN

Q1E CLOSED

LOCAL INDICATION (MANUAL)

BFP BLOCKED (MANUAL)

CB ALARM

AR BLOCKED(MANUAL)

STATION/TELE CONTROL-contr from HMI
RELAY FAIL AL AND POWER SUPPL. AL.
QO CLOSING-contr from HMI

Q0 OPENING-contr from HMI

Q0 PMVCPUOTECTION TRIP

Q0 AUTORECLOSE

AUTORECLOSE NOT IN MVCPUOGRESS
BFP TRIP INDICATION

COMMUNICATION FAIL ALARM

CB ALARM

O/C TRIP INDICATION

EF TRIP INDICATION

WATTMET. TRIP INDICATION
SWITCHGEARS UNDEFINED

TYPE

STR-1858

> > > > > > >> > >

< < </ <K<K/ <K< <

bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
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REPORTS | Q0 OPEN
Q0 CLOSED

Q1 OPEN
Q1 CLOSED
Q1E OPEN
Q1E CLOSED
LOCAL INDICATION (MANUAL)
BFP BLOCKED (MANUAL)
CB ALARM
AR BLOCKED(MANUAL)
STATION/TELE CONTROL
RELAY FAIL AL AND POWER SUPPL. AL.
QO PMVCPUOTECTION TRIP
Q0 AUTORECLOSE
AUTORECLOSE NOT IN MVCPUOGRESS
BFP TRIP INDICATION
COMMUNICATION FAIL ALARM
CB ALARM
O/C TRIP INDICATION
EF TRIP INDICATION
WATTMET. TRIP INDICATION
SWITCHGEARS UNDEFINED
GOOSE LOCAL AL. 24kV
OUTPUT BFP TRIP TO LINE 106,INF.103
BFP BLOCKED TO INF.103
CB ALARM TO INF.103
SWITCHGEARS UNDEFINED
AR BLOCKED LINE105
GOOSE BFP TRIP FROM NF.103
INPUT BFP TRIP FROM LINE106

Signal list 3 - MV BAY LINE
No CARD SIGNAL DESCRIPTION
ANALOG | CURRENT MEASURING IA(1-5A)
INPUT CURRENT MEASURING IA(1-5A)
CURRENT MEASURING IB(1-5A)
CURRENT MEASURING IB(1-5A)
CURRENT MEASURING IC(1-5A)
CURRENT MEASURING IC(1-5A)
CURRENT MEASURING IN(1-5A)
CURRENT MEASURING IN(1-5A)
CURRENT MEASURING IG(1-5A)
CURRENT MEASURING IG(1-5A)

O (0O U WN =

=
)

VOLTAGE MEASURING VA(250VAC)
VOLTAGE MEASURING VA(250VAC)
VOLTAGE MEASURING VB(250VAC)
VOLTAGE MEASURING VB(250VAC)

= |
Ul (W N

TYPE

STR-1858
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16
17
18
19
20

21
22
23
24
25
26
29
33
34
35
38
39

POWER
SUPPLY
BINARY
INPUT

BINARY
OUTPUT

REPORTS

VOLTAGE MEASURING VC(250VAC)
VOLTAGE MEASURING VC(250VAC)
VOLTAGE MEASURING VN(250VAC)
VOLTAGE MEASURING VN(250VAC)
POW.SUPP. U= 110-250VDC

QO OPEN
Q0 CLOSED

Q1 OPEN

Q1 CLOSED

Q1E OPEN

Q1E CLOSED

LOCAL INDICATION (MANUAL)

BFP BLOCKED (MANUAL)

CB ALARM

AR BLOCKED(MANUAL)

STATION/TELE CONTROL-contr from HMI
RELAY FAIL AL AND POWER SUPPL. AL.
QO CLOSING-contr from HMI

QO OPENING-contr from HMI

Q0 PMVCPUOTECTION TRIP

Q0 AUTORECLOSE

AUTORECLOSE NOT IN MVCPUOGRESS
BFP TRIP INDICATION

COMMUNICATION FAIL ALARM

CB ALARM

O/C TRIP INDICATION

EF TRIP INDICATION

WATTMET. TRIP INDICATION
SWITCHGEARS UNDEFINED

QO OPEN

QO CLOSED

Q1 OPEN

Q1 CLOSED

Q1E OPEN

Q1E CLOSED

LOCAL INDICATION (MANUAL)

BFP BLOCKED (MANUAL)

CB ALARM

AR BLOCKED(MANUAL)

STATION/TELE CONTROL

RELAY FAIL AL AND POWER SUPPL. AL.
Q0 PMVCPUOTECTION TRIP

Q0 AUTORECLOSE

AUTORECLOSE NOT IN MVCPUOGRESS
BFP TRIP INDICATION

COMMUNICATION FAIL ALARM

CB ALARM

O/C TRIP INDICATION

EF TRIP INDICATION

STR-1858
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GOOSE
OUTPUT

GOOSE
INPUT

WATTMET. TRIP INDICATION
SWITCHGEARS UNDEFINED
LOCAL AL. 24kV

BFP TRIP TO LINE 105,INF.103
BFP BLOCKED TO INF.103

CB ALARM TO INF.103
SWITCHGEARS UNDEFINED
AR BLOCKED LINE106

BFP TRIP FROM NF.103

BFP TRIP FROM LINE105

Signal list 4 - HV BAY 2 TRF.1

No

O (R0 IO U WN =

=
)

(IO Y G g g Y
(=REN-RE--REN Rl N3 RE" EICRY V]

21
22
23
24
25
26
33
34
35
38
39

CARD
ANALOG
INPUT

POWER
SUPPLY
BINARY
INPUT

BINARY
OUTPUT

SIGNAL DESCRIPTION
CURRENT MEASURING IA(1-5A)

CURRENT MEASURING IA(1-5A)
CURRENT MEASURING IB(1-5A)
CURRENT MEASURING IB(1-5A)
CURRENT MEASURING IC(1-5A)
CURRENT MEASURING IC(1-5A)
CURRENT MEASURING IN(1-5A)
CURRENT MEASURING IN(1-5A)
CURRENT MEASURING IG(1-5A)
CURRENT MEASURING IG(1-5A)

VOLTAGE MEASURING VA(250VAC)
VOLTAGE MEASURING VA(250VAC)
VOLTAGE MEASURING VB(250VAC)
VOLTAGE MEASURING VB(250VAC)
VOLTAGE MEASURING VC(250VAC)
VOLTAGE MEASURING VC(250VAC)
VOLTAGE MEASURING VN(250VAC)
VOLTAGE MEASURING VN(250VAC)
POW.SUPP. U= 110-250VDC

QO OPEN

QO CLOSED

Q1 OPEN

Q1 CLOSED

Q51 OPEN

Q51 CLOSED

LOCAL INDICATION (MANUAL)
TRF.MVCPUOT. TRIP

CB ALARM

STATION/TELE CONTROL-contr from HMI
RELAY FAIL AL AND POWER SUPPL. AL.
QO CLOSING-contr from HMI

QO OPENING-contr from HMI

Q1 CLOSING-contr from HMI

Q1 OPENING-contr from HMI

TYPE

STR-1858

OO O O o m m

> > > > > > > > > > ®
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bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
bin
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COMMUNICATION FAIL ALARM

=3
=]

SWITCHGEARS UNDEFINED

=3
=]

REPORTS

Q0 OPEN

QO CLOSED

Q1 OPEN

Q1 CLOSED

Q51 OPEN

Q51 CLOSED

LOCAL INDICATION (MANUAL)

TRF.MVCPUOQT. TRIP

CB ALARM

STATION/TELE CONTROL

RELAY FAIL AL AND POWER SUPPL. AL.

QO CLOSING

QO OPENING

Q1 CLOSING

Q1 OPENING

COMMUNICATION FAIL ALARM

SWITCHGEARS UNDEFINED

GOOSE
OUTPUT

LOCAL AL.

Q51 OPENED(TO MV INTERLOCK- Q1)

GOOSE
INPUT

Q1E OPENED(FROM MV )

QIO G mMmmmMmMmMmMTMTMM MMM M mM mM M mM m

SEL421 - events(TRF.

TO HMI

CODE

DEVICE

SIGNAL DESCRIPTION

TYPE

1

2

3

EVENTS

RELAY FAIL

PROTECTION TRIP

PROTECTION. BLOCK

TAPCON

BU events(TRF.) TO HMI

CODE

DEVICE

SIGNAL DESCRIPTION

TYPE

1

2

3

EVENTS

LOCAL POS.

REMOTE POS.

AUTO POS.

MANUAL POS.

TAP RAISE

TAP LOWER

HMI
CONTROL

AUTO

MANUAL

TAP RAISE

TAP LOWER

O000
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HMI SCREENS FOR P.0.C (CONTROL AND INDICATIONS)

HVBUS
[ TRAFO PROT.
SEL421
s ~\
TRAFO VOLT. REGULATOR
TAPCON BU
L3
= STATES SEL421 :
oIC TRIP =
STATES: MEASUREMENTS

EIF TRIP =

LocAL D Tap o | TRFA comu. FalL AL [
REMOTE VOLTAGE K - k—J

CURRENT [oo]a

WaNUAL B — DISCONN.
COMMANDS: 004
oo kv PET.
ool colL
0.0] kVAr
c 18: = =
~ - QtE
I
o1
LINE 105 INFEED 103| MV BUS LINE 106
Q1 at LEGEND FOR
oo QIE :l:;gfw STATUSES
It
0.0 0.0f ki
0.0] kVAr 0.0] kVAr

ocsL  [B] REMOTE

BREAKER
cT 8: CcT g 1 OPEN
1 T EY UNDEFINED 23 ERROR
$ @ DISCONNECTOR
[ BFP BLOCKED: ] BFP BLOCKED ) OPEN 4 ERROR

@ CLOSE 4 UNDEF
AUTORECLOSER] STATES

B__occ ] mon o
| uncock I HO COMMNS.

AUTORECLOSER|
B |
o

COMMUNICATION SCHEME FOR P.O.C

HMI COMPUTER
TRAFO PROT. SEL4Z1 TRAFO VOLT. REGULATOR 17216.23.89) CENT.CONTR.UNIT -1 CENT.CONTR.UNIT -2

(172.16.23.140) TAPCON BU {172.16.23.142) . 1172.16.23.100) (172.16.23.101)
i TO DISPATCH CENTER
I ﬂﬁ " ccu-1 || " ccu-2 | o> IEC 60870-6-104
caTs | LEGEND FOR
fo ro. o COMMUNICATION STATUSES
FoO. FAILURE
REP

—— - L cewn [ =]

02065 2520
(172.16.23.218)

CI5C01 CGS 2520
16.23. @~ LANIEC 61850 —ep

c1SCO3 CGS 2520
(172.16.23.218)

~—
——— REP
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A deadband to trigger unsolicited responses for each analog signal should be established.
Accumulated change in a measurement should be transmitted after a pre-defined time to the NCC
even if remained within the deadband value.
Possibility to group signals that should be transmitted to NCC.
Signal inversion during their transmition to NCC
Screening of a jittered signal, which will not be transmitted to NCC within a pre-defined time period,
until it will stop jittering.
Arithmetic operations on analog measurements.
Automatic switching between summer / winter time (clock).
Definition of ON-OFF switching time for CBs and disconnectors.
Information on groups and I/O number in each group that can be transmitted after interrogation
asked by NCC.
Comm. Failure between any of the IED's to the station computer to be transmitted to NCC.
Invalid / Non-typical values of each signal should be defined.
All CCU controllers shall be identical in all aspects, including hardware, software, and licensing,
allowing for complete interchangeability between them.
Each CCU controller shall include 2 communication ports for IEC 60870-5-104 protocol, complete
ith licensing.
he Commands will be only Direct command (No SBO).
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THE ISRAEL ELECTRIC CORP. LTD.
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Substation Planning Sector

Spare Part List

For short term (start-up, commissioning and until expiration of the warranty

period).
Item Spare | Producer's Spare Probability | Technical | Drawing Is It Supply
No: Part Name Part of Failure Data Ne In Time
Name Purpose Stock After

& Ne (y/n) | Ordering






THE ISRAEL ELECTRIC CORP. LTD.

STR-1858
Substation Planning Sector
For 5 (five) years after the end of warranty.
Item Spare | Producer's Spare Probability | Technical | Drawing Is It Supply
No: Part Name Part of Failure Data Ne In Time
Name Purpose Stock After
& Ne (y/n) | Ordering






THE ISRAEL ELECTRIC CORP. LTD.

STR-1858
Substation Planning Sector
For 10 (ten) years after the end of warranty.
Item Spare | Producer's Spare Probability | Technical | Drawing Is It Supply
No: Part Name Part of Failure Data Ne In Time
Name Purpose Stock After
& Ne (y/n) | Ordering






THE ISRAEL ELECTRIC CORP. LTD.

STR-1858
Substation Planning Sector
For 30 (thirty) years after the end of warranty.
Item Spare | Producer's Spare Probability | Technical | Drawing Is It Supply
No: Part Name Part of Failure Data Ne In Time
Name Purpose Stock After
& Ne (y/n) | Ordering
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Substation Planning Sector

SPECIAL TOOLS

Contractor shall give here a list of recommended special tools for assembly and
maintenance.
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COMMENTS BY MANUFACTURER ON ANNEXURE "B"

Name of Contractor:

DEVIATIONS FROM REQUIRMENTS

Name of Contractor:

Contractor is requested to describe or indicate deviations of the equipment and accessories
from all requirements in this Specification.

In case no deviations are mentioned it will be understood that Contractor's offer entirely
complies with all requirements in this Specification.






STR-1858



		SUBCLAUSE NO.		Level		REQUIRED

		1		1		Tender No.:

		2		1		Name Of Bidder: 

		3		1		Currency Of The Offer: 

		4		1		PRICES-GENERAL

		4.1		2		The price for equipment complete as specified in Specification STR-1858, as designated by Purchaser. 

		4.2		2		The price will include all drawings, tests and related Items as described under ANNEXURE "B" and Summary of Data 

		4.3		2		For summary of equipment for each item see attached " APPENDIX C1 - Summary of equipment TO ANNEXURE "C"

		4.4		2		For station drawings for each item see attached " APPENDIX C2 - Drawings TO ANNEXURE "C"

		4.5		2		All items shall be supplied with the suitable license , which will be included in the price proposal

		5		1		Price for Substation Control and Protection Systems (SCPS).

		6		1		Price for Substation Control and Protection Systems (SCPS).

		6.0.0.0.0.0.0.1		8		table		Insert prices/infomation in this column

		6.0.0.0.0.0.0.2		8		ITEMS described in ANN B Subcl. 4.1		Quantity								Offer Price

		6.1		2		Basic order

		6.1.1		3		Prices for the six (6) stations with engineering.

		6.1.1.1		4		SCPS for Type A2 substation (Tables C0, CA2-1,CA2-2,CA2-3,CA2-4, One-line-: STR-1858_A2)		1

		6.1.1.1.1		5		Firm price for SCPS for engineering, equipment, engineering tools, for Station-Level and HV Section Type A2 substation.(Tables C0, CA2-1,CA2-2,CA2-4, One-line-: STR-1858_A2) (With all the components that comprise the communication)

		6.1.1.1.2		5		Firm price for SCPS for engineering, equipment, engineering tools,for MV Section Type A2 substation.(Table CA2-3, One-line-: STR-1858_A2)  (only MVCPUs)

		6.1.1.1.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.1.1.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.1.1.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.1.2		4		SCPS for Type B3 substation (Tables C0, CB3-1,CB3-2, CB3-3,CB3-4, One-line-: STR-1858_B3)		1

		6.1.1.2.1		5		Firm price for SCPS for engineering, equipment, engineering tools,  for Station-Level and HV Section Type B3 substation. (Tables C0, CB3-1,CB3-2,CB3-4, One-line-: STR-1858_B3) (With all the components that comprise the communication)

		6.1.1.2.2		5		Firm price for SCPS for engineering, equipment, engineering tools, for MV Section Type B3 substation. (Table CB3-3, One-line-: STR-1858_B3) (only MVCPUs)

		6.1.1.2.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.1.2.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.1.2.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.1.3		4		SCPS for Type B4 substation (Tables C0, CB4-1,CB4-2, CB4-3,CB4-4, One-line-: STR-1858_B4)		1

		6.1.1.3.1		5		Firm price for SCPS for engineering, equipment, engineering tools, for Station-Level and HV Section Type B4 substation. (Tables C0, CB4-1,CB4-2,CB4-4 One-line-: STR-1858_B4) (With all the components that comprise the communication)

		6.1.1.3.2		5		Firm price for SCPS for engineering, equipment, engineering tools,  for MV Section Type B4 substation. (Table CB4-3 One-line-: STR-1858_B4) (only MVCPUs)

		6.1.1.3.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.1.3.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.1.3.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.1.4		4		SCPS for Type P substation (Tables C0, CP1-1,CP1-2, One-line-: STR-1858_P)		1

		6.1.1.4.1		5		Firm price for SCPS for engineering, equipment, engineering tools, for Type P substation.

		6.1.1.4.2		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.1.4.3		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.1.4.4		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.1.5		4		SCPS for "ROKACH" substation (Tables C0, CD-1,CD-2,CD-3,CD-4, One-line-: STR-1858_ROKACH)		1

		6.1.1.5.1		5		Firm price for SCPS for engineering, equipment, engineering tools, for Station-Level and HV Section Type "ROKACH" substation. (Tables C0, CD-1,CD-2,CD-4 One-line-: STR-1858_ROKACH) (With all the components that comprise the communication)

		6.1.1.5.2		5		Firm price for SCPS for engineering, equipment, engineering tools, for MV Section Type "ROKACH" substation. (Table CD-3 ,One-line-: STR-1858_ROKACH) (only MVCPUs)

		6.1.1.5.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.1.5.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.1.5.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.1.6		4		SCPS for "JERUSALEM" substation (Tables C0-1, CE-1,CE-2,CE-3,CE-4 One-line-: STR-1858_JERUSALEM)		1

		6.1.1.6.1		5		Firm price for SCPS for engineering, equipment, engineering tools,  for Station-Level and EHV&HV Section Type "JERUSALEM" substation. (Tables C0, CE-1,CE-2,CE-4, One-line-: STR-1858_JERUSALEM) (With all the components that comprise the communication)

		6.1.1.6.2		5		Firm price for SCPS for engineering, equipment, engineering tools,  for MV Section Type "JERUSALEM" substation. (Table CE-3, One-line-: STR-1858_JERUSALEM) (only MVCPUs)

		6.1.1.6.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.1.6.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.1.6.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.2		3		PRICES for stations with loose equipment (without engineering and without cubicles)

		6.1.2.1		4		SCPS for substation type "A1" (Tables C0,CA1-1,CA1-2,CA1-3,CA1-4 , One-line: STR-1858-A1)		22

		6.1.2.1.1		5		Firm price for SCPS for engineering, equipment, engineering tools,  for Station-Level and HV Section Type A1 substation.(Tables C0, CA1-1,CA1-2,CA1-4, One-line-: STR-1858_A1) (With all the components that comprise the communication)

		6.1.2.1.2		5		Firm price for SCPS for engineering, equipment, engineering tools,for MV Section Type A1 substation.(Table CA1-3, One-line-: STR-1858_A1)  (only MVCPUs)

		6.1.2.1.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.2.1.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.2.1.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.2.2		4		SCPS for substation type "A2" (Tables C0,CA2-1,CA2-2,CA2-3,CA2-4, One-line-: STR-1858-A2)		5

		6.1.2.2.1		5		Firm price for SCPS for engineering, equipment, engineering tools, for Station-Level and HV Section Type A2 substation.(Tables C0, CA2-1,CA2-2,CA-4, One-line-: STR-1858_A2) (With all the components that comprise the communication)

		6.1.2.2.2		5		Firm price for SCPS for engineering, equipment, engineering tools,  for MV Section Type A2 substation.(Table CA2-3, One-line-: STR-1858_A2)  (only MVCPUs)

		6.1.2.2.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.2.2.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.2.2.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.2.3		4		SCPS for substation type "B1" (Tables C0,CB1-1,CB1-2,CB1-3,CB1-4, One-line-: STR-1858-B1)		1

		6.1.2.3.1		5		Firm price for SCPS for engineering, equipment, engineering tools, for Station-Level and HV Section Type B1 substation. (Tables C0, CB1-1,CB1-2,CB1-4 One-line-: STR-1858_B1) (With all the components that comprise the communication)

		6.1.2.3.2		5		Firm price for SCPS for engineering, equipment, engineering tools,  for MV Section Type B1 substation. (Tables CB1-1,CB1-3 One-line-: STR-1858_B1) (only MVCPUs)

		6.1.2.3.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.2.3.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.2.3.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.2.4		4		SCPS for substation type "B2" (Tables C0,CB2-1,CB2-2,CB2-3,CB2-4 One-line-: STR-1858-B2)		1

		6.1.2.4.1		5		Firm price for SCPS for engineering, equipment, engineering tools,  for Station-Level and HV Section Type B2 substation. (Tables C0, CB2-1,CB2-2,CB2-4, One-line-: STR-1858_B2) (With all the components that comprise the communication)

		6.1.2.4.2		5		Firm price for SCPS for engineering, equipment, engineering tools,  for MV Section Type B1 substation. (Tables CB2-3, One-line-: STR-1858_B2) (only MVCPUs)

		6.1.2.4.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.2.4.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.2.4.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.2.5		4		SCPS for substation type "B3" (Tables C0,CB3-1,CB3-2,CB3-3,CB3-4, One-line-: STR-1858-B3)		6

		6.1.2.5.1		5		Firm price for SCPS for engineering, equipment, engineering tools, for Station-Level and HV Section Type B3 substation. (Tables C0, CB3-1,CB3-2,CB3-4, One-line-: STR-1858_B3) (With all the components that comprise the communication)

		6.1.2.5.2		5		Firm price for SCPS for engineering, equipment, engineering tools, for MV Section Type B3 substation. (Table CB3-3, One-line-: STR-1858_B3) (only MVCPUs)

		6.1.2.5.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.2.5.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.2.5.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.2.6		4		SCPS for substation type "B4" (Tables C0,CB4-1,CB4-2,CB4-3,CB4-4 One-line-: STR-1858-B4)		11

		6.1.2.6.1		5		Firm price for SCPS for engineering, equipment, engineering tools,  for Station-Level and HV Section Type B4 substation. (Tables C0, CB4-1,CB4-2,CB4-4, One-line-: STR-1858_B4) (With all the components that comprise the communication)

		6.1.2.6.2		5		Firm price for SCPS for engineering, equipment, engineering tools, for MV Section Type B4 substation. (Tables CB4-3, One-line-: STR-1858_B4) (only MVCPUs)

		6.1.2.6.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.2.6.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.2.6.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.2.7		4		SCPS for substation type "C1" (Tables C0,CC1-1,CC1-2,CC1-3,CC1-4, One-line-: STR-1858-C1)		3

		6.1.2.7.1		5		Firm price for SCPS for engineering, equipment, engineering tools,  for Station-Level and HV Section Type C1 substation. (Tables C0, CC1-1,CC1-2,CC1-4,  One-line-: STR-1858_C1) (With all the components that comprise the communication)

		6.1.2.7.2		5		Firm price for SCPS for engineering, equipment, engineering tools,  for MV Section Type C1 substation. (Tables CC1-3 ,One-line-: STR-1858_C1) (only MVCPUs)

		6.1.2.7.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.2.7.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.2.7.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.2.8		4		SCPS for substation type "C2" (Tables C0,CC2-1,CC2-2,CC2-3,CC2-4, One-line-: STR-1858-C2)		1

		6.1.2.8.1		5		Firm price for SCPS for engineering, equipment, engineering tools, for Station-Level and HV Section Type C2 substation. (Tables C0, CC2-1,CC2-2,CC2-4, One-line-: STR-1858_C2) (With all the components that comprise the communication)

		6.1.2.8.2		5		Firm price for SCPS for engineering, equipment, engineering tools, for MV Section Type C2 substation. (Table CC2-3, One-line-: STR-1858_C2) (only MVCPUs)

		6.1.2.8.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.2.8.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.2.8.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.2.9		4		SCPS for substation "HEFER" (Tables C0-1, CF-1, CF-2,CF-3,CF-4, One-line-: STR-1858-  HEFER / HEFER_1 )		1

		6.1.2.9.1		5		Firm price for SCPS for engineering, equipment, engineering tools,  for Station-Level and EHV&HV Section Type "HEFER" substation. (Tables C0, CF-1,CF-2,CF-4, One-line-: STR-1858_HEFER) (With all the components that comprise the communication)

		6.1.2.9.2		5		Firm price for SCPS for engineering, equipment, engineering tools,  for MV Section Type "HEFER" substation. (Table CF-3, One-line-: STR-1858_HEFER) (only MVCPUs)

		6.1.2.9.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.2.9.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.2.9.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.2.10		4		SCPS for substation "MORASHA" (Tables C0-1, CG-1, CG-2,CG-3,CG-4, One-line-: STR-1858-  MORASHA / MORASHA_1 )		1

		6.1.2.10.1		5		Firm price for SCPS for engineering, equipment, engineering tools,  for Station-Level and EHV&HV Section Type "MORASHA" substation. (Tables C0, CG-1,CG-2, CG-4, One-line-: STR-1858_MORASHA) (With all the components that comprise the communication)

		6.1.2.10.2		5		Firm price for SCPS for engineering, equipment, engineering tools,  for MV Section Type "MORASHA" substation. (Table CG-3, One-line-: STR-1858_MORASHA) (only MVCPUs)

		6.1.2.10.3		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.2.10.4		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.2.10.5		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.2.11		4		SCPS for substation type "P" (Tables C0,CP-1,CP-2 One-line:STR-1858-C- STR-1034-P)		14

		6.1.2.11.1		5		Firm price of equipment, engineering tools,  for one (1) SCPS for type "P" substation.

		6.1.2.11.2		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.2.11.3		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.2.11.4		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.3		3		Cubicles.

		6.1.3.1		4		Cubicels for Type A1 substation 		1

		6.1.3.1.1		5		Firm price for designed, factory wired in cubicles, FAT (Factory Acceptance Test) and delivered. for Type A1 substation

		6.1.3.1.2		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.3.1.3		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.3.1.4		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.3.2		4		Cubicels for Type B1 substation 		1

		6.1.3.2.1		5		Firm price for designed, factory wired in cubicles, FAT (Factory Acceptance Test) and delivered. for Type B1 substation

		6.1.3.2.2		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.3.2.3		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.3.2.4		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.3.3		4		Cubicels for Type B3 substation 		1

		6.1.3.3.1		5		Firm price for designed, factory wired in cubicles, FAT (Factory Acceptance Test) and delivered. for Type B3 substation

		6.1.3.3.2		5		Total (gross) weight per shipped SCPS  ……(kg)

		6.1.3.3.3		5		Total (gross) volume per shipped SCPS …… (m3)

		6.1.3.3.4		5		Shipping dimensions (width x height x length) per shipped SCPS……...(m)

		6.1.4		3		MV Section 

		6.1.4.1		4		addition MV section with 16 bays at one of the six stations 		1

		6.1.4.1.1		5		Firm price for addition of one (1) MV section in one of the six stations . see clause 5.2.3 Remark #3 (only MVCPUs)		 

		6.1.4.1.2		5		Firm price for addition of one (1) MV section in one of the six stations. see clause 5.2.3.1 Remark #3.1 (communication equipment)		 

		6.1.4.2		4		addition MV section with 16 bays at one of the stations with loose equipment		1

		6.1.4.2.1		5		Firm price for addition of one (1) MV section in one of the six stations. see clause 5.2.3 Remark #3 (only MVCPUs)		 

		6.1.4.2.2		5		Firm price for addition of one (1) MV section in one of the six stations. see clause 5.2.3.2 Remark #3.2 (communication equipment and liecense)		 

		6.1.4.3		4		addition MV section with 12 bays at one of the six stations		1

		6.1.4.3.1		5		Firm price for addition of one (1) MV section in one of the six stations. see clause 5.2.4 Remark #4 (only MVCPUs)		 

		6.1.4.3.2		5		Firm price for addition of one (1) MV section in one of the six stations. see clause 5.2.4.1 Remark #4.1 (communication equipment , ) 		 

		6.1.4.4		4		addition MV section with 12 bays at one of the stations with loose equipment		4

		6.1.4.4.1		5		Firm price for addition of one (1) MV section in one of the six stations. see clause 5.2.4 Remark #4 (only MVCPUs)		 

		6.1.4.4.2		5		Firm price for addition of one (1) MV section in one of the six stations. see clause 5.2.4.2 Remark #4.2 (communication equipment and liecense)		 

		6.1.5		3		Under-Frequency Relay

		6.1.5.1		4		Firm price for one (1) Under-frequency relay as specified in ANNEXURE "B" clause 9.3.11.4		5

		6.1.6		3		Engineering Course

		6.1.6.1		4		Price for one (1) Engineering Course. The course duration and content is as specified in ANNEXURE "B" clause 17.1, and according the resolutions made in the technical phase of the tender		2

		6.1.7		3		Operation Course

		6.1.7.1		4		Price for one (1) Operation Course. The course duration and content is as specified in ANNEXURE "B" clause 17.2, and according the resolutions made in the technical phase of the tender		2

		6.1.8		3		Prototype

		6.1.8.1		4		Price for one (1) Prototye. The Prototype duration and content is as specified in ANNEXURE "B" clause 16.9, and according the resolutions made in the technical phase of the tender		1

		6.1.9		3		Prolonged remote technical support 

		6.1.9.1		4		Prolonged remote technical support  as specified in ANNEXURE "B" clause 17.4 for the first four (4) years  , Price per five days a week, ten hours a day.		1

		6.1.9.2		4		Prolonged remote technical support as specified in ANNEXURE "B" clause 17.4   for each additional year , Price per five days a week, ten hours a day.		1

		6.1.9.3		4		Prolonged remote technical support  as specified in ANNEXURE "B" clause 17.4 for the first four (4) years  , Price per hour.		1

		6.1.9.4		4		Prolonged remote technical support as specified in ANNEXURE "B" clause 17.4   for each additional year , Price per hour.		1

		6.1.10		3		On-site technical support

		6.1.10.1		4		On-site technical support as specified in ANNEXURE "B" clause 17.5  for the first four (4) years. Price per day. 		1

		6.1.11		3		Licenses

		6.1.11.1		4		Full license set of all types for engineering, planning, operation, maintenance , and testing.		3

		6.1.11.2		4		license for type A1 - engineering, planning, operation, maintenance and testing.		22

		6.1.11.3		4		license for type A2 - engineering, planning, operation, maintenance and testing.		6

		6.1.11.4		4		license for type B1 - engineering, planning, operation, maintenance and testing.		1

		6.1.11.5		4		license for type B2 - engineering, planning, operation, maintenance and testing.		1

		6.1.11.6		4		license for type B3 - engineering, planning, operation, maintenance and testing.		7

		6.1.11.7		4		license for type B4 - engineering, planning, operation, maintenance and testing.		12

		6.1.11.8		4		license for type C1 - engineering, planning, operation, maintenance and testing.		3

		6.1.11.9		4		license for type C2 - engineering, planning, operation, maintenance and testing.		1

		6.1.11.10		4		license for type P - engineering, planning, operation, maintenance and testing.		15

		6.1.11.11		4		license for type "ROKACH"  - engineering, planning, operation, maintenance and testing.		1

		6.1.11.12		4		license for type "JERUSALEM" - engineering, planning, operation, maintenance and testing.		1

		6.1.11.13		4		license for type "HEFER" - engineering, planning, operation, maintenance and testing.		1

		6.1.11.14		4		license for type "MORASHA" - engineering, planning, operation, maintenance and testing.		1

		6.1.12		3		Engineering for system componen

		6.1.12.1		4		Engineering of Control EHV IEDs		1

		6.1.12.2		4		SCADA Engineering of control EHV IEDs with IEC61850		1

		6.1.12.3		4		SCADA Engineering for Third party EHV Protection IEDs with IEC61850		1

		6.1.12.4		4		SCADA Engineering for Third party EHV Control IEDs with IEC61850		1

		6.1.12.5		4		Engineering of Control HV IEDs		1

		6.1.12.6		4		SCADA Engineering Of  control HV IEDs with IEC61850		1

		6.1.12.7		4		SCADA Engineering for Third party HV Protection IEDs with IEC61850		1

		6.1.12.8		4		SCADA Engineering for Third party HV Control IEDs with IEC61850		1

		6.1.12.9		4		Engineering of Control MV IEDs		1

		6.1.12.10		4		SCADA Engineering Of control MV IEDs with IEC61850		1

		6.1.12.11		4		GAS/MDMS engineering for Auto-transformers		1

		6.1.12.12		4		GAS/MDMS engineering for GAS &  MDMS devices		1

		6.1.12.13		4		Bidder's Cubicles engineering & Drawings (SCPS, GAS, MDMS, HV Control Cubs)		1

		6.1.13		3		Medium Voltage Control and Protection Unit  (MVCPU) 

		6.1.13.1		4		Firm price for one (1) MVCPU as specified in ANNEXURE "B" clause 9.3.6 (only relay)		12

		6.1.14		3		High Voltage Control Unit  (HVCU) 

		6.1.14.1		4		Firm price for one (1) HVCU as specified in ANNEXURE "B" clause 9.3.5		10

		6.1.15		3		Main Controller (CCU)

		6.1.15.1		4		Firm price for one (1) Main Controller as specified in ANNEXURE "B" clause 9.6		5

		6.1.16		3		HMI work station 

		6.1.16.1		4		Firm price for one (1) HMI work station as specified in ANNEXURE "B" clause 9.6		5

		6.1.17		3		General Alarm System (GAS) 

		6.1.17.1		4		Firm price for one (1) GAS as specified in ANNEXURE "B" clause 9.3.3.2		5

		6.1.18		3		Annunciator&indicators unit 

		6.1.18.1		4		Firm price for one (1) Annunciator&indicators unit as specified in ANNEXURE "B" clause 9.3.3.3		5

		6.1.19		3		GPS System 

		6.1.19.1		4		Firm price for one (1) GPS System as described in APPENDIX 1 and ANNEXURE "B" clause 9.3.3.4		5

		6.1.20		3		Substation Main Distribution Monitoring System (MDMS)

		6.1.20.1		4		Firm price for one (1) MDMS as specified in ANNEXURE "B" clause 9.3.3.4		2

		6.1.21		3		HV BAY

		6.1.21.1		4		Firm price for addition of one (1) HV bay in one of the six stations. see clause 5.2.1 remark #1 		1

		6.1.21.2		4		Firm price for addition of one (1) HV bay for stations with loose equipment. see clause 5.2.2 remark #2 		1

		6.1.22		3		On-site commissioning

		6.1.22.1		4		Price for services per person, per day (inclusive of travel, living and all other expenses) Estimated number of man-days required for commissioning of one SCPS , Price per day: 

		6.1.23		3		Switches

		6.1.23.1		4		Communication switch CISCO IE4010       		6

		6.1.23.2		4		Communication switch CISCO IE3000U (IE3100/3200)		1

		6.1.23.3		4		Communication switch CISCO IE3000U (IE3300/3400)		1

		6.1.23.4		4		Communication switch RUGGEDCIN RST2000      		1

		6.1.23.5		4		Communication switch RUGGEDCIN RSG900R       		1

		6.1.24		3		Spare and renewal parts for short term 		1

		6.1.25		3		Spare and renewal parts for 5  years after the end of warranty 		1

		6.2		2		Sofrware  Packages

		6.2.1		3		The supplier shall provide a complete software package for SCS systems, including HMI, SCADA integration, communication protocols (IEC 61850, IEC 104, DNP3), configuration tools, and cybersecurity features. The package must support full operational functionality, data acquisition, control, diagnostics, and secure connectivity. 		Insert HERE the suggested quantity  

		6.2.2		3		The package must support full operational functionality, data acquisition, control, diagnostics, and secure connectivity. 

		6.2.3		3		The supplier shall clearly specify the full contents of the package, including all modules, interfaces, and licensing terms

		6.2.4		3		The supplier shall specify in this section the recommended quantity of packages for each substation type, as well as the total number of substations required under this tender. Pricing shall be provided accordingly, reflecting the quantities and configurations proposed.

		6.3		2		Remarks

		6.3.1		3		Remark #1
"Addition of one HV bay in one of the six stations" includes all the required:
Hardware - HVCU, communication link, and communication switch - if required.
Liecense - Expansion of the station's engineering license as required for the implementation of the addition of one HV bay.
Software - setting and programming the HVCU (includes special functions) and integrating the bay and its related equipment in the SPCS (e.g. Main Controller, HMI, Communication system).

		6.3.2		3		Remark #2
"Addition of one HV bay for stations with loose equipment" includes all the required:
Hardware - HVCU, communication link, and communication switch - if required.
Liecense - Expansion of the station's engineering license as required for the implementation of the addition of one HV bay..

		6.3.3		3		Remark #3
"Addition of one MV section" - 75MVA TRAFO:
The MV section includes the following bays: 
Infeed bay -  1
Feeder bay -  12
Coupler bay -  1
Capacitor bank bay -  1
Earthing trafo bay - 1
TOTAL -  16
Hardware - MVCPUs.

		6.3.3.1		4		Remark #3.1
"Addition of one MV section with 16 bays at one of the six stations" - 75MVA TRAFO includes all the required:
Hardware - communication links, and communication switches.
Liecense - Expansion of the station's engineering license as required for the implementation of the addition of one MV section.
Software - setting and programming the MVCPUs (includes special functions) and integrating the MV section and it's related equipment in the SPCS (e.g. Main Controller, HMI, Communication system).

		6.3.3.2		4		Remark #3.2
"Addition of one MV section with 16 bays at one stations with loose equipment" - 75MVA TRAFO includes all the required:
Hardware - communication links, and communication switches.
Liecense - Expansion of the station's engineering license as required for the implementation of the addition of one MV section.

		6.3.4		3		Remark #4
"Addition of one MV section" - 50MVA TRAFO:
The MV section includes the following bays: 
Infeed bay -  1
Feeder bay -  8
Coupler bay -  1
Capacitor bank bay -  1
Earthing trafo - 1
TOTAL -  12
Hardware - MVCPUs.

		6.3.4.1		4		Remark #4.1
"Addition of one MV section with 12 bays at one of the six stations" - 50MVA TRAFO includes all the required:
Hardware - communication links, and communication switches. 
Liecense - Expansion of the station's engineering license as required for the implementation of the addition of one MV section.
Software - setting and programming the MVCPUs (includes special functions) and integrating the MV section and it's related equipment in the SPCS (e.g. Main Controller, HMI, Communication system).

		6.3.4.2		4		Remark #4.2
"Addition of one MV section with 12 bays at one stations with loose equipment" - 50MVA TRAFO includes all the required:
Hardware - communication links, and communication switches. 
Liecense - Expansion of the station's engineering license as required for the implementation of the addition of one MV section.

						END OF PROJECT
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		SUBCLAUSE NO.		Level		REQUIRED						OFFERED

		1		1		PURCHASER

		1.1		2		THE ISRAEL ELECTRIC CORPORATION LIMITED  (I.E.Co.)

		1.2		2		Manufacturer's offered data and parameters should be filled in the OFFERED column, 
A definite answer or appropriate comments should be given to each subclause. If the Manufacturer wants to attach additional detailed information relevant to a certain subclause, an accurate reference shall be indicated along the answer. The additional information should be attached to this summary of data. 
The Manufacturer does not have the privilege to ignore any of the subclauses.
A summary of data that will contain unanswered subclauses shall entitle the purchaser, at its sole discretion, to disqualify the participants.

		2		1		NAME OF PROJECTS

		2.1		2		Substation Control and Protection Systems (SCPS).

		3		1		LOCATION OF PROJECT

		3.1		2		IECo substations, switching stations and premises.

		4		1		SCOPE OF WORK AND SUPPLY

		4.0.0.0.0.0.0.1		8		Design,   develop,   manufacture, cooperate with others where necessary, factory test, provide all necessary information for complete design of the installation and for all other purposes linked with proper operation as well as for commissioning and maintenance, pack and furnish, delivery in Purchaser’s stores or sites, test and verify equipment on site, provide technical guidance and assistance, all in accordance with this Specification as detailed hereunder.

		4.0.0.0.0.0.0.2		8		The SCPS shall be supplied for the following types of substations:
• Type “A1” standard Substation.
• Type “A2” standard Substation..
• Type “B1” standard Substation.
• Type “B2” standard Substation.
• Type “B3” standard Substation.
• Type “B4” standard Substation.
• Type “C1” standard Substation.
• Type “C2” standard Substation.
• Type “P” standard Substation.
• Special Substations (ROKACH)                                      
• Special Substations (JERUSALEM)                                       
• Special Substations (HEFER)                                      
• Special Substations (MORASHA)                                      
The purchaser shall include in the scope of work: the equipment installed in cubical and software engineering and on-site commissioning of the SCPS. Alternatively, the purchaser shall include in the scope of work only the equipment of the SCPS. For the latter the contractor will offer engineering tools, licenses, engineering course, remote technical support for engineering and on-site commissioning.

		4.1		2		Basic order

		4.1.1		3		Basic order will be according to "Annexure C" items 5.1 and "Appendix to Annexure C"

		5		1		TERMINAL POINTS & TERMINAL CONNECTIONS

		5.1		2		The Substation Control and Protection System for the Six (6) substations shall be delivered completely and tested. The SCPS shall include the equipment and software engineering, required for all the protection and control functions, as detailed in this specification.
For the subsequent substations, all the equipment shall be supplied loose, and it shall be integrated in the Purchaser’s cubicles.

		5.1.0.0.0.0.0.1		8		REQUIRED						OFFERED

		5.2		2		The Substation Control and Protection System for the Six (6) substations shall include the equipment and software engineering, required for all the protection and control functions, as detailed in this specification. (Without cubicles) (Yes/No)				YES  ©

		5.3		2		The SCPS shall include the equipment, software packs and engineering tools, required for all the protection and control functions, as detailed in this specification  (Yes/No)				YES

		5.4		2		For the subsequent substations, all the equipment shall be supplied loose. It shall be integrated in the Purchaser’s cubicles by the Purchaser  (Yes/No)				YES  ©

		5.5		2		The supplier will notify the Israel Electric Company (IECo)  about each new or updated version of the engineering tools and software packs that are part of this contract, not more than three month from the date of release  (Yes/No)				YES  ©

		5.6		2		The IECo will have the right to check the new or updated release, and to decide if the new or updated release will be installed in the future or already supplied systems  (Yes/No)				YES  ©

		5.7		2		The contractor will supply the new or updated release versions free of charge for five (5) years from the date of delivery of each system.  (Yes/No)				YES

		5.8		2		After completion of testing and commissioning of each Substation Control and Protection System, IECo will require a "freeze" of firmware configuration with the tested version. (Yes/No)				YES  ©

		5.9		2		If during the equipment supply contract and after its completion, the vendor discloses defects which could affect the proper functioning of the product, the supplier will inform in writing, not more than one month, after the discloser, to IECo about the nature of the defect and offer a solution. (Yes/No)				YES  ©

		6		1		QUALITY MANAGEMENT SYSTEM & QUALITY CONTROL

		6.1		2		Quality Management System

		6.1.1		3		The manufacturer / service provider shall submit a certificate attesting compliance with the requirements of the international standard ISO 9001:2015 valid for the scope of work/supply required in the Specification.

		6.1.2		3		The certificate must bear the symbol (logo), the name of the certifying body, and the name of the accreditation body and its symbol (logo).

		6.1.3		3		The date of validity of the certificate and the edition of the ISO 9001:2015 standard shall be valid on the last date set for submission of proposals in the tender.

		6.1.4		3		The certifying body must be accredited by an accreditation body that is a member of the EA (European Accreditation) or the IAAC (Inter-American Accreditation Cooperation).

		6.1.5		3		Accreditation Body (AB) – An independent body, being a member of the International Accreditation Forum Multilateral Arrangement – IAF MLA, having authority to formally approve the competence of a certification body providing certification services.

		6.1.5.0.0.0.0.1		8		REQUIRED						OFFERED

		6.1.6		3		Contractor's Quality Assurance Program meets the requirements described in ISO 9001 Standard.  (Yes/No)				YES  ©

		6.1.6.1		4		The compliance will meet the most current ISO standard at the time of winnig  (Yes/No)				YES

		6.1.7		3		The Purchaser have the right to audit and comment on  
Contractor's Quality Assurance system, regardless of whether it was previously audited by a certifying agency or any other body. (Yes/No)				YES

		6.1.8		3		The Contractor is responsible for assuring that his subcontractor's Quality Assurance/ Quality Control Programs, including their organizations, procedures, personnel qualification etc., are approved and are consistent with the specific requirements imposed by the Purchaser in this Specification.  (Yes/No)				YES

		6.2		2		Quality Control

		6.2.1		3		The Contractor shall submit with his proposal a preliminary Inspection and Test Plan (I & T Plan) see APPENDIX 11. The IT&P should include "witness point" and "hold point" according APPENDIX 11. Moreover, relevant standards should be added specifically for each mentioned test. For dimensional and visual inspections, reference documents / drawings should be added.

		6.2.2		3		A mutually agreed inspection and test plan, including witnesses and hold points, shall be agreed between the Purchaser and the Contractor.  Any subsequent alteration to this program shall require the Purchaser’s agreement, prior to start of any work affected by these alterations.

		6.2.3		3		Test and Inspection certificates as required in the Specification and the applicable. Standards shall be submitted immediately or up to five (5) days following their generation. The certificates shall be original, signed by the Contractor, and contain actual measured values. The requirement is valid for self-manufactured items also.

		6.2.4		3		The generation of certificates, including those generated by Subcontractors and sub-suppliers shall bear no extra cost to Purchaser.  COC documents shall be according to EN 10204 2.2 at least. All test report COT and the COC documents shall be in English, or translated to English on the original form.

		6.2.5		3		Manufacturing shall not commence prior to respective drawing approval by the Purchaser.

		6.2.6		3		Changes in the Purchaser’s approved design are not normally accepted. However, should such changes become necessary on an exceptional basis, the Contractor shall obtain the purchaser’s approval prior to introducing any change.

		6.2.6.0.0.0.0.1		8		REQUIRED						OFFERED

		6.2.7		3		An Inspection & Test Plan, including witness points and hold points, shall be mutually agreed between the Purchaser and the Contractor immediately after awarding the contract.  (Yes/No)				YES

		6.2.8		3		Test and Inspection certificates as required in the Specification and the applicable Standards, shall be submitted immediately after they are issued. (Yes/No)				YES

		6.2.8.1		4		The certificates have to be original, signed by the Contractor, and include true measured values.  (Yes/No)				YES

		6.2.9		3		Issuing of the certificates, including those generated by sub-contractors and sub-bidders should not bring any extra cost to Purchaser.  (Yes/No)				YES

		6.2.10		3		Changes in the Purchaser's approved design will be usually unaccepted. However, should such changes become necessary on an exception basis, the Contractor shall obtain the Purchaser's approval prior to introducing any change.  (Yes/No)				YES

		6.2.11		3		Any equipment which does not conform to drawings, specifications or other purchase order requirements which nevertheless are considered by the Contractor as "acceptable as is" or for "repair", shall be submitted to the Purchaser for approval, with their recommended dispositions.  (Yes/No)				YES

		6.2.11.1		4		All such non-conformances shall be approved by the Purchaser, and documented.   (Yes/No)				YES

		6.2.11.2		4		A copy of the approval shall accompany each shipment.  (Yes/No)				YES

		6.2.12		3		All materials used in the manufacture of the equipment shall conform to the Specification, approved drawings and accepted standards.  (Yes/No)				YES

		6.3		2		Interchangeability

		6.3.1		3		SCPS components of the same type and ratings shall be interchangeable with each other, both electrically and mechanically. Similar parts shall be entirely interchangeable between components of the same rating, and if interchanged, shall perform their function equally well in every aspect.

		6.3.2		3		Similar parts shall be entirely interchangeable between components of the same rating, and if interchanged, shall perform their function equally well in every aspect.  (Yes/No)				YES

		6.4		2		CYBER SECURITY

		6.4.1		3		The proposal shall meet the cyber security requirements to prevent the exposure of the company's critical infrastructures for data leak , cyber-attacks, as well as to prevent unauthorized access by third party as required . (Yes/No)				YES

		6.4.2		3		The bidder required to fill in the required information in the attached Appendices Excel documents as part of he's proposal. in Appendix No. 13 (Yes/No)				YES  ©

		6.4.3		3		Important notes:

		6.4.3.1		4		All products proposed by the bidder, must be under manufacturer support and up to date.  (Yes/No)				YES

		6.4.3.2		4		In case of End Of Life/Support (EOL/EOS) announcement by the hardware manufacturer, it is the bidder responsibility to supply an alternate and equivalent products, under upon approval by IECo representative. (Yes/No)				YES

		7		1		STANDARDS & CODES

		7.0.0.0.0.0.0.1		8		REQUIRED						OFFERED

		7.1		2		The equipment shall be designed, constructed and tested in accordance with the requirements of the latest relevant published recommendations of the International Electro-technical Commission (IEC). (Yes/No)				YES		YES

		7.2		2		All aspects, tests, etc., not covered by the IECo’s recommendations, should be carried out according to the latest published issue of official, or otherwise approved, standards of manufacturer's country. 
The Bidder shall state all relevant standards.  (Yes/No)				YES		YES

		7.3		2		In case that the requirements of this Specification differ from those in IECo’s publications in any aspect, the system should conform to the requirements of the Specification. (Yes/No)						YES

		7.4		2		In case of a variance between the general requirements of the standards and particular requirements of this Specification, the Specification shall take precedence. (Yes/No)						YES

		7.5		2		The following standards are applicable in the relevant parts to the individual components of the SPCS system:

		7.5.1		3		IEC 6007: Insulation coordination. (Yes/No)						YES

		7.5.2		3		IEC 61000-6-5:2015
Electromagnetic compatibility (EMC) - Part 6-5: Generic standards - Immunity for equipment used in power station and substation environment . (Yes/No)						YES

		7.5.3		3		IEC 60255: Electrical relays. (Yes/No)						YES  ©

		7.5.4		3		IEC 60529: Degrees of protection provided by enclosure (IP code). (Yes/No)						YES

		7.5.5		3		IEC 60617: Graphical symbols for diagrams (Yes/No)						YES

		7.5.6		3		IEC 61000: Electromagnetic compatibility (EMC). (Yes/No)						YES

		7.5.7		3		IEEE Std. 693-218: Recommended practice for seismic design of substations. (Yes/No)						YES

		7.5.8		3		IS0 9001-2015: Quality management systems. (Yes/No)						YES  ©

		7.5.9		3		IS0 17025: General requirements for the competence of testing and calibrating laboratories. (Yes/No)						YES

		7.5.10		3		IEC 61850: Communications for substations, enables integration of all protection, control, measurement and monitoring functions  (Yes/No)						YES  ©

		7.6		2		TESTS

		7.6.0.0.0.0.0.1		8		REQUIRED						OFFERED

		7.6.1		3		Contractor shall perform Production Tests on SCPS component  to check the quality and conformity of the workmanship and materials used in the manufacture . (Yes/No)						YES

		7.6.1.1		4		A digital copy of certified data shall be submitted to the Purchaser.  (Yes/No)						YES

		7.6.2		3		The Purchaser will have the right to demand acceptance tests at the manufacturer's facility (FAT) with or without a representative of the Purchaser being present.  (Yes/No)						YES

		7.6.2.1		4		The FAT procedure and content will be approved by the purchaser before the FAT procedure.  (Yes/No)						YES

		7.6.2.2		4		The acceptance test results will be approved by the purchaser, and after the approval shall be considered an integral part of the equipment delivery.  (Yes/No)						YES

		7.6.2.3		4		The IECo has the option to provide the supplier, after the FAT execution with comments , requirements , and adjustments which will be implemented in the prototype , as detailed in clause 16.9  (Yes/No)				YES		YES

		7.6.3		3		Contractor shall perform and submit test reports for all type test and routine tests for the SCPS specifying the relevant standards , Norms , Recommendations , etc , to prove that the SCPS has the capability to meet all the requirements as specified. The type tests should be granted by IEC (International Electro-technical Commission) certified laboratory. (Yes/No)						YES

		7.6.4		3		The Contractor shall submit a digital copy of all type and routine test reports performed on SCPS components, including output tripping and signaling electromechanical relays and optical devices.  (Yes/No)						YES

		7.6.4.1		4		The relevant standards, norms, recommendations etc. are to be specified. (Yes/No)						YES

		7.6.5		3		The type tests shall also include Electrical, Mechanical, Environmental, EMC and Safety Requirements. (Yes/No)						YES

		7.6.6		3		Contractor shall submit a list of tests to be performed on site, after mounting of the equipment. (Yes/No)						YES

		7.6.7		3		IEC60870-104 protocol communication test

		7.6.7.1		4		The IEC60870-104 protocol communication test shall be performed At the FAT section in the manufacturer laboratory and at the first substation commissioning with IEC’o representatives. (Yes/No)						YES

		7.6.7.2		4		List of tests:

		7.6.7.2.1		5		Sending command from DMS until receiving an indication on the DMS supervisor screen while increasing the traffic on the network by simulating analog measurements of at least one measurement per second shall be less than 4 second. (Yes/No)						YES

		7.6.7.2.2		5		Re - synchronization between SCPS and DMS supervision system and duration of system recovery after conducting proactive communication Detachment shall be less than 10 minutes. (Yes/No)						YES

		8		1		TECHNICAL DOCUMENTATION

		8.0.0.0.0.0.0.1		8		MANUFACTURER’S OFFERED DATA AND PARAMETERS SHOULD BE FILLED IN AGAINST PURCHASER’S REQUIRED VALUES - AS WELL AS IN THE ABSENCE THEREOF UNDER ALL RELEVANT PARAGRAPHS IN THE FREE COLUMNS ON THE RIGHT HAND SIDE.
A DEFINITE ANSWER (YES OR NO) OR APPROPRIATE COMMENTS SHALL BE GIVEN TO ALL OTHER REQUIREMENTS.

		8.0.0.0.0.0.0.2		8		REQUIRED						OFFERED

		8.1		2		General

		8.1.1		3		All data and descriptive material shall be only in English. Indicate for all requirements, number of drawing, catalogues or documents as specified in the following sections (Yes/No)						YES

		8.1.2		3		All dimensions shall be acc. International System of units (SI). (Yes/No)						YES

		8.1.3		3		All required documents (including drawings, tests reports, operation manuals, instruction books, etc.) should be clearly titled, named and issue date. (Yes/No)						YES

		8.1.4		3		The collection of the electronic files containing the proposal shall be included in the "Electronic Proposal Package" (EPP). The EPP shall send to IECo. via electronic bidding box according IECo. document "Electronic Bidding Box Annexure". (Yes/No)						YES

		8.1.5		3		The EPP shall contain: All types of SCPS units Specification (Annexure 'B', Annexure 'C',all the Appendices). The EPP documents shall be submit: as (*.docs), (*.pdf) and  (*.xlsx) format, the drawings as (*.dwg) or (*.dxf) and (*.pdf) format. The file types shall be distinguished by the filename extension (Yes/No)						YES

		8.1.6		3		File compression programs should not be used to compress files. The electronic files of an EPP shall not contain any computer instructions, including but not limited to: 
(a) computer viruses. and (b) macros, scripts and fields that depend on the execution environment and the execution of which will cause changes to the electronic file itself or the information system displaying the electronic record. (Yes/No)						YES

		8.1.7		3		The Bidder/Contractor shall comply with IECo future demand for additional documents such as manuals, drawings, catalogues, etc. which is not mentioned in this specification, in order to complete the understanding on the offered equipment. (Yes/No)						YES

		8.2		2		Technical documentation attached to proposal

		8.2.1		3		The bidder must fulfill all the questionnaires and all the information required in Annexure B and in the following appendices (only in the offered columns): APPENDIX 3
In case the bidder shall not fulfill this demand his bid will be disqualified.  (Yes/No)						YES  ©

		8.2.2		3		The Bidder should submit with the proposal the following documents and information in a digital copy at an electronic format  in PDF (DWG for drawings)  (Yes/No)						YES

		8.2.3		3		Quality Assurance documentation

		8.2.3.1		4		Quality Assurance related documentation, according to the APPENDIX 11: "Procurement Quality Requirements" (spec. No: Q – APP – 02) shall be submitted for information. Particularly the following:

		8.2.3.1.1		5		Certification of Approval of the Quality Assurance System according to   the ISO 9001 Standard given by an Authorized Inspection Agency (Yes/No)						YES  ©

		8.2.3.1.2		5		Qualification of Subcontractor's Procedure. (Yes/No)						YES

		8.2.3.1.3		5		List of qualified Bidders of the most important parts and components. (Yes/No)						YES

		8.2.3.1.4		5		A preliminary Inspection and Test Plant (I&T plan). (Yes/No)						YES

		8.2.4		3		Drawings and tests

		8.2.4.1		4		A general block diagram of the SCPS, showing the main circuits  (currents, voltages, D.C. supply, trips, alarms, etc.) and the logical   interconnections between the different parts for each type of substation. (Yes/No)						YES

		8.2.4.2		4		LAN communication between SCPS devices (Yes/No)						YES

		8.2.4.3		4		System architecture drawings of the SCPS, including the main components of the system and the communication links (Yes/No)						YES

		8.2.4.4		4		Typical arrangement of the cubicles for each type of substation. (Yes/No)						YES

		8.2.4.5		4		Typical arrangement of the equipment in each type of cubicle. (Yes/No)						YES

		8.2.4.6		4		List of all software engineering tools and versions required for complete engineering of the SCPS. (Yes/No)						YES

		8.2.4.7		4		List of software packs and versions installed in the SCPS main computer. (Yes/No)						YES

		8.2.4.8		4		List of all the functions allocated to the SCPS main computer. (Yes/No)						YES

		8.2.4.9		4		Data base configuration of the SCPS main computer. (Yes/No)						YES

		8.2.4.10		4		List of all the screens available on the HMI. (Yes/No)						YES

		8.2.4.11		4		List of operations available from each of the HMI screens. (Yes/No)						YES

		8.2.4.12		4		Description and layout or printout, of all HMI screens. (Yes/No)						YES

		8.2.4.13		4		Description of the SCPS diagnostics and maintenance facilities. (Yes/No)						YES

		8.2.4.14		4		Description of the archiving facilities of the SCPS. (Yes/No)						YES

		8.2.4.15		4		Equipment lists (BOM) of a SCPS for typical substation/ (Yes/No)						YES

		8.2.4.16		4		Instruction books for erecting, operating and maintaining of the SCPS main components.  (Yes/No)						YES

		8.2.4.17		4		A program for complete operating Course of SCPS. (Yes/No)						YES

		8.2.4.18		4		A program for Engineering Course of SCPS. (Yes/No)						YES

		8.2.4.19		4		A program for remote technical support and long-term remote and local assistance for engineering a complete SCPS.						YES

		8.2.4.20		4		A sample of final factory test reports of a similar SCPS.						YES

		8.2.4.21		4		Type test report for offered SCPS components including test circuit, instruments and description of method.  (Yes/No)						YES

		8.2.4.22		4		Specific test report (authority, number and date) for offered SCPS components. (Yes/No)						YES

		8.2.4.23		4		Manufacturer's requirements:
1. Prolonged storage (2-3 years) before erection, taking into account this specification.
2. Transport by roads and on-site.						YES

		8.2.4.24		4		Drawings and description of packing, handling and storage. (Yes/No)						YES

		8.2.4.25		4		A list of recommended testing equipment for the offered SCPS. (Yes/No)						YES

		8.2.4.26		4		A list of recommended special tools and instruments necessary for installation, operation, maintenance and repair.  (Yes/No)						YES

		8.2.4.27		4		A list of recommended spare parts (including total required quantities for each Item, catalog number, delivery time and drawings) and the guaranteed availability period.  (Yes/No)						YES

		8.2.4.28		4		A list of all parts which could wear-out after five (5), ten (10) and twenty (20) years of operation, according to their supplier or users experience. (Yes/No)						YES

		8.2.4.29		4		Moreover, the Supplier is requested to fill-in the enclosed Appendix No.3: “Reliability and Maintainability requirements”, based on the relevant information from users. The system of data collection from users shall be described. This data is to be established in the Contractor’s reliability statements. (Yes/No)						YES

		8.2.4.30		4		A proposal not including all the drawings and above-mentioned information will be immediately rejected.  (Yes/No)						YES

		8.2.5		3		Licenses

		8.2.5.0.0.0.0.1		8		As detailed in the technical specification (paragraphs: 9.6.2-3), we wish to emphasize the following issues, concerning the equipment and systems that will be supplied by the bidder of the tender:

		8.2.5.1		4		The license for the SCPS that IECo will recive shall be unlimited and will grant the IEC full capability to develop a comprehensive application in accordance with the specifications outlined in this tender (Yes/No)						YES ©

		8.2.5.2		4		The license capacity shall accommodate 130% of the item's scope (Yes/No)						YES

		8.2.5.3		4		The license capacity need be suitable to support future expansions of the substation , such as the addition of a transformer (Yes/No)						YES

		8.2.5.4		4		IECo will receive the installations for all the software required for performing engineering tasks. (Yes/No)						YES ©

		8.2.5.5		4		IECo will not accept any limitations concerning changing /upgrading/creating any setting in the data base or logic etc. imposed by the winning bidder of the tender

		8.2.6		3		Evaluation of Contractor’s Technical Proposal.

		8.2.6.1		4		The Bidder is requested to fill in the offered data in the Specification “Excel” format file received from IECo.  (Yes/No)						YES

		8.2.6.2		4		The Bidder is requested to fill in, at the "offered" column his answers, as required, and submit supporting information in documents addressed to the to the specific answer. Any missing or ambiguous answer will consider not complying with the required. (Yes/No)						YES ©

		8.2.6.3		4		The bidders are not entitled to ignore any of the sub clauses of the "offered" column. IECo is entitled to disqualify any bidder that will ignore any of the sub clauses. (Yes/No)						YES ©

		8.2.6.4		4		The Bidder should base their relevant responses according to their manufacturer's pages. The Bidder should specify the exact location of the relevant information corresponding to the response in their manufacturer's pages. Additionally, the Bidder should send additional files indicating the relevant information for their response in the attached file. (Yes/No)						YES ©

		8.2.6.5		4		Bidder’s offered answers and data as well as comments will be evaluated from technical point of view according to their compliance level. (Yes/No)						YES

		8.2.6.6		4		Bidders are required to meet the COMPALSORY REQUIREMENTS set forth in this specification, which are marked in the questionnaire as ©. Such requirements are deemed by IECo to be central to the purpose of this purchasing process. Failure to meet the compalsory requirements shall entitle IECo to disqualify the proposal. Without derogation therefrom, the IECo shall have a right to disqualify a proposal, at its discretion, on any technical and/or commercial grounds.  (Yes/No)						YES

		8.2.6.7		4		The bidder's proposal, may disqualified, whether anyone of the proposal clauses, marked by the symbol ©, will not comply with the specification requirements. (Yes/No)						YES

		8.2.6.8		4		Furthermore, IECo (Israel Electric Cooperation) keeps the right to disqualify the bidder's proposal which will not meet the other technical requirements of this specification. (Yes/No)						YES

		8.2.7		3		Proof Of Concept for SCPS.

		8.2.7.1		4		Each participant must perform POC in IECo laboratory in Israel. (Yes/No)
Only those whose material has been thoroughly inspected and meets all essential and mandatory requirements will be considered as having passed this stage and will be invited for the POC						YES ©

		8.2.7.2		4		The system performance in the POC should comply to the technical specification requirements, as a compulsory condition to proceed to the tender technical stage.  (Yes/No)						YES ©

		8.2.7.3		4		POC program for functional testing of SCPS see Appendix No. 18 .  (Yes/No)						YES ©

		8.2.7.4		4		The manufacturer shall establish and prepare the MV arrangement in accordance with the specifications detailed in Appendix 6.
IECo will verify the POC according to Appendix 6 requirements; however, all I/O quantities and numerical values shall be taken exclusively from the Specification (Annexure B) and not from Appendix						YES ©

		8.2.7.5		4		The IECo has the option to update the POC requirements and Appendix 18 approximately and month and a half prior the meeting of POC  (Yes/No)						YES ©

		8.2.7.6		4		The Contractor shall supply to the Purchaser with the delivery of each Protection System, the following documents:

		8.2.7.7		4		A set of approved electrical drawings. (Yes/No)						YES ©

		8.2.7.8		4		A set of routine tests of the SCPS. (Yes/No)						YES ©

		8.2.7.9		4		A list of software , their versions and their functionalities. (Yes/No)						YES ©

		8.3		2		Technical Documents to  after Award Notification

		8.3.1		3		After notification of award, Contractor shall submit to the Purchaser for approval, within 30 days of the date of award a digital copy at an electronic format in PDF (DWG format for  
 drawings), covering the following information:

		8.3.2		3		A complete instruction books as may be required for erecting, operating and maintaining equipment, and an electronic format with the complete instruction books in PDF format, drawings in DWG format. (yes/no)						YES

		8.3.3		3		A complete terminal notations, in PDF format.  (yes/no)						YES

		8.3.4		3		If the prints are returned by the Purchaser and stamped  "Approved Except as Noted", the Contractor shall correct the drawings according to Purchaser's demands and resubmit for approval required copies of the revised drawings, as stated above.  (yes/no)						YES

		8.3.5		3		After approval of the drawings and not later than 60 days after the date of award, the Contractor shall submit to the Purchaser drawings   that show the terminal blocks and connectors for on-site external  connections.  (yes/no)						YES

		8.3.6		3		The terminals and connectors shall be clearly numbered and appear on the schematics as well as on the wiring diagrams. (yes/no)						YES

		8.3.7		3		Should the SCPS include separately mounted items (as relays, auxiliary CT, VT etc.), outline drawings, schematic and wiring diagrams shall be provided for  each of those items.						YES

		8.3.8		3		The Purchaser reserves himself the right to reject equipment not  manufactured according to approved drawings. (yes/no)						YES

		8.3.9		3		Contractor shall complete engineering details immediately after award of contract, regardless of shipping date  (yes/no)						YES

		8.3.10		3		Contractor is free to supply any additional information considered necessary to clarify various aspects of operation, maintenance etc.. Purchaser reserves himself the right to request all necessary additional data, descriptions, drawings, etc., that may contribute to complete the information supplied by the contractor.						YES

		8.3.11		3		All data and descriptive material in the above drawings and instruction books shall be in English. The dimensions to be shown in metric units.						YES

		8.3.12		3		Contractor may be required to send his representative to discuss and/or explain parts of his proposal with IECo. Representatives						YES

		8.3.13		3		Contractor shall furnish the following Quality Control documentation:

		8.3.13.1		4		Inspection and Test Plan included in Contractor's Quality plan (Yes / No)				YES		YES

		8.3.13.2		4		Quality Control Procedures (Yes / No)				YES		YES

		8.3.13.3		4		Electrical testing procedures as per applicable standards (Yes / No)				YES		YES

		8.3.13.4		4		Non-conformance's procedures (Yes / No)				YES		YES

		8.3.13.5		4		Routine, type and special test reports shall be submitted for approval 1 (one) month before delivery. (Yes / No)				YES  ©		YES ©

		8.3.13.6		4		The shipment cannot be realized before test approval  (Yes / No)				YES		YES

		8.3.13.7		4		Commissioning program shall be supplied for approval in 8 (eight) copies, 3 (three) months before delivery  (Yes / No)				YES		YES

		8.3.13.8		4		All documents and drawings shall be provide with:

		8.3.13.9		4		Purchaser name (Yes / No)				YES		YES

		8.3.13.10		4		Project name (Yes / No)				YES		YES

		8.3.13.11		4		Unit serial number (Yes / No)				YES		YES

		8.3.13.12		4		Purchaser's order number (Yes / No)				YES		YES

		8.3.13.13		4		Specification number (Yes / No)				YES		YES

		8.3.13.14		4		Supplier's order number (Yes / No)				YES		YES

		9		1		TECHNICAL REQUIREMENTS

		9.0.0.0.0.0.0.1		8		MANUFACTURER’S OFFERED DATA AND PARAMETERS SHOULD BE FILLED IN AGAINST PURCHASER’S REQUIRED VALUES - AS WELL AS IN THE ABSENCE THEREOF UNDER ALL RELEVANT PARAGRAPHS IN THE FREE COLUMNS ON THE RIGHT HAND SIDE.
A DEFINITE ANSWER (YES OR NO) OR APPROPRIATE COMMENTS SHALL BE GIVEN TO ALL OTHER REQUIREMENTS.

		9.0.0.0.0.0.0.2		8		REQUIRED						OFFERED

		9.1		2		Environmental considerations & service and system conditions.

		9.1.1		3		Environmental Conditions

		9.1.1.0.0.0.0.1		8		The SCPS will be installed in the substation control room.

		9.1.1.1		4		Operating temperature range:

		9.1.1.1.1		5		Maximum (deg. C)				55

		9.1.1.1.2		5		Minimum (deg. C)				-5

		9.1.1.2		4		Relative humidity:

		9.1.1.2.1		5		Annual average, (%)				75

		9.1.1.2.2		5		High-relative humidity during 30 days, (%)				95

		9.1.1.2.3		5		Permissible altitude above sea level,   (m)				1000

		9.1.2		3		System Data

		9.1.2.1		4		161kV and 400kV general data:

		9.1.2.1.1		5		Normal Extra High voltage range (KV)				400 to 418

		9.1.2.1.2		5		Normal High voltage range (KV)				160 to 169

		9.1.2.1.3		5		Normal frequency range (Hz)				49.8 to 50.1

		9.1.2.1.4		5		Operating frequency (Hz)				47-51

		9.1.2.1.5		5		System neutral				effectively grounded

		9.1.2.1.6		5		Earth fault factor				not exceeding 1.4

		9.1.2.2		4		MV system general data - 33kV system

		9.1.2.2.1		5		Rated system voltage (line to line).. (kV)				33

		9.1.2.2.2		5		Highest system voltage (line to line) ..(kV)				36

		9.1.2.2.3		5		Highest system voltage (line to ground) ..(kV)				20.78

		9.1.2.2.4		5		MAXIMUM PHASE TO GROUND VOLTAGE IN CASE OF EARTH FAULT  ..[KV]				36

		9.1.2.2.5		5		Rated frequency..(Hz)				50

		9.1.2.2.6		5		Range of frequency variation ..(Hz)				47.2-50.5

		9.1.2.2.7		5		System neutral - Via Petersen coil٭ or solidly (Yes/No)				YES

		9.1.2.2.8		5		Fault duration (three phase fault, sec)				3

		9.1.2.2.9		5		Fault duration (1ph fault, hours)				8

		9.1.2.2.10		5		Line auto-reclosing policy				Tree-phase
Two shots

		9.1.2.3		4		MV system general data - 22kV system

		9.1.2.3.1		5		Rated system voltage (line to line).. (kV)				22

		9.1.2.3.2		5		Highest system voltage (line to line) ..(kV)				24

		9.1.2.3.3		5		Highest system voltage (line to ground) ..(kV)				13.85

		9.1.2.3.4		5		MAXIMUM PHASE TO GROUND VOLTAGE IN CASE OF EARTH FAULT  ..[KV]				24

		9.1.2.3.5		5		Rated frequency..(Hz)				50

		9.1.2.3.6		5		Range of frequency variation ..(Hz)				47.2-50.5

		9.1.2.3.7		5		System neutral - Via Petersen coil٭ or via grounding transform. or solidly (Yes/No)				YES

		9.1.2.3.8		5		Fault duration (three phase fault, sec)				3

		9.1.2.3.9		5		Fault duration (1ph fault, hours)				8

		9.1.2.3.10		5		Line auto-reclosing policy				Tree-phase
Two shots

		9.1.2.4		4		MV system general data - 12.6kV system

		9.1.2.4.1		5		Rated system voltage (line to line).. (kV)				12.6

		9.1.2.4.2		5		Highest system voltage (line to line) ..(kV)				13.8

		9.1.2.4.3		5		Highest system voltage (line to ground) ..(kV)				7.96

		9.1.2.4.4		5		MAXIMUM PHASE TO GROUND VOLTAGE IN CASE OF EARTH FAULT  ..[KV]				13.8

		9.1.2.4.5		5		Rated frequency..(Hz)				50

		9.1.2.4.6		5		Range of frequency variation ..(Hz)				47.2-50.5

		9.1.2.4.7		5		System neutral - Solidly earthed or earthed through resistance (Yes/No)				YES

		9.1.2.4.8		5		Fault duration (three phase fault, sec)				3

		9.1.2.4.9		5		Fault duration (1ph fault, hours)				8

		9.1.2.4.10		5		Line auto-reclosing policy				Tree-phase
Two shots

		9.1.2.4.10.0.0.1		8		Might be occasionally solidly grounded for short periods of time

		9.1.3		3		Supply voltages for protection and control:

		9.1.3.1		4		DC supply for protection/control (V)				220V DC ©

		9.1.3.2		4		DC supply range for protection/control (%)				(20% to +10%)

		9.1.3.3		4		DC supply for alarm				60V (range: -20% to +10%)

		9.1.3.4		4		AC auxiliary voltage				230V (range: -10% to +10%)

		9.1.4		3		General Data Of Substation

		9.1.4.0.0.0.0.1		8		Extremely high-voltage station (400 KV)

		9.1.4.0.0.0.0.2		8		High-voltage station (161 KV).

		9.1.4.0.0.0.0.3		8		Medium-voltage station (24, 36, 13.8 KV).

		9.1.4.0.0.0.0.4		8		161/24KV (or 161/36KV), 50 or 75MVA transformers, or 161/13.8/13.8KV  50/25/25 MVA transformers.

		9.1.4.0.0.0.0.5		8		400/161/36KV 650MVA transformers

		9.1.4.0.0.0.0.6		8		The Substations are also equipped with ancillary equipment and systems. The cubicles and boards hosting the components of the Control and  Protection system will be installed in relay rooms or in the substation’s  control room

		9.1.4.1		4		Types of substations

		9.1.4.1.0.0.0.1		8		Thirteen (14) types of substations exist:

		9.1.4.1.1		5		Type "A" - Air-insulated single-busbar HV station, and Standard MV GIS Station, Drawings:

		9.1.4.1.1.1		6		A1- 161/24KV with 50MVA transformers, see drawings No: STR-1858-A1

		9.1.4.1.1.2		6		A2- 161/24KV with 75MVA transformers, see drawings No: STR-1858-A2

		9.1.4.1.2		5		Type "B" -  GIS double-busbars HV Station, and Standard MV GIS Station, Drawings

		9.1.4.1.2.1		6		B1- 161/24KV with 50MVA transformers, see drawings No: STR-1858-B1 (HVCU's suppliey by the others)

		9.1.4.1.2.2		6		B2- 161/24KV with 75MVA transformers, see drawings No: STR-1858-B2 (HVCU's suppliey by the others)

		9.1.4.1.2.3		6		B3- 161/24KV with 50MVA transformers, see drawings No: STR-1858-B3 (HVCU's suppliey by the supplier)

		9.1.4.1.2.4		6		B4- 161/24KV with 75MVA transformers, see drawings No: STR-1858-B4 (HVCU's suppliey by the supplier)

		9.1.4.1.3		5		Type "C" -  GIS/AIS double-busbars/single-busbar HV Station, and Standard MV GIS Station, Drawings

		9.1.4.1.3.1		6		C1- GIS double-busbars HV Station 161/13.8/13.8 with 56MVA transformers, see drawing No: STR-1858-C1

		9.1.4.1.3.2		6		C2 -AIS single-busbar HV Station 161/13.8/13.8 with 56MVA transformers, see drawing No: STR-1858-C2

		9.1.4.1.4		5		Type "P" - Air-insulated single-busbar HV station, and Standard MV GIS Station, Drawings: STR-1858-P

		9.1.4.1.5		5		Other stations

		9.1.4.1.5.1		6		ROKACH: 161/24KV with 75MVA transformers and 161/13.8KV with 56MVA transformers, see drawings No: STR-1858-ROKACH

		9.1.4.1.5.2		6		JERUSALEM: 400/161KV 650MVA auto-transformers and 161/36KV with 50MVA transformers and 161/13.8KV with 56MVA transformers, see drawings No: STR-1858-JERUSALEM and STR-1858-JERUSALEM_1

		9.1.4.1.5.3		6		HEFER: 400/161KV 650MVA auto-transformers and 161/24KV with 75MVA transformers, see drawings No: STR-1858-HEFER and STR-1858-HEFER_1

		9.1.4.1.5.4		6		MORASHA: 400/161KV 650MVA auto-transformers and 161/24KV with 75MVA transformers, see drawings No: STR-1858-MORASHA and STR-1858-MORASHA_1

		9.1.5		3		Seismic Qualification Level

		9.1.5.1		4		Seismic qualification test shall prove that the equipment will operate fully satisfactory during andafter earthquake with ground acceleration 0.5g acc.				IEEE 693/2018 is moderate level

		9.1.5.2		4		Qualification by test is to be moderate level.

		9.1.5.3		4		Qualification by combined test and dynamic analysis.

		9.1.5.4		4		Contractor is required to submit a test report to prove the qualification level and dynamic analysis report. (yes/no)				YES

		9.1.5.5		4		The dynamic analysis report shall be acc. to IEEE 693-2018 and shall take into consideration:

		9.1.5.5.1		5		Damping ratio (%)

		9.1.5.5.2		5		Natural frequency in x,y,z directions (Hz)

		9.1.5.5.3		5		Resonant frequency in x,y,z directions (Hz)

		9.1.5.5.4		5		Qualification by test is to be moderate level.

		9.1.5.6		4		Seismic qualification of equipment is according to IEEE 693-2018.

		9.1.5.7		4		Qualification level according to IEEE 693-2018 is moderate level.

		9.1.6		3		Electromagnetic Environment

		9.1.6.1		4		The SCPS shall withstand an electromagnetic environment having the  
following maximum severity levels according to IEC 60255-22 part 1,2,3,4:				YES

		9.1.6.2		4		Severity level for electrostatic discharge (KV)				≥4 ©

		9.1.6.3		4		Severity level for radio frequency interference (V/m)				≥10 ©

		9.1.6.4		4		Severity level for electrical 1MHZ burst disturbance (KV)				≥2.5 ©

		9.1.6.5		4		Severity level for fast transient  (KV)				≥2 ©

		9.1.7		3		Operating Conditions

		9.1.7.1		4		The SCPS will be connected to conventional current and voltage transformer cores. (Yes/No)				YES

		9.1.7.2		4		The control cables and connections to CT's and VT's are screened.(Yes/No)				YES

		9.1.8		3		Earthing

		9.1.8.1		4		For earthing instructions see Appendix No. 2. (Yes/No)				YES

		9.2		2		Reliability, Availability and Maintainability (RAM)

		9.2.1		3		The Supplier is requested to fill in the enclosed Appendix No. 3 “Reliability and Maintainability requirements” based on relevant information from users.  Supplier shall describe the system of relevant data collection from users.  These data are to establish the Contractor’s reliability statements.(Yes/No)				YES

		9.3		2		Functional requirements for Substation Protection and Control System

		9.3.0.0.0.0.0.1		8		The SCPS shall have a multi-level decentralized structure, which consists of the following main components: (see Appendix No. 5 - Figure 1)

		9.3.0.0.0.0.0.2		8		Level 0 - Process level - Primary equipment of the substation

		9.3.0.0.0.0.0.3		8		Level 1 - bay level
• EHV Control System (where exists).
• EHV Protection System (where exists)
• HV Control System.
• HV Protection System.
• MV Control & Protection System
• Substation LAN.
The SCPS components shall be installed in the Substation Control building.				YES

		9.3.0.0.0.0.0.4		8		Level 2 - Station level
Substation's Central Control System.				1

		9.3.0.0.0.0.0.5		8		Level 3 - Remote Control centers
One or more National Control Centers.				YES

		9.3.0.0.0.0.0.6		8		The control levels are detailed as follows:				YES

		9.3.1		3		Level 0- Process leve

		9.3.1.1		4		Switchgear equipment, including Circuit Breakers, Disconnectors, CT's,VT's etc.

		9.3.2		3		Level 1- Bay level

		9.3.2.0.0.0.0.1		8		Control system in the HV substation.
All the references to the control system in the HV substation are also valid for the EHV substation, where exist. The Control System shall consist of the following main components:

		9.3.2.1		4		HV Control Units (HVCU), one for each bay. Two types of HVCU shall be valid, dependent on substation type:

		9.3.2.1.1		5		The GIS HV substations may have an integral HVCU (supplied in the LVCC by the GIS manufacturer) and may have HVCUs that are included in the scope of work of this specification , and will be supplied as an integral part of the SCPS IEC-61850- at least edition 1 & 2 and up to date versions of the protocol embedded. (Yes/No)				YES  ©

		9.3.2.1.2		5		The AIS HV stations shall have HVCUs that are included in the scope of work of this specification, and will be supplied as an integral part of the SCPS IEC-61850- at least edition 1 & 2 and up to date versions of the protocol embedded.(Yes/No)				YES  ©

		9.3.2.1.3		5		Dual-port LAN Communication system with both Fiber Optic and RJ45 interfaces, supporting TCP/IP and IEC-61850 protocol at least edition 1 & 2 and up to date versions of the protocol, for more details see clause 9.3.5.5 (Yes/No)				YES

		9.3.2.2		4		Control and Protection systems in the MV substation.
The SCPS shall include typically up to four (4) segments, each for one bus-section. Each one shall consist of the following main components:

		9.3.2.2.1		5		Control and Protection Units (MVCPU) IEC-61850- at least edition 1 & 2 and up to date versions of the protocol embedded. (one for each MV bay).(Yes/No)				YES  ©

		9.3.2.2.2		5		Dual-port LAN Communication system with both Fiber Optic and RJ45 interfaces, supporting TCP/IP and IEC-61850 protocol at least edition 1 & 2 and up to date versions of the protocol, for more details see clause 9.3.6.9 (Yes/No)				YES

		9.3.2.2.3		5		Frequency Relay for at least four (4) MV busbars see clause 9.3.11.4 (Yes/No)				YES  ©

		9.3.2.2.3.0.0.1		8		Third Part IEDs IEC-61850 protocol embedded.

		9.3.2.2.3.0.0.2		8		Third Part Control and protection relays in Level 1 should be. integral part of SCPS and fully incorporated into the system. A typical list of these devices is listed below :

		9.3.2.3		4		HV (EHV) Line Distance Protection relay (Yes/No)				YES

		9.3.2.4		4		HV (EHV) Line Differential Protection relay(Yes/No)				YES

		9.3.2.5		4		BBP+BFP protection system (Yes/No)				YES

		9.3.2.6		4		Transformer protection, monitoring and control system: (Yes/No)				YES

		9.3.2.6.1		5		Overcurrent relay (Yes/No)				YES

		9.3.2.6.2		5		Differential relay(Yes/No)				YES

		9.3.2.6.3		5		Temperature monitor  (Yes/No)				YES

		9.3.2.6.4		5		Temperature monitor  (Yes/No)				YES

		9.3.2.6.5		5		Voltage regulator (Yes/No)				YES

		9.3.2.7		4		Petersen coil controller (Yes/No)				YES

		9.3.2.8		4		Other Third Part devices with SNMP/Modbus or other protocol:

		9.3.2.8.1		5		Battery Chargers  (Yes/No)				YES

		9.3.2.8.2		5		UPS (Yes/No)				YES

		9.3.2.8.3		5		Measuring and recording devices  (Yes/No)				YES

		9.3.2.8.4		5		Future systems  (Yes/No)				YES

		9.3.3		3		Level 2 - Central Control System

		9.3.3.0.0.0.0.1		8		Central Control System shall consist of the following main components:

		9.3.3.0.0.0.0.2		8		Main Controller (CCU1) - NCC1  (Yes/No)				YES

		9.3.3.0.0.0.0.3		8		Main Controller (CCU2) - NCC2  (Yes/No)				YES

		9.3.3.0.0.0.0.4		8		Each computer shall include at least two RJ45 communication ports, one for communication using IEC 60870-5-104 protocol and the other for communication using the IEC-61850 protocol, in accordance with the diagram in the appendix 19 (Yes/No)				YES ©

		9.3.3.0.0.0.0.5		8		HMI server + display. (Yes/No)				YES

		9.3.3.0.0.0.0.6		8		GPS system. (Yes/No)				YES

		9.3.3.0.0.0.0.7		8		General alarm system (GAS). (Yes/No)				YES

		9.3.3.0.0.0.0.8		8		Annunciator&indicators unit				YES

		9.3.3.0.0.0.0.9		8		Main distribution Monitoring System (MDMS). (Yes/No)				YES

		9.3.3.1		4		Substation LAN

		9.3.3.1.1		5		The SCPS shall include Dual-port LAN Communication system with both Fiber Optic and RJ45 interfaces, supporting TCP/IP and IEC-61850 protocol at least edition 1 & 2 and up to date versions of the protocol.(Yes/No)				YES

		9.3.3.1.2		5		The LAN will fully comply and support IEC-62351. (Yes/No)				YES

		9.3.3.2		4		General Alarm System (GAS)

		9.3.3.2.1		5		The General Alarm System will perform real time acquisition of at least 96 binary status signals (channels) from digital and non-digital systems in the substation.  (Yes/No)				YES

		9.3.3.2.1.1		6		The minimum number of inputs for the GAS system shall be  (Number)				176 ©

		9.3.3.2.1.2		6		The minimum number of output for the GAS system shall be 88 or the GAS/MDMS shall interface with the annunciator&indicators unit through communication protocol, instead of physical connection to output card				88 or commnication  ©

		9.3.3.2.1.3		6		Analog Input - (4-20mA)				8 ©

		9.3.3.2.2		5		The GAS system shall be capable of processing at least 192 GOOSE from IEDs , in full compliance with the IEC 61850 communication protocol (Yes/No)				YES ©

		9.3.3.2.3		5		The General Alarm System will be modular and can be extended (Yes/No)				YES

		9.3.3.2.4		5		The signals will be available to the Main Controller and other systems via the Station bus. For a typical layout of an Signal list see Appendix No. 4. (Yes/No)				YES

		9.3.3.2.5		5		The General Alarm System will be synchronized by the GPS system, and will perform time tagging of the incoming signals in a resolution of at least 1 (one) millisecond. (Yes/No)				YES

		9.3.3.2.6		5		The field contacts to be connected to the General Alarm System will be dry contacts (selection NO or NC mode of inputs, according field condition will be possible by programming). (Yes/No)				YES

		9.3.3.2.7		5		Each Input (channel) of the General Alarm System will be optically isolated          
from the field. The inputs voltage may be generated by the General Alarm System, or alternatively the General Alarm System may use the substation's 60V DC for inputs voltage. (Yes/No)				YES

		9.3.3.2.8		5		Output contact of the General Alarm System will include user-programmable   
potential-free contacts for remote signaling and for audible alarm. (Yes/No)				YES

		9.3.3.2.8.1		6		Rated contact current: at least 1A / 220V DC. (Yes/No)				YES

		9.3.3.2.8.2		6		Breaking capacity for DC when the load time-costant L/R < 40ms: at least 0.1A / 220V DC. (Yes/No)				YES

		9.3.3.2.8.3		6		Resolution time of distinguishing the first alarm is 1 mSec. (Yes/No)				YES

		9.3.3.2.8.4		6		A selection between automatic or manual reset of alarms will be available. (Yes/No)				YES

		9.3.3.2.8.5		6		The General Alarm System will receive alarms by Goose Communication and by wiring (Yes/No)				YES

		9.3.3.2.8.6		6		The GAS software will know to export Goose list to EXCEL file (Yes/No)				YES

		9.3.3.2.9		5		The General Alarm System will have two redundant Power Supply Units or by change over relay. The voltage range of the Power Supply Units of the General Alarm System will be: 220V DC  (Yes/No)				YES  ©

		9.3.3.2.10		5		The General Alarm System will be installed in a separate Alarm-Cubicle located in the control-room.  (Yes/No)				YES

		9.3.3.2.11		5		SCPS that will be delivered factory-wired will include a stand-alone General Alarm System cubicle equipped with all the auxiliary equipment required for a full operation of the General Alarm System  (e.g. terminal blocks, MCBs, communication equipment etc.

		9.3.3.3		4		Annunciator & indicators unit

		9.3.3.3.1		5		The annunciator&indicators unit shall include at least 96 indication windows				YES ©

		9.3.3.3.2		5		The annunciator&indicators unit will be modular and can be extended (Yes/No)				YES

		9.3.3.3.3		5		FOA (First out alarm) sequence mode is used. 
In this mode, the first alarm is at Fast-flashing mode and all others at Slow-flashing mode. (Yes/No)				YES

		9.3.3.3.4		5		The annunciator&indicators unit will be equipped with a control module. The control module will include the following four inputs (manually activated) to the annunciator&indicators unit:

		9.3.3.3.4.1		6		SILENCE – reset of audible devices without stopping the flashing light.(Yes/No)				YES

		9.3.3.3.4.2		6		ACKNOWLEDGE – acknowledge of alarms. Flashing and audible devices stop.(Yes/No)				YES

		9.3.3.3.4.3		6		RESET – reset of alarms. Return the system to normal position.(Yes/No)				YES

		9.3.3.3.4.4		6		TEST – testing of the alarm indications. (Yes/No)				YES

		9.3.3.3.5		5		The front panel of the annunciator&indicators unit will be equipped with one high-visibility wide angel LED for each alarm (channel). (Yes/No)				YES

		9.3.3.3.6		5		The LEDs will operate to indicate an alarm position. (Yes/No)				YES

		9.3.3.3.7		5		A legend plate will be located near each LED.(Yes/No)				YES

		9.3.3.3.8		5		The text surface of a legend plate comprises at least 400 mm² area. The text may be engraved, or applied with a drawing ink pen. (Yes/No)				YES

		9.3.3.3.9		5		The annunciator&indicators unit must include at least seven (7) outputs and operate in one of the following configurations:   
Option 1 - Each output can be programmed and configured as a group from the inputs to the annunciator&indicators unit.
Option 2 - Each input will have a dedicated output. 
Option 3 - A combination of option 1 and option 2				YES ©

		9.3.3.4		4		Substation Main Distribution Monitoring System (MDMS) 
(see Appendix No. 5 -Figure 30-33)

		9.3.3.4.0.0.0.1		8		The MDMS will perform real time acquisition of binary signals (position indications of circuit breakers) and measurements of currents and voltages according to the following table:

		9.3.3.4.1		5		DISTRUIBUTION - 380V

		9.3.3.4.1.1		6		CTs input (IS) 0-5A				3 ©

		9.3.3.4.1.2		6		VTs input (L1-N,L2-N,L3-N ,0-230V)				3 ©

		9.3.3.4.1.3		6		Input (Num)				12 ©

		9.3.3.4.1.4		6		Output (Num)				3 ©

		9.3.3.4.1.5		6		NC watchdog outputs (Num)				1

		9.3.3.4.1.6		6		LAN Ethernet communication ports at least: 10/100 base + 100 base				√

		9.3.3.4.1.7		6		Communication ports: Front Communication ports				RJ45

		9.3.3.4.1.8		6		Power supply indications : fail contact and indication on the relay through local HMI screen or  LED for each				√

		9.3.3.4.1.9		6		Event recorder at least: configurable events (Num)				128

		9.3.3.4.1.10		6		Fault reports at least (Num)				10

		9.3.3.4.1.11		6		Snapshot events at least (Num)				479

		9.3.3.4.1.12		6		Remote devices at least (Num)				16

		9.3.3.4.1.13		6		Event (Num)				3

		9.3.3.4.1.14		6		Goose Input (Num)				3

		9.3.3.4.1.15		6		Goose Output (Num)				X

		9.3.3.4.2		5		DISTRUIBUTION - 220VDC

		9.3.3.4.2.1		6		CTs input (IS) 0-5A				X

		9.3.3.4.2.2		6		VTs input (L1-N,L2-N,L3-N ,0-230V)				X

		9.3.3.4.2.3		6		Input (Num)				18 ©

		9.3.3.4.2.4		6		Output (Num)				3 ©

		9.3.3.4.2.5		6		Analog Input -  0 - 250 VOLT. (4-20mA)				4 ©

		9.3.3.4.2.6		6		Analog Input -  -100 ÷ 0  ÷ +100 AMP. (4-20mA)				2 ©

		9.3.3.4.2.7		6		NC watchdog outputs (Num)				1

		9.3.3.4.2.8		6		LAN Ethernet communication  ports at least: 10/100 base + 100 base				√

		9.3.3.4.2.9		6		Communication ports: Front Communication ports				RJ45

		9.3.3.4.2.10		6		Power supply indications : fail contact and indication on the relay through local HMI screen or  LED for each				√

		9.3.3.4.2.11		6		Event recorder at least: configurable events (Num)				128

		9.3.3.4.2.12		6		Fault reports at least (Num)				10

		9.3.3.4.2.13		6		Snapshot events at least (Num)				479

		9.3.3.4.2.14		6		Remote devices at least (Num)				16

		9.3.3.4.2.15		6		Event (Num)				21

		9.3.3.4.2.16		6		Goose Input (Num)				X

		9.3.3.4.2.17		6		Goose Output (Num)				2

		9.3.3.4.3		5		DISTRUIBUTION - 48+60V

		9.3.3.4.3.1		6		CTs input (IS) 0-5A				X

		9.3.3.4.3.2		6		VTs input (L1-N,L2-N,L3-N ,0-230V)				X

		9.3.3.4.3.3		6		Input (Num)				10 ©

		9.3.3.4.3.4		6		Output (Num)				2 ©

		9.3.3.4.3.5		6		Analog Input: 0 - 50 VOLT. (4-20mA)				1 ©

		9.3.3.4.3.6		6		Analog Input: 0 - 50 AMP. (4-20mA)				1 ©

		9.3.3.4.3.7		6		Analog Input: 0 - 70 VOLT. (4-20mA)				1 ©

		9.3.3.4.3.8		6		NC watchdog outputs (Num)				1

		9.3.3.4.3.9		6		LAN Ethernet communication ports at least: 10/100 base + 100 base				√

		9.3.3.4.3.10		6		Communication ports: Front Communication ports				RJ45

		9.3.3.4.3.11		6		Power supply indications : fail contact and indication on the relay through local HMI screen or  LED for each				√

		9.3.3.4.3.12		6		Event recorder at least: configurable events (Num)				128

		9.3.3.4.3.13		6		Fault reports at least (Num)				10

		9.3.3.4.3.14		6		Snapshot events at least (Num)				479

		9.3.3.4.3.15		6		Remote devices at least (Num)				16

		9.3.3.4.3.16		6		Event (Num)				21

		9.3.3.4.3.17		6		Goose Input				X

		9.3.3.4.3.18		6		Goose Output				X

		9.3.3.4.3.18.0.1		8		This information will be available to the Main Controller and other systems via the Station bus.				YES

		9.3.3.4.3.18.0.2		8		The MDMS will be synchronized by the GPS system, and will perform time tagging of the incoming signals in a resolution of 1 (one) millisecond.				YES

		9.3.3.5		4		GPS system

		9.3.3.5.1		5		The GPS system will supports the IRIG-B protocol. (Yes/No)				YES

		9.3.3.5.2		5		The IRIG-B protocol will use the GPS time to synchronize the various devices within the substation.  (Yes/No)				YES

		9.3.3.5.3		5		The GPS source shall include an IRIG-B output.  (Yes/No)				YES  ©

		9.3.3.5.4		5		The GPS will include the option for synchronization with SNTP protocol.  (Yes/No)				YES  ©

		9.3.3.5.5		5		The bidder will take some important consideration for transmitting IRIG-B over long distances are: resistive losses in cabling , electromagnetic interference , propagation delays  (Yes/No)				YES

		9.3.3.5.6		5		The bidder will provide an estimate of determining the amount of relays that will be connected to the output IRIG-B of the GPS  (Num)				YES

		9.3.3.5.7		5		The connection to the GPS will be in a daisy chain configuration and not through split connection				YES

		9.3.3.5.8		5		The bidder will provide information about the specific types of IRIG-B (Twisted pair WISTED PAIR  or Twisted Pair Adapter - IRIG-B000/B001 and – B004/B005 code)

		9.3.3.5.9		5		The bidder will provide information for adding an extra GPS Unit like:

		9.3.3.5.9.1		6		What are the criteria for connecting another GPS unit

		9.3.3.5.9.2		6		How to connect the extra time server (additional antenna or connection between time servers in Master Slave).

		9.3.3.5.10		5		The bidder will provide a principle connection diagram for a complete substation , encompassing beyond the specifications, such as line protections and transformert protections. This should also include details about the inclusion of splitters, if applicable.

		9.3.3.5.11		5		The bidder will provide information regarding whether the time server supports iRIG-B output using either Twisted Pair (TP) or BNC connectors or others?

		9.3.3.5.12		5		The bidder  will provide a reference regarding if there a specific maximum cable length that should be adhered to when connecting the antenna to the system?

		9.3.3.5.12.1		6		IECo shall have the option to relocate the antenna

		9.3.3.5.12.2		6		Is there a limitation on the cable length between the antenna and the GPS?

		9.3.3.5.12.3		6		The supplier will provide information on the necessity of an amplifier and the recommended distances for adding an amplifier

		9.3.3.5.13		5		All devices related to the SCPS system are required to include an IRIG-B input (Yes/No)				YES

		9.3.3.5.14		5		The bidder required to fill in the required information in the attached Appendices Excel documents as part of he's proposal. in Appendix No. 13  (Yes/No)				YES  ©

		9.3.3.5.15		5		The connection of the GPS to the IED controllers shall be made using the IRIG-B and synchronized by SNTP from a GPS source. The choise of connection will be made by IECo (Yes/No)				YES

		9.3.3.6		4		Power supply for the Central Control Unit (CCU)

		9.3.3.6.1		5		The Central Control Units includes two redundant Power Supply Units or by change over.  (Yes/No)				YES

		9.3.3.6.2		5		Voltage range of the Power Supply Unit of the Central Control Units shall be 220 VDC ± 20% or by 230 VAC ± 10% from UPS . (Yes/No)				YES

		9.3.3.6.3		5		The two CCU controllers shall be identical in all aspects, including hardware, software, and licensing, allowing for complete interchangeability between them (Yes/No)				YES

		9.3.4		3		Level 3 - Remote control centers

		9.3.4.1		4		Control commands are performed remotely and status, alarms indications and measurements are displayed by one or more NCC1 and NCC2 through direct communication, with CCU1 and CCU2. (See appendix 5 figure 1)  (Yes/No)				YES  ©

		9.3.4.1.1		5		Each CCU's will have communication using the IEC 60870-5-104 protocol with a different NCC's. (See appendix 5 figure 1)  (Yes/No)				YES

		9.3.4.1.2		5		NCC1 and NCC2 will e identical in terms of IEC 60870-5-104 protocol and network capacity				YES

		9.3.4.1.3		5		Every signal transmitted using the IEC 60870-5-104 protocol will be sent to the same address on a different network (NCC1/NCC2). These signals will use the same database for measurements, commands, and indications.				YES

		9.3.4.2		4		The communication system enables  connections to a remote SCADA or other Dispatch Center. (Yes/No)				YES

		9.3.4.3		4		Connections to a remote SCADA or other Dispatch Center shall be by IEC 60870-5-104 protocol.  (Yes/No)				YES  ©

		9.3.4.4		4		The communication with Level 3 includes engineering  (Yes/No)				YES

		9.3.4.5		4		A deadband to trigger unsolicited responses for each analog signal should be established. (Yes/No)				YES

		9.3.4.6		4		Accumulated change in a measurement should be transmitted after a pre-defined time to the NCC even if remained within the deadband value. (Yes/No)				YES

		9.3.4.7		4		Possibility to group signals that should be transmitted to NCC. (Yes/No)				YES

		9.3.4.8		4		Signal inversion during their transmition to NCC. (Yes/No)				YES

		9.3.4.9		4		Screening of a jittered signal, which will not be transmitted to NCC within a pre-defined time period, until it will stop jittering.  (Yes/No)				YES

		9.3.4.10		4		Arithmetic operations on analog measurements. (Yes/No)				YES

		9.3.4.11		4		Automatic switching between summer / winter time (clock). (Yes/No)				YES

		9.3.4.12		4		Definition of ON-OFF switching time for CBs and disconnectors.  (Yes/No)				YES

		9.3.4.13		4		Information on groups and I/O number in each group that can be transmitted after interrogation asked by NCC. (Yes/No)				YES

		9.3.4.14		4		Comm. Failure between any of the IED's to the station computer to be transmitted to NCC. (Yes/No)				YES

		9.3.4.15		4		Invalid / Non-typical values of each signal should be defined.  (Yes/No)				YES

		9.3.4.16		4		All CCU controllers shall be identical in all aspects, including hardware, software, and licensing, allowing for complete interchangeability between them. (Yes/No)				YES

		9.3.4.17		4		Each CCU controller shall include 2 communication ports for IEC 60870-5-104 protocol, complete with licensing. (Yes/No)				YES

		9.3.4.18		4		The Commands will be only Direct command (No SBO). (Yes/No)				YES

		9.3.4.19		4		For the General Diagram Of Communication and the Architecture Of A Subsation and all other requirements - see Appendix  No. 19. (Yes/No)				YES  ©

		9.3.4.20		4		The network design shall be capable of operating with more than two CCUs, as specified in page 3 of Appendix  No. 19.  (Yes/No)				YES  ©

		9.3.5		3		HV control units

		9.3.5.1		4		Relay configuration

		9.3.5.1.1		5		The HV Control Units (HVCU) should be multi-function stand-alone devices (one-box solution) which support different control, metering, and communication features for the bay equipment and for the overall HV switchgear. (Yes/No)				YES ©

		9.3.5.1.2		5		The maximum size of the HVCU will be suitable for installation in RACK-19 units. (Yes/No)				YES

		9.3.5.2		4		Self-monitoring

		9.3.5.2.1		5		The HVCU shall perform continuous self-monitoring and self-testing of its hardware firmware and software with fault diagnostic display. (Yes/No)				YES

		9.3.5.2.2		5		Upon detection of a hardware fault, the relay shall block itself and issue an alarm signal. (Yes/No)				YES

		9.3.5.2.3		5		In case that a software fault is detected, the device shall reset and restart. (Yes/No)				YES

		9.3.5.2.4		5		If restarting does not eliminate the fault, the relay operation has to be blocked. (Yes/No)				YES

		9.3.5.2.5		5		In case of faulted HVCU, a fault message shall be sent to the Central Control System, visual indication will appear on the front panel and signaling potential-free "watchdog" contacts will change position to "relay-fail" status. (Yes/No)				YES

		9.3.5.2.6		5		In case that a power supply fault is detected, despite the redundancy, a fault message shall be sent to the Central Control System, visual indication will appear on the HVCU front panel and a signaling potential-free "watchdog" contacts will change position to "power supply-fail" status. (Yes/No)				YES

		9.3.5.3		4		I/O of HVCU

		9.3.5.3.1		5		The minimum number and type of required inputs and outputs of the HVCU are according to the following:

		9.3.5.3.1.1		6		CTs input (IR,IS,IT,I0) 0-5A, EHV: 0-1A - Accuracy ± 0.5% of the reading  (Num)				4 ©

		9.3.5.3.1.2		6		VTs input (VR,VS,VT , Vref for synchrocheck function) - Accuracy ± 2% of the reading  (Num)				4 ©

		9.3.5.3.1.3		6		Binary input at least (Num)				32 ©

		9.3.5.3.1.4		6		Power outputs at least  (Num)				4

		9.3.5.3.1.5		6		NC watchdog outputs  (Num)				1 ©

		9.3.5.3.1.6		6		NO relay output (Num)				8

		9.3.5.3.1.7		6		Change-over relay output (Num)				3 ©

		9.3.5.3.1.8		6		LAN Ethernet communication ports at least (10/100 base + 100 base) (Yes / No)				YES

		9.3.5.3.1.9		6		Communication ports- Front Communication ports				RJ45

		9.3.5.3.1.10		6		Power supply indications  - (fail contact and indication on the relay through local HMI screen or  LED for each) (Yes / No)				YES

		9.3.5.3.1.11		6		Event recorder at least- configurable events (Num)				128

		9.3.5.3.1.12		6		Fault reports at least (Num)				10

		9.3.5.3.1.13		6		Snapshot events at least (Num)				479

		9.3.5.3.1.14		6		Data logger channels at least (Num)				16

		9.3.5.3.1.15		6		Remote devices at least (Num)				16

		9.3.5.3.1.16		6		GOOSE messages at least - GOOSE output (Num)				32  ©

		9.3.5.3.1.17		6		GOOSE messages at least - GOOSE digital input (Num)				64  ©

		9.3.5.3.1.18		6		GOOSE messages at least - GOOSE Analog input (Num)				16

		9.3.5.3.1.19		6		The minimum number of LEDs (Num)				11 ©

		9.3.5.3.1.20		6		The minimum number of programmable direct-action control pushbuttons on the front panel (Num)				3

		9.3.5.3.1.21		6		Switching voltage (V)				220V DC ©

		9.3.5.4		4		HMI interface - The Human Machine Interface (HMI) for the HVCU shall be made possible using the following user interfaces:

		9.3.5.4.1		5		Communication interface with a laptop. (Yes / No)				YES

		9.3.5.4.2		5		Communication with the SCPS. (Yes / No)				YES

		9.3.5.4.3		5		The HVCU front panel shall be equipped with, at least, 16 configurable LEDs plus a "Ready State" non-configurable LED.  (Yes / No)				YES

		9.3.5.4.4		5		LEDs programmability can be from any logical variable, contact, or virtual input. (Yes/No)				YES

		9.3.5.4.5		5		LED's reset mode can be self-reset or latched. (Yes / No)				YES

		9.3.5.4.6		5		The HVCU shall have the capability to reset the LEDs by using a push button (Yes/No)				YES

		9.3.5.4.7		5		The number of latched by hardware LEDs, will be at least five (5). the other LEDs will be self-reset with PLC configuration latched enabled. (Yes/No)				YES

		9.3.5.4.8		5		The HMI operating language shall be English.  (Yes/No)				YES ©

		9.3.5.4.9		5		The user interface program shall support, updated to the delivery time, MICROSOFT OS server and included in the scope of supply. (Yes/No)				YES

		9.3.5.4.10		5		The following measurement information should be accessed from a laptop and the main HMI in the substation control room:

		9.3.5.4.10.1		6		Display and modifications of all settings. (Yes/No)				YES

		9.3.5.4.10.2		6		Digital I/O signal status. (Yes/No)				YES

		9.3.5.4.10.3		6		Display and uploading of measurements. (Yes/No)				YES

		9.3.5.4.10.4		6		Display and uploading of fault records. (Yes/No)				YES

		9.3.5.4.10.5		6		Display and uploading of event and alarm records. (Yes/No)				YES

		9.3.5.4.10.6		6		Uploading of disturbance records. (Yes/No)				YES

		9.3.5.4.10.7		6		Programmable scheme logic building (Functional Block Diagram), including at least 1024 logical expressions, mathematic functions, data manager tools and compile enabled.  (Yes/No)				YES

		9.3.5.4.10.8		6		The Programmable scheme logic includes  data manager tools and shell be compile enabled.  (Yes/No)				YES

		9.3.5.4.10.9		6		Reset of fault and alarm records. (Yes/No)				YES

		9.3.5.4.10.10		6		Clear event and fault records. (Yes/No)				YES

		9.3.5.4.10.11		6		Time Synchronization. (Yes/No)				YES

		9.3.5.4.10.12		6		Control commands. (Yes/No)				YES

		9.3.5.4.10.13		6		Filtering for event and alarm according to bay controller (group) time  and date.  (Yes/No)				YES

		9.3.5.5		4		Communication Ports

		9.3.5.5.0.0.0.1		8		The HVCU shall have the following basic communication ports:

		9.3.5.5.1		5		The device shall be equipped with a front-facing RJ-45 port.(Yes/No)				YES

		9.3.5.5.2		5		This port shall support firmware and software updates, data access, local diagnostics, configuration and logic file  read/write operations,  updates. The connection must maintain stable and reliable communication, especially during update and configuration change processes.(Yes/No)				YES

		9.3.5.5.3		5		RJ45 serial data communication interface for local connection with a laptop.(Yes/No)				YES

		9.3.5.5.4		5		The up-to-date drivers RJ45 communication ports shall be included. Those drivers will support the latest Microsoft OS at delivery date, as well as its two earlier versions. (Yes/No)				YES

		9.3.5.5.5		5		The device shall be equipped with a rear fiber optic port dedicated for IEC61850 communication and TCP/IP. This port must be compatible with all editions of the IEC61850 standard, including but not limited to Edition 1, Edition 2, and the most recent updates. The implementation shall support the latest versions of the protocol embedded in the device.The port shall enable seamless integration with SCADA system. (Yes/No)				YES  ©

		9.3.5.5.5.1		6		efficient inter-relay communication, and a data transfer rate of 100 Mbps.This port shall support configuration and logic file read/write operations.  (Yes/No)				YES

		9.3.5.5.6		5		Time-synchronization port according to Appendix No.1.   (Yes/No)				YES

		9.3.5.6		4		Password protection

		9.3.5.6.1		5		The data in the HVCU will be protected by three access levels. (Yes/No)				YES

		9.3.5.6.2		5		The enabled level of access determines which of the HVCU settings  
can be changed according to the following:

		9.3.5.6.2.1		6		Access level 0: Reading of settings, alarms, event records and fault records. (Yes/No)				YES

		9.3.5.6.2.2		6		Access level 1: As level "0" plus the following control commands: (Yes/No)				YES

		9.3.5.6.2.3		6		Reset of fault and alarm conditions. (Yes/No)				YES

		9.3.5.6.2.4		6		Reset LEDs. (Yes/No)				YES

		9.3.5.6.2.5		6		Clearing of event and fault records. (Yes/No)				YES

		9.3.5.6.3		5		Access level 2: As level "1" plus all other settings.  (Yes/No)				YES

		9.3.5.7		4		Time synchronization

		9.3.5.7.1		5		The HVCU shall acquire all bay-level process data and tag them at  a resolution of at most 1 ms.  (Yes/No)				YES

		9.3.5.7.2		5		Time synchronization of the HVCU will be according to Appendix No.1. (Yes/No)				YES

		9.3.5.8		4		Event Recorder and Fault Recorder

		9.3.5.8.1		5		The HVCU shall be provided with the needed non-volatile memory  for storage of at least:

		9.3.5.8.1.1		6		200 time-tagged event records.  (Yes/No)				YES

		9.3.5.8.1.2		6		Records of the last 5 faults. (Yes/No)				YES

		9.3.5.9		4		Power supply for the HVCU

		9.3.5.9.1		5		The HVCU includes two redundant Power Supply Units or by change over relay. (Yes/No)				YES  ©

		9.3.5.9.2		5		Voltage range of the Power Supply Unit of the HVCU shall be 220 VDC ± 20%. (Yes/No)				YES

		9.3.5.10		4		Control functions
The following bay-level function shall be executed in the HVCU:

		9.3.5.10.1		5		Interlocking (Yes/No)				YES

		9.3.5.10.2		5		Sequences of commands (Yes/No)				YES

		9.3.5.10.3		5		Calculation of rms values of currents and voltages, active and  reactive power, frequency, power factor, summed up currents, etc. (Yes/No)				YES

		9.3.5.11		4		HV Local Control

		9.3.5.11.1		5		Local control is possible only when the Local/Remote selector switch of the switchgear, is in the "Local" position. In that position the HVCU shall receive a Local indication to an opto-coupled input. When this input will be active, no control signals from the HVCU to the switchgear should be sent (Yes/No)				YES

		9.3.5.12		4		HV Remote control

		9.3.5.12.1		5		When the Local/Remote selector switch of the switchgear is in the "Remote" position two sources of control to the switchgear are possible:
Station - Control from the HMI of the control system (station level).
Tele - Control from the dispatch center.(Yes/No)				YES

		9.3.5.12.2		5		Only one of the control sources may be active at a given time. (Yes/No)				YES

		9.3.5.12.3		5		The selection of the active source of control is done from the main HMI of the Central Control System in the control room.(Yes/No)				YES

		9.3.5.13		4		HV Process Control

		9.3.5.13.1		5		The process control of each of the HVCU  shall include continuous monitoring of current and voltage inputs, plausibility check of position indications of isolating/earthing switches and circuit breakers, and supervision on correct execution of control commands.(Yes/No)				YES

		9.3.5.13.2		5		Each HVCU  shall also include the required logic for the bay-level Interlocks. (Yes/No)				YES

		9.3.5.13.3		5		Part of the required data is to be acquired from MVCPUs and HVCUs .(Yes/No)				YES

		9.3.5.13.4		5		Implementation of interlocks within the MV level and between the MVCPUs and HVCUs will be done by direct communication (GOOSE messages).(Yes/No)				YES

		9.3.5.14		4		Syncro-Check Function

		9.3.5.14.1		5		The HVCU shall include Syncro-Check Function. (Yes/No)				YES  ©

		9.3.5.14.2		5		The syncro check function can be used in conjunction with automatic or manual reclosure. (Yes/No)				YES

		9.3.5.14.3		5		The function (limited to one bay) determines the difference between the amplitude, phase angles and frequencies of two voltage vectors and uses this information to determine whether or not to close the breaker. (Yes/No)				YES

		9.3.5.14.4		5		Locking and coupling modes are available and a deadline and dead bus logic are also included. (Yes/No)				YES

		9.3.5.14.5		5		The function will check the synchronization conditions from both sides of the breaker. (Yes/No)				YES

		9.3.6		3		MV control and protection units

		9.3.6.1		4		The MV Control Units (MVCPU) should be multi-function stand-alone devices (one-box solution) which support different control, metering, and communication features for the bay equipment and for the overall MV switchgear. (Yes/No)				YES ©

		9.3.6.2		4		The MVCPU is intended for installation inside a MV switchgear and will be suitable to the folllowing dimensions: maximum width 270mm and maximum depth 270mm (Yes/No)				YES

		9.3.6.3		4		For functions description, setting messages, and additional information, see Appendix No. 6				YES ©

		9.3.6.4		4		Relay configuration

		9.3.6.4.1		5		The MV Control and Protection Units (MVCPU) should be multi-function stand-alone devices (one-box solution) which support different protection, control, automation, metering, and communication features for the bay equipment and for the overall MV switchgear. (Yes/No)				YES

		9.3.6.5		4		Self-monitoring

		9.3.6.5.1		5		The MVCPU shall perform continuous self-monitoring and self-testing of its hardware firmware and software with fault diagnostic display.  (Yes/No)				YES

		9.3.6.5.2		5		Upon detection of a hardware fault, the relay shall block itself and issue an alarm signal. (Yes/No)				YES

		9.3.6.5.3		5		In case that a software fault is detected, the device shall reset and restart. (Yes/No)				YES

		9.3.6.5.4		5		If restarting does not eliminate the fault, the relay operation has to be blocked. (Yes/No)				YES

		9.3.6.5.5		5		In case of faulted MVCPU, a fault message shall be sent to the Central Control System, visual indication will appear on the front panel and signaling potential-free "watchdog" contacts will change position to "relay-fail" status. (Yes/No)				YES

		9.3.6.5.6		5		In case that a power supply fault is detected, despite the redundancy, a fault message shall be sent to the Central Control System, visual indication will appear on the MVCPU front panel and a signaling potential-free "watchdog" contacts will change position to "power supply-fail" status. (Yes/No)				YES

		9.3.6.6		4		I/O of MVCP Unit 13.8/24/36KV

		9.3.6.6.1		5		The minimum number and type of required inputs and outputs of the MVCPU 13.8/24/36KV are according to the following table:

		9.3.6.6.1.1		6		CTs input (IR,IS,IT,I0) 0-5A - Accuracy ± 0.5% of the reading  (Num)				4 ©

		9.3.6.6.1.2		6		VTs input (VR,VS,VT open delta 0-110V) - Accuracy ± 2% of the reading  (Num)				4 ©

		9.3.6.6.1.3		6		Binary input at least (Num)				32 ©

		9.3.6.6.1.4		6		Power outputs at least  (Num)				4

		9.3.6.6.1.5		6		NC watchdog outputs 9Num)				1 ©

		9.3.6.6.1.6		6		NO relay output (Num)				8

		9.3.6.6.1.7		6		Change-over relay output (Num)				3 ©

		9.3.6.6.1.8		6		LAN Ethernet communication ports at least - (10/100 base + 100 base) (Yes/No)				YES

		9.3.6.6.1.9		6		Communication ports - Front Communication ports				RJ45

		9.3.6.6.1.10		6		Power supply indications  - (fail contact and indication on the relay through local HMI screen or  LED for each) (Yes/No)				YES

		9.3.6.6.1.11		6		Event recorder at least- configurable events (Num)				128

		9.3.6.6.1.12		6		Fault reports at least (Num)				10

		9.3.6.6.1.13		6		Snapshot events at least (Num)				479

		9.3.6.6.1.14		6		Data logger channels at least (Num)				16

		9.3.6.6.1.15		6		Remote devices at least (Num)				16

		9.3.6.6.1.16		6		GOOSE messages at least - GOOSE output (Num)				32  ©

		9.3.6.6.1.17		6		GOOSE messages at least - GOOSE digital input (Num)				64  ©

		9.3.6.6.1.18		6		GOOSE messages at least - GOOSE Analog input (Num)				16

		9.3.6.6.1.19		6		The minimum number of LEDs (Num)				11 ©

		9.3.6.6.1.20		6		The minimum number of programmable direct-action control pushbuttons on the front panel				3

		9.3.6.6.1.21		6		Switching voltage (V)				220V DC ©

		9.3.6.7		4		Modular MVCPU capacitor bank

		9.3.6.7.1		5		The modular MVCPU capacitor bank shall be the same type as the other MV relays , see clause 9.3.6.1				YES

		9.3.6.7.2		5		The modular MVCPU capacitor bank shall comply with all requirements specified in the table at clause 9.3.6.6				YES

		9.3.6.8		4		HMI interface
The Human Machine Interface (HMI) for the MVCPU shall be made possible using the following user interfaces:

		9.3.6.8.1		5		Communication interface with a laptop. (Yes/No)				YES

		9.3.6.8.2		5		Communication with the SCPS. (Yes/No)				YES

		9.3.6.8.3		5		The MVCPU front panel shall be equipped with, at least, 16 configurable LEDs plus a "Ready State" non-configurable LED. (Yes/No)				YES

		9.3.6.8.4		5		LEDs programmability can be from any logical variable, contact, or virtual input. (Yes/No)				YES

		9.3.6.8.5		5		LED's reset mode can be self-reset or latched. (Yes/No)				YES

		9.3.6.8.6		5		The MVCPU shall have the capability to reset the LEDs by using a push button (Yes/No)				YES

		9.3.6.8.7		5		The number of latched by hardware LEDs, will be at least five (5). the other LEDs will be self-reset with PLC configuration latched enabled. (Yes/No)				YES

		9.3.6.8.8		5		The HMI operating language shall be English. (Yes/No)				YES  ©

		9.3.6.8.9		5		The user interface program shall support, updated to the delivery time, MICROSOFT OS server  and included in the scope of supply. (Yes/No)				YES

		9.3.6.8.10		5		The following MVCPU measurement information should be accessed from a laptop and the main HMI in the substation control room:

		9.3.6.8.10.1		6		Display and modifications of all settings. (Yes/No)				YES

		9.3.6.8.10.2		6		Digital I/O signal status. (Yes/No)				YES

		9.3.6.8.10.3		6		Display and uploading of measurements. (Yes/No)				YES

		9.3.6.8.10.4		6		Display and uploading of fault records. (Yes/No)				YES

		9.3.6.8.10.5		6		Display and uploading of event and alarm records. (Yes/No)				YES

		9.3.6.8.10.6		6		Uploading of disturbance records. (Yes/No)				YES

		9.3.6.8.10.7		6		The Programmable scheme logic includes data manager tools and is compiling enabled. (Yes/No)				YES

		9.3.6.8.10.8		6		Programmable scheme logic building (Functional Block Diagram), including at least 1024 logical expressions and mathematic functions  (Yes/No)				YES

		9.3.6.8.10.9		6		Reset of fault and alarm records. (Yes/No)				YES

		9.3.6.8.10.10		6		Clear event and fault records. (Yes/No)				YES

		9.3.6.8.10.11		6		Time Synchronization. (Yes/No)				YES

		9.3.6.8.10.12		6		Control commands. (Yes/No)				YES

		9.3.6.8.10.13		6		Filtering for event and alarm according to bay controller (group) time  and date. (Yes/No)				YES

		9.3.6.9		4		Communication Ports

		9.3.6.9.0.0.0.1		8		The MVCPU shall have the following basic communication ports:

		9.3.6.9.1		5		The device shall be equipped with a front-facing port.(Yes/No)				YES  ©

		9.3.6.9.2		5		The perference of IECo is for front RJ45 port				YES

		9.3.6.9.2.1		6		This port shall support firmware and software updates, data access, local diagnostics, configuration and logic file  read/write operations,  updates. The connection must maintain stable and reliable communication, especially during update and configuration change processes.(Yes/No)				YES

		9.3.6.9.2.2		6		serial data communication interface for local connection with a laptop.(Yes/No)				YES

		9.3.6.9.2.3		6		The up-to-date drivers communication ports shall be included. Those drivers will support the latest Microsoft OS at delivery date, as well as its two earlier versions. (Yes/No)				YES

		9.3.6.9.3		5		The device shall be equipped with a rear fiber optic port dedicated for IEC61850 communication and TCP/IP. This port must be compatible with all editions of the IEC61850 standard, including but not limited to Edition 1, Edition 2, and the most recent updates. The implementation shall support the latest versions of the protocol embedded in the device.The port shall enable seamless integration with SCADA system. (Yes/No)				YES  ©

		9.3.6.9.3.1		6		efficient inter-relay communication, and a data transfer rate of 100 Mbps.This port shall support configuration and logic file read/write operations.  (Yes/No)				YES

		9.3.6.9.4		5		Time-synchronization port according to Appendix No.1.   (Yes/No)				YES

		9.3.6.10		4		Password protection

		9.3.6.10.1		5		The data in the MVCP will be protected by three access levels.  (Yes/No)				YES

		9.3.6.10.2		5		The enabled level of access determines which of the MVCUP settings  
can be changed according to the following:

		9.3.6.10.2.1		6		Access level 0: Reading of settings, alarms, event records and fault records. (Yes/No)				YES

		9.3.6.10.2.2		6		Access level 1: As level "0" plus the following control commands:

		9.3.6.10.2.3		6		Reset of fault and alarm conditions. (Yes/No)				YES

		9.3.6.10.2.4		6		Reset LEDs. (Yes/No)				YES

		9.3.6.10.2.5		6		Clearing of event and fault records. (Yes/No)				YES

		9.3.6.10.3		5		Access level 2: As level "1" plus all other settings.  (Yes/No)				YES

		9.3.6.11		4		Time synchronization

		9.3.6.11.1		5		The MVCPU shall acquire all bay-level process data and tag them at a resolution of at most 1 ms. (Yes/No)				YES

		9.3.6.11.2		5		Time synchronization of the MVCPU will be according to Appendix No.1. (Yes/No)				YES

		9.3.6.12		4		Event Recorder and Fault Recorder

		9.3.6.12.1		5		The MVCPU shall be provided with the needed non-volatile memory  for storage of at least:

		9.3.6.12.2		5		I) 200 time-tagged event records.  (Yes/No)				YES

		9.3.6.12.3		5		II) Records of the last 5 faults.  (Yes/No)				YES

		9.3.6.13		4		Disturbance Recorder

		9.3.6.13.1		5		The MVCPU is provided with a non-volatile memory for storage of at least: 16 analog, 64 digital and one (1) time channels. (Yes/No)				YES

		9.3.6.13.2		5		Data is sampled at least 12 times a cycle. The memory volume is enough for storage of 10 disturbances of 10 seconds or more duration each. (Yes/No)				YES

		9.3.6.13.3		5		All channels and trigger sources are user configurable. (Yes/No)				YES

		9.3.6.14		4		Power supply for the MVCPU

		9.3.6.14.1		5		The MVCPU includes two redundant Power Supply Units or by change over relay (Yes/No)				YES  ©

		9.3.6.14.2		5		Voltage range of the Power Supply Unit of the MVCPU shall be 220 VDC ± 20%. (Yes/No)				YES

		9.3.6.15		4		Control functions
The following bay-level function shall be executed in the MVCPU:

		9.3.6.15.1		5		Interlocking. (Yes/No)				YES

		9.3.6.15.2		5		Sequences of commands(Yes/No)				YES

		9.3.6.15.3		5		Calculation of rms values of currents and voltages, active and  reactive power, frequency, power factor, summed up currents, etc.(Yes/No)				YES

		9.3.6.16		4		MV Local Control

		9.3.6.16.1		5		Local control is possible only when the Local/Remote selector switch of the switchgear, is in the "Local" position. In that position the MVCPU shall receive a Local indication to an opto-coupled input. When this input will be active, no control signals from the MVCPU to the switchgear should be sent. (Yes/No)				YES

		9.3.6.17		4		MV Remote control

		9.3.6.17.1		5		When the Local/Remote selector switch of the switchgear is in the "Remote" position two sources of control to the switchgear are possible:
Station - Control from the HMI of the control system (station level).
Tele - Control from the dispatch center. (Yes/No)				YES

		9.3.6.17.2		5		Only one of the control sources may be active at a given time. (Yes/No)				YES

		9.3.6.17.3		5		The selection of the active source of control is done from the main HMI of the Central Control System in the control room.(Yes/No)				YES

		9.3.6.18		4		MV Process Control

		9.3.6.18.1		5		The process control of each of the MVCPU  shall include continuous monitoring of current and voltage inputs, plausibility check of position indications of isolating/earthing switches and circuit breakers, and supervision on correct execution of control commands. (Yes/No)				YES

		9.3.6.18.2		5		Each MVCPU  shall also include the required logic for the bay-level Interlocks. (Yes/No)				YES

		9.3.6.18.3		5		Part of the required data is to be acquired from HVCPUs and MVCPUs .(Yes/No)				YES

		9.3.6.18.4		5		Implementation of interlocks within the HV level and between the HVCUs and MVCPUs will be done by direct communication (GOOSE messages).(Yes/No)				YES

		9.3.7		3		Mechanical Design Requirements

		9.3.7.1		4		The MVCP Units shall be supplied loose and shall be installed in the MV switchgear panels (Yes/No)				YES

		9.3.7.2		4		All the other SCPS components (HVCUs, MDMS, communication equipment, alarm system, main controller components) shall be installed where required in cubicles which will be mounted on the control room floating floor (see Appendix No. 15). (Yes/No)				YES

		9.3.7.3		4		The cubicles may be located with the rear to a wall and in line with other cubicles. (Yes/No)				YES

		9.3.7.4		4		The cubicles shall comply to IEC 62208. (Yes/No)				YES

		9.3.7.5		4		The color of the cubicles shall be RAL-7035. (Yes/No)				YES

		9.3.7.6		4		Lighting fixture shall be installed under the cubicle roof.   (Yes/No)				YES

		9.3.7.7		4		The SCPS components shall be installed on cubicle swing frames (Yes/No)				YES

		9.3.7.8		4		A swing frame stop is to be equipped in the cubicles for enabling the swing frame lock in open position.  (Yes/No)				YES

		9.3.7.9		4		Access to the internal equipment of the cubicle shall be from the front only.  (Yes/No)				YES

		9.3.7.10		4		Each cubicle shall be provided also with rear and side panels.  (Yes/No)				YES

		9.3.7.11		4		The overall cubicle dimensions shall be 800 x 800 x 2200 cm at least. (Yes/No)				YES

		9.3.7.12		4		The cubicles shall be supplied fitted with protective, unbreakable transparent doors.  (Yes/No)				YES

		9.3.7.13		4		The cubicle shall be protected against splash water, up to 60 cm from the floor. (Yes/No)				YES

		9.3.7.14		4		Any manual controlled equipment will not be mounted higher than 180 cm or lower than 60 cm.  (Yes/No)				YES

		9.3.7.15		4		The cubicles shall be of tropical design and protected against insects and vermin.  (Yes/No)				YES

		9.3.7.16		4		The IP of the cubicle shall be  ≥ 3X. (Yes/No)				YES

		9.3.7.17		4		The cubicles will be air ventilated by two ventilators derived by dc supply.  (Yes/No)				YES

		9.3.7.18		4		The air openings will be equipped with filters and will be designed in a manner that the protection degree IP 3X will not be affected. (Yes/No)				YES

		9.3.7.19		4		Not more than 4 (four) HVCUs or MVCPUs are installed in each cubicle. (Yes/No)				YES

		9.3.7.20		4		The cubicle design shall be such that the inner temperature during normal working regime with closed door should not rise above 40ºC. (Yes/No)				YES

		9.3.7.21		4		The floor plate of the cubicles will be able to bear a person's weight (80Kg) without bending.  (Yes/No)				YES

		9.3.8		3		CABLE CONNECTION AND WIRING

		9.3.8.1		4		All the cubicles shall be supplied with a removable bottom floor plate for control cable glands.  (Yes/No)				YES

		9.3.8.2		4		The bottom plate of the cubicle shall carry a normal man weight without being bent.  (Yes/No)				YES

		9.3.8.3		4		All the cables shall enter the cubicles from the bottom via suitable cable glands and be connected to the terminal blocks. (Yes/No)				YES

		9.3.8.4		4		The cubicles shall be completely wired and factory tested.  (Yes/No)				YES

		9.3.8.5		4		All interconnections among the cubicles are made through terminals.  (Yes/No)				YES

		9.3.8.6		4		These connections shall be reduced to a minimum.  (Yes/No)				YES

		9.3.8.7		4		Flexible conductors are connected to the terminals by means of copper ferrules.  (Yes/No)				YES

		9.3.8.8		4		The terminals for external connections shall be made of polyamide. (Yes/No)				YES

		9.3.8.9		4		Terminals for current circuits shall be of bridge type suitable for connecting up to 10 mm2 cross section wires, PHOENIX type URTKS or equivalent. (Yes/No)				YES

		9.3.8.10		4		All the other terminals shall be of disconnecting type suitable for connecting up to 4 mm2 cross section wires, PHOENIX type UK4-T-P/P with ST-K4 or equivalent. (Yes/No)				YES

		9.3.8.11		4		At least 10% spare terminals (of each kind) are to be included in each terminal strip.  (Yes/No)				YES

		9.3.8.12		4		Terminals will not be mounted lower than 50 cm or higher than 190 cm from the floor.  (Yes/No)				YES

		9.3.8.13		4		All the terminals, cables and the wires will be clearly numbered.
The terminal blocks shall be spaced to allow ample clearance on all sides. (Yes/No)				YES

		9.3.8.14		4		Separated plates shall be used between +DC and -DC terminal blocks.
Internal wiring shall be done according to EPD-3 Standard (see Appendix  No. 9). (Yes/No)				YES

		9.3.9		3		Protection functions

		9.3.9.1		4		For functions description, setting messages, and additional information, see Appendix No. 6				YES

		9.3.9.2		4		MVCPU 13.8/24/36KV protection functions allocation shall be as follows: (for details see Appendix No. 6)

		9.3.9.2.1		5		Feeder - Overcurrent  (Yes/No)				YES

		9.3.9.2.2		5		Feeder - Residual Overcurrent  (Yes/No)				YES

		9.3.9.2.3		5		Feeder - Wattmetric protection (directional leakage protection) (32N)  (Yes/No)				YES

		9.3.9.2.4		5		Feeder - Directional earth-fault protection ( 67N)  (Yes/No)				YES

		9.3.9.2.5		5		Feeder - Breaker Failure (BFP)  (Yes/No)				YES

		9.3.9.2.6		5		Feeder - BFP Block  (Yes/No)				YES

		9.3.9.2.7		5		Feeder - SOTF - Switch On To Fault (Yes/No)				YES

		9.3.9.2.8		5		Feeder - Feeder - Auto-reclosure  : Cycle 1, Cycle 2, Close time (Yes/No)  (Yes/No)				YES

		9.3.9.2.9		5		Feeder - AUTO RECLOSE BLOCK (Yes/No)				YES

		9.3.9.2.10		5		Coupler - Overcurrent (Yes/No)				YES

		9.3.9.2.11		5		Coupler - Residual over current protection, leakage  (Yes/No)				YES

		9.3.9.2.12		5		Coupler - Breaker Failure  (Yes/No)				YES

		9.3.9.2.13		5		Coupler - BFP Block  (Yes/No)				YES

		9.3.9.2.14		5		Coupler - SOTF - Switch On To Fault (Yes/No)				YES

		9.3.9.2.15		5		Infeed - Overcurrent (Yes/No)				YES

		9.3.9.2.16		5		Infeed - Residual over current protection, leakage  (Yes/No)				YES

		9.3.9.2.17		5		Infeed - Breaker Failure  (Yes/No)				YES

		9.3.9.2.18		5		Infeed - BFP Block  (Yes/No)				YES

		9.3.9.2.19		5		Infeed - SOTF - Switch On To Fault (Yes/No)				YES

		9.3.9.2.20		5		Infeed - Loss of neutral (Yes/No)				YES

		9.3.9.2.21		5		Capacitor Bank  - Overcurrent (Yes/No)				YES

		9.3.9.2.22		5		Capacitor Bank  - Residual over current protection, leakage (Yes/No)				YES

		9.3.9.2.23		5		Capacitor Bank  - Wattmetric protection (directional leakage protection)  (Yes/No)				YES

		9.3.9.2.24		5		Capacitor Bank  - Under-voltage Protection  (Yes/No)				YES

		9.3.9.2.25		5		Capacitor Bank  - Over-voltage Protection  (Yes/No)				YES

		9.3.9.2.26		5		Capacitor Bank  - Unbalance Protection  (Yes/No)				YES

		9.3.9.2.27		5		Capacitor Bank  - Back to back capacitors connection (Yes/No)				YES

		9.3.9.2.28		5		Capacitor Bank  - Breaker lock  (Yes/No)				YES

		9.3.9.2.29		5		Capacitor Bank  - Breaker failure protection (Yes/No)				YES

		9.3.9.2.30		5		Capacitor Bank  - BFP Block (Yes/No)				YES

		9.3.9.2.31		5		Capacitor Bank  - Special function (Yes/No)				YES

		9.3.9.3		4		Overcurrent protection settings for Capacitor Bank bay

		9.3.9.3.1		5		Capacitor banks will have a modular construction. Module switching is done remotely from the NCC (Yes/No)				YES

		9.3.9.3.2		5		The Capacitor bank MVCPU bay shall have allocation of four inputs for signaling the number of connected capacitor modules.  (Yes/No)				YES

		9.3.9.3.3		5		A different predefined setting of the overcurrent protection will be active for each capacitor module combination. (Yes/No)				YES

		9.3.9.3.4		5		At least three different settings of the overcurrent protection shall be stored in the MVCPU of the Capacitor bank bay. (Yes/No)				YES

		9.3.9.4		4		Instantaneous unit blocking of Outgoing Feeders

		9.3.9.4.1		5		The instantaneous unit of the protections shall permit blocking after the first rapid reclosing step, to count for the selectivity between the feeder protection and the distribution transformer fuses. (Yes/No)				YES

		9.3.9.5		4		Instantaneous unit blocking of Infeed,Coupler and Earthing Trafo

		9.3.9.5.1		5		The MVCPU of these bays shall permit instantaneous blocking by a signal from each Outgoing feeder protections, to assure full selectivity for close-in faults. (Yes/No)				YES

		9.3.9.6		4		Wattmetric protection (directional leakage protection) (32N)

		9.3.9.6.1		5		For function description, setting messages, and additional information, see Appendix No. 6				YES

		9.3.9.6.2		5		A separate core of the CT will supply the residual current.  (Yes/No)				YES

		9.3.9.6.3		5		A VT will supply the zero-sequence (open delta) residual voltage The Wattmetric protection has a 0° characteristic angle. (Yes/No)				YES

		9.3.9.6.4		5		Maximum sensitivity is obtained when the measured current is in phase with the polarizing voltage. For other phase angles, the relay operates when Ix*cosφ≥Is  (see Appendix No. 5 -Figure 2) . (Yes/No)				YES

		9.3.9.6.5		5		The protection will be enabled according to terms of Table in Appendix No. 5 - Figure 12 & 13  (Yes/No)				YES

		9.3.9.7		4		Autoreclosing function (AR)

		9.3.9.7.1		5		For function description, setting messages, and additional information, see Appendix No. 6				YES

		9.3.9.7.2		5		The feeder's circuit breaker will be reclosed by the feeder's MVCP Unit when tripped by one of its protection functions (Overcurrent, Leakage, Wattmetric). (Yes/No)				YES

		9.3.9.7.3		5		The feeder's MVCPU shall be able to produce up to four "shots" prior to AR locking out. (Yes/No)				YES

		9.3.9.7.4		5		The time of each reclosing shot shall be configured in the feeder's MVCPU, within time range of 0-900 s and resolution of 10 ms. (Yes/No)				YES

		9.3.9.7.5		5		Each MVCPU shall include a user-programmable logic to determine, for each protection function, the reclosing blocking-stage (i.e. it will be possible to determine, for each protection function, after which stage, the AR function will be locked out). (Yes/No)				YES

		9.3.9.7.6		5		A two-position selector switch is installed for each feeder MVCPU, in order to select between: 
1. AR blocked.
2. AR de-blocked  (Yes/No)				YES

		9.3.9.7.7		5		The selector-switch shall be wired to MVCPU's opto-coupled inputs.  (Yes/No)				YES

		9.3.9.7.8		5		The AR function will operate only if the MVCPU has issued a trip command.  (Yes/No)				YES

		9.3.9.7.9		5		The reclosing function shall be provided with a two separate counters for the reclosing attempts: one for rapid reclosing, and another for delayed reclosing. (Yes/No)				YES

		9.3.9.7.10		5		The reclosing function shall issue an alarm after the last unsuccessful reclosing attempt (definite trip).  (Yes/No)				YES

		9.3.9.7.11		5		The "OFF" (blocked) state of the reclosing shall be locally signaled and remotely indicated.  (Yes/No)				YES

		9.3.9.7.12		5		If the CB has been tripped manually or by other functions  (i.e. load shedding) these are regarded as external operations, which do not activate the AR function. (Yes/No)				YES

		9.3.9.7.13		5		The AR function is disabled in the following cases:

		9.3.9.7.13.1		6		AR block/de-block selector-switch is in “block” position. (Yes/No)				YES

		9.3.9.7.13.2		6		The CB was manually tripped (Block reclosing function will be canceled by manual closing of the circuit breaker). (Yes/No)				YES

		9.3.9.7.13.3		6		Remote “Block Reclosing command” from the Station’s Control HMI or/and from the dispatch center. (Yes/No)				YES

		9.3.9.7.13.4		6		After operation of Breaker Failure Protection. (Yes/No)				YES

		9.3.9.7.13.5		6		After Load Shedding Tripping. (Yes/No)				YES

		9.3.10		3		Special functions of MV section of Substation

		9.3.10.1		4		Breaker Failure Protection (BFP)

		9.3.10.1.1		5		For function description, setting messages, and additional information, see Appendix No. 6				YES

		9.3.10.1.2		5		In case of CB failure, trip commands will be sent to the Couplers, Infeed and Feeder CBs, connected to the same bus-section (as shown in Appendix No. 5 -Figure 3 & 4 & 5), and will block the reclosing of all the Feeder CBs connected to the faulty busbar. (Yes/No)				YES

		9.3.10.1.3		5		Each of the bays will be equipped with a BFP block/unblock selector-switch, installed in the Bay Control Cabinet, and wired to MVCPU inputs.  (Yes/No)				YES

		9.3.10.1.4		5		The trip and blocking commands shall be issued if the following conditions are simultaneously fulfilled

		9.3.10.1.4.1		6		A MVCPU issued a trip command. (Yes/No)				YES

		9.3.10.1.4.2		6		A time delay, adjustable between 0-1s has elapsed. (Yes/No)				YES

		9.3.10.1.4.3		6		A current of a certain adjustable magnitude is still present in one of the phases or the circuit breaker is still closed.  (Yes/No)				YES

		9.3.10.1.4.4		6		If the double indication of the CB and/or the bus disconnector is 00 or 11, they are considered in the "closed" logic status. (Yes/No)				YES

		9.3.10.1.4.5		6		The BFP selector-switch of a bay is in the "Un-block" position.  (Yes/No)				YES

		9.3.10.1.5		5		The current detectors shall have a fast resetting in order to avoid malfunction.  (Yes/No)				YES

		9.3.10.1.5.0.0.1		8		The following tables represent the BFP logic for a four (4) MV sections substation (see Appendix No. 5 -Figure 4 & 5)

		9.3.10.2		4		Earthing State

		9.3.10.2.0.0.0.1		8		Two different methods of earthing system are used, including a Petersen coil and an earthing switch:

		9.3.10.2.1		5		1. The Petersen coil and the earthing switch for direct (solid) earthing are connected to a bay of MV busbar or directly to the MV side, in 50MVA and 75MVA power transformers. (see Appendix No. 5 -Figure 6,12,13)  (Yes/No)				YES

		9.3.10.2.2		5		2. The Petersen coil and the earthing switch are connected directly to the neutral point, in 33MVA power transformers. (see Appendix No. 5 -Figure 7,12,13)  (Yes/No)				YES

		9.3.10.3		4		Leakage (50/51G) and Wattmetric (32N) Protection Function

		9.3.10.3.0.0.0.1		8		Depending on the state of the earthing system, the protection functionality of Feeder and Capacitor bays is set.

		9.3.10.3.1		5		Leakage relay
All coupled busbars are solidly earthed, Leakage Protection is activated. (see Appendix No. 5 -Figure 8,12,13) (Yes/No)				YES

		9.3.10.3.2		5		Wattmetric relay
All coupled busbars are earthed through the Petersen coil and an input signal e.g. “Resistor ON”, is activated. (see Appendix No. 5 -Figure 9,12,13) 
The Wattmetric relay shall be configured to switch between the different protections automatically. If the earthing switch closes it will block the 32N protection function and set the 50/51G. When the busbar is resonantly earthed (Petersen coil connected and earthing switch opened) it will activate the 32N and block the 50/51G protection function. (Yes/No)				YES

		9.3.10.4		4		Unacceptable state of earthing system.

		9.3.10.4.1		5		Mixed mode operation of solid and resonant earthing in two or more coupled busbars (i.e. BB1 has the earthing switch closed (solidly earthed) and it is connected to BB2 that is earthed through Petersen coil) should activate the Leakage and block the Wattmetric protection. (see Appendix No. 5 -Figure 10,12,13) 
When the substation is in this state an alarm will be sent to the NCC. (Yes/No)				YES

		9.3.10.5		4		Loss of system earthing

		9.3.10.5.1		5		In case of loss of system earthing caused by wrong command, an alarm will be sent to the station HMI and to the NCC. (Yes/No)				YES

		9.3.10.6		4		Leakage Relay and Wattmetric Relay Function

		9.3.10.6.1		5		The logic should also include the feature to set simultaneous operation of both functions. (Yes/No)				YES

		9.3.10.6.2		5		For this purpose two operations that can be activated from the front of infeed bay MVCPU should be configured:

		9.3.10.6.2.1		6		Operation 1: both functions are set. (Yes/No)				YES

		9.3.10.6.2.2		6		Operation 2: the function is set depending on system earthing method. (Yes/No)				YES

		9.3.10.6.3		5		These operations should Set and Reset an internal variable that enables or disables the protection functions. (Yes/No)				YES

		9.3.10.6.4		5		In this logic, an undefined state of the switchgear is taken as "open". (Yes/No)				YES

		9.3.10.7		4		Resistor ON

		9.3.10.7.1		5		The Wattmetric protection shall be blocked if the “Resistor ON” signal is not active in the busbar or in a coupled busbar. (Yes/No)				YES

		9.3.10.7.2		5		It shall be activated if the above input signal (“Resistor ON”) is active and if MV busbar disconnector is in line position and infeed bay CB is closed. (Yes/No)				YES

		9.3.10.8		4		Earthing Function

		9.3.10.8.1		5		Wattmetric and/or leakage functionality, "unacceptable" and "loss of earthing" states must all be designed to implement logic scheme that can cover all the different busbars connection combinations.  (Yes/No)				YES

		9.3.10.8.2		5		This function must be designed to implement logic scheme that can cover all the different possibilities between the busbars connections. (Yes/No)				YES

		9.3.10.8.3		5		It also should check the earthing method of its busbar and compare it to this of every busbar coupled with it. (see Appendix No. 5 -Figure 12 & 13)  (Yes/No)				YES

		9.3.11		3		Load shedding

		9.3.11.0.1		5		For function description, setting messages, and additional information, see Appendix No. 6				YES

		9.3.11.1		4		The frequency relay must fulfil requirement of clause 9.3.11.4 (Yes/No)				YES

		9.3.11.1.0.0.0.1		8		A central digital under-frequency relay is installed in every substation.

		9.3.11.1.1		5		Three (3) protection stages for combined frequency drop and frequency rate of change are set. (Yes/No)				YES

		9.3.11.1.2		5		Each stage corresponds to a priority in the feeder bays:

		9.3.11.1.2.1		6		Priority 1: Low frequency and/or Frequency rate of change 1 (Yes/No)				YES

		9.3.11.1.2.2		6		Priority 2: Very low frequency and/or Frequency rate of change 2 (Yes/No)				YES

		9.3.11.1.2.3		6		Priority 3: Extremely low frequency and/or rate of change 3 (Yes/No)				YES

		9.3.11.1.3		5		When a frequency has eventually dropped below a pre-defined value, or above a frequency rate of change level, the under-frequency relay will send a trip command to all feeder MVCPUs.  (Yes/No)				YES

		9.3.11.1.4		5		Once the trip signal is received, it shall be compared to the feeder priority. If they match, the feeder MVCPU should trip the CB's and set an internal variable to enable the Load Shedding to restore it. (Yes/No)				YES

		9.3.11.1.5		5		The under-frequency relay can measure the frequency of each of the two HV busbars, not simultaneously. It should be selected from the HMI (e.g. LOAD SHEDDING - VOLTAGES FROM BB1\ LOAD SHEDDING - VOLTAGES FROM BB2). (Yes/No)				YES

		9.3.11.1.6		5		The under frequency functions for the three priority levels are defined as follows

		9.3.11.1.6.1		6		Relay functionality		Frequency level

		9.3.11.1.6.2		6		Under-frequency 1
Frequency Rate of change 1  (Yes/No)		Priority 1		YES

		9.3.11.1.6.3		6		Underfrequency 2
Frequency Rate of Change 2
Analog level Comparator 1
Analog level Comparator 2 (Yes/No)		Priority 2		YES

		9.3.11.1.6.4		6		Underfrequency 3
Frequency Rate of Change 3 (Yes/No)		Priority 3		YES

		9.3.11.1.7		5		If the feeder MVCPU is in “Local” mode, the load shedding will trip the CB, but it won't close with the restoration function (this interlock is done in the feeder bay itself). (Yes/No)				YES

		9.3.11.1.8		5		The minimum number and type of required inputs and outputs of the frequency relay are according to the following table:

		9.3.11.1.8.1		6		Description		Comments		quantity\type

		9.3.11.1.8.2		6		VTs input (VR,VS,VT open delta 0-110V)		Accuracy ±2% of the reading  from BB1-2		4 ©

		9.3.11.1.8.3		6		Binary input at least				32 ©

		9.3.11.1.8.4		6		Power outputs at least  (Num)				4

		9.3.11.1.8.5		6		NC watchdog outputs				1 ©

		9.3.11.1.8.6		6		NO relay outputs				11

		9.3.11.1.8.7		6		Change-over relay output				3 ©

		9.3.11.1.8.8		6		LAN Ethernet communication ports at least - (10/100 base + 100 base)				YES

		9.3.11.1.8.9		6		Communication ports		Front Communication ports		RJ45

		9.3.11.1.8.10		6		Power supply indications - (fail contact and indication on the relay through local HMI screen or  LED for each)				YES

		9.3.11.1.8.11		6		Event recorder at least		configurable events		128

		9.3.11.1.8.12		6		Fault reports at least				10

		9.3.11.1.8.13		6		Snapshot events at least				479

		9.3.11.1.8.14		6		Data logger channels at least				16

		9.3.11.1.8.15		6		Remote devices at least				16

		9.3.11.1.8.16		6		GOOSE messages at least		GOOSE output		32 ©

		9.3.11.1.8.17		6		GOOSE messages at least		GOOSE digital input		64 ©

		9.3.11.1.8.18		6		GOOSE messages at least		GOOSE Analog input		16

		9.3.11.1.8.19		6		The minimum number of LEDs (Num)				11 ©

		9.3.11.1.8.20		6		The minimum number of programmable direct-action control pushbuttons on the front panel				3

		9.3.11.1.8.21		6		Switching voltage (V)				220VDC ©

		9.3.11.2		4		Feeder bay

		9.3.11.2.1		5		The priority of each Feeder bay shall be independent and selected by a push-button in the HMI screen, next to CB symbol.  (Yes/No)				YES

		9.3.11.2.2		5		Only one priority for each feeder is allowed. It is necessary to switch off the current priority before setting the new one. (Yes/No)				YES

		9.3.11.3		4		Feeder Restoration

		9.3.11.3.1		5		Feeder reclosing is done when the frequency is above the under-frequency level 1. (Yes/No)				YES

		9.3.11.3.2		5		All the feeders with the same priority should close at the same time. (Yes/No)				YES

		9.3.11.3.3		5		The reclosing will depend on the Feeder priority. The first that will close will be priority 3 feeders: the under-frequency relay will send the closing order to the first MVCPU of the busbar and the CB will close if the following conditions are fulfilled:

		9.3.11.3.3.1		6		The priority of the feeder matches with the closing order priority. (Yes/No)				YES

		9.3.11.3.3.2		6		The circuit breaker has tripped by Load Shedding protection. (Yes/No)				YES

		9.3.11.3.3.3		6		The frequency remains over the under-frequency level. (Yes/No)				YES

		9.3.11.3.4		5		The restoration process will finish with priority 1. The time shift between the reclosing of the different priorities will be configured in the under-frequency relay logic (T12, T13, T14 in the following table).				YES

		9.3.11.3.4.1		6		TIMER		Settings		Location

		9.3.11.3.4.2		6		Radial logic

		9.3.11.3.4.3		6		T12 (Time between the command coming from the NCC and the start of the Restoration of P3)		80 s		UF logic

		9.3.11.3.4.4		6		T13 (Time between the Restoration of P3 and the P2)		50 s		UF logic

		9.3.11.3.4.5		6		T14  (Time between the Restoration of P2 and the P1)		10 s		UF logic

		9.3.11.3.5		5		In case of having a Load Shedding Reclosing process in progress, if a "Load Shedding OUT" command to the under-frequency relay is activated, it should be executed after the reclosing process is finished. (Yes/No)				YES

		9.3.11.4		4		Frequency Relay - General

		9.3.11.4.1		5		ELECTRICAL DESIGN REQUIREMENTS

		9.3.11.4.1.1		6		The frequency relay required, shall have the functions stated in clause 9.3.11.1 (Yes/No)				YES

		9.3.11.4.1.2		6		(Optional) – Possibility to receive voltage data created by a non-conventional c.t. v.t ie. Rogovsky coil, connection to process bus by which Manufacturer is to be indicated.  Reference list of existing systems is to be submitted. (Yes/No)				YES

		9.3.11.4.1.3		6		The frequency relay shall be proven in operation and shall operate satisfactorily under the environmental conditions stated previously.
The relay shall be stable against vibrations. (Yes/No)				YES

		9.3.11.4.1.4		6		The relay shall in general be insensitive to harmonics, frequency variations, D.C. components in the fault currents and induced high transient voltages, and EMC & RFI. (Yes/No)				YES

		9.3.11.4.1.5		6		The relay shall continue it’s proper operation in the case of inadvertent grounding of one point in the DC supply circuits or any other point at the terminal board. (Yes/No)				YES

		9.3.11.4.1.6		6		The relay auxiliary supply voltages are to be continuously supervised, with a fault indication provided upon detection of a fault condition. (Yes/No)				YES

		9.3.11.4.2		5		GENERAL REQUIREMENTS FOR FREQUENCY RELAYS.

		9.3.11.4.2.1		6		The frequency relay shall be of the type specified in clause 9.3.6.1.  (Yes/No)				YES ©

		9.3.11.4.2.2		6		The frequency relay shall be connected to the secondary side of the high voltage transformer. (Yes/No)				YES

		9.3.11.4.2.3		6		The frequency relay shall be capable of detecting the following situations: over-frequency, under-frequency, frequency rate of change and three phase under-voltage. (Yes/No)				YES

		9.3.11.4.2.4		6		The relay shall have at least 3 protection stages in addition to a recovery function. (Yes/No)				YES

		9.3.11.4.2.5		6		Each protection stage shall be applicable for load shedding upon under-frequency and frequency rate of change. The stage shall be able to act alone upon each condition or as a combination of under-frequency and frequency rate of change. The stage shall include 4 separate adjustable timers. In addition, each protection stage shall be able to be activated by 3 phase under-voltage. (Yes/No)				YES

		9.3.11.4.2.6		6		When the stage times out the relay produces a trip signal. The trip signal can be linked to the desired output contact. The contact mode shall be programmable between normal mode (i.e., drops out when under-frequency and frequency rate of change condition is no longer present) and latched mode (i.e., drops out only upon pickup of recovery function).  (Yes/No)				YES

		9.3.11.4.2.7		6		The relay shall have programmable low voltage blocking. Low voltage condition shall set an output contact. (Yes/No)				YES

		9.3.11.4.2.8		6		The relay shall have an external control input to block all three stages.  (Yes/No)				YES

		9.3.11.4.2.9		6		The recovery function after frequency load shedding shall pick up upon reaching a set over-frequency or activated via external recovery input. This function shall include 3 separate adjustable timers for closing the circuit breaker of the three loads. (Yes/No)				YES

		9.3.11.4.2.10		6		The recovery function after under-voltage load shedding shall pick up upon reaching a set over-voltage or activated via external recovery input. The recovery function shall include 3 separate adjustable timers for closing the circuit breaker of the three loads.  (Yes/No)				YES

		9.3.11.4.3		5		Self-Monitoring, Testing and Supervision

		9.3.11.4.3.1		6		The relay's auxiliary supply voltage shall be continuously supervised. (Yes/No)				YES

		9.3.11.4.3.2		6		The digital frequency relays shall perform continuous self- monitoring and self-testing of the frequency relay hardware and software with fault diagnostic display. Upon detection of a hardware fault, the relay shall block itself and issue an alarm. (Yes/No)				YES

		9.3.11.4.3.3		6		In the event that a software fault is detected, the micro-processor shall reset and restart. If the fault is not eliminated by restarting, the relay operation is to be blocked. (Yes/No)				YES

		9.3.11.4.4		5		Human-Machine Interface

		9.3.11.4.4.1		6		The Human Machine Interface (HMI) shall be made possible using  a Serial interface for communication with a portable PC terminal. HMI, also via push buttons and LCD, is preferred but not compulsory.  (Yes/No)				YES

		9.3.11.4.4.2		6		The HMI operating language shall be English. (Yes/No)				YES ©

		9.3.11.4.4.3		6		The HMI facilities shall be used for relay setting (from portable PC only), for reading of events, for reading of primary system data and for diagnostic purposes.  (Yes/No)				YES

		9.3.11.4.4.4		6		Memory shall be provided to store two settings, which can be selected by an external signal. Alteration of setting data shall be protected by means of a code-word.  (Yes/No)				YES

		9.3.11.4.4.5		6		The frequency relay shall be equipped with alarm and trip front-plate signals which are user selectable (at least 8 alarms).  (Yes/No)				YES

		9.3.11.4.4.6		6		The relay settings and configurations shall be made possible by the use of a P.C. with the appropriate user interface program. The user interface program shall be in English and be included in the scope of supply. A minimum of ten copies/licenses shall be offered.  (Yes/No)				YES

		9.3.11.4.4.7		6		In addition to the relay port for the portable PC, the relay shall be equipped with a second port for sub-station communication, according to I.E.C. Standard 61850.  (Yes/No)				YES

		9.3.11.4.5		5		Algorithms and Software

		9.3.11.4.5.1		6		The Contractor shall submit a comprehensive description of the signal processing methods used to make relaying decisions. This description shall include:

		9.3.11.4.5.1.1		7		Sampling rate. (Yes/No)				YES

		9.3.11.4.5.1.2		7		Digital filtering methods. (Yes/No)				YES

		9.3.11.4.5.1.3		7		Calculation accuracy. (Yes/No)				YES

		9.3.11.4.5.2		6		The Contractor is required to submit a comprehensive description of the software implemented in the microprocessor including overall relaying flow-chart and type of input-output control.  (Yes/No)				YES

		9.3.11.4.6		5		User’s Applicable Logic Software.

		9.3.11.4.6.0.0.1		8		The digital relay is to consist of a logic software capable for the use of the Purchaser. This software is to have the following characteristics:

		9.3.11.4.6.1		6		Inputs to the Software:

		9.3.11.4.6.1.1		7		Binary electrical inputs to the relay.  (Yes/No)				YES

		9.3.11.4.6.1.2		7		Internal binary variables created by the frequency relay. (Yes/No)				YES

		9.3.11.4.6.1.3		7		Analog values measured by the relay or calculated by the relay. (Yes/No)				YES

		9.3.11.4.6.1.4		7		Binary output of other parts of the user’s software. (Yes/No)				YES

		9.3.11.4.6.2		6		Output of the Software:

		9.3.11.4.6.2.1		7		Output contacts of the relay, including trips and close contacts. (Yes/No)				YES

		9.3.11.4.6.2.2		7		Inputs to the frequency relay (which are also activated by external electrical inputs to the relay). (Yes/No)				YES

		9.3.11.4.6.2.3		7		L.E.D.’s alarms on the front of the relay. (Yes/No)				YES

		9.3.11.4.6.2.4		7		Other inputs segments of the user’s software. (Yes/No)				YES

		9.3.11.4.6.3		6		Software Logic

		9.3.11.4.6.3.1		7		The input to the software is to be processed by combination of logical gate timers and flip-flops.
 Each of the binary inputs and outputs of the logic components can be inverted.  (Yes/No)				YES

		9.3.11.4.6.4		6		The processing of the additional user’s software is not to affect proper operation of the frequency relay.  (Yes/No)				YES

		9.3.11.4.6.5		6		The repetition rate of the software (i.e. the numbers it runs per cycle) is to be selectable.  (Yes/No)				YES

		9.3.11.4.6.6		6		The Bidder is to supply data regarding the C.P.U. loading vs. the user’s logic size in use. (Yes/No)				YES

		9.3.11.4.6.7		6		Alarm notification is to appear in case the user’s logic size is subjecting the proper operation of the frequency relay. (Yes/No)				YES

		9.3.11.5		4		FREQUENCY RELAY

		9.3.11.5.1		5		General Technical Data for

		9.3.11.5.1.1		6		Relay type

		9.3.11.5.1.2		6		Voltage Measuring Circuits

		9.3.11.5.1.2.1		7		Number of analog voltage (Preferred)				3 phase

		9.3.11.5.1.2.2		7		Number of analog voltage (Minimum)				1 phase to phase

		9.3.11.5.1.2.3		7		Rated voltage (phase to phase) (v)				115 ©

		9.3.11.5.1.2.4		7		Rated frequency (Hz)				50 ©

		9.3.11.5.1.2.5		7		Burden (VA)				≤ 0.5 ©

		9.3.11.5.1.2.6		7		Maximum conditions voltage (phase to phase) (V)				> 2 x 115 ©

		9.3.11.5.1.2.7		7		Maximum voltage during 1 sec (V)

		9.3.11.5.1.2.8		7		Requirements of cables of voltage circuits (Screened, cross – section)

		9.3.11.5.1.3		6		Auxiliary DC Supply

		9.3.11.5.1.3.1		7		Auxiliary DC voltage (V)				187-242

		9.3.11.5.1.3.2		7		Power consumption quiescent (W)				< 30

		9.3.11.5.1.3.3		7		Power consumption picked-up (W)				< 40

		9.3.11.5.2		5		Frequency  and Voltage Module

		9.3.11.5.2.1		6		Total of frequency stages				4 ©

		9.3.11.5.2.2		6		First three tripping stages to be set by under- frequency and/or rate of change of frequency				Yes ©

		9.3.11.5.2.3		6		Setting range of under frequency elements				40-55 Hz

		9.3.11.5.2.4		6		Fourth stage to be a recovery function set by over-frequency				Yes ©

		9.3.11.5.2.5		6		Setting range of over frequency recovery function				45-60 Hz

		9.3.11.5.2.6		6		Are frequency function and rate of change frequency function independent?				Yes

		9.3.11.5.2.7		6		Number of independent under frequency functions (number of stages)				≥ 3 ©

		9.3.11.5.2.8		6		Number of independent rate of change of frequency function				≥ 1 ©

		9.3.11.5.2.9		6		Number of independent timers for first under frequency function				3 ©

		9.3.11.5.2.10		6		Number of independent timers for second under frequency function				2 ©

		9.3.11.5.2.11		6		Number of independent timers for third under frequency function				1 ©

		9.3.11.5.2.12		6		Number of independent timers for rate of change of frequency function				≥ 3 ©

		9.3.11.5.2.13		6		Rate of change of frequency can be independently assigned to each tripping stage				Yes ©

		9.3.11.5.2.14		6		Total of voltage stages				4

		9.3.11.5.2.15		6		First three tripping stages to be set by under- voltage (Yes/No)				Yes

		9.3.11.5.2.16		6		Setting range of under voltage elements (p.u.)				0.6-0.95

		9.3.11.5.2.17		6		Fourth stage to be a recovery function set by over-voltage (Yes/No)				Yes

		9.3.11.5.2.18		6		Setting range of over voltage recovery function (p.u.)				0.9-1.3

		9.3.11.5.2.19		6		Number of independent under voltage functions (number of stages)				≥ 3

		9.3.11.5.2.20		6		Number of independent timers for first under voltage function				1

		9.3.11.5.2.21		6		Number of independent timers for second under voltage function				1

		9.3.11.5.2.22		6		Number of independent timers for third under voltage function				1

		9.3.11.5.2.23		6		Can the recovery function after frequency/rate of change of frequency load shedding be initiated by an external contact? (Yes/No)				Yes ©

		9.3.11.5.2.24		6		Can the recovery function after voltage load shedding be initiated by a separate external contact? (Yes/No)				Yes

		9.3.11.5.2.25		6		Can the frequency/rate of change of frequency load shedding function be blocked by an external contact? (yes/no)				Yes ©

		9.3.11.5.2.26		6		Can the voltage load shedding function be blocked by a separate external contact? (yes/no)				Yes

		9.3.11.5.2.27		6		Trip contact can be programmed to drop outs when under- frequency or voltage condition is no longer present  (Yes/No)				Yes ©

		9.3.11.5.2.28		6		Trip contacts can be programmed to remain latched, i.e. drops out only upon pickup of recovery function (Yes/No)				Yes ©

		9.3.11.5.2.29		6		Programmable low voltage blocking for frequency /rate of change of frequency load shedding function (Yes/No)				Yes ©

		9.3.11.5.2.30		6		Setting range for low voltage blocking (p.u.) for frequency and rate of change of frequency load shedding				0.0-0.6

		9.3.11.5.2.31		6		Programmable low voltage blocking for voltage load shedding function (Yes/No)				Yes

		9.3.11.5.2.32		6		Setting range for low voltage blocking (p.u.) for voltage load shedding				0.0-0.6

		9.3.11.5.2.33		6		Programmable three phase voltage plausibility blocking (i.e. prevents voltage load shedding due to 3 phase faults) (Yes/No)				Yes

		9.3.11.5.2.34		6		Can the relay perform all the under-frequency, rate of change of frequency and voltage load shedding functions as depicted in Figure 39. (Yes/No)				Yes ©

		9.3.11.5.2.35		6		Number of independent timers (of type pulse after on delay) for 3 tripping stages of frequency load shedding				3 ©

		9.3.11.5.2.36		6		Number of independent timers (of type pulse after on delay) for 3 tripping stages of voltage load shedding				3

		9.3.11.5.3		5		Supervision function

		9.3.11.5.3.1		6		AC voltage (PT-MCB) 
Block operation in case of MCB failure(yes/no)				Yes

		9.3.11.5.3.2		6		DC supply (yes/no)				Yes

		9.3.11.5.4		5		Self -Monitoring and Testing				©

		9.3.11.5.4.1		6		Software supervision

		9.3.11.5.4.1.1		7		By watchdog hardware time (yes/no)

		9.3.11.5.4.1.2		7		By other means

		9.3.11.5.4.2		6		Memory checksum test

		9.3.11.5.4.2.1		7		During power up (yes/no)

		9.3.11.5.4.2.2		7		During service (yes/no)

		9.3.11.5.4.2.3		7		Frequency of self test during service

		9.3.11.5.4.3		6		A/D Accuracy test

		9.3.11.5.4.3.1		7		During power up (yes/no)				YES

		9.3.11.5.4.3.2		7		During normal operation (continuously/ periodically)

		9.3.11.5.5		5		Human-Machine Interface

		9.3.11.5.5.1		6		Relay parameter setting (yes/no)				Yes ©

		9.3.11.5.5.2		6		Reading of data from relay, memory and storing on PC RAM (yes/no)				Yes ©

		9.3.11.5.5.3		6		Reading and storing of currently measured data (yes/no)

		9.3.11.5.6		5		Algorithm and Software

		9.3.11.5.6.1		6		Description of signal processing and algorithm as required in clause 9.3.11.4.6

		9.3.11.5.6.2		6		Type of analog filtering and transfer characteristic

		9.3.11.5.6.2.1		7		Sampling rate of A/D converter

		9.3.11.5.6.2.2		7		Type of digital filtering

		9.3.11.5.6.2.3		7		Supplier shall keep the Purchaser informed on new hardware/software development improvements and shall offer them on a special rate/free of charge (yes/no)				Yes ©

		9.3.11.5.7		5		User’s Applicable Logic Software

		9.3.11.5.7.1		6		The user’s software is based on programming language (indicate)

		9.3.11.5.7.2		6		Number of user’s software segments, available				8 ≤

		9.3.11.5.7.3		6		Type of logical gates available (indicate)				function complete component

		9.3.11.5.7.4		6		Number of logical gates available in each segment				16 ≤

		9.3.11.5.7.5		6		Total number of logical gates available				128 ≤

		9.3.11.5.7.6		6		Number of timers available in each segment				2 ≤

		9.3.11.5.7.7		6		Total number of timers available				16 ≤

		9.3.11.5.7.8		6		Time range of the timer, and time step (indicate)				0.001 msec
1000 sec/
0.001 sec

		9.3.11.5.7.9		6		Number of flip-flop available in each segments				4 ≤

		9.3.11.5.7.10		6		Total number of flip-flop available				32 ≤

		9.3.11.5.7.11		6		C.P.U. loading Vs. size of user’s software (add graphs)

		9.3.12		3		MV Capacitor Bank Switching

		9.3.12.0.0.0.0.1		8		Typical connection of a MV Capacitor Bank is as in the following scheme: (see Appendix No. 5 -Figure 14)

		9.3.12.1		4		Additional Capacitor Bank MVCPU Inputs

		9.3.12.1.1		5		"Unbalance ALARM (Capacitor ”X”) - Unbalance current in Capacitor Bank “X”. (Yes/No)				YES

		9.3.12.1.2		5		"Unbalance TRIP (Capacitor “X") - the Capacitor Bank Unbalance Protection issued a trip command. These inputs are allocated for unbalanced conditions SCPS event recording and display.  (Yes/No)				YES

		9.3.12.1.3		5		"Lock-out Trip Indication" – The Lock-Out relay of the Capacitor Bank Unbalance Protection is in "locked" state. (Yes/No)				YES

		9.3.12.1.4		5		In case of undefined state of any switchgear element involved in the Capacitor Bank special function logic, it will be considered as closed. (Yes/No)				YES

		9.3.12.2		4		Additional Capacitor Bank MVCPU Outputs

		9.3.12.2.1		5		"Lock-Out Trip" – trip command to the Lock-Out relay. It will be closed if the Capacitor Bank bay MVCPU issued a trip command to the Capacitor Bank bay Circuit Breaker.  (Yes/No)				YES

		9.3.12.2.1.1		6		This output shall be coupled with "Unbalance TRIP" input. (Yes/No)				YES

		9.3.12.2.2		5		"CB closing permission" - will close when there are no conditions to block the closing of the Capacitor Bank bay Circuit Breaker, i.e. all the following conditions should be fulfilled:

		9.3.12.2.2.1		6		The Capacitor Bank bay Circuit Breaker is in "OPEN" position for at least 300 seconds.  (Yes/No)				YES

		9.3.12.2.2.2		6		The MV busbar voltage is NOT above the Capacitor Bank MVCPU overvoltage function upper limit or below the under-voltage function lower limit.  (Yes/No)				YES

		9.3.12.2.2.3		6		Input "Lock-Out Trip Indication" is not activated. (Yes/No)				YES

		9.3.12.2.2.3.0.1		8		see Appendix No. 5 -Figure 15

		9.3.12.3		4		CB Close Block

		9.3.12.3.1		5		A virtual output shall block closing the Capacitor Bank bay Circuit Breaker, if it is in "open" position.  (Yes/No)				YES

		9.3.12.3.2		5		This output will close if the busbar is coupled to another one, which has a Capacitor Bank connected to it. (Yes/No)				YES

		9.3.12.3.3		5		Parallel operation of Capacitor Banks is strictly forbidden and it will be interlocked by the software. (Yes/No)				YES

		9.3.12.3.4		5		If the Capacitor Bank disconnector is opened, this virtual output will not be activated. (Yes/No)				YES

		9.3.12.3.4.0.0.1		8		see Appendix No. 5 -Figure 16

		9.3.13		3		Is Limiters

		9.3.13.0.0.0.0.1		8		Is-limiters are installed in order to reduce short circuit currents so they  will not reach the switchgear capability.
The Is-limiter consists of two parallel conductors, the main one carries the high rated current (up to 5000 A). After tripping, the other parallel conductor (fuse) limits the short circuit current during the first half-period of current rise (<1ms) .
Is-limiters will be installed on the MV side of 75 MVA power transformers and should be activated only if each couple or more transformers are connected in parallel.

		9.3.13.1		4		Is-limiters shall be operated according to MASTER-SLAVE logic, in which if the MASTER is faulted, the SLAVE should be activated.  (Yes/No)				YES

		9.3.13.2		4		A specific MVCPU should be allocated to manage the Is-limiters operation.  (Yes/No)				YES

		9.3.13.3		4		This MVCPU shall receive and check the status of infeed bays and couplers.  (Yes/No)				YES

		9.3.13.4		4		Element with Undefined status (00 or 11) will be considered as CLOSED. (Yes/No)				YES

		9.3.13.5		4		The possible parallel connection of power transformers through outgoing feeders should be checked. (Yes/No)				YES

		9.3.13.6		4		The Is-limiters MVCPU should be blocked / de-blocked either locally or from the NCC. (Yes/No)				YES

		9.3.13.6.0.0.0.1		8		For a possible logic scheme and HMI screens see Appendix No. 12.
Systems SCPS that will be supplied as loose equipment, the configuration will be than done by IECo in Israel.

		9.3.14		3		HMI SCREENS

		9.3.14.1		4		General

		9.3.14.1.1		5		The HMI screens shall be based on multi-window environment with mouse driven menus for operating the HMI functions. (Yes/No)				YES

		9.3.14.1.2		5		The bidder will provide to IECo the ability to execute the list of screens in the HMI. see Appendix No.5 figure 17-37 and Appendix No.12 and clause 9.3.14				YES

		9.3.14.1.3		5		The menus shall be arranged in hierarchical order. (Yes/No)				YES

		9.3.14.1.4		5		The main screens shall contain submenus for activating detailed screens arranged by subjects and functionality. (Yes/No)				YES

		9.3.14.1.5		5		Command execution and acquired/processed information reviewing shall be done by active windows invoked from the screens (Yes/No)				YES

		9.3.14.1.5.0.0.1		8		Details of the screens and possible actions, see Appendix No. 12.

		9.3.14.2		4		LOGIN screen

		9.3.14.2.1		5		The LOGIN screen shall be, by default, the opening screen of the HMI. (Yes/No)				YES

		9.3.14.2.2		5		It should include the following four types of operator access rights:

		9.3.14.2.3		5		VIEW – Permits viewing the HMI screens. (Yes/No)				YES

		9.3.14.2.4		5		OPERATE – Permits all the above, and, in addition, executing control commands / acknowledging and clearing alarms from the HMI screens. (Yes/No)				YES

		9.3.14.2.5		5		MAINTENANCE – Permits all the above, and in addition permits setting the control and protection relays from the HMI screens, and allows the use of Maintenance functions to alter data configurations. (Yes/No)				YES

		9.3.14.2.6		5		ADMINISTRATOR – Permits all the above, and in addition allows the use of Database Management software.  (Yes/No)				YES

		9.3.14.2.7		5		Access rights shall be governed by a combination of login names and passwords. (see Appendix No. 5 - Figure 17) (Yes/No)				YES

		9.3.14.2.8		5		When more than one HMI is active (e.g. Main HMI in the control room and portable HMI in the MV relay room) only one of the HMIs may be in the OPERATE, MAINTENANCE or ADMINISTRATOR mode, however when one of the HMIs is logged as OPERATE, MAINTENANCE or ADMINISTRATOR the remaining HMIs may be logged to VIEW mode. (Yes/No)				YES

		9.3.14.3		4		Main Menu screen

		9.3.14.3.1		5		The Main Menu screen enables the operator to move directly to one of the main screens. (see Appendix No. 5 - Figure 18)  (Yes/No)				YES

		9.3.14.4		4		Global Station Overview screen

		9.3.14.4.1		5		The Global Station Overview screen should provide a one-line mimic diagram of the station. (Yes/No)				YES

		9.3.14.4.2		5		The overview contains the relevant basic information on the switching state of circuit breakers, isolators, earthing switches and busbar voltages. (see Appendix No. 5 -Figure 19) (Yes/No)				YES

		9.3.14.4.3		5		Clicking on a certain part of the one-line diagram will open the relevant detailed screen (HV or MV Overview screens). (Yes/No)				YES

		9.3.14.5		4		HV Overview Screen

		9.3.14.5.1		5		The HV Overview Screen shall include a one-line mimic diagram of the future and current HV switchgear, transformers and MV Infeed and Coupler bays. (Yes/No)				YES

		9.3.14.5.2		5		Each of the elements in the overview will have an identification marking. (Yes/No)				YES

		9.3.14.5.3		5		VTs and CTs will appear on the HV Overview Screen with a dynamic-window that should contain the measured voltage and current values. (see Appendix No. 5 -Figure 20) (Yes/No)				YES

		9.3.14.5.4		5		Performing switching operations

		9.3.14.5.4.1		6		To toggle between the Tele (NCC) and the Station operation modes  the operator selects the bay's TELE/STATION control switch. (see Appendix No. 5 -Figure 21) (Yes/No)				YES

		9.3.14.5.5		5		Voltage Regulator control

		9.3.14.5.5.1		6		Selecting a OLTC of a Transformer from the detailed-display window should open an active voltage regulator operation window. (Yes/No)				YES

		9.3.14.5.5.2		6		The voltage regulator operation-window displays the statuses of the control switches and indications of the voltage regulator. (Yes/No)				YES

		9.3.14.5.5.3		6		When the voltage regulator's LOCAL / REMOTE control-switch is in LOCAL position, control commands to the voltage regulator should be performed only from the regulator itself. (Yes/No)
(see Appendix No. 5 -Figure 22)				YES

		9.3.14.5.5.4		6		When the voltage regulator's LOCAL / REMOTE control switch is in REMOTE position and the bay's TELE / STATION control switch is in a STATION mode, control commands to the voltage regulator can be performed from the active voltage regulator operation window. In that mode the setting of the voltage-regulator is done from the active voltage regulator operation window. (Yes/No)				YES

		9.3.14.5.5.5		6		When the voltage regulator's LOCAL / REMOTE control switch is in REMOTE position and the bay's TELE / STATION control switch is in a TELE mode, control commands to the voltage regulator can be performed from the NCC.  (Yes/No)				YES

		9.3.14.6		4		HV Measurings Screen

		9.3.14.6.0.0.0.1		8		The HV measurings Screen should provide a concentrated view on the measured values of currents and voltages (line voltages and phase to earth voltages), and calculated values of the active and reactive power of the HV switchgear. (see Appendix No. 5 -Figure 23 , 24) (Yes/No)				YES

		9.3.14.7		4		MV Overview Screen

		9.3.14.7.0.0.0.1		8		The MV Overview Screen will include a one-line mimic diagram of the future and current MV switchgear and the power transformer it is connected to. Each of the elements in the overview should have an identifying mark. (see Appendix No. 5 -Figure 25&37) (Yes/No)				YES

		9.3.14.7.1		5		Petersen coil control

		9.3.14.7.1.1		6		Selecting a Petersen coil from the detailed display window should open an active Petersen coil's moving core operation window. (see Appendix No. 5 -Figure 26) (Yes/No)				YES

		9.3.14.8		4		Main Alarms screen

		9.3.14.8.1		5		The Main Alarm screen should display all the active alarms of the station in a chronological order. (see Appendix No. 5 -Figure 27) (Yes/No)				YES

		9.3.14.8.2		5		Alarm description

		9.3.14.8.2.1		6		Each alarm will contain text that will describe the nature of the alarm in a clear and summarized manner. (Yes/No)				YES

		9.3.14.8.2.2		6		The alarm list can be different between various stations depending on the switchgear type, auxiliary systems and substation layout. (Yes/No)				YES

		9.3.14.8.3		5		Alarm status

		9.3.14.8.3.0.0.1		8		Each alarm will have a status indication as follows:

		9.3.14.8.3.1		6		Blinking red indicator for new alarms (before acknowledgement). (Yes/No)				YES

		9.3.14.8.3.2		6		Steady red indicator for existing alarms after acknowledgement. (Yes/No)				YES

		9.3.14.8.3.3		6		Acknowledged alarms that have expired will have no status indication. (Yes/No)				YES

		9.3.14.8.3.4		6		Reset action will delete acknowledged alarms that have expired. (Yes/No)				YES

		9.3.14.8.3.5		6		The alarms in the Main alarm list will be arranged in a chronological order (Yes/No)				YES

		9.3.14.8.3.6		6		The top-most alarm will be the alarm with the latest time-tag. (Yes/No)				YES

		9.3.14.8.3.7		6		Period of time-tagging (time window from 1 ms to 12 months) (Yes/No)				YES

		9.3.14.8.4		5		Alarms filtering

		9.3.14.8.4.0.0.1		8		Alarm filtering according to the following criteria should be enabled

		9.3.14.8.4.1		6		Period of time-tagging (time window from 1 ms to 12 months)				YES

		9.3.14.8.4.2		6		Severity level (Yes/No)				YES

		9.3.14.8.4.3		6		Alarm group (Yes/No)				YES

		9.3.14.8.4.4		6		Busbar number (Yes/No)				YES

		9.3.14.8.4.5		6		Bay number (Yes/No)				YES

		9.3.14.8.4.6		6		Acknowledged alarms (Yes/No)				YES

		9.3.14.8.4.7		6		Reset alarms  (Yes/No)				YES

		9.3.14.8.4.8		6		The filtering will not be limited to one criterion. (Yes/No)				YES

		9.3.14.8.4.9		6		Each alarm list may be filtered again according to a different criterion, and so on. (Yes/No)				YES

		9.3.14.8.4.10		6		It should always be possible to return to the previous filtering stage or directly to the original Main alarm list (before filtering). (Yes/No)				YES

		9.3.14.9		4		Main Events screen

		9.3.14.9.1		5		The Main Events screen should display all the events registered in the station in a chronological order. (see Appendix No. 5 -Figure 28) (Yes/No)				YES

		9.3.14.9.2		5		Event description

		9.3.14.9.2.1		6		Each event will contain text that will describe the nature of the event in a clear and summarized manner. (Yes/No)				YES

		9.3.14.9.2.2		6		The event list may vary between various stations according to the type of the switchgear, the auxiliary systems and the substation layout. (Yes/No)				YES

		9.3.14.9.3		5		Events filtering

		9.3.14.9.3.1		6		The events in the Main event list will be arranged in a chronological order. The topmost event will be the event with the latest time-tag. (see Appendix No. 5 -Figure 29) (Yes/No)				YES

		9.3.14.10		4		Main AC distribution screen

		9.3.14.10.1		5		Main AC distribution screen shall include an one-line mimic diagram, displaying the status of the infeed and main LV circuit breakers. (Yes/No)				YES

		9.3.14.10.2		5		Dynamic windows should display the actual voltage and current measured values. 
(see Appendix No. 5 -Figure 30) (Yes/No)				YES

		9.3.14.11		4		220, 60 and 48 V DC main distribution screens

		9.3.14.11.1		5		Main 220, 60 and 48 V DC distribution screen shall include an one-line mimic displaying the status of infeed and coupler circuit breakers.  (Yes/No)				YES

		9.3.14.11.2		5		Dynamic windows should display the actual voltage and current measured values.  (see Appendix No. 5 -Figure 31-33) (Yes/No)				YES

		9.3.14.12		4		Global Station Communication and Hardware Overview  Screen

		9.3.14.12.1		5		The Global Station Communication and Hardware Overview   
Screen should provide an online overview of the communication
system and the digital systems of the entire station. (see Appendix No. 5 -Figure 34) (Yes/No)				YES

		9.3.14.13		4		Concentration Screen

		9.3.14.13.1		5		The Concentration screen should provide overall view on HV and MV CB's control level and status, as well as frequency and voltage indications. (see Appendix No. 5 -Figure 35)  (Yes/No)				YES

		9.3.14.14		4		Maintenance Screen

		9.3.14.14.1		5		The Maintenance Screen should display for each CB, an indication when preset values of accumulated fault current or CB operations were exceeded. (Yes/No)				YES

		9.3.14.15		4		Relays and CIO's Status Screen

		9.3.14.15.1		5		The Relays and CIO's screen should provide overall view on HV and MV CPU power supply and time synchronization status. (see Appendix No. 5 -Figure 36) (Yes/No)				YES

		9.4		2		Properties

		9.4.0.0.0.0.0.1		8		Not relevant

		9.5		2		Design & Construction

		9.5.1		3		Mechanical Design Requirements

		9.5.1.1		4		HVCU / MVCPU (CPR ) Mechanical Design

		9.5.1.1.1		5		CPRs shall be delivered as one-bay units (i.e. one CPR will be allocated to one HV or EHV bay). (Yes/No)				YES

		9.5.1.1.2		5		The CPR will be delivered as a 19-inch rack metal-housing, horizontal mount units. The CPR will be installed in control and protection cubicles along other CPR. Those control and protection cubicles are installed in control rooms of substations and switching stations. (Yes/No)				YES

		9.5.1.1.3		5		The front panel of the CPR will include the visual indications, and control accessories (if exist) of the CPR, and the communication port for a portable PC.  (Yes/No)				YES

		9.5.1.1.4		5		The rear of the CPR will be equipped with the rest of the communication ports, and clumping screw-type terminal blocks for output contacts, CT and VT inputs and optically isolated inputs. Non-standard terminals which require special conductor lugs or shoe terminations will be supplied with enough lugs and/or shoe terminations for the wiring of the CPR. (Yes/No)				YES

		9.5.1.1.5		5		The CPR terminals shall be finger-touch protected.   (Yes/No)				YES

		9.5.1.1.6		5		Non-standard terminals which require special conductor lugs or shoe terminations will be supplied with enough lugs and/or shoe terminations for the wiring of the CPR.  (Yes/No)				YES

		9.5.2		3		CPR Electrical Design

		9.5.2.1		4		The CPR shall be of fully digital type design. (Yes/No)				YES

		9.5.2.2		4		The requirements of IECo publication 60255-5 "Insulation Requirements for Relays" shall be fulfilled. (Yes/No)				YES

		9.5.2.3		4		The CPR shall be proven in operation and shall operate  satisfactory under the environmental conditions stated previously. The CPR shall be stable against vibrations. (Yes/No)				YES

		9.5.2.4		4		The CPR shall, in general, be insensitive to harmonics, frequency variations, DC components in the fault currents and induced high transient voltages. (Yes/No)				YES

		9.5.2.5		4		The CPR shall continue its proper operation in case of inadvertent grounding of one point in the DC supply circuits, or any other point at the terminal board. (Yes/No)				YES

		9.5.2.6		4		The CPR auxiliary voltages are to be continuously supervised, with a fault indication provided upon detection of a fault condition. (Yes/No)				YES

		9.5.2.7		4		Each CPR shall be supplied from conventional CT cores. (Yes/No)				YES

		9.5.2.8		4		The CPR scheme is to be supplied as a complete scheme that includes all the necessary ancillary equipment. (Yes/No)				YES

		9.5.2.9		4		The CPR structure is to conform to IEC standard 61850. Contractor is to provide the following information: (Yes/No)				YES

		9.5.2.9.1		5		Basic LAN information (according to IEC 61850-7-4) (Yes/No)				YES

		9.5.2.9.2		5		IED Capability Description, ICD (according to IEC 61850-6) (Yes/No)				YES

		9.5.2.9.3		5		The contractor has to submit, for the I/O characteristics of the CPR, conformance test against IEC 61850-10. (Yes/No)				YES

		9.5.2.10		4		Description of signal processing and algorithm as required in clause 9.3.11.4.6 of Appendix No. 15. (Yes/No)				YES

		9.5.3		3		I/O characteristics of the CPR

		9.5.3.1		4		The I/O characteristics of the CPR will be as follows:

		9.5.3.1.0.0.0.1		8		Binary inputs
The binary inputs of the CPR will have the following , characteristics:

		9.5.3.1.1		5		The CPR (HVCU , MVCPU , FREQUENCY RELAY) , GAS and MDMS units' binary inputs should be compatible with the auxiliary system voltages of the electric company, operating at 60V and/or 220V." (Yes/No)				YES  ©

		9.5.3.1.2		5		The threshold voltages will be adjustable and programmable (Yes/No)				YES

		9.5.3.1.3		5		Power consumption (Yes/No)				less than 2W

		9.5.3.2		4		Signal and alarm outputs

		9.5.3.2.1		5		The Signal and alarm outputs of the relays will have the following characteristics:

		9.5.3.2.1.1		6		Rated voltage: 220V DC (Yes/No)				YES

		9.5.3.2.1.2		6		Permissible current: 5A continuous. (Yes/No)				YES

		9.5.3.2.1.3		6		Make and carry for 0.5 sec: 5A, Inductive load (L/R=0.04s).  (Yes/No)				YES

		9.5.3.2.1.4		6		Breaking capacity : 0.1A , Inductive load (L/R=0.04s).  (Yes/No)				YES

		9.5.3.2.1.5		6		Durability:

		9.5.3.2.1.6		6		Loaded contact: 10,000 operations minimum.  (Yes/No)				YES

		9.5.3.2.1.7		6		Unloaded contact: 100,000 operations minimum.  (Yes/No)				YES

		9.5.3.3		4		Trip and control outputs

		9.5.3.3.1		5		The Trip and control outputs of the CPR will have the following characteristics:

		9.5.3.3.1.1		6		Rated voltage: 220V DC (Yes/No)				YES

		9.5.3.3.1.2		6		Permissible current: 5A continuous. (Yes/No)				YES

		9.5.3.3.1.3		6		Make and carry for 0.5 sec: 10A, Inductive load (L/R=0.04s). (Yes/No)				YES

		9.5.3.3.1.4		6		Breaking capacity : 0.15A , Inductive load (L/R=0.04s).  (Yes/No)				YES

		9.5.3.3.1.5		6		Response time/drop out time: less than 4 mS.  (Yes/No)				YES

		9.5.3.3.2		5		Durability:

		9.5.3.3.2.1		6		Loaded contact: 10,000 operations minimum.  (Yes/No)				YES

		9.5.3.3.2.2		6		Unloaded contact: 100,000 operations minimum. (Yes/No)				YES

		9.5.4		3		Current inputs

		9.5.4.1		4		The current inputs of the CPR will have the following characteristics:

		9.5.4.1.1		5		Rated current: 5A (EHV: 1A). (Yes/No)				YES

		9.5.4.1.2		5		Power consumption: less than 0.5 VA per phase. (Yes/No)				YES

		9.5.4.1.3		5		accuracy ±0.5% of the reading.  (Yes/No)				YES

		9.5.4.2		4		Overload thermal capability

		9.5.4.2.1		5		100 X In for 1 sec (Yes/No)				YES

		9.5.4.2.2		5		3 X In continuous (Yes/No)				YES

		9.5.4.2.3		5		Dynamic (impulse current) : 250 X Inom (half cycle) (Yes/No)				YES

		9.5.4.3		4		AC voltage inputs

		9.5.4.3.1		5		Rated voltage: 110V (phase to phase) (Yes/No)				YES

		9.5.4.3.2		5		Continuous overload capacity: 1.5 X Un (Yes/No)				YES

		9.5.4.3.3		5		Surge withstand capability: 2 X Un (Yes/No)				YES

		9.5.4.3.4		5		accuracy ±2% of the reading.  (Yes/No)				YES

		9.5.4.4		4		Power supply of the CPR

		9.5.4.4.1		5		Voltage range of the Power Supply Unit of the Transformer protection relays will be: 220V DC ± 20%.  (Yes/No)				YES

		9.5.4.4.2		5		Two redundant Power Supply Units are required or by change over. (Yes/No)				YES

		9.5.4.4.3		5		The CPR will withstand high peak voltage transients, radio frequency interference (RFI) and electromagnetic interference (EMI). (Yes/No)				YES

		9.5.5		3		LAN communication requirements

		9.5.5.1		4		The proposal shall meet the cyber security requirements to prevent the exposure of the company's critical infrastructures for data leak , cyber-attacks, as well as to prevent unauthorized access by third party as required .(Yes/No)				YES

		9.5.5.2		4		The bidder required to fill in the required information in the attached Appendices Excel documents as part of he's proposal. in Appendix No. 13 (Yes/No)				YES  ©

		9.5.5.2.1		5		Dual-port LAN Communication system with both Fiber Optic and RJ45 interfaces, supporting TCP/IP and IEC-61850 protocol at least edition 1 & 2 and up to date versions of the protocol, for more details see clause 9.3.5.5 & clause 9.3.6.9 (Yes/No)				YES

		9.5.5.3		4		LAN communication switches will be according to Appendix No. 13. (Yes/No)				YES

		9.5.5.4		4		The LAN communication must be fulfilled demands Appendix No. 13. (Yes/No)				YES

		9.5.5.5		4		All communications switches will be equipped with all the necessary accessories like: port adapter , communication connector. e.t.c SFP model for CISCO switch. (Yes/No)				YES  ©

		9.6		2		HMI Computer & Main Controllers (HMI/CCU1/CCU2) requirements

		9.6.1		3		CYBER & INFORMATION SECURITY

		9.6.1.1		4		Updated computing hardware specifications document , will be provided by IECo, preceding to the system delivery date.				YES

		9.6.1.2		4		The proposal shall meet the cyber security requirements to prevent the exposure of the company's critical infrastructures for data leak , cyber-attacks, as well as to prevent unauthorized access by third party as required .(Yes/No)				YES

		9.6.1.3		4		The bidder required to fill in the required information in the attached Appendices Excel documents as part of he's proposal. in Appendix No. 13 (Yes/No)				YES  ©

		9.6.1.4		4		Important notes:

		9.6.1.4.1		5		All products proposed by the bidder, must be under manufacturer support and up to date. (Yes/No)				YES

		9.6.1.4.2		5		In case of End Of Life/Support (EOL/EOS) announcement by the hardware manufacturer, it is the bidder responsibility to supply an alternate and equivalent products, under upon approval by IEC representative. (Yes/No)				YES

		9.6.1.4.3		5		The connection of the GPS to the IED controllers shall be made using the IRIG-B interface. (Yes/No)				YES

		9.6.2		3		Operating System support

		9.6.2.1		4		For Servers: The required Operating System for the servers, will be provided for the most current updated server edition in 64 bit of Microsoft. 
 (Yes/No)				YES

		9.6.2.2		4		For HMI: The required Operating System for the HMI stations, will be provided for the most current updated PC edition in 64 bit of Microsoft. 
 (Yes/No)				YES

		9.6.2.3		4		The system is designed to work in a pair communication network. (Yes/No)				YES

		9.6.2.4		4		In case of using only CISCO communications switches, it is required to establish communication between switches based on REP Protocol.
More information on this topic is attached on the Cyber Requirement Appendix 13 in Communications chapter. (Yes/No)				YES

		9.6.2.5		4		The fact that the HMI is designed to operate in communication network should be considered. In case of duplication (Image) the required measures should be taken. (Yes/No)				YES

		9.6.3		3		Data management and communication traffic analysis tools

		9.6.3.0.0.0.0.1		8		Additional tools for device and data management, as well as communication traffic verification are required as follows:

		9.6.3.1		4		IEC 61850 Protocol / MMS Browser for IED configuration and management. (Yes/No)				YES

		9.6.3.2		4		IEC 61850 Protocol Analyzer whose key features should include:

		9.6.3.2.1		5		Clear overview of captured network packages. (Yes/No)				YES

		9.6.3.2.2		5		Direct IEC 61850-9 and MMS information on the screen. (Yes/No)				YES

		9.6.3.2.3		5		Easy filtering of MMS, GOOSE and SAV packages. (Yes/No)				YES

		9.6.3.2.4		5		Advanced capture filters and capture stop conditions. (Yes/No)				YES

		9.6.3.2.4.0.0.1		8		Data management tools and licenses for complete substation data base management are required. (Yes/No)				YES

		9.6.4		3		Data Base Managing Tool.

		9.6.4.1		4		Data Base Managing Tool will be supplied and installed in the customer's  Engineering Working Station (EWS). (Yes/No)				YES

		9.6.4.2		4		Those tools shall enable full access to the station database and be compatible with other data processing programs such as Microsoft, Access or Oracle SQL server.   (Yes/No)				YES

		9.6.4.3		4		Import/Export of data list (sheets) from/to other database should also be enabled. (Yes/No)				YES

		9.6.5		3		Data transmission with NCC.

		9.6.5.1		4		All substation data will be transmitting to the NCC1 and NCC2 by the CCU1 and CCU2 using IEC-60870-104 protocol , see appendix 5 figure 1 and appendix 19 (Yes/No)				YES

		9.6.5.2		4		NCC1 and NCC2 will be identical in terms of IEC 60870-5-104 protocol and network capacity				YES

		9.6.5.3		4		Every signal transmitted using the IEC 60870-5-104 protocol will be sent to the same address on a different network (NCC1/NCC2) , with the same database (measurement , command or indication)				YES

		9.6.5.4		4		The data transmission with NCC will be based on what is wirtten in this clause as well as in clause 9.3.4				YES

		9.6.5.5		4		The supplier is required to specify whether it is possible to connect a single CCU to two NCCs if the second CCU is faulty. Additionally, the supplier must provide detailed instructions on how to achieve this, including the process and technical requirements involved. Furthermore, the supplier must specify how many NCCs can communicate with a single CCU simultaneously

		9.6.5.6		4		he supplier is required to specify whether there is a capability to prioritize certain signals when sending data to the NCC. The supplier should detail how the prioritization mechanism works, including the rules for prioritization, adjustable parameters, and any additional requirements related to the configuration and implementation of signal prioritization.

		9.6.5.7		4		The communication with the NCC shall be done using encryption security component type NGFW which performs "Deep inspection" of the transferred data.(Yes/No)				YES

		9.6.5.8		4		The CCU1 and CCU2 shall include the following data processing possibilities:

		9.6.5.8.1		5		A deadband to trigger unsolicited responses for each analog signal should be established.(Yes/No)				YES

		9.6.5.8.2		5		Accumulated change in a measurement should be transmitted after a pre-defined time to the NCC even if remained within the deadband value.(Yes/No)				YES

		9.6.5.8.3		5		An overview of communication protocol between SCPS and the NCC should be provided.(Yes/No)				YES

		9.6.5.8.4		5		Possibility to group signals that should be transmitted to NCC.(Yes/No)				YES

		9.6.5.8.5		5		Signal inversion during their transmition to NCC. (Yes/No)				YES

		9.6.5.8.6		5		Screening of a jittered signal, which will not be transmitted to NCC within a pre-defined time period, until it will stop jittering. (Yes/No)				YES

		9.6.5.8.7		5		Arithmetic operations on analog measurements. (Yes/No)				YES

		9.6.5.8.8		5		Automatic switching between summer / winter time (clock). (Yes/No)				YES

		9.6.5.8.9		5		Definition of ON-OFF switching time for CBs and disconnectors. (Yes/No)				YES

		9.6.5.8.10		5		Information on groups and I/O number in each group that can be transmitted after interrogation asked by NCC. (Yes/No)				YES

		9.6.5.8.11		5		Comm. Failure between any of the IED's to the station computer to be transmitted to NCC. (Yes/No)				YES

		9.6.5.8.12		5		Invalid / Non-typical values of each signal should be defined.  (Yes/No)				YES

		9.6.5.9		4		Minimum IEC 60870-5-104 Signal Requirements per Bay Type:

		9.6.5.9.1		5		The signals transmission with NCC include: Status Indications , Commands, Measurements (Yes/No)				YES

		9.6.5.9.2		5		The minimum number of signals communicated using the IEC 60870-5-104 protocol to the Network Control Center (NCC) shall be:

		9.6.5.9.2.1		6		EHV line bays (Num)				90

		9.6.5.9.2.2		6		EHV auto transformer bays (Num)				120

		9.6.5.9.2.3		6		EHV coupler bays (Num)				45

		9.6.5.9.2.4		6		EHV general (Substation level) (Num)				170

		9.6.5.9.2.5		6		HV line bays (Num)				65

		9.6.5.9.2.6		6		HV transformer bays (Num)				65

		9.6.5.9.2.7		6		HV coupler bays (Num)				30

		9.6.5.9.2.8		6		HV general (Substation level) (Num)				150

		9.6.5.9.2.9		6		MV section (12 feeder bays, infeed bay, coupler bay , dummy coupler bay, capacitor bank bay).  (Num)				220

		9.6.5.9.2.10		6		MV section (8 feeder bays, infeed bay, coupler bay , dummy coupler bay, capacitor bank bay).  (Num)				170

		9.6.6		3		Main Controllers PLC logic

		9.6.6.1		4		see Appendix No. 5 - Figure 38				YES

		9.7		2		Operation & Maintenance

		9.7.1		3		Spare & Renewal Parts

		9.7.1.1		4		The life duration of the equipment as a whole and the normal replacement cycle of the component parts is included in the offer (See  Appendix No. 17) (Yes/No)				YES

		9.7.1.2		4		Included is a catalogue containing all relevant potential Spare Parts for the proposed equipment as well as a detailed list of Spare Parts recommended for:

		9.7.1.2.1		5		The short term: start-up, commissioning and until expiration of the warranty period. (Yes/No)				YES

		9.7.1.2.2		5		The long term: spare parts for periods of five (5) years as of the end of the warranty period, and ten (10) years as of the end of the warranty period. (Yes/No)				YES  ©

		9.7.1.2.3		5		Wear out components such as batteries electrolytic capacitor etc., maintenance and replacement policy is to be detailed in the bidder's offer. The details are to include life span of the components, replacements procedure etc. (Yes/No)				YES

		9.7.1.2.4		5		Information concerning the life expectancy of the electrolytic capacitors Installed in the protection relays is to be submitted with the bidder's offer. (Yes/No)				YES

		9.7.1.3		4		The catalog and the lists shall include for each item:

		9.7.1.3.1		5		Item description and item designation.  (Yes/No)				YES

		9.7.1.3.2		5		Likelihood that the part will be required for replacement during each relevant period (short term, long term). (Yes/No)				YES

		9.7.1.3.3		5		Name of Bidder and Manufacturer. (Yes/No)				YES

		9.7.1.3.4		5		Necessary catalogue data for separate order. (Yes/No)				YES

		9.7.1.3.5		5		Optimal stocking level. (Yes/No)				YES

		9.7.1.3.6		5		Lead time before supply (including transport time to Israel). (Yes/No)				YES

		9.7.1.4		4		The Contractor shall identify the materials and items that have critical effects on the System’s reliability and items that required special maintenance treatments.(Yes/No)				YES

		9.7.1.5		4		Purchaser shall review the catalogue and the lists of recommended Spare Parts during the technical clarifications.(Yes/No)				YES

		9.7.1.6		4		Upon Purchaser’s demand, each participant shall be required to provide to Purchaser amended lists and catalogue, as part of its final technical offer (Yes/No)				YES

		9.7.1.7		4		Based on participant’s catalogue, the Purchaser may prepare, prior to submittal of price proposals, a list of representative Spare Parts with equivalent functionality for evaluation purposes only. (Yes/No)				YES

		9.7.1.8		4		As part of its price proposal, each participant shall quote a price for each item in the catalogue and the recommended Spare Parts lists, and shall include a long-term price escalation formula. (Yes/No)				YES

		9.7.1.9		4		Evaluation of participant’s price proposals shall include comparison of the representative list for each participant, with each participant’s prices inserted therein. (Yes/No)				YES

		9.7.1.10		4		Purchaser will not be required to purchase spare parts in accordance with the representative’s list but rather in accordance with the provisions set forth in the Agreement, regarding Spare Parts option. (Yes/No)				YES

		9.7.1.11		4		The catalogue provided by the participant with prices inserted therein and the escalation formula shall be attached as an Annexure to the Contract and shall be the basis for exercising Spare Parts option. (Yes/No)				YES

		9.7.1.12		4		After Contract execution and during the drawing approval process, the Contractor shall provide Purchaser with the following details regarding each item in the catalogue.  (Yes/No)				YES

		9.7.1.12.1		5		Identity of manufacturer (if not previously known). (Yes/No)				YES

		9.7.1.12.2		5		Bidder’s part number. (Yes/No)				YES

		9.7.1.12.3		5		Manufacturer’s part number. (Yes/No)				YES

		9.7.1.12.4		5		Name of recommended alternate Bidder and part number. (Yes/No)				YES

		9.7.1.12.5		5		Detailed description of each item as required for ordering (if not previously provided) (Yes/No)				YES

		9.7.1.12.6		5		Whether the part is repairable or not. (Yes/No)				YES

		9.7.1.12.7		5		Short term and long term storage instructions. (Yes/No)				YES

		9.7.1.12.8		5		MTBF (Yes/No)				YES

		9.7.1.12.8.0.0.1		8		The above information shall be transmitted to Purchaser as a computer database allowing for easy searches. (Yes/No)				YES

		9.7.1.13		4		All Spare Parts shall be new and unused in all cases. (Yes/No)				YES

		9.7.1.14		4		The Purchaser reserves the right to purchase said parts directly from the manufacturer or from another sub-Bidder. (Yes/No)				YES

		9.7.1.15		4		The Contractor guarantees that all the Spare Parts features will be according to its catalogue and that the catalogue is periodically updated to stay current.(Yes/No)				YES

		9.7.1.16		4		The Contractor shall complete and comply with the following APPENDIX No. 20 - SPARE PART LIST & SPECIAL TOOL & COMMENTS BY MANUFACTURER ON ANNEXURE B & DEVIATIONS FROM REQUIRMENTS .(Yes/No)				YES

		10		1		TESTS & INSPECTIONS

		10.1		2		The Contractor shall carry out tests to prove satisfactory operation of all SCPS components as well as their co-ordinate operation as a whole. The tests will be an integral part of the quotation. (Yes/No)				YES

		10.2		2		The Purchaser will have the right to demand acceptance tests at the manufacturer's facility with or without a representative of the Purchaser being present. a written notice shall be given thereof at least 21 days in advance of the date of the FAT. (Yes/No)				YES

		10.3		2		The acceptance test results will be considered an integral part of the equipment delivery. A detailed protocol thereof shall be forwarded to the purchaser on demand. (Yes/No)				YES

		10.4		2		Contractor shall perform production tests on relays and related equipment components to check the uniformity of the workmanship and materials used in the manufacture(Yes/No)				YES

		10.5		2		To prove that the equipment has the capability to meet all requirements as specified, the Contractor shall submit three (3) sets, and an electronic format in PDF, of all type and routine test reports performed on protection components, cubicles and relays. The relevant standards, norms, recommendations etc. are to be specified. (Yes/No)				YES

		10.6		2		Contractor shall submit a list of tests to be performed on-site.(Yes/No)				YES

		10.7		2		The SCPS shall be tested, and test reports shall be submitted. (Yes/No)				YES

		11		1		CYBER & INFORMATION SECURITY

		11.1		2		The proposal shall meet the cyber security requirements to prevent the exposure of the company's critical infrastructures for data leak , cyber-attacks, as well as to prevent unauthorized access by third party as required . (Yes/No)				YES

		11.2		2		The bidder required to fill in the required information in the attached Appendices Excel documents as part of he's proposal. in Appendix No. 13.  (Yes/No)				YES  ©

		11.3		2		Important notes:

		11.3.1		3		All products proposed by the bidder, must be under manufacturer support and up to date. (Yes/No)				YES

		11.3.2		3		In case of End Of Life/Support (EOL/EOS) announcement by the hardware manufacturer, it is the bidder responsibility to supply an alternate and equivalent products, under upon approval by IECo representative. (Yes/No)				YES

		12		1		PACKING & DELIVERY

		12.1		2		The equipment package for shipment shall be so designed and carried out as to prevent any damage to equipment during shipment and during prolonged (6 months) storage.  (Yes/No)				YES

		12.1.1		3		under the following climatic and environmental conditions:

		12.1.1.1		4		Air pressure equivalent to altitude not exceeding 1000m. (Yes/No)				YES

		12.1.1.2		4		Ambient temperature up to 50 deg C. (Yes/No)				YES

		12.1.1.3		4		Direct and continuous exposure to brilliant sun. (Yes/No)				YES

		12.1.1.4		4		Sever atmospheric and industrial air pollution. (Yes/No)				YES

		12.1.1.5		4		Salt spray and/or sand dust. (Yes/No)				YES

		12.1.1.6		4		Long dry periods. (Yes/No)				YES

		12.1.1.7		4		Long periods of high humidity and rain. (Yes/No)				YES

		12.2		2		Each shipping container shall have a packing list and, in addition, shall be marked with the following information:

		12.2.1		3		Descriptive name(s) of equipment or supplies contained. (Yes/No)				YES

		12.2.2		3		Quantity packed in container. (Yes/No)				YES

		12.2.3		3		Serial numbers, if any, of the equipment contained. (Yes/No)				YES

		12.2.4		3		Contract number. (Yes/No)				YES

		12.2.5		3		Contractor's name and address (city, state, and country). (Yes/No)				YES

		12.2.6		3		Gross weight of container. (Yes/No)				YES

		12.2.7		3		Cubic volume of container. (Yes/No)				YES

		12.2.8		3		Complete destination marking. (Yes/No)				YES

		12.2.9		3		Order number (Yes/No)				YES

		12.3		2		Each of the items shall be separately packed and destination clearly marked. (Yes/No)				YES

		12.4		2		Special care for ensuring air, moisture and water-tight packing for the equipment as insulation, shall be ensured for a prolonged period (6 months) under the climatic and environmental conditions described above. (Yes/No)				YES

		12.5		2		The Manufacturer shall state his own requirements for the storage of equipment for a prolonged period (6 month), the outdoor ambient conditions being those under Clause 9.1. (Yes/No)				YES

		12.6		2		Packing List

		12.6.1		3		The serial numbers of each piece of equipment included in the shipment will be indicated on the shipment's packing list. (Yes/No)				YES

		12.6.2		3		The packing list will be supplied in two formats.

		12.6.2.1		4		A printed copy of the packing list will be attached to all shipping documents (standard practice). (Yes/No)				YES

		12.6.2.2		4		A file of the packing list in digital format, created under any commonly-used application which affords. (Yes/No)				YES

		12.6.3		3		Locating the serial numbers by means of the Edit/Find command (Yes/No)				YES

		12.6.4		3		Copying the serial numbers by means of the Edit/Copy command. (Yes/No)				YES

		12.6.5		3		Examples of such applications: Microsoft Word, Microsoft Excel, Portable Document Format (PDF) etc. (Yes/No)				YES

		13		1		STORAGE  & HANDLING

		13.1		2		The equipment will be stored up to one year in IECo. store rooms. Protected from direct sun and rain, but not air conditioned (Ambient temperature up to 50 deg C ), and not protected from dust and high humidity. (Yes/No)				YES

		14		1		NAMEPLATE & MARKING

		14.0.0.0.0.0.0.1		8		All the equipment items are to be provided with name plates. The name plates content and installation mode should be according to Appendix No. 10.  (Yes/No)				YES

		15		1		NOTES

		15.1		2		System's backup.

		15.1.1		3		Remote system's backup will be possible during  running time of the SCPS system at the first time or as result of any change that be done by administrator in system's application. (Yes/No)				YES

		15.1.2		3		The remote system's backup will be done through communication between substation's LAN over direct communication to a central server in IEC's network.  (Yes/No)				YES

		15.1.3		3		The remote system's backup must enable online backup.  (Yes/No)				YES

		15.1.4		3		Local system's backup
The SCPS system must enable Local system's backup. This backup will be done by local administrator when needed.  (Yes/No)				YES

		15.2		2		TERMS AND CONDITIONS

		15.2.1		3		The list of subcontractors shall be approved by Purchaser.

		15.2.2		3		Delivery date is limited to 10 months after placing of the order.

		15.2.3		3		The delivery of Option shall be limited to 10 months after placing the order for the Option.

		15.2.4		3		The Contractor shall include in Annexure "C" the prices for the basic scope and option.

		15.3		2		EVALUATION OF CONTRACTOR’S TECHNICAL PROPOSAL

		15.3.1		3		All sub-clauses in this Specification indicated by the symbol © are compulsory requirements. 
The Bidder's proposal will be almost certainly disqualified, should the proposal clauses do not comply with one of the compulsory requirements.
 The compliance with compulsory requirements will be enough, but not limited to, for the offer qualification. Bidder's proposal will be disqualified, if its proposal does not meet with the major requirements according to "good engineering" usage for the relevant technology.

		15.3.2		3		In the event of non-compliance with the specification requirments (including the compulsory clauses marked by ©), IECo shall act in accordance with the "Invitation to submit propsals " file in the tender documents.

		15.3.3		3		Contractor’s offered data and parameters contained in its offer, as well as definite answers or comments, will be evaluated from a technical point of view. 
The decision-making process consists of identification of all the relevant criteria and attaching to each criterion an appropriate weight for technical evaluation. 
All proposals (alternatives) made by different contractors will be evaluated considering the same relevant criteria.

		15.3.4		3		The main criteria used for the technical evaluation are according to the main paragraphs in this Specification as follows: Electrical Data, Design and Construction, Tests Requirements, RAM & Maintenance Requirements, Operating Experience (in the world and in Israel), Technical support from Contractor. All sub-clauses for which different contractors offer different technical data will form the sub-criteria of the relevant main criteria.

		15.3.5		3		The Bidder's offered data and parameters should be filled in against Purchaser's required values – as well as in the absence thereof, under all relevant paragraphs in the free column "offered" on the right column.
A definite answer (yes or no) or appropriate response shall be given to all other requirements.

		15.3.6		3		In paragraphs where "equivalent" offer mentioned as possible option, it will be subjected to purchaser approval.

		15.3.7		3		IECo reserves the right to request any clarification, additional technical information or supporting documentation required for the evaluation of the Bidder’s proposal

		15.4		2		CONFORMITY WITH PROPOSAL DOCUMENTS

		15.4.1		3		The Contractor hereby certifies he agrees to all provisions of the Proposal Documents unless exceptions are specifically and clearly indicated in the proposal and identified as Deviations.

		15.4.2		3		The Contractor printed terms and conditions will not be considered specific exceptions.

		15.4.3		3		Any exceptions, which Contractor has taken, are listed on Page:

		15.4.4		3		Contractor hereby certifies that he agrees to all conditions of the cover letter of THE ISRAEL ELECTRIC CORPORATION LIMITED, which accompanies the Proposal Documents. (Yes/No)				YES

		16		1		SPECIAL REQUIREMNETS

		16.1		2		Consultation in IECo premises in Haifa Israel

		16.1.1		3		As part of the tender process the bidder’s expert/experts may be required to come to IECo premises in Haifa Israel to discuss the technical proposal.. (Yes/No)				YES

		16.1.2		3		The bidder shall bear all its expenses involved in the consultation in IECo premises in Haifa Israel.. (Yes/No)				YES

		16.2		2		Information after Purchase

		16.2.1		3		Contractor shall keep Purchaser informed about all improvements, developments, changes, faulty operation and remedies applied in the construction of the SCPS components, by means of necessary informative materials, after the purchase of the SCPS. (Yes/No)				YES

		16.3		2		Technical Support after Purchase

		16.3.1		3		The Contractor is to provide the required information to enable repairs to the equipment to be carried out on site. (Yes/No)				YES

		16.3.2		3		In case on site repair is not possible, the manufacturer shall be responsible for the repair, at manufacturer works. (Yes/No)				YES

		16.4		2		Network & security safeguards requirements for the SCPS

		16.4.1		3		Scope

		16.4.1.1		4		The contractor / supplier shall propose adequate options for Network & security safeguards, in keeping with global trends at the time of delivery of the supplied systems. (Yes/No)				YES

		16.4.2		3		Purposes of Security Safeguards

		16.4.2.1		4		To ensure the safety of IECo personnel. (Yes/No)				YES

		16.4.2.2		4		To prevent damage to IECo equipment. (Yes/No)				YES

		16.4.2.3		4		To ensure the full operational capabilities of IECo  computerized control, Protection and information systems (Yes/No)				YES

		16.4.2.4		4		To maintain full system capabilities in the control and monitoring of IECo facilities. (Yes/No)				YES

		16.4.2.5		4		To ensure the regular supply of high quality electricity to IECo’s clients. (Yes/No)				YES

		16.4.2.6		4		To ensure the availability, integrity, authenticity and  confidentiality of IECo data and systems. (Yes/No)				YES

		16.4.3		3		General: IECo Specific Terms and Definitions

		16.4.3.1		4		Communication Networks

		16.4.3.1.1		5		Telecommunications network or computer network package is based on the TCP/IP. (Yes/No)				YES

		16.4.3.1.2		5		A number of factors can be used simultaneously and securely. (Yes/No)				YES

		16.4.3.1.3		5		Communications and security components are faster and support interfaces with full branding L3 (in particular OSPF.
TCP data communication overlay will transport on OSI. (Yes/No)				YES

		16.4.3.2		4		Communication Components

		16.4.3.2.1		5		Network card (NIC - Network Interface Card): element that enables end Components quickly connect to the network and supports10/100/1000Mbps network topology. (Yes/No)				YES

		16.4.3.2.2		5		Components of communications and security: (Switch / FW) are used to connect a link to the communication lines and elements in LAN & WAN connections, including creating a secure communication logs and separation (Yes/No)				YES

		16.4.3.3		4		Structure

		16.4.3.3.1		5		1. Network topology: a model based on the Mesh.

		16.4.3.3.2		5		2. OSI model (Open System Interconnection): a model based on a computer network communication implementation.

		16.4.3.3.3		5		3. TCP / IP model: the transport layer OSI model of computer networks communication implementation.

		16.4.3.3.4		5		4. Communication media: medium used to transport communications signals.

		16.4.3.3.5		5		5. Couples intertwined: (Twisted pairs) local network communication media, based on twisted pairs of copper cables intertwined.

		16.4.3.3.6		5		6. RJ-45 connector's standard twisted pairs cables.

		16.4.3.3.7		5		7. UTP (Unshielded Twisted Pairs) cable pairs woven without shielding from external interference.

		16.4.3.3.8		5		8. STP: (Shielded Twisted Pairs): each pair of wires included in flexible metal shield for protection from electromagnetic interference.

		16.4.3.3.9		5		9. Optical Fiber: communication media based on transparent materials and principles of optics to transfer signals in the form of light. LAN card installed network interface card end position be included on the network, it is assigned a unique address for unique identification. Two computers are connected with Ethernet communications; the authors have a RJ45 cable to both ends of the cable. Each computer is connected directly with the hub/switch, or FW that allows network computers to communicate.

		16.4.3.4		4		Logical structure

		16.4.3.4.1		5		1. Communication Protocol: A set of laws that create an agreed form of communication.

		16.4.3.4.2		5		2. Routing: A process that provides a means for planning a path for transferring a packet of information between network endpoints.

		16.4.3.4.3		5		3. IP Address (Internet Protocol Address): A unique address given to each element on a computer network based on IP protocol.

		16.4.3.4.4		5		4. LAN (Local Area Network): A computer network which spreads over a limited geographical area (up to thousands of square meters).

		16.4.3.4.5		5		5. VLAN (Virtual Local Area Network): LAN segment logically separated from the rest of the network.

		16.4.3.4.6		5		6. WAN (Wide Area Network): A computer network which connects the local networks across a geographical space.

		16.4.3.5		4		Standards and protocols.

		16.4.3.5.0.0.0.1		8		1.  No 
I) 802.1x - is a standard for access control for port-based networks. This standard is used along with EAP methods, to enable supply access control wired and wireless networks.
II) IEEE – (Institute of Electrical and Electronics Engineers) Institute of is an organization involved in setting standards for computers and communications).
III) ISO - An organization which establishes standards for products for universal applications.

		16.4.3.5.1		5		Protocols for specific uses see Appendix No.5 - Figure 40 - Protocols for specific uses (Yes/No)				YES

		16.4.3.5.1.0.0.1		8		Designations will be reviewed and approved protocols by the State IECo.

		16.4.4		3		Command and Control

		16.4.4.1		4		The central control of the switches, network and network required services will be performed by a command and control system, which is required to provide:

		16.4.4.1.1		5		Command and control system is required to provide a graphical interface to control all components to-end network switches. (Switches, network and network services required). (Yes/No)				YES

		16.4.4.1.2		5		Required high integration of command and control system manufacturer's switches (Yes/No)				YES

		16.4.4.1.3		5		All the switches, the network required network services, must be controlled in real time.  (Yes/No)				YES

		16.4.4.1.4		5		Warnings and change status of the components will be reported and displayed in the control system. (Yes/No)				YES

		16.4.4.1.5		5		SNMP Agents must provide private MIB's include all network equipment modules controlled by the switches, the functions and services running. (Yes/No)				YES

		16.4.4.1.6		5		Control and Level 2 or higher. (Yes/No)				YES

		16.4.4.1.7		5		Load reports, inventory, software versions are installed, special events, errors, track configuration changes and more. (Yes/No)				YES

		16.4.4.1.8		5		Command and control tools can run independently of the manufacturer in addition to run through HPOV or ORION example. (Yes/No)				YES

		16.4.4.1.9		5		Support for Policy based Networking, including an emphasis on service quality management from end to end. (Yes/No)				YES

		16.4.4.1.10		5		Equipment management capability through a Web browser. (Yes/No)				YES

		16.4.4.1.11		5		Support for COPS Client. (Yes/No)				YES

		16.4.4.1.12		5		Client support for LDAP. (Yes/No)				YES

		16.4.4.1.13		5		Supported by SNMPv3. (Yes/No)				YES

		16.4.4.1.14		5		RMON capability on all ports. SMON protocol can support or other similar feature that allows to collect data for each Flow IP or application and export them to separate. (Yes/No)				YES

		16.4.5		3		Applicability

		16.4.5.0.0.0.0.1		8		The security requirements shall apply to:

		16.4.5.1		4		System architectures and designs.				YES

		16.4.5.2		4		Computer and microprocessor based systems / installations /devices (hardware and software, both off-the-shelf and customized applications).				YES

		16.4.5.3		4		Communication networks (hardware and software, both off-the-shelf and customized applications).				YES

		16.4.5.4		4		Real time or off-line systems.				YES

		16.4.5.5		4		Security equipment and capabilities.				YES

		16.4.5.6		4		Security implementation guidelines.				YES

		16.4.6		3		General Requirements

		16.4.6.0.0.0.0.1		8		Contractors / suppliers shall carefully address the following points:

		16.4.6.1		4		Compliance with IECo’s general policy and rules of data security defined throughout this document. Some aspects or nuances, specific to a particular project, will be decided during contract negotiations. (Yes/No)				YES

		16.4.6.2		4		Both external (from outside IECo) and internal (from inside IECo) vulnerabilities. (Yes/No)				YES

		16.4.6.3		4		Security measures on manufacturer’s production floor and during transportation. (Yes/No)				YES

		16.4.6.4		4		Use of properly trained and skilled personnel (with respect to security aspects) both in production and support phase. (Yes/No)				YES

		16.4.6.5		4		Clear identification of existent system vulnerabilities (still unsolved). (Yes/No)				YES

		16.4.6.6		4		Detailed documentation regarding proposed security provisions (including the above mentioned vulnerabilities). (Yes/No)				YES

		16.4.6.7		4		The security provisions shall not prevent the system from performing in all aspects according to the performance demanded by the technical section of the specification. (Yes/No)				YES

		16.4.6.8		4		Prevention is preferred to post-intrusion detection. (Yes/No)				YES

		16.4.6.9		4		When sub-contractors are involved, the main contractor still has the full responsibility for overall compliance with security requirements. (Yes/No)				YES

		16.4.6.10		4		Security provisions should be in accordance with generally accepted security trends within computer community. (Yes/No)				YES

		16.4.6.11		4		Use of state-of-the-art technologies. (Yes/No)				YES

		16.4.6.12		4		Provide means for user-friendly periodical upgrades. (Yes/No)				YES

		16.4.6.13		4		Security patches management procedure. (Yes/No)				YES

		16.4.6.14		4		Software hardening (services should run only if needed, lock default accounts). (Yes/No)				YES

		16.4.6.15		4		Security equipment configuration. (Yes/No)				YES

		16.4.6.16		4		Security and systems logs. (Yes/No)				YES

		16.4.6.17		4		Network segregation (defining security zones and controlling traffic between security zones). (Yes/No)				YES

		16.4.6.18		4		Defining security aspects for Network protocols in use. (Yes/No)				YES

		16.4.6.19		4		Authentication processes.(2 factor authentication) (Yes/No)				YES

		16.4.6.20		4		Authorization management (Role-Based Access Control). (Yes/No)				YES

		16.4.6.21		4		Redundancy. (Yes/No)				YES

		16.4.6.22		4		System Trust Model. (Yes/No)				YES

		16.4.6.23		4		User Trust Model. (Yes/No)				YES

		16.4.6.24		4		Security levels. (Yes/No)				YES

		16.4.6.25		4		Security Event Management. (Yes/No)				YES

		16.4.6.26		4		Password Management. (Yes/No)				YES

		16.4.7		3		Security

		16.4.7.1		4		Physical security
In accordance with the project size and importance, the following points shall be considered and assessed:

		16.4.7.1.1		5		Use of physical means of security (such as smart cards, tokens etc.) for user identification and authentication. (Yes/No)				YES

		16.4.7.1.2		5		Seals and locks to avoid component theft (such as hard disk). (Yes/No)				YES

		16.4.7.1.3		5		Use of external drives (CD, USB flash drives, memory cards etc.) with locked connector of access. (Yes/No)				YES

		16.4.7.1.4		5		Use of fiber optic cables whenever appropriate (enhanced security). (Yes/No)				YES

		16.4.7.1.5		5		If buildings or containers are supplied to house the purchased system, they will be equipped with security provisions approved by IECo (sturdy walls, steel doors, suitable locks, etc.) (Yes/No)				YES

		16.4.7.1.6		5		Securing physical ports. (Yes/No)				YES

		16.4.7.2		4		Logical security
Refers mainly to gateway between two or more Control / Monitoring systems and other ones cover all the computer-based components:

		16.4.7.2.1		5		Network protocols filtering. (Yes/No)				YES

		16.4.7.2.2		5		Network addresses filtering. (Yes/No)				YES

		16.4.7.2.3		5		Content filtering. (Yes/No)				YES

		16.4.7.2.4		5		Intelligent filtering (rules). (Yes/No)				YES

		16.4.7.2.5		5		Access Control Lists (ACL). (Yes/No)				YES

		16.4.7.2.6		5		Concealment of the structure and nature of the data systems or networks within the site. (Yes/No)				YES

		16.4.7.2.7		5		Network traffic encryption. (Yes/No)				YES

		16.4.7.2.8		5		Logs management, time stamping of Data Logs. (Yes/No)				YES

		16.4.7.2.9		5		Security patches management and Firmware Updates. (Yes/No)				YES

		16.4.7.2.10		5		OS and Software hardening. (Yes/No)				YES

		16.4.7.2.11		5		Intrusion  prevention / detection  (IPS/IDS) (Yes/No)				YES

		16.4.7.2.12		5		Security audits:

		16.4.7.2.12.1		6		Logs (Yes/No)				YES

		16.4.7.2.12.2		6		Monitoring of unusual events (Yes/No)				YES

		16.4.7.2.12.3		6		Automate response (in case of intrusion) (Yes/No)				YES

		16.4.7.2.13		5		Means for vulnerability analysis / assessment. (Yes/No)				YES

		16.4.7.2.14		5		O.S. and programs hardening (definitions, options and parameters shall be configured for the minimum, strictly necessary environment to successfully perform the required tasks). (Yes/No)				YES

		16.4.7.2.15		5		Complex rules for passwords (shall complement the physical means for user identification and authentication). (Yes/No)				YES

		16.4.7.2.16		5		DoS / DDoS prevention (Yes/No)				YES

		16.4.7.3		4		CYBER SECURITY

		16.4.7.3.1		5		The proposal shall meet the cyber security requirements to prevent the exposure of the company's critical infrastructures for data leak , cyber-attacks, as well as to prevent unauthorized access by third party as required . (Yes/No)				YES

		16.4.7.3.2		5		The bidder required to fill in the required information in the attached Appendices Excel documents as part of he's proposal. in Appendix No. 13 (Yes/No)				YES  ©

		16.4.7.3.3		5		Important notes:

		16.4.7.3.3.1		6		All products proposed by the bidder, must be under manufacturer support and up to date. (Yes/No)				YES

		16.4.7.3.3.2		6		In case of End Of Life/Support (EOL/EOS) announcement by the hardware manufacturer, it is the bidder responsibility to supply an alternate and equivalent products, under upon approval by IECo representative. (Yes/No)				YES

		16.4.8		3		Protection against viruses / worms / vandals / Trojan horses

		16.4.8.1		4		Provision for compatible, efficient programs for online protection (on all system computers, even if not explicitly exposed to such threats):

		16.4.8.2		4		Detection, cleaning and logging of executed actions. (Yes/No)				YES

		16.4.8.3		4		Methodology for secure and frequent updates. (Yes/No)				YES

		16.4.9		3		Management of security safeguards

		16.4.9.1		4		The provided security safeguards will be managed through the same, integrated HMI, to the maximum possible extent. (Yes/No)				YES

		16.4.9.2		4		Contractor / supplier shall provide friendly means (e.g. GUI) for:

		16.4.9.2.1		5		configuration (Yes/No)				YES

		16.4.9.2.2		5		monitoring (Yes/No)				YES

		16.4.9.2.3		5		Testing (Yes/No)				YES

		16.4.9.2.4		5		Updating / upgrading (16.4.8.3)

		16.4.9.2.4.1		6		Complex identification and authentication (at least two factors, such as e-token and password) to access the control of security safeguards (Yes/No)				YES

		16.4.10		3		SCPS-SCADA-DPMS systems interconnection

		16.4.10.1		4		Security safeguards (such as dedicated electronic appliances, protective gateways with at least ACL’s etc.) shall be used, when ever appropriate, at the interconnection point between systems. (Yes/No)				YES

		16.4.10.2		4		Different suppliers of interconnected systems have to cooperate by providing the necessary information and taking part in inter-systems tests or start-ups (Yes/No)				YES

		16.4.10.3		4		Security serial SCADA communications. (Yes/No)				YES

		16.4.10.4		4		Protection of routing protocols. (Yes/No)				YES

		16.4.11		3		Security safeguards on application level

		16.4.11.1		4		The control / monitoring application software has to provide protection against unintentional or hostile access to process data. (Yes/No)				YES

		16.4.11.2		4		Common guidelines to be followed:

		16.4.11.3		4		Implementation of secure programming rules, such as:

		16.4.11.3.1		5		Input validation – whenever the input origination may constitute a threat. (Yes/No)				YES

		16.4.11.3.2		5		Data base lock against "SQL injection". (Yes/No)				YES

		16.4.11.3.3		5		Use of secure libraries throughout the code. (Yes/No)				YES

		16.4.11.3.4		5		Well filtered error messages to prevent unveiling the code internal structure. (Yes/No)				YES

		16.4.11.3.5		5		Minimal privilege (which still allows proper work environment). (Yes/No)				YES

		16.4.11.3.6		5		Segregation of responsibilities (roles), e.g.:   a) technicians,  b) operators,  c) engineers, d) supervisors, e) system administrators, f) communication network administrators, g) security manager etc. (Yes/No)				YES

		16.4.11.3.7		5		Different groups (classes) of security for writing (changing) process database points, e.g.:  a) manual data update (lab data), b) alarm limit, c) alarm acknowledgement, d) command / set point, e) mode of operation, f) tuning,  g) configuration etc. (Yes/No)				YES

		16.4.11.3.8		5		Predefined scenarios for “which roles are permitted to do what tasks”. (Yes/No)				YES

		16.4.12		3		Means for disaster recovery

		16.4.12.1		4		If a disastrous shutdown happens, the system has to facilitate a rapid, easy and accurate recovery through:

		16.4.12.1.1		5		Configuration data backup (automatically). (Yes/No)				YES

		16.4.12.1.2		5		Key process data backup (automatically). (Yes/No)				YES

		16.4.12.1.3		5		Mechanisms and predefined procedures for quick restoration (Yes/No)				YES

		16.4.13		3		Remote Control / Maintenance / Support

		16.4.13.1		4		Remote connections shall be avoided. When absolutely necessary, they shall follow the guidelines below :

		16.4.13.1.1		5		From a technical point of view, the proposed connection –subject to IECo's approval– shall be implemented securely, complying with IEC's corresponding procedures, and based on secure identification / authentication, authorization, encryption. (Yes/No)				YES

		16.4.13.1.2		5		The connection shall be established for the shortest pre-specified period of time and only from pre-specified system(s) / location(s). (Yes/No)				YES

		16.4.13.1.3		5		The connection shall be under the permanent supervision of authorized IECo personnel; IPS and / or IDS are recommended to monitor the connection. (Yes/No)				YES

		16.4.13.1.4		5		Remote logins shall be logged in detail (who, when, for how long, from where, what actions have been performed etc.); providing adequate tool(s) for logs analysis shall be weighed. (Yes/No)				YES

		16.4.14		3		Information exchange between IECo and Contractors / Suppliers

		16.4.14.0.0.0.0.1		8		After contract award and through the startup period and site acceptance test there is an intense exchange of design data, documentation, software etc. between the Contractor / Sub-Contractors and IECo.

		16.4.14.1		4		Contractor's proposal shall detail all the hardware & software, methods and procedures for safe data exchange. Known, proven technologies, adapted to IECo infrastructure, are preferred. (Yes/No)				YES

		16.4.14.2		4		Data encryption – decryption (optional). (Yes/No)				YES

		16.4.14.3		4		Data source certification. (Yes/No)				YES

		16.4.14.4		4		Data integrity certification. (Yes/No)				YES

		16.4.14.5		4		Data receiving confirmation (at its destination). (Yes/No)				YES

		16.4.14.6		4		Clear definition of IECo and other parties’ obligations for     implementing the safe information exchange. (Yes/No)				YES

		16.4.15		3		System Test

		16.4.15.1		4		A test proving the implementation of security safeguard requirements should   be run both on FAT and SAT. (Yes/No)

		16.4.15.1.1		5		Cyber vulnerability assessment on FAT and SAT. (Yes/No)				YES

		16.4.15.1.2		5		Prior to test execution, a plan will be prepared by Contractor and then   discussed with and approved by Purchaser. (Yes/No)				YES

		16.4.16		3		(Security Information Events Management) – SOC system

		16.4.16.0.0.0.0.1		8		SIEM technology, processing and receives events from varied organizations systems, way normalization, correlation and control of different  procedures and events, in the organization network, e.g. login users, reset and change passwords, lock/unlock users etc that will intendeds to recognize and react to Information Security Events in immediate time and to investigate events in past time .

		16.4.16.1		4		SIEM requirements: (See Appendix 5 - figure 41)

		16.4.16.1.1		5		Logical link of all hardware components, software and SCP's applications for example: controllers, SCPS positions, FW, SW, data bases, anti-virus, etc, to central SIEM-SOC system that installed in the central communication network in each substation. (Yes/No)				YES

		16.4.16.1.2		5		Independent collector component will be installed in SCPS network for secure data concentration, in each substation.   (Yes/No)				YES

		16.4.16.1.3		5		SIEM's definitions and SIEM's alerts monitoring will be enabled in each substation. (Yes/No)				YES

		16.4.16.1.4		5		Each substation, will report limited number of alerts and information, to IECo's central SIEM-SOC system. (Yes/No)				YES

		16.4.16.1.5		5		The communication between each local SIEM to the IECo's central SIEM-SOC system will be executed in real time using SYSLOG with support communication protocols UDP and TCP incl. writing to files. (Yes/No)				YES

		16.4.16.1.6		5		The Communication initiator is the origin factor, e.g. hardware, software that exists in the substation, to SIEM system. (Yes/No)				YES

		16.4.16.1.7		5		SIEM general characteristics

		16.4.16.1.7.1		6		Event Sources. (Yes/No)				YES

		16.4.16.1.7.2		6		Event Collectors. (Yes/No)				YES

		16.4.16.1.7.3		6		Event Collectors. (Yes/No)				YES

		16.4.16.1.7.4		6		Correlation Engine. (Yes/No)				YES

		16.4.16.1.7.5		6		Event Storage. (Yes/No)				YES

		16.4.16.1.7.6		6		SIEM Console. (Yes/No)				YES

		16.4.16.1.7.7		6		Auxiliary infrastructure. (Yes/No)				YES

		16.4.16.1.7.8		6		Network channels. (Yes/No)				YES

		16.4.16.1.7.9		6		Forensics. (Yes/No)				YES

		16.4.16.2		4		Logs structure and hardware/software elements in substation.

		16.4.16.2.1		5		The Logs will contain any action that will be done in the system including accounts and users management e.g:

		16.4.16.2.2		5		Create/erase users accounts from the system. (Yes/No)				YES

		16.4.16.2.3		5		Lock and unlock user's account. (Yes/No)				YES

		16.4.16.2.4		5		Reset management's passwords and users' passwords. (Yes/No)				YES

		16.4.16.2.5		5		Change in information security definitions. (Yes/No)				YES

		16.4.16.3		4		Accounts' access details in Log file.

		16.4.16.3.1		5		The Log file must be containing Accounts' access details as follow:

		16.4.16.3.2		5		Failures connecting to user account. (Yes/No				YES

		16.4.16.3.3		5		Success connecting to user account. (Yes/No)				YES

		16.4.16.3.4		5		Reasons about mode of lock/unlock user account. (Yes/No)				YES

		16.4.16.3.5		5		Wrong typing attempt of password. (Yes/No)				YES

		16.4.16.3.6		5		Origin of connection to system' (Local or remote access). In remote access status the log file must contain name and IP address of the remote position and more details as follow:

		16.4.16.3.7		5		Log identifier: a unique field that enabled attitude to specific line in analysis or investigation event. (Yes/No)				YES

		16.4.16.3.8		5		Event code: definition of the family which client belong to her e.g. system, application, user. (Yes/No)				YES

		16.4.16.3.9		5		Time stamp that include date and hour (in millisecond) according to local time or GMT relation. (Yes/No)				YES

		16.4.16.3.10		5		IP address of the client or user, who was execute the action. (Yes/No)				YES

		16.4.16.3.11		5		Server name. (Yes/No)				YES

		16.4.16.3.12		5		Client name (edge position). (Yes/No)				YES

		16.4.16.3.13		5		Performed action: code and short description of log file's analysis that will enable to understand what has been done. (Yes/No)				YES

		16.4.16.3.14		5		Performed action status: success or failure of Performed action so it can be understand if the action indeed was done successfully or not. (Yes/No)				YES

		16.4.16.3.15		5		The log file will not contain any details as passwords, credit card numbers and sensitive personal information etc (Yes/No)				YES

		16.4.16.4		4		Different levels of log files (families).

		16.4.16.4.1		5		The system must enable to choose the type of the created log files that sent to central system to collect data. (Yes/No)				YES

		16.4.16.4.2		5		Critical. (Yes/No)				YES

		16.4.16.4.3		5		Debug. (Yes/No)				YES

		16.4.16.4.4		5		Default. (Yes/No)				YES

		16.4.16.5		4		Log files protection

		16.4.16.5.1		5		Restricted access to Log file only to authorize person. (Yes/No)				YES

		16.4.16.5.2		5		Mechanism definition that send alert to the system management in  log files error status. (Yes/No)				YES

		16.4.16.5.3		5		Undelete of old log files even by authorize action. (Yes/No)				YES

		16.4.16.5.4		5		Possibility of saving of old log files (Yes/No)				YES

		16.5		2		Communication Switches

		16.5.1		3		The communication switches shall be in accordance with the specifications detailed in Appendix No. 13 (Yes/No)				YES

		16.5.2		3		The communication switches shall be provided with a 15% spare port capacity over and above the total number of communication points required for the system (Yes/No)				YES

		16.6		2		List of Events

		16.6.1		3		The SCPS components will have a list of events. (Yes/No)				YES

		16.6.2		3		Each event will receive a timestamp for the occurrence of the event. (Yes/No)				YES

		16.6.3		3		Each event will be assigned an occurrence date. (Yes/No)				YES

		16.6.4		3		There will be an option to filter by time and date in the events list. (Yes/No)				YES

		16.7		2		Installation of the system software on the IECo computers

		16.7.1		3		Installation of all system software on the desktop computer in substations, whose purpose is to serve the employees of the electric company. (Yes/No)				YES

		16.8		2		Simulation at the engineering stage

		16.8.1		3		The SCPS will have a built-in software simulation capability at level 1 during the engineering stage. (Yes/No)				YES

		16.8.2		3		The SCPS will have a built-in software simulation capability at level 2 during the engineering stage. (Yes/No)				YES

		16.9		2		Prototype

		16.9.1		3		After winning , the supplier shall establish a prototype of the SCPS system in accordance with the specifications outlined in this clause. (Yes/No)				YES

		16.9.2		3		The purpose of the prototype is to simulate the functionality and operation of a full substation control system, thereby serving the electric utility company for system familiarization and training purposes, as well as testing and customizations.   (Yes/No)				YES

		16.9.3		3		The prototype will be in addition to the FAT and will take place after the FAT, according to the comments , requirements , and adjustments identified by the IECo during the FAT execution (Yes/No)				YES

		16.9.4		3		The prototype shall be implemented at least four (4) months prior to the first project and shall last approximately three (3) weeks. (Yes/No)				YES

		16.9.5		3		The prototype and the findings derived from it shall serve as a basis for the electric utility company's subsequent projects.  (Yes/No)				YES

		16.9.6		3		The prototype shall be implemented in Israel, at the IECo offices. (Yes/No)				YES

		16.9.7		3		The tender winner will prepare a list of tests to be conducted in real-time, which will include references to: SCADA, data, logic, protections, integration with third-party protections, NCC, and additional suggestions at the supplier's duscretion. The test list will be sent to the Electric Company in advance and updated accordingly. (Yes/No)				YES

		16.9.7.1		4		In addition , and as necessary IECo will prepare its own list of tests. (Yes/No)				YES

		16.9.8		3		The prototype testing shall be based on the Protection Appendix 6  (Yes/No)				YES

		16.9.9		3		The prototype will include engineering and communication for the entire detalied array in clause 16.9.11 (Yes/No)				YES

		16.9.10		3		The prototype hardware shall include equipment for testing at least three busbars, as detailed:

		16.9.10.1		4		Three units (3) for MV incomeing feeder bays (Yes/No)				YES

		16.9.10.2		4		Three units (3) for MV coupler feeder bays (Yes/No)				YES

		16.9.10.3		4		Three units (3) for MV capacitor feeder bays (Yes/No)				YES

		16.9.10.4		4		One unit (1) for MV line feeder bay (Yes/No)				YES

		16.9.10.5		4		One unit (1) of Under-frequency relay (Yes/No)				YES

		16.9.10.6		4		One unit (1) of Is-Limiter relay (Yes/No)				YES

		16.9.10.7		4		Three units (3) for HV (transformer , coupler , line feeder bays) (Yes/No)				YES

		16.9.10.8		4		GAS - General alarm system (Yes/No)				YES

		16.9.10.9		4		SCADA - hardware and application (Yes/No)				YES

		16.9.10.10		4		Third-Party Verification Testing (Yes/No)				YES

		16.9.10.10.1		5		Transformer Protection - Differential and Overcurrent Protection (Yes/No)				YES

		16.9.10.10.2		5		Line Protection - Distance and Differential Protection   (Yes/No)				YES

		16.9.10.10.3		5		Busbar Protection (Yes/No)				YES

		16.9.10.10.4		5		Voltage Regulator (Yes/No)				YES

		16.9.10.10.5		5		Transformer Temperature Controller (Yes/No)				YES

		16.9.10.10.6		5		Petersen Coil Controller (Yes/No)				YES

		16.9.10.10.7		5		Capability for IEC60870-5-104  communication testing for NCC. (Yes/No)				YES

		16.9.11		3		The equipment for the prototype will be supplied from the equipment of one of the projects detailed in ANNEXURE "C".  (Yes/No)				YES

		17		1		TECHNICAL SUPPORT

		17.1		2		Engineering – Course

		17.1.0.0.0.0.0.1		8		The Contractor will offer Engineering - Course.

		17.1.1		3		The aim of the course is to train IECo technical personnel for engineering a complete SCPS (hardware and software). (Yes/No)				YES

		17.1.2		3		The Engineering - Course will be conducted in Israel for two groups each consist of up to 15 people. (Yes/No)				YES

		17.1.3		3		The teaching language will be Hebrew (will be considered as an advantage)  (Yes/No)				YES

		17.1.4		3		The courses will take place about two (2) months before the first project and in coordination with IECo. (Yes/No)				YES

		17.1.5		3		The Engineering-Course will include theoretical and practical parts. (Yes/No)				YES

		17.1.6		3		The course will include practical hands-on training comprising approximately 35% of the daily training hours.  (Yes/No)				YES

		17.1.7		3		The objective of the course will be:

		17.1.7.1		4		Enabling the capability to fully utilize the SCPS. (Yes/No)				YES

		17.1.7.2		4		training IECo technical personnel for engineering a complete SCPS (hardware and software). (Yes/No)				YES

		17.1.7.3		4		Absorption and testing of SCPS systems at new stations on all their computing systems  (Yes/No)				YES

		17.1.7.4		4		Make updates and changes in all parts of the systems, include upgrades and adding fields and establishing a communications network for the system. (Yes/No)				YES

		17.1.7.5		4		Full control of GAS, MDMS, HVCS, MVCPS, Micro Scada, HMI and other parts of the system (Yes/No)				YES

		17.1.8		3		The training will be divided into levels and will include separation between the different components of the SCPS. (Yes/No)				YES

		17.1.8.1		4		A basic course will span 8-10 days and will include training on elements related to level 1.  (Yes/No)				YES

		17.1.8.2		4		An advanced course A will consist of approximately 5 days of training and will include instruction on elements related to level 2. (Yes/No)				YES

		17.1.8.3		4		Advanced course B will consist of approximately 5 days of training and will include additional specializations. It will be intended for employees of the electric company who will specialize in SCPS.  (Yes/No)				YES

		17.1.9		3		The course must be included, chapter on topics:

		17.1.9.1		4		Subject from communication switches, protocols and settings  (Yes/No)				YES

		17.1.9.2		4		Acceptable "logic" that are used in the IEDs. (Yes/No)				YES

		17.1.9.3		4		Special functions. (Yes/No)				YES

		17.1.9.4		4		Typical goose, work, identification, affiliation, sending and acceptance. (Yes/No)				YES

		17.1.9.5		4		Basic knowledge in communication switches and communication protocols, including internal communication tests of the system. (Yes/No)				YES

		17.1.10		3		The Contractor will provide equipment included in SCPS system  for the course (Yes/No)				YES

		17.1.11		3		The supplier will provide the electric company in advance with a list of software packages including manuals, installations, and licenses for installation intended for use in the course, approximately one month prior to the start of the course. (Yes/No)				YES

		17.1.12		3		The contractor will be responsible for preparing all the learning-aids both for the theoretical and for the practical parts.  (Yes/No)				YES

		17.1.13		3		The practical parts will include exercises on all the types of equipment, engineering-tools, and software-packs that are part of the SCPS. (Yes/No)				YES

		17.1.14		3		The Engineering -Course will include a final exam (theoretical and practical) to demonstrate the acquired knowledge of the participants, and their ability to perform engineering of a complete SCPS for a substation.   (Yes/No)				YES

		17.1.15		3		The course will be with separation of the study material between the different parts of the system (Yes/No)				YES

		17.1.16		3		The program of the course and the exam will be submitted to IECo for approval. (Yes/No)				YES

		17.1.17		3		The Contractor will provide online (recorded) Engineering - Course in addition to the frontal course. (advantage) (Yes/No)				YES

		17.1.18		3		The Contractor will provide a step by step guide for developing a comprehensive application for the substation. The guide will be suitable for all system levels, including third part. The guide shall be delivered to IECo before the course begins (Yes/No)				YES

		17.1.19		3		The course will be based on a fully application that will be distributed to the IEC employees prior to the commencement of the training. (Yes/No)				YES

		17.2		2		Operation-Course

		17.2.0.0.0.0.0.1		8		The Contractor will offer an Operation-Course.

		17.2.1		3		The aim of the course is to train IECo technical personnel for operating, maintaining, and performing commissioning of a complete SCPS.  (Yes/No)				YES

		17.2.2		3		The Operation-Course will be conducted in Israel for up to 30 people.  (Yes/No)				YES

		17.2.3		3		The teaching language will be Hebrew (will be considered as an advantage)   (Yes/No)				YES

		17.2.4		3		The Operation-Course will include theoretical and practical parts. (Yes/No)				YES

		17.2.5		3		The contractor will be responsible for preparing all the learning-aids both for the theoretical and for the practical parts.  (Yes/No)				YES

		17.2.6		3		The practical parts will include exercises on all the types of equipment that are part of the SCPS. (Yes/No)				YES

		17.2.7		3		The Operation-Course will include a final exam (theoretical and practical) to demonstrate the acquired knowledge of the participants.  (Yes/No)				YES

		17.2.8		3		The program of the course and the exam will be submitted to IECo for approval. (Yes/No)				YES

		17.3		2		Commissioning

		17.3.1		3		On-site commissioning of the complete SCPS for the six (6) substations that include engineering, for the engineering.  (Yes/No)				YES

		17.3.2		3		On-site commissioning for the cubicles , which will be delivered factory wired in cubicles and tested, is required. (if IECo order it). (Yes/No)				YES

		17.3.3		3		For the subsequent substations which all the equipment will be supplied as loose equipment, and designing manufacturing and engineering will be done by IECo on-site commissioning of the complete SCPS or a specific part of the SCPS, prior to putting into service, may be required. (Yes/No)				YES

		17.3.4		3		The contractor will receive the request for on-site commissioning four weeks
 in advance. (Yes/No)				YES

		17.4		2		Prolonged remote technical support

		17.4.0.0.0.0.0.1		8		The bidder shall offer a prolonged remote technical support package, for the entire duration of the contract, which includes:

		17.4.1		3		An over the phone, five days a week, ten hours a day, technical support package for the entire contract duration. (Yes/No)				YES  ©

		17.4.2		3		An over the phone, one hour, technical support package for the entire contract duration. (Yes/No)				YES  ©

		17.4.3		3		The support shall be given by a technical support team with the required knowledge and expertise to supply consultancy, information and solutions for issues regarding: equipment, engineering tools, software, communication and applications included in the tender.  (Yes/No)				YES  ©

		17.5		2		On-site technical support

		17.5.0.0.0.0.0.1		8		The bidder shall offer an On-site technical support, for the entire duration of the contract, which includes:

		17.5.1		3		The On-site technical support for the entire contract duration.  (Yes/No)				YES

		17.5.2		3		The On-site technical support will be utilized in case the purchaser technical team will be unable to solve technical issues in the substation control and protection system, of an already commissioned substation, by itself and/or with the help of the prolonged remote technical support.   (Yes/No)				YES  ©

		17.5.3		3		The On-site technical support shall be given by a technical support team which has the required knowledge and expertise to solve technical issues in the substation control and protection system onsite.  (Yes/No)				YES  ©

		17.5.4		3		The contractor will be obliged to send the technical support team not more than five days after receiving a service calls. (Yes/No)				YES  ©

		17.5.5		3		Have a technical support center in Israel.  (Yes/No)				YES

		17.6		2		Supplier's technical representation is Israel

		17.6.1		3		The supplier will have technical representation in Israel. (Yes/No)				YES  ©

		17.6.2		3		In a case that the supplier does not have a technical support  representation in Israel, the supplier must appoint and train a subcontractor based in Israel within 3 months from the date of award.				YES  ©

		17.6.2.1		4		The Bidder shall ensure the continuous availability of an IEC‑approved local representative or support entity, authorised by the Manufacturer to act on its behalf, and shall provide technical support, commissioning assistance and fault‑resolution services within forty‑eight (48) hours of receiving notice from IEC				YES  ©

		17.6.2.2		4		Such subcontractor should be certified to standard ISO 9001  valid for the scope of supply required in the Specification.				YES  ©

		17.6.3		3		The supplier's response to a technical issue will be within one day. (Yes/No)				YES

		17.6.4		3		If remote support does not resolve the issue , a representative from the supplier will arrive at the IECo station within two days to solve the problem. (Yes/No)				YES

		18		1		TESTS REQUIREMENTS

		18.1		2		Tests General

		18.1.1		3		The Manufacturer shall carry out tests to check the quality and uniformity of the workmanship and materials as well as to prove satisfactory operation of all control and protection systems and their coordinated operation as a whole.  (Yes/No)				YES

		18.1.2		3		The Contractor shall perform the following test plan for the offered equipment:

		18.1.2.1		4		Manufacturing inspection and testing process (including subcontractors).  (Yes/No)				YES

		18.1.2.2		4		Factory Acceptance Tests. Purchaser's personnel shall have the right to attend the factory acceptance test, and shall be given written notice thereof at least 21 days in advance. Manufacturer is required to submit with the tender a list of the proposed factory acceptance test for approval by Purchaser.  (Yes/No)				YES

		18.1.2.3		4		Site Acceptance Tests shall be performed by Manufacturer supervisor and attended by Purchaser's personnel. Manufacturer is required to submit with the tender a list of the proposed site acceptance tests and all test facilities necessary to perform this tests.  (Yes/No)				YES

		18.1.2.4		4		System Acceptance tests of installed equipment. Manufacturer is required to submit with the tender a list of the proposed system acceptance test (Yes/No)				YES

		18.1.3		3		Factory Acceptance Tests shall be carried out according to the approved list.The shipment of equipment shall be carried out after approval of the factory acceptance by Purchaser.  (Yes/No)				YES

		18.1.4		3		Each equipment shall operate for a period of time sufficient to establish stability of performance. The performance/functional characteristics of the equipment shall be measured in accordance with the approved acceptance test program and the data recorded. All calibration and adjustments shall be checked. Any equipment which is found out of tolerance shall be rejected.  (Yes/No)				YES

		18.1.5		3		Equipment which has failed to meet the Acceptance Tests shall be rejected. Final Acceptance of the equipment on hand or later produced shall not be made until it is determined that items meet all Specification requirements. The equipment may be reworked or have parts replaced to correct the cause of rejection. Final particulars concerning the rejection and action to correct the fault shall be submitted with the equipment. The equipment rejected after test shall not be resubmitted without specific Purchaser's approval.  (Yes/No)				YES

		18.1.6		3		Unless otherwise specified, all Acceptance Tests shall be conducted under the standard conditions which have to be specified by Contractor in the Acceptance Tests program.  (Yes/No)				YES

		18.2		2		Type Tests
Type test shall be carried out on all protection relays and shall include the following tests:

		18.2.0.0.0.0.0.1		8		High Voltage Withstand

		18.2.1		3		Insulation Resistance
100 MΩ at 500 V:

		18.2.1.1		4		Between all case terminals (except earth terminal) connected together and the case (earth terminal)  (Yes/No)				YES

		18.2.1.2		4		Between terminals of independent circuits including contact circuits  (Yes/No)				YES

		18.2.1.3		4		Across the open contacts of all output relays  (Yes/No)				YES

		18.2.2		3		Dielectric withstand				IEC-60225 PT5

		18.2.2.1		4		2KV r.m.s., 50 Hz, 1 minute between all case terminals (except earth terminal) connected together and the case (earth terminal) (Yes/No)				YES

		18.2.2.2		4		2KV r.m.s., 50 Hz, 1 minute between terminals of independent circuits. (Yes/No)				YES

		18.2.2.3		4		1KV r.m.s., 50 Hz, 1 minute across open contacts of all signal relays  (Yes/No)				YES

		18.2.3		3		Dielectric withstand				ANSI/IEEE C37.90

		18.2.3.1		4		1.5KV r.m.s., 50 Hz, 1 minute across open contacts of all trips relays  (Yes/No)				YES

		18.2.4		3		High Voltage Impulse
Three positive and three negative impulses at interval of 5 sec: 5KV peak, 1.2/50 micro sec, 0.5J				IEC-60225 PT5 (category III)

		18.2.4.1		4		Between all terminals of independent circuits (except output relay contacts)  (Yes/No)				YES

		18.2.4.2		4		Between terminals of independent circuits and case (earth terminal)  (Yes/No)				YES

		18.2.5		3		Surge Withstand Capability				C37.90.1

		18.2.5.1		4		4KV fast transient applied directly to each input and earth  (Yes/No)				YES

		18.2.5.2		4		2.5KV oscillatory applied directly to each input and earth  (Yes/No)				YES

		18.2.5.3		4		4KV fast transient applied directly across each output contact, opto-insulated input and power supply circuit  (Yes/No)				YES

		18.2.6		3		Electromagnetic Compatibility
Fast transient test on all inputs according to class IV applied directly to power supply terminals and all other inputs (except RS232 ports)				IEC-60225 PT22-4

		18.2.6.1		4		Amplitude 2KV, burst frequency 5 KHz (Yes/No)				YES

		18.2.6.2		4		Amplitude 4KV, burst frequency 2.5 KHz (Yes/No)				YES

		18.2.7		3		High frequency disturbance test class III				EC-60225 PT22-1

		18.2.7.1		4		Common-mode-test: 2.5KV (peak), 1 MHz, t=15 µsec, 400 surges/sec, duration 2 sec between independent citcuits and case (earth) (Yes/No)				YES

		18.2.7.2		4		Differential mode test: 1.0KV peak, duration 2 sec across terminals of the same circuir (except metallic contacts and RS232 port). (Yes/No)				YES

		18.2.8		3		Electrostatic discharge test (ESD) Class 4				IEC-60225 PT22-2

		18.2.8.1		4		15KV discharge in air to user interface, display and exposed metalwork (Yes/No)				YES

		18.2.9		3		Electrostatic discharge test (ESD) Class 3				IEC-60225 PT22-2

		18.2.9.1		4		8KV discharge in air to all communication ports (Yes/No)				YES

		18.2.9.2		4		6KV point contact discharge to any part of the front of the protective relay (Yes/No)				YES

		18.2.10		3		Immunity to radiated electromagnetic energy

		18.2.10.1		4		The frequency range is swept from 80MHz to 100 MHz with the signal 80% amplitude -modulated with 1KHz sine wave. Spot frequencies: 80, 160, 450 and 900 MHz (Yes/No)				YES

		18.2.11		3		Immunity to radiated electromagnetic energy				IEC-60225 PT22-3

		18.2.11.1		4		25MHz to 1000MHz, zero and 100% square wave modulated. Field strength of 350V/m (Yes/No)				YES

		18.2.12		3		Immunity to radio frequency interference (RFI)				IEEE C37.90.2

		18.2.12.1		4		Field tested using 5 watt transceiver operating at random frequencies converted around 144MHz and 440MHz (Yes/No)				YES

		18.2.13		3		Radiated Immunity from digital communications				ENV 61000-4-3

		18.2.13.1		4		Test field strength 30V/m at frequency band 800 to 960MHz and 1.4 to 2.0 GHz with 80% amplitude-modulated signal, 1KHz (Yes/No)				YES

		18.2.14		3		Power Frequency Magnetic Field Immunity				IEC 61000-4-10

		18.2.14.1		4		100A/m applied continuously (Yes/No)				YES

		18.2.14.2		4		1000A/m applied for 3sec(Yes/No)				YES

		18.2.14.3		4		1000A/m applied in all planes (Yes/No)				YES

		18.2.14.4		4		100A/m at 100KHz with a burst duration of 2sec, applied in all planes  (Yes/No)				YES

		18.2.15		3		Radiated Immunity from Digital Radio Telephones				ENV 50204

		18.2.15.1		4		10V/m, 900MHz and 1.89GHz (Yes/No)				YES

		18.2.16		3		EMC compliance				89/336/EEC

		18.2.16.1		4		Compliance to the European Commission Directive on EMC is claimed via the Technical Construction File route. Product specific standards were used to establish conformity: EN50263 (Yes/No)				YES

		18.2.17		3		Power Supply
AC ripple on DC supply				PT11

		18.2.17.1		4		The protection relay will withstand 5% AC ripple on the DC supply (Yes/No)				YES

		18.2.18		3		Power Supply Interruption				IEC-60225 PT11

		18.2.18.1		4		The protection relay must withstand 40msec interruption in the DC auxiliary supply, under normal operating (Yes/No)				YES

		18.2.18.1.0.0.0.1		8		Mechanical Requirements

		18.2.19		3		Vibration

		18.2.19.1		4		Sinusoidal 10 to 60Hz, amplitude ±0.035mm, frequency 60 to 150Hz, acceleration 0.5g, sweep rate 1 octave/min, 20 cycles in 3 orthogonal directions  (Yes/No)				YES

		18.2.19.2		4		During transportation: 2g in each of three mutually perpendicular axes swept over range of 10 to 500Hz for a total of 6 sweeps, 15min each sweep, without structural damage or degradation of performance.  (Yes/No)				YES

		18.2.20		3		Shock				IEC-60255 PT21-2 class

		18.2.20.1		4		Semi-sinusoidal, 5g acceleration, duration 11msec, each 3 shocks in both directions of the 3 axes  (Yes/No)				YES

		18.2.21		3		Seismic qualification test shall prove that the equipment will operate fully satisfactory during and after earthquake with ground acceleration 0.5g acc. To:				IEEE 693

		18.2.21.1		4		Qualification by test. Moderate level (Yes/No)				YES

		18.2.21.2		4		Qualification by combiend test and dynamic analysis. (Yes/No)				YES

		18.2.21.3		4		Contractor is required to submit a test report to prove the qualification level and dynamic analysis report.  (Yes/No)				YES

		18.2.22		3		The dynamic analysis report  shall be according  to IEEE 693 , and shall take into consideration:				YES

		18.2.22.1		4		Damping ratio (%)

		18.2.22.2		4		Natural frequency in x,y,z directios (Hz)

		18.2.22.3		4		Resonant frequency in x,y,z directios (Hz)

		18.2.23		3		Product Safety

		18.2.23.1		4		Compliance with European Commission Low Voltage Directive  (Yes/No)				72/23/EEC

		18.2.23.2		4		Compliance is demonstrated by reference to generic safety standard EN 61010-1   (Yes/No)				YES

		18.2.23.3		4		Compliance is demonstrated by reference to generic safety standard EN 60950-1   (Yes/No)				YES

		18.2.24		3		Environmental Conditions

		18.2.24.1		4		Ambient temperature range according to IEC 60255-6   (Yes/No)				YES

		18.2.24.2		4		Operating temperature range (oC)				-5 to +55C

		18.2.24.3		4		Temperature during transport (oC)				-40 to +85

		18.2.24.4		4		Relative humidity (annual average) (%)				75

		18.2.24.5		4		High relative humidity during 30 days (%)				95

		18.2.25		3		Accuracy dependence test for measuring elements and timers for frequency, DC supply and ambient temperature dependence

		18.2.25.1		4		Power consumption and overload test.   (Yes/No)				YES

		18.2.25.2		4		Contact performance test according to IEC-60225 PTO-20.   (Yes/No)				YES

		18.2.25.3		4		Accuracy test for measuring elements and timers.   (Yes/No)				YES

		18.2.25.4		4		Conformance test according to IEC-61850.   (Yes/No)				YES

		18.2.25.5		4		Tests to prove all basic and additional functions of the system.   (Yes/No)				YES

		19		1		FACTORY ACCEPTANCE TESTS

		19.0.0.0.0.0.0.1		8		The factory acceptance test shall include at least the following:

		19.1		2		Functional tests of complete SCPS:

		19.1.1		3		All the HMI functions. (Yes/No)				YES

		19.1.2		3		All the HVCU functions.(Yes/No)				YES

		19.1.3		3		All the MVCPU functions (control and protection).(Yes/No)				YES

		19.1.4		3		MV special functions. (Yes/No)				YES

		19.1.5		3		Functionality of the overall communication system. (Yes/No)				YES

		19.1.6		3		Bi-directional communication with the HV protection relays (Yes/No)				YES

		19.1.7		3		Time synchronization of all the SCPS components  (Yes/No)				YES

		19.1.8		3		Communication with NCC using IEC60870-5-104 (Yes/No)				YES

		20		1		RELIABILITY, MAINTENANCE, SAFETY COMMISSIONING AND GUIDANCE COURSE

		20.1		2		Reliability

		20.1.1		3		The contractor is to participate in a "Reliability ,Maintainability and Safety Requirements for substation control system ", as specified in Appendix 3.  (Yes/No)				YES

		20.2		2		Maintenance

		20.2.1		3		The Contractor shall specify maintainability values and provisions of each part of the System, in accordance with the following topics as a minimum:

		20.2.1.1		4		Time between consecutive preventive/ periodic maintenance activities (years)				YES

		20.2.1.2		4		Maintenance man-hours per operation period  (month, year)				YES

		20.2.1.3		4		Maintenance man-hours per specific maintenance action (Yes/No)				YES

		20.2.1.4		4		Meantime to repair (MTTR) of failed equipment as a result of random failures (houres)				YES

		20.2.2		3		The Contractor shall specify the SCPS maintenance principles in accordance with the following topics:

		20.2.2.1		4		The Contractor shall specify all test equipment and accessories required to perform preventive/periodic maintenance, installation, field troubleshooting, laboratory level repairs, down to the level of electronic components replacement on electronic. (Yes/No)				YES

		20.2.2.2		4		The test equipment shall be specified according to the following categories: special test equipment, special jigs, fixtures, accessories and software, standard test equipment and accessories, automatic test equipment and its associated fixtures, software and accessories  (Yes/No)				YES

		20.2.3		3		The Contractor shall define all adjustments, alignments and calibrations which are required for the proper operation of the Transformer protection relays without any performance degradation including definition of adjustment recommended time interval for performing this activity. No adjustment and no alignment shall be required by replacing subassemblies, modules cards during field maintenance activities  (Yes/No)				YES

		20.2.4		3		The Contractor shall specify policy for preventive maintenance and shall attach comprehensive procedures for periodic maintenance, required to maintain the proposed  Transformer protection relays  in operational non-degraded state and prevent it from developing long term damages  (Yes/No)				YES

		20.2.5		3		The Contractor shall state policy and attach comprehensive procedures for field troubleshooting detailing, in step by step description, fault detection and localization using built-in, standard and special test equipment  (Yes/No)				YES

		20.2.6		3		The Supplier shall state policy and attach comprehensive procedures for laboratory level repair policy, including component replacement. Special attention shall be directed to automatic test equipment and associated facilities, fixtures and software for electronic cards repair  (Yes/No)				YES

		20.2.7		3		All field maintenance and troubleshooting activities, especially card replacement, shall be performed while the SPCS System is in operation without interfering with its proper functioning and without causing any damage whatsoever  (Yes/No)				YES

		20.3		2		Safety

		20.3.1		3		The Contractor shall state the specifications to preclude risk to personnel, equipment or both. (Yes/No)				YES

		20.3.2		3		The nature of the Protection System, its design and construction shall be addressed  (Yes/No)				YES

		20.4		2		Commissioning

		20.4.1		3		The Contractor shall be responsible for the commissioning of all equipment covered under his contract  (Yes/No)				YES

		20.4.2		3		The Contractor shall prepare and submit a Commissioning Program for approval by Purchaser  (Yes/No)				YES

		20.4.3		3		The Commissioning Program shall include indications for:

		20.4.3.1		4		Commissioning inspection to detect faults which have occurred during transportation, storing or during assembly at its final location  (Yes/No)				YES

		20.4.3.2		4		Preparation for use and procedures to describe the activities required to prepare systems for testing and operation  (Yes/No)				YES

		20.4.3.3		4		Checking of rated data, connection, loading, etc. of the new equipment and necessary interface with the existing equipment supplied by others  (Yes/No)				YES

		20.4.3.4		4		Checking of indicating meters, relays, control and communications equipment and similar functions associated with the existing equipment  (Yes/No)				YES

		20.4.3.5		4		Checking of station auxiliaries associated with the new equipment as AC supply, batteries and charges etc.  (Yes/No)				YES

		20.4.3.6		4		Testing as detailed in tests on site program, including the following:

		20.4.3.6.1		5		The test objective  (Yes/No)				YES

		20.4.3.6.2		5		Test intent  (Yes/No)				YES

		20.4.3.6.3		5		Required performance data  (Yes/No)				YES

		20.4.3.6.4		5		Prerequisites  (Yes/No)				YES

		20.4.3.6.5		5		Sequence of activities  (Yes/No)				YES

		20.4.3.6.6		5		Acceptance criteria  (Yes/No)				YES

		20.4.3.6.7		5		Putting the equipment into service  (Yes/No)				YES

		20.4.4		3		Changes and modifications to the Commissioning Program shall also be approved by Purchaser  (Yes/No)				YES

		20.4.5		3		Commissioning results shall be witnessed by the Purchaser and documented on forms to be agreed upon by the Contractor. The record shall include other such as omissions or unsatisfactory test results  (Yes/No)				YES

		20.4.6		3		The Contractor shall maintain an up to date record of all inspections and tests, which shall be handed over to the Purchaser at the completion of the site testing and commissioning  (Yes/No)				YES

		20.4.7		3		The Contractor shall be responsible for making available to Purchaser a minimum of to complete sets of marked up "as built" drawing before leaving the site. Contractor shall correct and reissue the original drawings as soon as possible  (Yes/No)				YES

		20.4.8		3		The Purchaser shall be responsible for the connection and disconnection of the new equipment, including first energization of new equipment, but with the advice and technical assistance of the Contractor  (Yes/No)				YES

		20.4.9		3		The Contractor shall be responsible for supplying commissioning personnel with a good knowledge in all relevant operations for commissioning and proposed duration on site (Yes/No)				YES

		20.4.10		3		The Contractor shall be responsible for safety of Purchaser’s and Contaractor’s personnel, ours or his own, involved in commissioning and shall take all possible precautions and be fully aware of the dangers involved in testing. Contractor's personnel should also be insured against death, personal accident and health while in Israel and be covered by Employers Liability insurance applicable in their country of origin  (Yes/No)				YES

		20.4.11		3		Major failure or damage to equipment will require either its return to the factory or assignment of a special crew to carry out repairs. Minor failure as failures in metering, relaying control and communications equipment shall be repaired by commissioning personnel. All expensive in connection with damages and repairs as described above shall be paid by Contractor  (Yes/No)				YES
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Switches Requirements

		Attention		Dear contractor, you are required to fill and respond all the relevant parts below and send it back complete and signed to an IEC representative by Email.
Data sheets links attached in the Data sheet links tab.
*Hardware sample will be sent by the contractor for approval by IECo cyber team representative (if requested)				Right border of first row

		Head of a table

		Switches communication requirements														The right border of the table

				Requirment description				C		NC		DV		Remarks

				The quantity and the models of the switches shall be determined by the planner, according to the network topology.
The switches will include the 100FX and 1000SX Multi Mode Rugged SFP connectors, according to the network topology.
*Switches models as detailed in the list below.										C - Comply / NC - Not Comply / DV - Partial Compliance only

		Product		Item product catalog		Description

		Cisco IE9310 Switches		IE-9310-16P8S4X-E		IE9300 w/ 16x GE PoE+ & 8x GE SFP w/ 4x 10G SFP uplinks

		Cisco IE9320 Switches		IE-9320-26S2C		22 ports 100/1000M SFP and 2 ports Dual-Media (100/1000M SFP or 10/100/1000M RJ45)

		Cisco IE9300 Power Supply 2 Parts		PWR-RGD-AC-DC-H		88-300VDC/85-264VAC, 150W

		Cisco IE9300 SFP Options		GLC-FE-100FX-RGD		100Base-FX Multi-Mode Rugged SFP

				GLC-SX-MM-RGD		1000Mbps Multi-Mode Rugged SFP

		Cisco warranty Service Duration 36 Months		CON-PSRT-IE9310ZX		PRTNR SS 8X5XNBD IE4010 16x1G and SFP

		Cisco IE9310 Essential Liecense 3 Years		IE9300-DNA-E-3Y

		Cisco IE 9300 Operation System		IE93X0_SW		Cisco IE4010 UNIVERSAL WITH WEB BASED DEV MGR

		Console Cable		CAB-CONSOLE-USB		Console Cable 6ft with USB Type A and mini-B

		Accessory Kit		IP30KIT		IP30 ACCESSORY KIT - 21-in and 23–in ETSI rack mount brackets

				SD-IE-1GB		Spare SD card

				IOT-MANUFACTURING		Manufactruring, Mining Industry Solutions For tracking only

				IOT-EXT-ENTERPRISE		IoT Extended Enterprise For tracking only



		Cisco IE 3000 Switches		IE3100/3200		4/8/18 x 10/100/1000 Mb + 2/4 x 1G Uplink ports (Fixed switches)

		Power Supply		PWR-IE50W-AC		IE3000 AC/DC Power Module (100-240V/1.25A)

		SFP Options		GLC-FE-100FX-RGD		100Base-FX Multi Mode Rugged SFP

				GLC-SX-MM-RGD=		1000BASE-SX Multi Mode Rugged SFP

		Warranty		IE3100-DNA-E-L-5Y(up to12 ports) , IE3100-DNA-E-M-5Y(up to 24 ports), IE3200-DNA-E-5Y		5 Year Term license

		Operation System		Cisco IOS XE 17.14.X

		Console Cable		CAB-CONSOLE-USB		Console Cable 6ft with USB Type A and mini-B

		Accsessories		STK-RACK-DINRAIL		19" DIN Rail mount kit (optional)

				SD-IE-4GB		Spare SD card



		Cisco IE 3000 Switches		IE3300/IE3400		8/16 RJ45 ports with 2x SFP Uplinks , optional 8x 100/1000 SFP ports  switches with expansion modules		df

		Power Supply		PWR-IE50W-AC		IE3000 AC/DC Power Module (100-240V/1.25A)				df		sdfsdf

		SFP Options		GLC-FE-100FX-RGD		100Base-FX Multi Mode Rugged SFP		sdf		sdfsdfsdf		sd

				GLC-SX-MM-RGD=		1000BASE-SX Multi Mode Rugged SFP

		Warranty		IE3300-DNA-E-5Y		5 Year Term license

		Operation System		Cisco IOS XE 17.14.X		Before ordering check for the latest reccommended version		sdf		df

		Console Cable		CAB-CONSOLE-USB		Console Cable 6ft with USB Type A and mini-B

		Accsessories		STK-RACK-DINRAIL		19" DIN Rail mount kit (optional)

				SD-IE-4GB		Spare SD card



		RUGGEDCOM RST2000 Series		RUGGEDCOM RST2228		24 ports RJ45/LC/SFP + 4 uplink 1/10G ports (6 modules) , Dual PS , Rugged switch

		Power Supply		88 – 300 VDC / 85 – 264 VAC		Redundant Power supply, choose the 88-300 VDC option

		SFP Options		 RMM2942-4LC2		4 x LC-Interface, 100BASE-FX, multi-mode, 1300 nm (no need external Gbics)

				SFP1122-1SX		1G MM

		Warranty		5-year standard warranty which can be extended up to 10 years		T10 (extended - optional)

		Operation system		ROS v5.8

		Console Cable		USB console cable, 10 ft.

		Accsessories		19” rack mounting kit, panel mount kit



		RUGGEDCOM RSG900R Series		RUGGEDCOM RSG907R/RSG909R		4 x 100BASE-FX + 3 x 1000 BASE-X (SFP)
6 x 10/100/1000BASE-T + 3 x 1000 BASE-X (SFP)

		Power Supply		HI (85 – 264 VAC / 88 – 300 VDC)		Redundant Power supply, choose the 88-300 VDC option

		SFP Options		SFP1122-1SX

		Warranty		5-year standard warranty which can be extended up to 10 years		T10 (extended - optional)

		Operation system		ROS v5.8

		Console Cable		USB 2.0 A type to B type Cable Assembly 10 feet / 3 meters

		Accsessories		DIN rail mounting kit / Panel mounting kit

				Power cable without lugs		Power Cable with NA Plug for pluggable terminal blocks (6 ft.) for RUGGEDCOM products

		End of table, End of file
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The Cisco Catalyst® IE3300 Rugged Series ushers in mainstream adoption of Gigabit
Ethernet connectivity in a compact, form-factor, modular switch that is purpose-built for
a wide variety of extended enterprise and industrial applications.

Product overview

Cisco Catalyst IE3300 Rugged Series switches deliver high-speed up to 10 Gigabit Ethernet connectivity in a
compact form factor, and are designed for a wide range of industrial applications where hardened products are
required. The modular design of the Cisco Catalyst IE3300 Rugged Series offers the flexibility to expand to up
to 26 ports of Gigabit Ethernet or up to 24 ports of Gigabit Ethernet and 2 ports of 10 Gigabit (10G) Ethernet
with a range of expansion module options. The platform is built to withstand harsh environments in
manufacturing, energy, transportation, mining, smart cities, and oil and gas. The IE3300 platform is also ideal
for extended enterprise deployments in outdoor spaces, warehouses, and distribution centers.

These switches run Cisco I0S° XE, a next-generation operating system with built-in security and trust, featuring
secure boot, image signing, and the Cisco® Trust anchor module. Cisco |I0S XE also provides API-driven
configuration with open APIs and data models.

The Cisco Catalyst IE3300 Rugged Series can be managed with powerful management tools such as Cisco
Catalyst Center, and can be easily set up with a completely redesigned user-friendly modern GUI tool called
WebUI. The platform also supports Full Flexible NetFlow (FNF) for real-time visibility into traffic patterns and
threat analysis with Cisco Secure Network Analytics®.

The Cisco Catalyst IE3300 Rugged Series offers edge compute capabilities to run 10x applications, enabling
new capabilities in the OT network with no impact on switching performance. Choose between Cisco Cyber
Vision to improve visibility of connected industrial assets or provide secure Zero-Trust Network Access (ZTNA)
to industrial assets at scale with Secure Equipment Access.

The Cisco Catalyst IE3300 Rugged Series delivers power over Ethernet (PoE) over up to 24 ports (with
expansion module) to easily connect and power end devices such as IP cameras, phones, wireless access
points, sensors, and more. The Gigabit series supports power budget of up to 360W for PoE/PoE+ and the 10G
series of up to 480W for IEEE® 802.3af / 802.3at / 802.3bt (type 3 & type 4) to power the most advanced
devices.

Figure 1.
Catalyst IE 3300 with 10G uplinks or 1GE uplinks with expansion module
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Features and benefits

Table 1. IE3300 features and benefits

Robust industrial design

Full Gigabit Ethernet
interfaces with 10G uplink
variants

High-density industrial
Power over Ethernet (PoE)

User-friendly GUI, called
WebUI

SwapDrive for zero-
configuration
replacement

Full Flexible NetFlow (FNF)

IPv6 Ready Logo

o Built for harsh environments and temperature ranges (-40°C to +75°C)

e Fanless, convection-cooled with no moving parts for extended durability

e Hardened for vibration, shock and surge, and electrical noise immunity

e Complies with multi-industry specifications for automation, ITS, and substation environments
e Improves uptime, performance, and safety of industrial systems and equipment

« Covers a wide range of Power over Ethernet (PoE) (up to IEEE® 802.3bt type 4) application
requirements

e Alarm 1/O for monitoring and signaling to external equipment

e Provides secure access for new high-speed applications in the industrial space

e There are two base system port configurations available: 2 ports of 1GE uplinks or 2 ports of 10G
uplinks:

> Packs up to 10 ports - 2x 10G Small Form-Factor Pluggable (SFP+) uplinks plus 8x 1GE copper
RJ45 downlink ports (with IEEE® 802.3bt PoE or non-PoE) in a small form-factor base system

> Packs up to 10 ports of GE - 2x 1GE Small Form-Factor Pluggable (SFP) uplinks plus 8x 1GE
copper RJ45 downlink ports (with POE+ or non PoE) in a small form-factor base system

e Expandable

> to up to 26 ports of GE by attaching one of 8 compatible modules (copper, PoE, fiber and 2.5G with
IEEE® 802.3bt type 4 options)

> to up to 24 ports of GE plus 2 ports of 10G by attaching one of the 8 compatible modules (copper,
PoE, fiber and 2.5G with IEEE® 802.3bt type 4 options)

« Connects high-speed wireless access points (802.11n, 802.11ac, 802.11ac WAVE 2, 802.11ax)

¢ Enables Ultra High-Definition (UHD), PTZ IP cameras, Programmable Logic Controllers (PLC) and Wi-
Fi 6 Access Points

e Delivers multiple rings and redundant ring topologies for new network configurations

e Extends geographical scalability where longer-distance connectivity is required

e Supports

o up to 24x PoE/PoE+ ports or 4x 802.3bt type 4 ports (with 2.5G expansion module) with the all GE
PoE enabled base [Power budget - 360W]

o up to 24x PoE/PoE+ ports or 8x "802.3bt type 3" ports or 4x "802.3bt type 4" ports with the 10G,
PoE enabled system [Power budget - 480Watts]

e Controls costs by limiting wiring, distribution panels, and circuit breakers
e Reduces equipment needs, thus requiring less space and reducing heat dissipation

e Enables ready-to-use PoE devices, such as IP phones, cameras, and wireless access points

o Allows for easy configuration and monitoring
o Eliminates the need for more complex, terminal emulation programs
e Reduces the cost of deployment

e True zero-configuration and simple switch replacement in the event of a failure
e No networking expertise required
e Helps ensure fast recovery

e Provides enhanced flow and threat visibility

e Enables optimization of the network infrastructure, reduces operation costs, and improves capacity
planning and security incident detection

¢ |IPv6 Ready Logo Certified
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Products overview
Table 2.  Product feature sets
IE3000 IE3300 Network Essentials’, Network Advantage'

"The Hardware PID with “-E” suffix is Network Essentials and with “-A” suffix is Network Advantage. Network Advantage License includes
all Network Essentials Features.

Product specifications

Table 3 highlights the hardware configuration for Cisco Catalyst IE3300 Rugged Series switches and the
supported modules with these switches.

Table 3.  IE3300 Hardware configurations (incl. IE3300 modules)

Product number’ Total ports |10/100/1000 |100/1000 |1GE/2.5G | 1GE/10G | Software |PoE / PoE (+) budget

RJA45 Copper | SFP ports |RJ45 license
ports Copper (Default)”
ports
IE-3300-8T2S-E 10 8 2 - - Network N.A.
Essentials
IE-3300-8T2S-A 10 8 2 - - Network N.A.
Advantage
IE-3300-8P2S-E 10 8 2 - - Network 240W (base), 360W
Essentials  (with module)
IE-3300-8P2S-A 10 8 2 - - Network 240W (base), 360W
Advantage (with module)
IE-3300-8T2X-E 10 8 - - 2 Network N.A.
Essentials
IE-3300-8T2X-A 10 8 - - 2 Network N.A.
Advantage
IE-3300-8U2X-E 10 8 - - 2 Network 480W
Essentials
IE-3300-8U2X-A 10 8 - - 2 Network 480W
Advantage
IEM-3300-4MU= 4 - - 4 - N.A. Supported with IE3300

PoE base modules to
provide a total PoE
budget of 360W with
the all GE base and up
to 480Watts® with
IE3300 10G base and
IE3400 PoE base
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Product number’ Total ports |10/100/1000 |100/1000 |1GE/2.5G | 1GE/10G | Software |PoE / PoE (+) budget

RJ45 Copper | SFP ports |RJ45 license
ports Copper (Default)”
ports

IEM-3300-8P= 8 8 N.A. — — N.A. Supported with IE3300
PoE base modules to
provide a total PoE
budget of 360W with
the all GE base and up
to 480Watts with
IE3300 10G base and
IE3400 PoE base

IEM-3300-16P= 16 16 N.A. - - N.A. Supported with IE3300
PoE base modules to
provide a total PoE
budget of 360W with
the all GE base and up
to 480Watts with
IE3300 10G PoE base
and IE3400 PoE base

IEM-3300-8S= 8 N.A. 8 - - N.A. N.A.

IEM-3300-8T= 8 8 N.A. - - N.A. N.A.

IEM-3300-16T= 16 16 N.A. - - N.A. N.A.

IEM-3300-6T2S= 8 6 2 - - N.A. N.A.

IEM-3300-14T2S= 16 14 2 - - N.A. N.A.

" PoE modules can only be plugged with PoE base switch. IE3300 expansion modules can also be plugged with IE3400 base switch.
However, this combination prevents support for advanced security feature such as SGT/SGACL on the IE3400 base switch.

" Network Advantage License includes all Network Essentials Features.

Table 4 highlights the hardware specifications for Cisco Catalyst IE3300 Rugged Series switches.

Table 4. IE3300 hardware specifications

Hardware specification Cisco IE-3300- Cisco IE-3300-8P2S- | Cisco IE-3300- |Cisco IE-3300-8U2X-
8T2S-E/ -A E/-A 8T2X-E/ -A E/ -A

PoE power budget Not applicable 360W' (including Not applicable Up to 480W'#

expansion module) (including expansion
module)

Removable storage USB?3, SD card? USB?3, SD card? USB?3, SD card?> USB?3, SD card?

Alarms 2 alarms in, 1 alarm 2 alarms in, 1 alarm 2 alarms in, 1 2 alarms in, 1 alarm
out out alarm out out
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Hardware specification Cisco IE-3300- Cisco IE-3300-8P2S- | Cisco IE-3300- |Cisco IE-3300-8U2X-

8T2S-E/ -A E/-A 8T2X-E/ -A E/ -A

Console ports 1 RS-232 (via RJ- 1 RS-232 (via RJ-45), 1 RS-232 (via 1 RS-232 (via RJ-45),
45), 1 USB Mini 1 USB Mini Type B RJ-45), 1 USB 1 USB Mini Type B
Type B Mini Type B

Power inputs Dual DC power Dual DC power inputs Dual DC power Dual DC power inputs
inputs inputs

"In order to achieve 360W/480W power budget, the minimum power requirements as specified in Table 8 for the switch need to be
considered when selecting the power supply.

2The SD card and USB are optional and are not shipped by default with the switch.

3USB 2.0 to load system images and set configurations.

IEM-3300-8T= |EM-3300-85= |EM-3300-8Ps |EM-3300-6T2S= |EM-3300-14T72S= |EM-3300-16T= IEM-3300-16P= |EM-3300-4MU=

Figure 2.
Expansion modules

Table 5 highlights the hardware configuration for Cisco Catalyst IE3300 Rugged Series modules.

Table 5. Hardware configuration for Cisco Catalyst IE3300 Rugged Series modules

Descriptions Total ports on | Copper (RJ45) | PoE/PoE+ SFP Copper (RJ45) |Total system
expansion ) ports (including
module 100/1000Mbps | 100/1000Mbps | 100/1000Mbps | 1GE/2.5G (with | expansion

up to 802.3bt | jgqyle)
type 4 PoE)

IEM-3300-4MU=" 4 - - - 4 14

IEM-3300-8T= 8 8 = = = 18

IEM-3300-8P= 8 - 8 - - 18

IEM-3300-8S= 8 = = 8 = 18

IEM-3300-16T= 16 16 - - - 26

IEM-3300-16P= 16 = 16 = = 26

IEM-3300-6T2S= 8 6 - 2 - 18

IEM-3300-14T2S= 16 14 = 2 = 26

T Please refer to the conditions for using IEEE 802.3bt type 4 standard power in the Hardware Installation Guide.
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Table 6 highlights the physical configuration for Cisco Catalyst IE3300 Rugged Series switches and modules.

Table 6. IE3300 physical configurations

IE-3300-8T2S-E 6in. X 3.6in. X5.3in. 3.8 Ibs DIN rail
15.2cm. x9.17cm. x 13.5cm 1.7 kg

IE-3300-8T2S-A 6in. X 3.6 in. X 5.3 in. 3.8 Ibs DIN rail
15.2cm. x9.1cm. x 13.5cm 1.7 kg

IE-3300-8P2S-E 6in. X 3.6in. X5.3in. 3.8 lbs DIN rail
15.2cm. x9.17cm. x 13.5cm 1.7 kg

IE-3300-8P2S-A 6in. X 3.6 in. X 5.3 in. 3.8 Ibs DIN rail
15.2cm. x9.1cm. x 13.5cm 1.7 kg

IE-3300-8T2X-E 6in. X 3.8in. X 5.3 in. 3.6 Ibs DIN rail
15.2cm. x9.7cm. x 13.5cm 1.6 kg

IE-3300-8T2X-A 6in. X 3.8in. X 5.3 in. 3.6 lbs DIN rail
15.2cm. x9.7cm. x 13.5cm 1.6 kg

IE-3300-8U2X-E 6in. X4.4in. X5.3in. 4.5 lbs DIN rail
15.2cm.x 11.2cm. x 13.5 2.0 kg
cm

IE-3300-8U2X-A 6in. X4.4in. X5.3in. 4.5 Ibs DIN rail
15.2cm. x 11.2cm. x 13.5 2.0 kg
cm

IEM-3300-4MU= 6in. X 3.6 in. X 5.3 in. 3.0 lbs DIN rail
15.2cm. x9.1Tcm. x 13.5cm 1.4 kg

IEM-3300-8T= 6in. X 2.6 in. X5.3in. 2.0 Ibs DIN rail
15.2cm. x 6.6 cm. x 13.5cm 0.91 kg

IEM-3300-8P= 6in. X 2.6in. X 5.3 in. 2.0 lbs DIN rail
15.2cm. x 6.6 cm. x 13.5cm 0.91 kg

IEM-3300-8S= 6in. X 2.6 in. X5.3in. 2.0 Ibs DIN rail
15.2cm. x 6.6 cm. x 13.5cm 0.91 kg

IEM-3300-16T= 6in. X 3.6 in. X 5.3 in. 2.7 Ibs DIN rail
15.2cm. x9.1Tcm. x 13.5cm 1.2 kg

IEM-3300-16P= 6in. X 3.6 in. X 5.3 in. 2.7 lbs DIN rail
15.2cm. x9.1cm. x 13.5cm 1.2 kg

IEM-3300-6T2S= 6in. X 2.6in. X5.3in. 2.0 Ibs DIN rail
15.2cm. x 6.6 cm. x 13.5cm 0.91 kg

IEM-3300-14T2S= 6in. X 3.6 in. X 5.3 in. 2.7 lbs DIN rail
15.2cm. x9.1cm. x 13.5cm 1.2 kg
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System dimensions
Front view (IE-3300-8T2S / IE-3300-8P2S)
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Module dimensions - Front view
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Single wide expansion modules add 2 inches to the system width effectively.

Double wide expansion modules add 3 inches to the system width effectively.
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Table 7 highlights the performance and scalability features for Cisco Catalyst IE3300 Rugged Series switches.

Table 7. IE3300 performance and scalability features

Cisco IE-3300-8T2S-E/ -A Cisco IE-3300-8T2X-E/ -A
Cisco IE-3300-8P2S-E / -A Cisco IE-3300-8U2X-E / -A

Forwarding rate Line rate for all ports and all packet sizes Line rate for all ports and all packet sizes

Number of queues 8 8

Unicast MAC addresses 16K 16K

Internet Group Management 1K 1K

Protocol (IGMP) multicast

groups

No. of VLANs 256 256

IPv4 Indirect routes’ 3000 3000

IPv6 Indirect routes’ 512 512
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Cisco IE-3300-8T2S-E/ -A Cisco IE-3300-8T2X-E/ -A
Cisco IE-3300-8P2S-E / -A Cisco IE-3300-8U2X-E / -A

Spanning Tree Protocol (STP) 128 128

instances

Access Control Entries 3K 3K

(PACL/VACL/RACL)

DRAM 4 GB 4 GB

Flash [User Accessible] 1.5GB 1.5GB

SD card capacity? 4 GB 4 GB

Jumbo Frames 8996 bytes 8996 bytes

" Supported with -A SKUs or -E SKUs (with Network Advantage license).

2The SD card is optional and is not shipped by default with the switch-

Table 8 highlights the power specifications for Cisco Catalyst IE3300 Rugged Series switches.

Table 8. IE3300 power specifications

Cisco IE-3300-8T2S Cisco IE-3300-8P2S Cisco IE-3300-8T2X Cisco IE-3300-8U2X
-E/-A -E/-A -E/-A -E/-A
Input voltage Redundant DC input Redundant DC input Redundant DC input Redundant DC input
range voltage: 9.6 to 60VDC  voltage: 9.6 to 60VDC voltage: 9.6 to 60VDC voltage: 9.6 to 60VDC
48VDC is required for 48VDC is required for PoE
PoE and 54VDC is and 54VDC is required for
required for PoE+ PoE+ / 4PPoE
Maximum 3.8A 10.5A 4.5A 10.5A

Input current

Power 23W 32W 28W 42W
consumption’

" Power consumption for non PoE supported model is measured at 12V and for the PoE supported model is measured at 54V. Power
consumption does not include PoE power.
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Table 9 highlights the power specifications for supported expansion modules in Cisco Catalyst IE3300 Rugged
Series switches.

Table 9. IEM3300 modules power consumption
T s

IEM-3300-4MU= 20w

IEM-3300-8T= 6W

IEM-3300-8P= 14W

IEM-3300-8S= 19W

IEM-3300-16T= 12W

IEM-3300-16P= 21W

IEM-3300-6T2S= 9w

IEM-3300-14T2S= 16W

T Power consumption for non PoE supported model is measured at 12V and for the PoE supported model is measured at 54V.
Table 10 highlights the power supply options for Cisco Catalyst IE3300 Rugged Series switches.

Table 10. Power supply options

Product Number Wattage Rated nominal input operating | POE/PoE+ support’ | More Details
range

PWR-IES0W-AC= 50W AC 100-240V/1.25A 50-60Hz No
or

DC 125-250V/1.25A

PWR-IE50W-AC-IEC= 50W AC 90-264V No
PWR-IE50W-AC-L= 2 50W AC 100-240V/1.2A 50-60Hz  No
PWR-IE65W-PC-AC= 65W AC 100-240V / 1.4A 50-60Hz  Yes
or
DC 125-250V / 1.0A Click here for
more details on
PWR-IE65W-PC-DC= 65W DC 24-48VDC / 4.5A Yes these DIN Rail
power supplies
PWR-IE170W-PC-AC=  170W AC 100-240V / 2.3A 50-60Hz  Yes
or

DC 125-250V / 2.1A

PWR-IE170W-PC-DC= 170W DC 12-54VDC / 23A Yes
PWR-IE240W-PCAC-L=2 240W AC 100-240V/3.5A 50-60Hz Yes
PWR-IE480W-PCAC-L=2 480W AC 100-240V/6.0A 50-60Hz Yes

"The entire power budget for the switch and PoE ports must stay within the power supply wattage.

2The power supplies are not certified for smart grid and hazardous locations. These power supplies are IP20 rated.
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Table 11 and 12 highlight the supported software features for Cisco Catalyst IE3300 Rugged Series switches.

Table 11.

Network Essentials

License (Perpetual)

Key supported software features (Network Essentials License)

Layer 2 switching

Multicast

Management

Security

Quality of Service (QoS)

IPv6

Layer 3 routing
Industrial Ethernet

Redundancy

Utility
Automation
Industrial Management

10x

IEEE 802.1, 802.3 standard, NTP, UDLD, CDP, LLDP, unicast MAC filter, PAgP, LACP VTPv2,
VTPv3, EtherChannel, Q-in-Q tunneling, voice VLAN, PVST+, MSTP, and RSTP

IGMPv1, v2, v3 snooping, IGMP filtering, IGMP querier

WebUI, MIB, SmartPort, SNMP, syslog, DHCP server, SPAN session, RSPAN, FSPAN, Express
setup, NETCONF, RESTCONF

Port security, 802.1x, Dynamic Host Configuration Protocol (DHCP) snooping, dynamic ARP
inspection, IP source guard, guest VLAN, MAC authentication bypass, 802.1x multidomain
authentication, storm control - unicast, multicast, broadcast, SCP, SSH, SNMPv3, TACACS+,
RADIUS server/client, MAC address notification, BPDU guard, Access Lists
(PACL,VACL,RACL), SUDI 2099 (Secure Unique Device identifier), Full Flexible NetFlow (FNF),
MACsec-128, FIPS 140-2

Ingress policing, rate limit, egress queuing and shaping, auto QoS

IPv6 host support, SNMP over IPv6, HTTP/HTTP(s) over IPv6, SNMP over IPv6, Syslog over
IPv6, DHCPV6 relay source, DHCPv6 bulk lease query (RFC 5460), IPv6 stateless Auto Config
SCP/SSH, Radius, TACACS+, NTP over IPv6, IPv6 VRF aware BGPv6, IPV6 ND cache expire,
IPv6 support for TFTP, IPv6 DNS transport, IPv6 QoS, IPv6é FHS RA Guard, IPv6 FHS DHCPv6
Guard

Inter-VLAN routing, Static routing
CIP Ethernet/IP, IEEE 1588 PTP v2 (default and power)', PROFINET

Resilient Ethernet Protocol (REP) ring, PROFINET-Media Redundancy Protocol (MRP), REP
Preferred, Fast REP

Dying gasp, SCADA protocol classification - GOOSE messaging, MODBUS TCP/IP
YANG, NETCONF, RESTCONF
Layer 2 switching with 1:1 switch Network Address Translation (L2NAT)?

Container (Native Docker), Cyber Vision, Secure Equipment Access

TIE 3300 base systems with GE uplinks support IEEE 1588 PTPv2 with both Default Profile and Power Profile (IEEE C37.238:2011). IE 3300
base systems with 10G uplinks support IEEE 1588 PTPv2 Default Profile only. IEM-3300-4MU expansion module does not support PTP at

this time.

2 Supported on Uplink ports on IE 3300 all GE base systems only.
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Table 12. Key supported software features (Network Advantage License)”

Network Advantage

License (Perpetual)

IP routing Protocols OSPF (IPv4 and IPv6), BGP (v4 and v6), RIP (V1 and V2), ISIS (v4 and v6), EIGRP (v4 and v6),
Policy based routing(PBR), VRRP(v4 and v6), HSRP(v4 and v6), BFD Echo Mode for OSPFv3

Virtualization Vrf-lite

Security MACsec-256

IP Multicast PIM sparse mode (PIM-SM), PIM dense mode (PIM-DM), PIM sparse dense mode, MSDP,

Multicast routing BSR (IPv4/IPv6), Auto RP(IPv4), Embedded RP(IPv6)

“Network Advantage License includes all Network Essentials Features.

Table 13 highlights the details on Cisco Catalyst Center Essentials and Cisco Catalyst Center Advantage
License for Cisco Catalyst IE3300 Rugged Series switches.

Table 13. Cisco IE3300 Cisco Catalyst Center Essentials and Cisco Catalyst Center Advantage license

Cisco Catalyst Cisco Catalyst

Center Center
Essentials Advantage

Element Management Yes Yes

Discovery, Topology, Inventory, software image management, Config Change Audit

Basic Assurance Yes Yes
Health dashboard - Network, Client monitoring; switch and wired client health

monitoring

Assurance and Analytics No Yes

Compliance, Custom Reports, Device 360 and Client 360 -Display device and client
connectivity for granular troubleshooting

Basic Automation Yes Yes

Cisco Network Plug-and-Play application

Element Management No Yes
Patch/SMU
Software-define Access Yes Yes

Extended Node, REP Ring Workflow for Extended Nodes
Cisco Catalyst Center licenses for Industrial Ethernet switches are add-on/optional and not mandatory, and

need to be purchased separately. These do not include Network Tier features. Network Advantage License is a
mandatory requirement on the Switch for Cisco Catalyst Center Advantage License.

© 2024 Cisco and/or its affiliates. All rights reserved. Page 14 of 27







Table 14 highlights the compliance specifications for Cisco Catalyst IE3300 Rugged Series switches.

Table 14. Compliance Specifications’

_

Industrial Automation Control
System

Electromagnetic emissions

Electromagnetic immunity

Industry standards

IEC 62443-4-1
IEC 62443-4-2

FCC 47 CFR Part 15 subpart B Class A
EN 55032/CISPR 32 Class A

VCCI Class A

AS/NZS CISPR 32 Class A

CISPR 11 Class A

ICES 003 Class A

CNS 13438 Class A®

KN 32 Class A3

EN 300 386

CISPR 24 / CISPR 35

EN55024/ EN55035

KN 35

EN 61000-4-2 Electro Static Discharge (air - 15kV, contact - 8kV)
EN 61000-4-3 Radiated RF (10V/m UTP, 20V/m STP)

EN 61000-4-4 Electromagnetic Fast Transients (4kV)

EN 61000-4-5 Surge (2KV/1KV Power, 4KV STP)

EN 61000-4-6 Conducted RF (10Vrms UTP)

EN 61000-4-8 Power Frequency Magnetic Field (1000A/m)

EN 61000-4-10 Damped Oscillatory Magnetic Field (100 A/m)

EN 61000-4-16 Conducted CM Disturbances (30V, Cont/ 300V, 1 sec)
EN 61000-4-17 Ripple Immunity DC Power (10%)

EN 61000-4-18 Damped Oscillatory Wave (2.5kV, TMHz)
EN-61000-4-29 DC Voltage Dips and Interruptions

EN 61000-6-2 Industrial Immunity

EN 61000-6-4 Industrial Emissions

EN 61000-6-1 Light Industrial Immunity

EN 61326-1 Measurement, Control and Laboratory Equipment
EN 61131-2 (EMC - Emission and Immunity)

IEEE 1613 Electric Power Stations Communications Networking
EN/IEC 61850-3 Electric Substations Communications Networking
ODVA Industrial EtherNet/IP

NEMA TS 2-2016

AREMA C and S section 11, 19

IP30
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_

Marine |

Safety standards and
certifications

Operating environment

Storage environment

Humidity

Shock and vibration

Corrosion

DNV Certification according to class guideline DNV-CG-0339
Additional Standards:

IEC 60945, IACS URE10

Marine DNV GL - Ships; High speed and light craft

Information Technology Equipment:

UL/CSA 60950-1, IEC 60950-1 CB with all country deviations
UL/CSA 62368-1, IEC 62368-1 CB with all country deviations
Industrial floor (control equipment):

UL/CSA 61010-2-201

CB report and certificate to IEC/EN 61010-2-201

Hazardous locations:

UL121201(Class |, Div 2, groups A-D)

CSA 213 (Class I, Div 2, groups A-D)

UL/CSA 60079-0, -15 (Class I, Zone 2, Gc/IIC)

IEC 60079-0, -15 |IECEX test report (Class |, Zone 2, Gc/lIC)
EN 60079-0, -15 ATEX certificate (Class |, Zone 2, G¢/lIC) Cabinet enclosure required

Operating temperature:

-40°C to +70°C (40 LFM vented enclosure)

-40°C to +60°C (sealed enclosure)

-40°C to +75°C (Min. 200 LFM fan or blower-equipped enclosure)
+85° C (type tested for 16 hours)

Altitude: up to 15,000 feet

Temperature: -40°C to +85°C degrees
Altitude: 15,000 feet
IEC 60068-2-14

Relative humidity of 5% to 95% non-condensing
IEC 60068-2-78
IEC 60068-2-30

IEC 60068-2-27 (operational shock, 50G, 3ms, half sine)

IEC 60068-2-27 (non-operational shock, 65-80G, 9ms, trapezoidal)
MIL-STD-810, Method 514.4

IEC 60068-2-6 (vibration-sinusiodal, 5Hz-150Hz)

IEC 60068-2-52 (salt fog)2
IEC 60068-2-60 (flowing mixed gas)?
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_

Railway EN50125-1: 2014
EN50125-3 : 2003
EN50121-4 Railway - Signaling and Telecommunications Apparatus
EN50121-3-2 / EN50155 (EMC)

Warranty Five-year limited hardware warranty on all IE3300 product IDs and all Industrial
Ethernet (IE) power supplies. See more information under the Warranty section

" For more detailed information on safety approved power/thermal ratings refer the Hardware Installation Guide.

2|E 3300 10G variants’ compliance approvals pending.

Table 15 highlights Mean-Time-Between-Failures (MTBF) for Cisco Catalyst IE3300 Rugged Series switches.
Table 15. MTBF Information (Telcordia Issue 3)

IE-3300-8T2S-E 633,420
IE-3300-8T2S-A 633,420
IE-3300-8P2S-E 611,350
IE-3300-8P2S-A 611,350
IE-3300-8T2X-E 463,629
IE-3300-8T2X-A 463,629°
IE-3300-8U2X-E 436,034"
IE-3300-8U2X-A 436,034"
IEM-3300-4MU= 1,272,430°
IEM-3300-8T= 3,041,040
IEM-3300-8P= 2,931,233
IEM-3300-8S= 6,810,960
IEM-3300-16T= 1,594,210
IEM-3300-16P= 1,043,520
IEM-3300-6T2S= 3,729,130
IEM-3300-14T2S= 1,865,300

" Figures are Predicted MTBF numbers, measured according to Telcordia Issue 4. The numbers may vary at availability:
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Table 16 highlights information about management and standards for Cisco Catalyst IE3300 Rugged Series

switches.

Table 16. Management and Standards

_

IEEE standards IEEE 802.1D MAC Bridges, STP

IEEE 802.1p Layer2 COS prioritization

IEEE 802.1q VLAN

IEEE 802.1s Multiple Spanning-Trees
IEEE 802.1w Rapid Spanning-Tree
IEEE 802.1x Port Access Authentication

IEEE 802.1AB LLDP

IEEE 802.3ad Link Aggregation (LACP)
IEEE 1588v2 PTP Precision Time Protocol

RFC compliance RFC 768:
RFC 783:

RFC 791

UDP
TFTP

: IPv4 protocol
RFC 792:
RFC 793:
RFC 826:
RFC 854:
RFC 959:

ICMP
TCP
ARP
Telnet
FTP

RFC 1157: SNMPv1

RFC 1901,1902-1907 SNMPv2
RFC 2273-2275: SNMPv3

RFC 2571: SNMP Management
RFC 1166: IP Addresses

RFC 1256: ICMP Router Discovery
RFC 1305: NTP

RFC 951:

BootP
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IEEE 802.3ah T00BASE-X SMF/MMF only
IEEE 802.3x full duplex on T0BASE-T
IEEE 802.3 T0BASE-T specification

IEEE 802.3u 100BASE-TX specification
IEEE 802.3ab 1000BASE-T specification
IEEE 802.3z 1T000BASE-X specification
IEEE 802.3af Power over Ethernet

IEEE 802.3at Power over Ethernet plus

RFC 1492: TACACS+

RFC 1493: Bridge MIB Objects

RFC 1534: DHCP and BOOTP interoperation
RFC 1542: Bootstrap Protocol

RFC 1643: Ethernet Interface MIB

RFC 1757: RMON

RFC 2068: HTTP

RFC 2131, 2132: DHCP

RFC 2236: IGMP v2

RFC 3376: IGMP v3

RFC 2474: DiffServ Precedence

RFC 3046: DHCP Relay Agent Information Option
RFC 3580: 802.1x RADIUS

RFC 4250-4252 SSH Protocol

RFC 5460: DHCPv6 bulk lease query
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_

SNMP MIB objects

802.1X MIB
CISCO-DHCP-SNOOPING-MIB
CISCO-UDLDP-MIB
CISCO-ENVMON-MIB
CISCO-PRIVATE-VLAN-MIB
CISCO-PAE-MIB
Cisco-Port-QoS-MIB
CISCO-ERR-DISABLE-MIB
CISCO- PROCESS-MIB
LLDP-MIB
CiscoMACNotification-MIB
CISCO-CONFIG-COPY-MIB
LLDP-MED-MIB

Bridge-MIB

CISCO-CAR-MIB
CISCO-LAG-MIB
CISCO-SYSLOG-MIB
CISCO-FTP-CLIENT-MIB
CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
CISCO-VLAN-MEMBERSHIP-MIB
Cisco-REP-MIB
CISCO-PORT-STORM-CONTROL-MIB
CISCO-CDP-MIB
CISCO-IP-STAT-MIB
CISCO-LICENSE-MGMT-MIB
CISCO-STP-EXTN-MIB
CISCO-VTP-MIB
IEEE8023-LAG-MIB

SMON-MIB
CISCO-ACCESS-ENVMON-MIB
CISCO-CALLHOME-MIB
CISCO-CONFIG-MAN-MIB
CISCO-FLASH-MIB
CISCO-ENTITY-SENSOR-MIB
IP-MIB

CISCO-PAGP-MIB

© 2024 Cisco and/or its affiliates. All rights reserved.

CISCO-IF-EXTENSION-MIB
CISCO-IMAGE-MIB
CISCO-MEMORY-POOL-MIB
CISCO-PING-MIB
SNMP-TARGET-EXT-MIB
IF_MIB

ENTITY-MIB
LLDP-EXT-PNO-MIB
NOTIFICATION-LOG-MIB
OLD-CISCO-CPU-MIB
ETHERLIKE-MIB
OLD-CISCO-SYSTEM-MIB
OLD-CISCO-MEMORY-MIB
RMON-MIB
SNMP-COMMUNITY-MIB
SNMP-FRAMEWORK-MIB
SNMP-PROXY-MIB
SNMP-MPD-MIB
SNMP-NOTIFICATION-MIB
SNMP-TARGET-MIB
SNMP-USM-MIB
CISCO-DATACOLLECTION-MIB
CISCO-CABLE-DIAG-MIB
CISCO -PORT-SECURITY-MIB
BULK_FILE_MIB

NAC-NAD-MIB
CISCO-ENTITY-ALARAM-MIB
SNMP-VIEW-BASED-ACM-MIB
CISCO-MAC-AUTH-BYPASS-MIB
CISCO-AUTH-FRAMEWORK-MIB
CISCO-BRIDGE-Ext-MIB
SNMPv2-MIB
CISCO-ENTITY-VENDORTYPE-OID-MIB
CISCO-PRODUCTS-MIB
IP-FORWARD-MIB
BGP-CISCO-BGP-MIBv2
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Table 17 highlights information about supported SFPs for Cisco Catalyst IE3300 Rugged Series switches and
IEM3300 Datasheet.

Table 17. SFP Support

Part number Specifications | SFP Temperature | Maximum Dom Cisco IE- |Cisco IE-
distance support 3300-8T2X
Cisco IE-
Cisco IE- |3300-8U2X
3300-
8P2S
GLC-FE-100FX- T100BASE-FX FE IND 2 km Multimode No Supported Supported?
RGD= fiber
(MMF)
GLC-FE-100LX- T100BASE- FE IND 10 km Single- No Supported Supported?
RGD= LX10 Mode
Fiber
(SMF)
GLC-FE-100FX= T100BASE-FX FE COM 2 km MMF No Supported Supported?
GLC-FE-100LX= 100BASE- FE COM 10 km SMF No Supported Supported?
LX10
GLC-FE-100EX= 100BASE-EX FE COM 40 km SMF No Supported Supported?
GLC-FE-100ZX= 100BASE-ZX FE COM 80 km SMF No Supported Supported?
GLC-FE-100BX-U= 100BASE- FE COM 10 km SMF No Supported Supported?
BX10
GLC-FE-100BX-D= 100BASE- FE COM 10 km SMF No Supported Supported?
BX10
GLC-SX-MM-RGD= 1000BASE-SX GE IND 220-550 MMF Yes Supported Supported
m
GLC-LX-SM-RGD= 1000BASE- GE IND 550 m / MMF / Yes Supported Supported
LX/LH 10 km SMF
GLC-ZX-SM-RGD= 1000BASE-ZX GE IND 70 km SMF Yes Supported Supported
SFP-GE-S= T000BASE-SX GE EXT 220-550 MMF Yes Supported Supported
m
SFP-GE-L= 1000BASE- GE EXT 550 m/ MMF / Yes Supported -
LX/LH 10 km SMF
SFP-GE-2Z= 1000BASE-ZX GE EXT 70 km SMF Yes Supported -
GLC-BX-U= T1000BASE- GE COM 10 km SMF Yes Supported Supported
BX10
GLC-BX-D= T1000BASE- GE COM 10 km SMF Yes Supported Supported
BX10
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Part number

GLC-SX-MM=

GLC-LH-SM=

GLC-ZX-SM=

GLC-EX-SMD=

GLC-TE=

GLC-BX40-U-I=

GLC-BX40-D-I=

GLC-BX40-DA-I=

GLC-BX80-U-I=

GLC-BX80-D-I=

GLC-SX-MMD=

GLC-LH-SMD=

GLC-ZX-SMD=

GLC-T-RGD=

SFP-10G-LR-X

SFP-10G-SR

SFP-10G-SR-X

SFP-10G-LR

Specifications

1000BASE-SX

1000BASE-
LX/LH

T000BASE-ZX

T000BASE-EX

1000BASE-T

1000BASE-
BX40

1000BASE-
BX40

1000BASE-
BX40

1000BASE-
BX80

1000BASE-
BX80

T000BASE-SX

1000BASE-
LX/LH

T1000BASE-ZX

1000BASE-T

10GBASE-LR

10GBASE-SR

10GBASE-SR

10GBASE-LR

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

10GE

10GE

10GE

10GE
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Temperature | Maximum | Cable

COM

COM

COM

COM

EXT

IND

IND

IND

IND

IND

EXT

EXT

EXT

IND

EXT

COM

EXT

COM

distance

220-550
m

550 m /
10 km

70 km

40 km

100 m

40km

40km

40km

80km

80km

550m

550m/10k
m

70km

100m

10km

400m

400m

10km

MMF

MMF /
SMF

SMF
SMF
Catbe

SMF

SMF

SMF

SMF

SMF

MMF

MMF/SMF

SMF
Copper
SMF
MMF
MMF

SMF

Dom
support

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

NA

Yes

Yes

Yes

Yes

Cisco IE-
3300-
8T2S

Cisco IE-
3300-
8P2S

Supported

Supported

Supported
Supported
Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported
Supported

Not
Applicable

Cisco IE-
3300-8T2X

Cisco IE-
3300-8U2X

Supported

Supported
Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported
Supported
Supported
Supported
Supported

Supported
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Part number

SFP-10G-ER

SFP-10G-BXD-I

SFP-10G-BXU-I

SFP-10G-BX40D-I

SFP-10G-BX40U-I

SFP-H10G-CUxM

SFP-10G-ZR

CWDM-SFP10G-

1470

DWDM-SFP10G-

3033

SFP-10G-LRM

SFP-10G-LR-S

SFP-10G-ER-I=

SFP-10G-ZR-I=3

GLC-BX-U-I=

GLC-BX-D-I=

CWDM-SFP-1470

CWDM-SFP-1610

Specifications

10GBASE-ER

10GBASE-
BX10

T10GBASE-
BX10

10GBASE-
BX40

10GBASE-
BX40

10G Passive
Twinax

10GBASE-ZR

10GBASE-ZR

10GBASE-
DWDM

10GBASE-LR

10GBASE-LR

10GBASE-ER

10GBASE-ZR

1000BASE-BX

1000BASE-BX

1000BASE-
CWDM

1000BASE-
CWDM

10GE

10GE

10GE

10GE

10GE

10GE

10GE

10GE

10GE

10GE

10GE

10GE

10GE

GE

10GE

10GE
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Temperature | Maximum | Cable

COM

IND

IND

IND

IND

COM

COM

COM

COM

COM

COM

IND

IND

IND

IND

COM

COM

distance

40km

10km

10km

40km

40km

Tm/3m/5
m

80km

80km

80km

220-300
m

10km

40km

80km

10km

10km

80km

80km

SMF

SMF

SMF

SMF

SMF

Twinax

SMF

SMF

SMF

MMF

SMF

SMF

SMF

SMF

SMF

SMF

SMF

Dom
support

Yes

Yes

Yes

Yes

Yes

NA

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Cisco IE-
3300-
8T2S

Cisco IE-
3300-
8P2S

Supported
Supported

Supported

Supported

Cisco IE-
3300-8T2X

Cisco IE-
3300-8U2X

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported

Supported
Supported
Supported
Supported
Supported

Supported

Supported
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Part number Specifications | SFP Temperature | Maximum | Cable Dom Cisco IE- |Cisco IE-

distance support | 3300- 3300-8T2X
8T2S i
Cisco IE-
Cisco IE- |3300-8U2X
3300-
8P2S
CWDM-SFP-1530 1000BASE- 10GE COM 80km SMF Yes Supported Supported
CWDM
CWDM-SFP-1490 1000BASE- 10GE COM 80km SMF Yes Supported Supported
CWDM
DWDM-SFP-3033 1000BASE- 10GE COM 80km SMF Yes Supported Supported
DWDM
DWDM-SFP-3112 T1000BASE- 10GE COM 80km SMF Yes Supported Supported
DWDM

T1f non-industrial SFPs (EXT, COM) are used, the switch operating temperature must be derated.
2 Supported only on Expansion modules with SFP downlink port option when paired with IE 3300 10G Uplinks Variants.

3This SFP will derate the switch by 6°C

Ordering information

Table 18 lists the ordering information for fixed system, expansion modules and memory that are commonly
used with the Cisco Catalyst IE3300 switches.

Table 18. Ordering information

IE-3300-8T2S-E Catalyst IE3300 with 8 GE Copper and 2 GE SFP, Modular, Network Essentials
IE-3300-8P2S-E Catalyst IE3300 with 8 GE PoE+ and 2 GE SFP, Modular, Network Essentials
IE-3300-8T2S-A Catalyst IE3300 with 8 GE Copper and 2 GE SFP, Modular, Network Advantage
IE-3300-8P2S-A Catalyst IE3300 with 8 GE PoE/PoE+ and 2 GE SFP, Modular, Network Advantage
IE-3300-8T2X-E Catalyst IE3300 with 8 GE Copper and 2 10G SFP, Modular, Network Essentials
IE-3300-8T2X-A Catalyst IE3300 with 8 GE Copper and 2 10G SFP, Modular, Network Advantage
IE-3300-8U2X-E Catalyst IE3300 with 8 GE Copper (4PPoE) and 2 10G SFP, Modular, Network Essentials
IE-3300-8U2X-A Catalyst IE3300 with 8 GE Copper (4PPoE) and 2 10G SFP, Modular, Network Advantage
IEM-3300-4MU= Catalyst IE3300 with 4 2.5G Copper (4PPoE), Expansion Module

IEM-3300-8T= Catalyst IE3300 with 8 GE Copper ports, Expansion Module

IEM-3300-8P= Catalyst IE3300 w/ 8 GE PoE/PoE+ Copper ports, Expansion Module

IEM-3300-8S= Catalyst IE3300 with 8 GE SFP ports, Expansion Module
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Product ID detail

IEM-3300-16T=

IEM-3300-16P=

IEM-3300-6T2S=

IEM-3300-14T2S=

SD-IE-4GB=

STK-RACK-DINRAIL=

IE3300-NW-A=

IE3300-DNA-E

IE3300-DNA-E-3Y

IE3300-DNA-E-5Y

IE3300-DNA-E-7Y

IE3300-DNA-A

IE3300-DNA-A-3Y

IE3300-DNA-A-5Y

IE3300-DNA-A-7Y

LIC-MRP-MGR-XE="

LIC-MRP-CLIENT-XE="

Catalyst IE3300 with 16 GE Copper ports, Expansion Module
Catalyst IE3300 with 16 GE PoE/PoE+ Copper, Expansion Module
Catalyst IE3300 with 6GE Copper + 2GE SFP, Expansion Module
Catalyst IE3300 with 14GE Copper + 2GE SFP, Expansion Module
IE 4GB SD memory card for IE

19” DIN Rail mount kit

Network Advantage License for IE3300, Perpetual

Cisco Catalyst Center Essentials license for IE3300 Series

IE 3300 Cisco Catalyst Center Essentials, 3 Year Term license

IE 3300 Cisco Catalyst Center Essentials, 5 Year Term license

IE 3300 Cisco Catalyst Center Essentials, 7 Year Term license
Cisco Catalyst Center Advantage license for IE3300 Series

IE 3300 Cisco Catalyst Center Advantage, 3 Year Term license

IE 3300 Cisco Catalyst Center Advantage, 5 Year Term license

IE 3300 Cisco Catalyst Center Advantage, 7 Year Term license
MRP Ring Manager License

MRP Ring Client License

“MRP Feature Licenses are not required from release 10S XE 17.7.1 onwards. Please refer to the IOS XE 17.7.1 Release Notes.

Warranty

Five-year limited HW warranty on all IE3300 PIDs and all IE Power Supplies (see table 10 above) See link below
for more details on warranty https://www.cisco.com/c/en/us/products/warranties/warranty-doc-c99-

740591.html.
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Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section of

Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Sustainability topic -
Information on product material content laws and regulations Materials

Information on electronic waste laws and regulations, including products, batteries, and packaging WEEE compliance

Reference links to product-specific environmental sustainability information that is mentioned in relevant
sections of this data sheet are provided in the following table:

Power
Power specifications and consumption Table 8. IE3300 power specifications

Environmental Characteristics

Operating temperature, industry standards, EMC emissions Table 14. Compliance Specifications
Material
Unit Weight Table 6. IE3300 physical configurations

Cisco makes the packaging data available for informational purposes only. It may not reflect the most current
legal developments, and Cisco does not represent, warrant, or guarantee that it is complete, accurate, or up to
date. This information is subject to change without notice.

Cisco Services
https://www.cisco.com/web/services/.

Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business
transformation and help you stay competitive. We can help you reduce the total cost of ownership, conserve
capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can help you
acquire hardware, software, services and complementary third-party equipment in easy, predictable
payments. Learn more.
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Document history

New or Revised Topic Described In _

DNA name change to Catalyst Center, Temperature Range change Entire Datasheet, Compliance October 19, 2023
for Blower Cabinet, Addition of UL60101 Specification

Updated AREMA Certification, DNV GL, Railway certifications, Table 14, Table 17 December 19, 2022
SFP-10G-ZR-I= supporting footnote added

Updated IPv6 Ready Logo, BFD Feature, Cisco Catalyst Center Table 1, 12, 13, 17, Cisco October 29, 2021

License information, SFP support, Cisco Environmental Environmental Sustainability
Sustainability information

Updated orderability date and included SFP-10G-SR-X on SFP Table 3, 5, 17, 1

17,18 January 01, 2021
support

Updated Cisco Catalyst Center license information to indicate that Table 13 January 04, 2021
Cisco Catalyst Center Essentials license includes Cisco Catalyst
Center assurance, Device 360"

Added IEC 60068-2-6 (vibration-sinusiodal, 5Hz-150Hz); added Tables 2, 3,12, 14 and 18 November 18, 2020
clarification that Network Essentials is included in Network
Advantage

Added measures in metric system; updated name of standard: EN Table 6 and Table 14 October 06, 2020
61000-4-10 Damped Oscillatory Magnetic Field (100 A/m) and
removed "test in progress" from IEEE 1613 & EN/IEC 61850-3

Updated whole document to include information on new PIDs: IE- Introduction, System July 08, 2020
3300-8T2X; IE-3300-8U2X & IEM-3300-4MU= Dimensions and Tables 1, 3,

4,5,6,7,8,9,11, 14, 15,

17,18
Updated hardware configurations Table 3 December 17, 2019
Updated power specifications and power consumption Table 8 and Table 9 December 17, 2019
Added PWR-IE50W-AC-IEC= to Power Supply Options; Added Table 10 and Table 11 December 17, 2019

details on IPv6 support and PROFINET support on key supported
software features

Updated key supported software features: IP protocols, IP Table 12 December 17, 2019
Multicast

Updated Management and Standards: RFC 5460 and SNMP MIB Table 16 December 17, 2019
objects
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The Cisco Catalyst® IE3400 Rugged Series ushers in mainstream adoption of advanced
Gigabit Ethernet connectivity in a compact form-factor, modular switch purpose-built for
a wide variety of extended enterprise and industrial applications.

Product overview

The Cisco Catalyst IE3400 Rugged Series switches deliver advanced, high-speed Gigabit Ethernet connectivity
in a compact form factor, and are designed for a wide range of industrial applications where hardened products
are required. The modular design of the Cisco Catalyst IE3400 Rugged Series offers the flexibility to expand up
to 26 ports of Gigabit Ethernet with a range of expansion module options. The platform is built to withstand
harsh environments in manufacturing, energy, transportation, mining, smart cities, and oil and gas. The IE3400
platform is also ideal for extended enterprise deployments in outdoor spaces, warehouses, and distribution
centers.

The IE3400 Series runs Cisco I0S° XE, a next-generation operating system with built-in security and trust,
featuring secure boot, image signing, and the Cisco® Trust anchor module. Cisco I0S XE also provides API-
driven configuration with open APIs and data models.

The Cisco Catalyst IE3400 Rugged Series can be managed with powerful management tools such as

Cisco Catalyst Center, and can be easily set up with a completely redesigned, user-friendly, modern GUI tool
called WebUI. The platform also supports Full Flexible NetFlow (FNF) for real-time visibility into traffic patterns
and threat analysis with Cisco Secure Network Analytics®.

The Cisco Catalyst IE3400 Rugged Series offers edge compute capabilities to run 10x applications, enabling
new capabilities in the OT network with no impact on switching performance. Choose between Cisco Cyber
Vision to improve visibility of connected industrial assets or provide secure Zero-Trust Network Access (ZTNA)
to industrial assets at scale with Secure Equipment Access.

Robust Resiliency enabled by feature such as Media Redundancy Protocol (MRP), Resilient Ethernet Protocol
(REP), Device Level Ring (DLR) and dual-input power supplies.

The IE3400 series (with expansion module) supports power budget of up to 480W for PoE/PoE+, shared across
24 ports, and is ideal for connecting PoE-powered end devices such as IP cameras, phones, wireless access
points, sensors, and more.

Figure 1.
Cisco Catalyst IE3400 Rugged Series
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Features and benefits

Table 1. IE3400 Features and benefits

Robust industrial design

Full Gigabit Ethernet
interfaces

High-density industrial
Power over Ethernet (PoE)

User-friendly WEB-based
Ul (WebUI)

SwapDrive zero-
configuration
replacement

Full Flexible NetFlow (FNF)

Advanced Data plane
features

IPv6 Ready Logo

o Built for harsh environments and temperature ranges (-40°C to +75°C)

e Fanless, convection-cooled with no moving parts for extended durability

e Hardened for vibration, shock and surge, and electrical noise immunity

e Complies with multi-industry specifications for automation, ITS, and substation environments
e Improves uptime, performance, and safety of industrial systems and equipment

« Covers a wide range of Power over Ethernet (PoE) application requirements

e Alarm 1/O for monitoring and signaling to external equipment

e Provides secure access for new high-speed applications in the industrial space

o Packs up to 10 ports of GE - 2x1 Gigabit Small Form-Factor Pluggable (SFP) uplinks plus 8x1 Gigabit
Copper or PoE+ RJ45 downlinks in a small form-factor base system

o Expandable to 26 ports of GE by attaching one of 10 compatible modules (copper, fiber options)

« Connects high-speed wireless access points (802.11n, 802.11ac)

« Enables High-Definition (HD) IP cameras and Programmable Logic Controllers (PLC)

e Supports delay-sensitive applications and time-sensitive networks

o Delivers multiple rings and redundant ring topology for new network configurations

e Extends geographical scalability where longer-distance connectivity is required

e Supports up to 24 PoE/PoE+ ports or up to 8 PoE/PoE+ Ports and 4 “802.3bt type 4” Ports with the
2.5G expansion module [System Power budget - 480W]

e Controls costs by limiting wiring, distribution panels, and circuit breakers

e Reduces equipment needs, thus requiring less space and reducing heat dissipation

e Enables ready-to-use PoE devices, such as IP phones, cameras, and wireless access points

o Allows for easy configuration and monitoring
o Eliminates the need for more complex terminal emulation programs

e Reduces the cost of deployment

e True zero-configuration and simple switch replacement in case of a failure
e No networking expertise required

e Helps ensure fast recovery

e Provides enhanced flow and threat visibility

e Enables optimization of the network infrastructure, reduces operation costs, and improves capacity
planning and security incident detection

e Parallel redundancy protocol (PRP)’
e Advanced Security with SGT/SGACL

e IPv6 Ready Logo Certified

" Parallel Redundancy Protocol (PRP) is available on IE3400 base switch on select ports only (Gig1/1 - Gig1/4). Single instance of PRP is

supported.

© 2024 Cisco and/or its affiliates. All rights reserved. Page 4 of 25







Products overview
Table 2.  Product feature sets
IE3000 IE3400 Network Essentials’, Network Advantage'’

"The Hardware PID with “-E” suffix is Network Essentials and with “-A” suffix is Network Advantage. Network Advantage License includes
all Network Essentials Features.

Product specifications

Table 3 highlights the hardware configuration for Cisco Catalyst IE3400 Rugged Series switches and the
supported modules with these switches.

Table 3.  IE3400 Hardware configurations (incl. IE3400 and IE3300 modules)

Product number® 10/100/1000 100/1000 | 1GE/2.5G RJ45 | Software license | PoE/
RJ45 Copper Copper ports (Default)”
ports PoE (+) budget
IE-3400-8T2S-E 10 8 2 N.A. Network N.A.
Essentials
IE-3400-8T2S-A 10 8 2 N.A. Network N.A.
Advantage
IE-3400-8P2S-E 10 8 2 N.A. Network 240W (base), 480W
Essentials (with expansion
module)
IE-3400-8P2S-A 10 8 2 N.A. Network 240W (base), 480W
Advantage (with expansion
module)
IEM-3400-8T= 8 8 N.A. N.A. N.A. N.A.
IEM-3400-8S= 8 N.A. 8 N.A. N.A. N.A.
IEM-3400-8P= 8 8 N.A. N.A. N.A. Supported with

IE3400 PoE base
modules only to
provide a total PoE
budget of 480W

IEM-3300-8P= 8 8 N.A. N.A. N.A. Supported with
IE3400 PoE base
modules to provide a
total PoE budget of
480W

IEM-3300-16P

n
-
(e}

16 N.A. N.A. N.A. Supported IE3400
PoE base modules to
provide a total PoE
budget of 480W

IEM-3300-8S= 8 N.A. 8 N.A. N.A. N.A.
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Product number® Total 10/100/1000 100/1000 | 1GE/2.5G RJ45 Software license | PoE/

ports r;g:tss Copper Copper ports (Default)™ POE (+) budget
IEM-3300-8T= 8 8 N.A. N.A. N.A. N.A.
IEM-3300-16T= 16 16 N.A. N.A. N.A. N.A.
IEM-3300-6T2S= 8 6 2 N.A. N.A. N.A.
IEM-3300-14T2S= 16 14 2 N.A. N.A. N.A.
IEM-3300-4MU= 4 N.A. N.A. 4 N.A. Supported IE3400

PoE base modules to
provide a total PoE
budget of 480W

" PoE modules can only be plugged with PoE base switch. IE3300 expansion modules can also be plugged with IE3400 base switch.
However, this combination prevents support for advanced security feature such as SGT/SGACL on the IE3400 base switch.

" Network Advantage License includes all Network Essentials features.

Table 4 highlights the hardware specifications for Cisco Catalyst IE3400 Rugged Series switches.

Table 4. IE3400 hardware Specifications

Hardware specifications Cisco IE-3400-8T2S-E/ -A Cisco IE-3400-8P2S-E/ -A

PoE power budget Not applicable 480W' (including expansion module)
Removable storage USB23, SD card? USB23, SD card?

Alarms 2 alarms in, 1 alarm out 2 alarms in, 1 alarm out

Console ports 1 RS-232 (via RJ-45), 1 USB Mini Type B 1 RS-232 (via RJ-45), 1 USB Mini Type B
Power inputs Dual DC power input Dual DC power input

" In order to achieve 480W power budget, the minimum power requirements as specified in Table 8 for the switch need to be considered
when selecting the power supply.

2The USB and SD card are optional and are not shipped by default with the switch.

3 USB 2.0 to load system images and set configurations

EEM-3300-8T= IEM-3300-8P= |EM-3300-8S= IEM-3300-6T2S= IEM-3300-14T2S= |EM-3300-16T= EEM-3300-16P= EM-3400-8T= IEM-3400-8P= |EM-3400-8S~

Figure 2.
Expansion modules
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Table 5 highlights the hardware configuration for Cisco Catalyst IE3400 Rugged Series modules.

Table 5. Hardware configuration for Cisco Catalyst IE3300 and IE3400 Rugged Series modules

Product ID Total ports | Copper | POE/PoE+ Copper (RJ45) Total system ports
on . (including expansion
e 0z 30t ype 4 Pop) | M)

IEM-3400-8T= 8 8 - - - 18

IEM-3400-8S= 8 = = 8 = 18

IEM-3400-8P= 8 - 8 - - 18

IEM-3300-8P= 8 = 8 = = 18

IEM-3300-16P= 16 - 16 - - 26

IEM-3300-8S= 8 = = 8 = 18

IEM-3300-8T= 8 8 - - - 18

IEM-3300-16T= 16 16 = = = 26

IEM-3300-6T2S= 8 6 - 2 - 18

IEM-3300-14T2S= 16 14 = 2 = 26

IEM-3300-4MU=" 4 - - - 4 14

" Please refer to the conditions for using IEEE 802.3bt type 4 standard power in the Hardware Installation Guide

Table 6 highlights the physical configuration for Cisco Catalyst IE3400 Rugged Series switches and modules.

Table 6.  IE3400 physical configurations

IE-3400-8T2S-E 6in. X 3.6in. X 5.3 in. 3.8 lbs DIN rail
15.2 cm. x 9.1 cm. x 13.5cm 1.7 Kg

IE-3400-8T2S-A 6in. X 3.6 in. X 5.3 in. 3.8 Ibs DIN rail
15.2cm. x 9.1 cm. x 13.5cm 1.7 Kg

IE-3400-8P2S-E 6in. X 4.4 in. X 5.3 in. 5.0 Ibs DIN rail
15.2cm. x 11.2 cm. x 13.5cm 2.3 Kg

IE-3400-8P2S-A 6in. X 4.4 in. X 5.3 in. 5.0 Ibs DIN rail
15.2cm. x 11.2 cm. x 13.5cm 2.3 Kg

IEM-3300-8T= 6in. X 2.6 in. X 5.3 in. 2.0 Ibs DIN rail
15.2 cm. x 6.6 cm. x 13.5cm 0.9 Kg
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IEM-3300-8S= 6in. X 2.6 in. X 5.3 in. 2.0 Ibs DIN rail
15.2 cm. x 6.6 cm. x 13.5cm 0.9 Kg
IEM-3300-16T= 6in. X 3.6 in. X 5.3 in. 2.7 Ibs DIN rail
15.2cm. x 9.1 cm. x 13.5¢cm 1.2 Kg
IEM-3300-6T2S= 6in. X 2.6 in. X 5.3 in. 2.0 Ibs DIN rail
15.2 cm. x 6.6 cm. x 13.5cm 0.9 Kg
IEM-3300-14T2S= 6in. X 3.6 in. X 5.3 in. 2.7 Ibs DIN rail
15.2cm. x 9.1 cm. x 13.5¢cm 1.2 Kg
IEM-3300-8P= 6in. X 2.6 in. X 5.3 in. 2.0 Ibs DIN rail
15.2 cm. x 6.6 cm. x 13.5cm 0.9 Kg
IEM-3300-16P= 6in. X 3.6in. X5.3in. 2.7 lbs DIN rail
15.2cm. x 9.1 cm. x 13.5cm 1.2 Kg
IEM-3400-8T= 6in. X 2.6 in. X 5.3 in. 2.0 Ibs DIN rail
15.2 cm. x 6.6 cm. x 13.5cm 0.9 Kg
IEM-3400-8S= 6in. X 3.6in. X5.3in. 3.6 lbs DIN rail
15.2cm. x 9.1 cm. x 13.5cm 1.6 Kg
IEM-3400-8P= 6in. X 2.6 in. X 5.3 in. 2.0 Ibs DIN rail
15.2 cm. x 6.6 cm. x 13.5cm 0.9 Kg
IEM-3300-4MU= 6in. X 3.6 in. X 5.3 in. 3.0 lbs DIN rail
15.2cm. x 9.1 cm. x 13.5cm 1.4 Kg
System dimensions
Front view <IE3400 Non-PoE>
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Front View <IE3400 PoE>
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Table 7 highlights the performance and scalability features for Cisco Catalyst IE3400 Rugged Series switches.

Table 7. IE3400 performance and scalability features

e T T T S
Forwarding rate Line rate for all ports and all packet sizes Line rate for all ports and all packet sizes
Number of queues 8 8
Unicast MAC addresses 16K 16K
Internet Group Management 1K 1K

Protocol (IGMP multicast groups)

No. of VLANs 256 256
IPv4 Indirect routes’ 3000 3000
IPv6 Indirect routes’ 512 512
Spanning Tree Protocol (STP) 128 128
instances

Access Control Entries 3K 3K
(PACL/VACL/RACL)

DRAM 4 GB 4 GB
Flash [User Accessible] 1.5 GB 1.5GB
SD card capacity? 4 GB 4 GB
Jumbo Frames 2000 bytes 2000 bytes

" Supported with -A SKUs or -E SKUs (with Network Advantage license).

2The SD card is optional and is not shipped by default with the switch.

Table 8 highlights the power specifications for Cisco Catalyst IE3400 Rugged Series switches.
Table 8. IE3400 power specifications

_ Cisco IE-3400-8T2S-E/-A Cisco IE-3400-8P2S-E/-A

Input voltage range Redundant DC input voltage: 9.6 to 60VDC Redundant DC input voltage: 9.6 to 60VDC

48VDC is required for PoE and 54VDC is
required for PoE+

Input current 6.3A 10.6A
Power consumption’ 36W 47W

T Power consumption for non PoE supported model is measured at 12V and for the PoE supported model is measured at 54V. Power
consumption does not include PoE power.
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Table 9 highlights the power specifications for supported expansion modules in Cisco Catalyst IE3400 Rugged

Series switches.

Table 9. IEM3300/IEM3400 expansion modules power consumption

IEM-3300-8T=

IEM-3300-8S=

IEM-3300-16T=

IEM-3300-6T2S=

IEM-3300-14T2S=

IEM-3300-8P=

IEM-3300-16P

IEM-3400-8T=

IEM-3400-8S=

IEM-3400-8P=

IEM-3300-4MU=

6W

19W

12W

9w

16W

14W

21W

12W

27W

20w

20W

" Power consumption for non PoE supported model is measured at 12V and for the PoE supported model is measured at 54V. Power

consumption does not include PoE power.

Table 10 highlights the power supply options for Cisco Catalyst IE3400 Rugged Series switches.

Table 10. Power supply options

Product ID Rated nominal input operating range | PoE/PoE+ support’

PWR-IE50W-AC=

PWR-IE50W-AC-IEC=

PWR-IE50W-AC-L=2

PWR-IE65W-PC-AC=

PWR-IE65W-PC-DC=

PWR-IE170W-PC-AC=

PWR-IE170W-PC-DC=

© 2024 Cisco and/or its affiliates. All rights reserved.

50W

50W

65W

65W

170W

170W

AC 100-240V/1.25A 50-60Hz
or
DC 125-250V/1.25A

AC 90-264V

AC 100-240V/1.0A 50-60Hz

AC 100-240V/1.4A 50-60Hz
or
DC 125-250V/1.0A

DC 24-48VDC/4.5A

AC 100-240V/2.3A 50-60Hz
or
DC 125-250V/2.1A

DC 12-54VDC/23A

No

No

Yes

Yes

Yes

Yes

Click here for
more details on
these DIN Rail
power supplies
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Product ID Wattage |Rated nominal input operating range |PoE/PoE+ support’ | More Details

PWR-IE240W-PCAC-L=2  240W AC 100-240V/2.5A 50-60Hz

PWR-IE480W-PCAC-L=2  480W AC 100-240V/5.0A 50-60Hz Yes

" The entire power budget for the switch and PoE ports must stay within the power supply wattage.
2 The power supplies are not certified for smart grid and hazardous locations. These power supplies are IP20 rated.

Table 11 and 12 highlights the supported software features for Cisco Catalyst IE3400 Rugged Series switches.
Table 11. Key supported software features (Network Essentials License)

Network Essentials

License (Perpetual)

Layer 2 switching IEEE 802.1, 802.3 standard, NTP, UDLD, CDP, LLDP, unicast MAC filter, PAgP, LACP VTPv2,
VTPv3, EtherChannel, Q-in-Q tunneling, voice VLAN, PVST+, MSTP, and RSTP

Multicast IGMPv1, v2, v3 snooping, IGMP filtering, IGMP querier

Management WebUI, MIB, SmartPort, SNMP, syslog, DHCP server, SPAN session, RSPAN, FSPAN,

Express setup, NETCONF, RESTCONF

Security Port security, 802.1x, Dynamic Host Configuration Protocol (DHCP) snooping, dynamic ARP
inspection, IP source guard, guest VLAN, MAC authentication bypass, 802.1x multidomain
authentication, storm control - unicast, multicast, broadcast, SCP, SSH, SNMPv3, TACACS+,
RADIUS server/client, MAC address notification, BPDU guard, Access
Lists(PACL/RACL/VACL), SUDI 2099 (Secure Unique Device identifier), Full Flexible NetFlow
(FNF), MACsec-128, FIPS 140-2

Quality of Service (QoS) Ingress policing, rate limit, egress queuing/shaping, auto QoS

IPv6 IPv6 host support, SNMP over IPv6, HTTP/HTTP(s) over IPv6, SNMP over IPv6, Syslog over
IPv6, DHCPV6 relay source, DHCPv6 bulk lease query (RFC 5460), IPv6 stateless Auto
Config, SCP/SSH, Radius, TACACS+, NTP over IPv6, IPv6 VRF aware BGPv6, IPV6 ND cache
expire, IPv6 support for TFTP, IPv6 DNS transport, IPv6 QoS, IPv6 FHS RA Guard, IPv6 FHS
DHCPv6 Guard

Layer 3 routing Inter-VLAN routing, Static routing
Industrial Ethernet CIP Ethernet/IP, 3IEEE 1588 PTP v2 (default and power), PROFINET
Redundancy Resilient Ethernet Protocol (REP) ring, PROFINET-Multi Ring Protocol (MRP), REP Negotiated,

Fast REP, Parallel redundancy protocol (PRP)2, PTP over PRP, High-Availability Seamless
Redundancy (HSR-SAN), Device Level Ring

Utility Dying gasp, SCADA protocol classification - GOOSE messaging, MODBUS TCP/IP
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Network Essentials
License (Perpetual)

Automation YANG, NETCONF, RESTCONF
Industrial Management Layer 2 switching with 1:1 switch Network Address Translation (L2NAT)'
10x Container (Native Docker), Cyber Vision, Secure Equipment Access

" Supported on Uplink ports.

2 Parallel Redundancy Protocol (PRP) is available on IE3400 base switch on select ports only (Gig1/1 - Gig1/4). Single instance of PRP is
supported.

3 [IEM-3300-4MU expansion module does not support PTP.

Table 12. Key supported software features (Network Advantage License)”

Network Advantage
License (Perpetual)

IP routing Protocols OSPF (IPv4 and IPv6), BGP (v4 and v6), ISIS (v4 and v6), RIP (v1 and v2), EIGRP (v4 and v6),
Policy based routing (PBR) VRRP (v4 and v6) HSRP (v4 and v6) BFD Echo Mode for
OSPFv3

Virtualization Vrf-lite

Security MACsec-256, SGT/SGACL'’

IP Multicast PIM sparse mode (PIM-SM), PIM dense mode (PIM-DM), and PIM sparse-dense mode,

MSDP, Multicast routing BSR (IPv4/IPv6), Auto RP (IPv4), Embedded RP (IPv6)
" Network Advantage License includes all Network Essentials features.
"SGT/SGACL is supported on IE3400 base switch and only on IEM-3400 expansion modules.

Table 13 highlights the details on Cisco Catalyst Center Essentials and Cisco Catalyst Center Advantage
License for Cisco Catalyst IE3400 Rugged Series switches.

Table 13. Cisco IE3400 Cisco Catalyst Center Essentials and Cisco Catalyst Center Advantage license

Cisco Catalyst Center |Cisco Catalyst Center

Essentials Advantage

Element Management Yes Yes
Discovery, Topology, Inventory, software image management,

Config Change Audit

Basic Assurance Yes Yes
Health dashboard - Network, Client monitoring; switch and wired client

health monitoring

Assurance and Analytics No Yes

Compliance, Custom Reports, Device 360 and Client 360 -Display
device and client connectivity for granular troubleshooting
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Cisco Catalyst Center |Cisco Catalyst Center
Essentials Advantage

Basic Automation Yes Yes

Cisco Network Plug-and-Play application

Element Management No Yes
Patch/SMU
Software-defined Access Yes Yes

Extended Node, REP Ring Workflow for Extended Nodes

Software-defined Access No Yes

Policy based automation and assurance for wired clients, IE3400 can
function as an SD-Access Policy extended node in a REP ring
Workflow

Cisco Catalyst Center licenses for Industrial Ethernet switches are add-on/optional and not mandatory, and
need to be purchased separately. These do not include Network Tier features. Network Advantage License is a
mandatory requirement on the Switch for Catalyst Center Advantage License.

Table 14 highlights the compliance specifications for Cisco Catalyst IE3400 Rugged Series switches.

Table 14. Compliance specifications’

Specifications

Industrial Automation IEC 62443-4-1
Control System
IEC 62443-4-2

Electromagnetic emissions = FCC 47 CFR Part 15 subpart B Class A
EN 55032/CISPR 32 Class A
VCCI Class A
AS/NZS CISPR 32 Class A
CISPR 11 Class A
ICES 003 Class A
CNS 13438 Class A
KN 32 Class A
EN 300 386
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|

Electromagnetic immunity CISPR 24 / CISPR 35
EN55024 / EN55035
KN 35
EN 61000-4-2 Electro Static Discharge (air - 15kV, contact - 8kV)
EN 61000-4-3 Radiated RF (10V/m UTP, 20V/m STP)
EN 61000-4-4 Electromagnetic Fast Transients (4kV)
EN 61000-4-5 Surge (2KV/1KV Power, 4KV STP)
EN 61000-4-6 Conducted RF (10Vrms UTP)
EN 61000-4-8 Power Frequency Magnetic Field (1000A/m)
EN 61000-4-10 Damped Oscillatory Magnetic Field (100 A/m)
EN 61000-4-16 Conducted CM Disturbances (30V, Cont/ 300V, 1 sec)

EN 61000-4-17 Ripple Immunity DC Power (10%)
EN 61000-4-18 Damped Oscillatory Wave (2.5kV, TMHz)
EN-61000-4-29 DC Voltage Dips and Interruptions

Industry standards EN 61000-6-2 Industrial Immunity
EN 61000-6-4 Industrial Emissions
EN 61000-6-1 Light Industrial Immunity
EN 61326-1 Measurement, Control and Laboratory Equipment
EN61131-2 (EMC - Emission and Immunity)
IEEE 1613 Electric Power Stations Communications Networking
EN/IEC 61850 -3 Electric Substations Communications Networking
ODVA Industrial EtherNet/IP
NEMA TS 2-2016
AREMA C & S section 11, 19
IP30

Marine | DNV Certification according to class guideline DNV-CG-0339
Additional Standards:
IEC 60945, IACS UR E10
Marine DNV GL - Ships; High speed and light craft
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Safety standards and
certifications

Operating environment

Storage environment

Humidity

Shock and vibration

Corrosion

Railway

Information Technology Equipment:

UL/CSA 60950-1, IEC 60950-1 CB with all country deviations
UL/CSA 62368-1, IEC 62368-1 CB with all country deviations
Industrial floor (control equipment):

UL/CSA 61010-2-201

CB report and certificate to IEC/EN 61010-2-201

Hazardous Locations:

UL121201(Class |, Div 2, groups A-D)

CSA 213 (Class I, Div 2, groups A-D)

UL/CSA 60079-0, -15 (Class |, Zone 2, Gc/IIC)

IEC 60079-0, -15 IECEXx test report (Class I, Zone 2, Ge¢/IIC)
EN 60079-0, -15 ATEX certificate (Class I, Zone 2, G¢/IIC) cabinet enclosure required

Operating temperature:

-40°C to +70°C (40 LFM vented enclosure)

-40°C to +60°C (sealed enclosure)

-40°C to +75°C (Min. 200 LFM fan or blower-equipped enclosure)
+85°C (type tested for 16 hours)

Altitude: up to 15,000 feet

Temperature: -40°C to +85°C
Altitude: 15,000 feet
IEC 60068-2-14

Relative humidity of 5% to 95% non-condensing
IEC 60068-2-78
IEC 60068-2-30

IEC 60068-2-27 (operational shock, 50G, 3ms, half sine)
IEC 60068-2-27 (non-operational shock, 65-80G, 9ms, trapezoidal)
IEC 60068-2-6 (vibration-sinusiodal, 5Hz-150Hz)

IEC 60068-2-52 (salt fog)
IEC 60068-2-60 (flowing mixed gas)

EN50125-1: 2014

EN50125-3: 2003

EN50121-4 Railway - Signaling and Telecommunications Apparatus
EN50121-3-2 / EN50155 (EMC)
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|
Specifications

Warranty Five-year limited hardware warranty on all IE3400 product IDs and all Industrial Ethernet
(IE) power supplies. See more information under the Warranty section

" For more detailed information on safety approved power/thermal ratings refer the Hardware Installation Guide.

Table 15 highlights Mean-Time-Between-Failures (MTBF) for Cisco Catalyst IE3400 Rugged Series switches.

Table 15. MTBF information (Telcordia Issue 3)

IE-3400-8T2S-E 549,808

IE-3400-8T2S-A 549,808

IE-3400-8P2S-E 401,313

IE-3400-8P2S-A 401,313

IEM-3300-8T= 3,041,040
IEM-3300-8S= 6,810,960
IEM-3300-16T= 1,594,210
IEM-3300-6T2S= 3,729,130
IEM-3300-14T2S= 1,865,300
IEM-3400-8T= 3,385,166
IEM-3300-8P= 2,931,233
IEM-3300-16P= 1,043,520
IEM-3400-8S= 5,572,640
IEM-3400-8P= 1,802,010
IEM-3300-4MU= 1,272,430°

" Figures are Predicted MTBF numbers, measured according to Telcordia Issue 4. The numbers may vary at availability.
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Table 16 highlights information about management and standards for Cisco Catalyst IE3400 Rugged Series

switches.

Table 16. Management and standards

_

IEEE standards

RFC compliance

IEEE 802.1D MAC Bridges, STP

IEEE 802.1p Layer2 COS prioritization
IEEE 802.1q VLAN

IEEE 802.1s Multiple Spanning-Trees
IEEE 802.1w Rapid Spanning-Tree

IEEE 802.1x Port Access Authentication
IEEE 802.1AB LLDP

IEEE 802.3ad Link Aggregation (LACP)
IEEE 1588v2 PTP Precision Time Protocol

RFC 768: UDP

RFC 783: TFTP

RFC 791: IPv4 protocol

RFC 792: ICMP

RFC 793: TCP

RFC 826: ARP

RFC 854: Telnet

RFC 959: FTP

RFC 1157: SNMPv1

RFC 1901,1902-1907 SNMPv2
RFC 2273-2275: SNMPv3

RFC 2571: SNMP Management
RFC 1166: IP Addresses

RFC 1256: ICMP Router Discovery
RFC 1305: NTP

RFC 951: BootP
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IEEE 802.3ah T00BASE-X SMF/MMF only
IEEE 802.3x full duplex on T0BASE-T
IEEE 802.3 T0BASE-T specification

IEEE 802.3u 100BASE-TX specification
IEEE 802.3ab 1000BASE-T specification
IEEE 802.3z 1T000BASE-X specification
IEEE 802.3af Power over Ethernet

IEEE 802.3 at Power over Ethernet plus

RFC 1492: TACACS+

RFC 1493: Bridge MIB Objects
RFC 1534: DHCP and BOOTP interoperation
RFC 1542: Bootstrap Protocol
RFC 1643: Ethernet Interface MIB
RFC 1757: RMON

RFC 2068: HTTP

RFC 2131, 2132: DHCP

RFC 2236: IGMP v2

RFC 3376: IGMP v3

RFC 2474: DiffServ Precedence

RFC 3046: DHCP Relay Agent Information
Option

RFC 3580: 802.1x RADIUS
RFC 4250-4252: SSH Protocol
RFC 5460: DHCPv6 bulk lease query
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SNMP MIB objects

802.1X MIB
CISCO-DHCP-SNOOPING-MIB
CISCO-UDLDP-MIB
CISCO-ENVMON-MIB
CISCO-PRIVATE-VLAN-MIB
CISCO-PAE-MIB
Cisco-Port-QoS-MIB
CISCO-ERR-DISABLE-MIB
CISCO- PROCESS-MIB
LLDP-MIB
CiscoMACNotification-MIB
CISCO-CONFIG-COPY-MIB
LLDP-MED-MIB

Bridge-MIB

CISCO-CAR-MIB
CISCO-LAG-MIB
CISCO-SYSLOG-MIB
CISCO-FTP-CLIENT-MIB
CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
CISCO-VLAN-MEMBERSHIP-MIB
Cisco-REP-MIB
CISCO-PORT-STORM-CONTROL-MIB
CISCO-CDP-MIB
CISCO-IP-STAT-MIB
CISCO-LICENSE-MGMT-MIB
CISCO-STP-EXTN-MIB
CISCO-VTP-MIB
IEEE8023-LAG-MIB

SMON-MIB
CISCO-ACCESS-ENVMON-MIB
CISCO-CALLHOME-MIB
CISCO-CONFIG-MAN-MIB
CISCO-FLASH-MIB
CISCO-ENTITY-SENSOR-MIB
IP-MIB

CISCO-PAGP-MIB
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CISCO-IF-EXTENSION-MIB
CISCO-IMAGE-MIB
CISCO-MEMORY-POOL-MIB
CISCO-PING-MIB
SNMP-TARGET-EXT-MIB
IF_MIB

ENTITY-MIB
LLDP-EXT-PNO-MIB
NOTIFICATION-LOG-MIB
OLD-CISCO-CPU-MIB
ETHERLIKE-MIB
OLD-CISCO-SYSTEM-MIB
OLD-CISCO-MEMORY-MIB
RMON-MIB
SNMP-COMMUNITY-MIB
SNMP-FRAMEWORK-MIB
SNMP-PROXY-MIB
SNMP-MPD-MIB
SNMP-NOTIFICATION-MIB
SNMP-TARGET-MIB
SNMP-USM-MIB
CISCO-DATACOLLECTION-MIB
CISCO-CABLE-DIAG-MIB
CISCO-PORT-SECURITY-MIB
BULK_FILE_MIB

NAC-NAD-MIB
CISCO-ENTITY-ALARAM-MIB
SNMP-VIEW-BASED-ACM-MIB
CISCO-MAC-AUTH-BYPASS-MIB
CISCO-AUTH-FRAMEWORK-MIB
CISCO-BRIDGE-Ext-MIB
SNMPv2-MIB
CISCO-ENTITY-VENDORTYPE-OID-MIB
CISCO-PRODUCTS-MIB
IP-FORWARD-MIB
BGP-CISCO-BGP-MIBv2
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Table 17 highlights information about supported SFPs for Cisco Catalyst IE3400 Rugged Series switches and

IEM3400 Modules.

Table 17.

Product ID

GLC-FE-100FX-RGD=

GLC-FE-100LX-RGD=

GLC-FE-100FX=

GLC-FE-100LX=

GLC-FE-100EX=

GLC-FE-100ZX=

GLC-FE-100BX-U=

GLC-FE-100BX-D=

GLC-SX-MM-RGD=

GLC-LX-SM-RGD=

GLC-ZX-SM-RGD=

SFP-GE-S=

SFP-GE-L=

SFP-GE-Z=

GLC-BX-U=

GLC-BX-D=

GLC-SX-MM=

GLC-LH-SM=

GLC-ZX-SM=

GLC-EX-SMD=

GLC-TE=

GLC-BX40-U-I=

GLC-BX40-D-I=

GLC-BX40-DA-I=

SFP support

Specifications

100BASE-FX

100BASE-LX10

100BASE-FX

100BASE-LX10

100BASE-EX

100BASE-ZX

100BASE-BX10

100BASE-BX10

1000BASE-SX

1000BASE-LX/LH

T000BASE-ZX

1000BASE-SX

1000BASE-LX/LH

1000BASE-ZX

1000BASE-BX10

1000BASE-BX10

T000BASE-SX

1000BASE-LX/LH

1000BASE-ZX

1000BASE-EX

1000BASE-T

1000BASE-BX40

1000BASE-BX40

1000BASE-BX40
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SFP
type

FE

FE

FE

FE

FE

FE

FE

FE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

Temperature | Maximum

IND

IND

COM

COM

COM

COM

COM

COM

IND

IND

IND

EXT

EXT

EXT

COM

COM

COM

COM

COM

COM

EXT

IND

IND

IND

distance

2 km

10 km

2 km

10 km

40 km

80 km

10 km

10 km

220-550 m

550 m/10 km

70 km

220-550 m

550 m/10 km

70 km

10 km

10 km

220-550 m

550 m/10 km

70 km

40 km

1700 m

40 km

40 km

40 km

Cable type

Multimode fiber
(MMF)

Single-Mode
Fiber (SMF)

MMF

SMF

SMF

SMF

SMF

SMF

MMF
MMF/SMF
SMF

MMF
MMF/SMF
SMF

SMF

SMF

MMF
MMF/SMF
SMF

SMF
Catbe
SMF

SMF

SMF

Dom support

No

No

No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes
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Product ID Specifications SFP Temperature | Maximum Cable type Dom support

type distance
GLC-BX80-U-I= 1000BASE-BX80 GE IND 80 km SMF Yes
GLC-BX80-D-I= 1000BASE-BX80 GE IND 80 km SMF Yes
GLC-SX-MMD= 1000BASE-SX GE EXT 550 m MMF Yes
GLC-LH-SMD= 1000BASE-LX/LH GE EXT 550m/10km  MMF/SMF Yes
GLC-ZX-SMD= 1000BASE-ZX GE EXT 70 km SMF Yes
GLC-T-RGD= 1000BASE-T GE IND 100 m Copper NA
GLC-BX-U-I= 1000BASE-BX GE IND 10km SMF Yes
GLC-BX-D-I= 1000BASE-BX GE IND 10km SMF Yes
CWDM-SFP-1470= 1000BASE-CWDM 10GE COM 80km SMF Yes
CWDM-SFP-1610= 1000BASE-CWDM 10GE COM 80km SMF Yes
CWDM-SFP-1530= 1000BASE-CWDM 10GE COM 80km SMF Yes
CWDM-SFP-1490= 1000BASE-CWDM 10GE COM 80km SMF Yes
DWDM-SFP-3033= 1000BASE-DWDM 10GE COM 80km SMF Yes
DWDM-SFP-3112= 1000BASE-DWDM 10GE COM 80km SMF Yes

T1f non-industrial SFPs (EXT, COM) are used, the switch operating temperature must be derated.

Ordering information

Table 18 lists the ordering information for fixed system, expansion modules and memory that are commonly
used with the Cisco Catalyst IE3400 switches.

Table 18. Ordering information

IE-3400-8T2S-E Catalyst IE3400 with 8 GE Copper and 2 GE SFP, Adv. Modular, Network Essentials
IE-3400-8T2S-A Catalyst IE3400 with 8 GE Copper and 2 GE SFP, Adv. Modular, Network Advantage
IE-3400-8P2S-E Catalyst IE3400 with 8 GE PoE/PoE+, 2 GE SFP, Adv. Modular, Network Essentials
IE-3400-8P2S-A Catalyst IE3400 with 8 GE PoE/PoE+, 2 GE SFP, Adv. Modular, Network Advantage
IEM-3300-8T= Catalyst IE3300 with 8 GE Copper ports, Expansion Module

IEM-3300-8S= Catalyst IE3300 with 8 GE SFP Fiber ports, Expansion Module

IEM-3300-16T= Catalyst IE3300 with 16 GE Copper ports, Expansion Module
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Product ID

IEM-3300-6T2S=

IEM-3300-14T2S=

IEM-3300-8P=

IEM-3300-16P

IEM-3400-8T=

IEM-3400-8S=

IEM-3400-8P=

IEM-3300-4MU=

SD-IE-4GB=

STK-RACK-DINRAIL=

IE3400-NW-A=

IE3400-DNA-E

IE3400-DNA-E-3Y

IE3400-DNA-E-5Y

IE3400-DNA-E-7Y

IE3400-DNA-A

IE3400-DNA-A-3Y

IE3400-DNA-A-5Y

IE3400-DNA-A-7Y

LIC-MRP-MGR-XE=

LIC-MRP-CLIENT-XE=

Catalyst IE3300 with 6 GE Copper + 2 GE SFP, Expansion Module
Catalyst IE3300 with 14 GE Copper + 2 GE SFP, Expansion Module
Catalyst IE3300 with 8 GE PoE/PoE+ Copper ports, Expansion Module
Catalyst IE3300 with 16 GE PoE/PoE+ Copper, Expansion Module
Catalyst IE3400 with 8 GE Copper ports, Expansion Module
Catalyst IE3400 with 8 GE SFP ports, Expansion Module

Catalyst IE3400 with 8 GE Copper PoE/PoE+, Expansion Module
Catalyst IE3300 with 4 2.5G Copper (4PPoE), Expansion Module

IE 4GB SD memory card for IE

19” DIN Rail mount kit

Network Advantage License for IE3400, Perpetual

Cisco Catalyst Center Essentials license for IE3400 Series

IE 3400 Cisco Catalyst Center Essentials, 3 Year Term license

IE 3400 Cisco Catalyst Center Essentials, 5 Year Term license

IE 3400 Cisco Catalyst Center Essentials, 7 Year Term license
Cisco Catalyst Center Advantage license for IE3400 Series

IE 3400 Cisco Catalyst Center Advantage, 3 Year Term license

IE 3400 Cisco Catalyst Center Advantage, 5 Year Term license

IE 3400 Cisco Catalyst Center Advantage, 7 Year Term license
MRP Ring Manager License

MRP Ring Client License

" MRP Feature Licenses are not required from release I0S XE 17.7.1 onwards. Please refer to the I0S XE 17.7.1 Release Notes.
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Warranty

Five-year limited HW warranty on all IE3400 PIDs and all IE Power Supplies (see table 9 above). See link below
for more details on warranty https://www.cisco.com/c/en/us/products/warranties/warranty-doc-c99-
740591.html.

Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section of

Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Sustainability topic -
Information on product material content laws and regulations Materials

Information on electronic waste laws and regulations, including products, batteries, and packaging WEEE compliance

Reference links to product-specific environmental sustainability information that is mentioned in relevant
sections of this data sheet are provided in the following table:

Power
Power specifications and consumption Table 8. IE3400 power specifications

Environmental Characteristics

Operating temperature, industry standards, EMC emissions Table 14. Compliance specifications
Material
Unit Weight Table 6. IE3400 physical configurations

Cisco makes the packaging data available for informational purposes only. It may not reflect the most current
legal developments, and Cisco does not represent, warrant, or guarantee that it is complete, accurate, or up to
date. This information is subject to change without notice.
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Cisco Services

https://www.cisco.com/web/services/.

Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business
transformation and help you stay competitive. We can help you reduce the total cost of ownership, conserve
capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can help you
acquire hardware, software, services and complementary third-party equipment in easy, predictable
payments. Learn more.
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Field-modular high port density rack switch
with IEEE 1588 support suitable for high
bandwidth multi-service Layer 2 networks
in the digital substation.
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Product overview and benefits

The RUGGEDCOM RST2228 is a field modular 19" Layer 2
rack switch with 10 Gbit/s uplinks, support for IEEE 1588 and
optional Power-over-Ethernet - an ideal solution for multiple
applications and verticals.

The RUGGEDCOM RST2228 provides a high level of immunity
to electromagnetic interference, heavy electrical surges,
extreme temperature and humidity for reliable operation in
mission critical applications. It can be found in electric utility
substations, traffic control cabinets, railways, oil&gas and
other harsh environments.

Product overview and benefits | RUGGEDCOM RST2228 & RST2228P

High bandwidth uplinks
The 10 Gbit/s uplinks enable throughput for large networks
with large amounts of bandwidth consuming applications.

Field-replaceable modular design

The field modular design allows for on-site modifications
which reduce costs and network downtime in case of
necessary replacements.

IEEE 1588 support
The RUGGEDCOM RST2228 is future proof device with
support for modern IEEE 1588 based networking.

Removable storage media

The RUGGEDCOM CLP reduces the setup time in the field and
allows for easier and faster component exchange in case of
product failure.

Power-over-Ethernet (PoE) Support

The RUGGEDCOM RST2228P comes with Power-over-
Ethernet support (IEEE 802.3bt draft) for up to 24 devices
with a combined power of 500 Watt.

Certifications and approvals
Backed by a large number of certifications and approvals for
electric power, transportation and oil&gas verticals.
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Technical data

Failsafe relay output 4 x 1/10 Gbit/s SFP uplinks
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Diagnostic panel with Redundant power supply: Up to 6 x 4-port field modular g‘
USB-Console interface 12,24 or 48 VDC modules Fast Ethernet or Gigabit g
and CLP slot HI voltage VAC/VDC (RJ45, SFP, and FastConnect) o

Specifications RUGGEDCOM RST2228 RUGGEDCOM RST2228P
Network interfaces

Total number of ports 28

Number of ports 10/100/1000 24

Number of ports 1/10 Gbit/s 4

Port types RJ45, LC, SFP and FastConnect

Power-over-Ethernet
Number of ports Power-over-

Ethernet 24 Ports
Power-over-Ethernet standards IEEE 802.3at/bt (draft)
Power budget 60W/port, 120W/module, 500W/device

Power supply

High Voltage (88-300 VDC/ 85 - 264 VDC)
48 VDC (36-72 VDC)

Range 24 VDC (13-36 VDC)
12 VDC (10.5-15 VDQ)

Design Fixed

Redundant Yes

Mechanical design

Design Field modular media modules
Dimensions (w x h x d) 440 x 44.45 x 345 mm
Operating temperature -40°Cto +85°C

Degree of protection 1P40

Other features
IEEE 1588 Transparent clock

N







Features

Hardware

The RUGGEDCOM RST2228 has been specifically
designed and certified for industrial applications
such as electric power, transportation systems and
oil&gas applications.

Power supply
Integrated power supply
Universal high-voltage range: 88-300 VDC / 85-264 VAC

Harsh environments

As with all RUGGEDCOM products, Highly Accelerated
Life Testing (HALT) has been used in the early stages
of product development — to detect any design or
performance issues.

Temperature: -40° C to +85° C (fanless)

Safety: CSA/UL 60950

Vibration: IEC 60255-21-1, Class 2

Shock: IEC 60255-21-2, Class 2

Humidity: IEC 60068-2-30, up to 95% relative humidity

Certifications
IEC 61850-3 (electric substations)
IEEE 1613 (electric substations)
[EC 61000-6-2 (industrial environments)

Certifications in progress
NEMA TS-2 (traffic control equipment)
EN 50121-4 (railway applications)

Power-over-Ethernet (RUGGEDCOM RST2228P only)
The RUGGEDCOM RST2228P comes with up to 24
Power-over-Ethernet (PoE) interfaces supporting

IEEE 802.3at/802.3bt (draft with a shared power budget
from 500 Watt.) The individual ports have a maximum
of 60 Watt. For Power-over-Ethernet connections an
external power input is necessary.

Configuration interfaces

The RUGGEDCOM RST2228 is equipped with a USB
interface which enables easy in field configuration

and upgrading. The CLP interfaces allow for fast and simple
replacement devices in the field with the RUGGEDCOM CLP.
This helps to reduce downtimes when errors occur.
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| RUGGEDCOM RST2228 & RST2228P

Software
The RUGGEDCOM RST2228 runs on Rugged Operating
System (ROS®) and delivers high performance switching.

ROS® supports the standard network technologies, such
as Rapid Spanning Tree Protocol (RSTP), Multiple Spanning
Tree Protocol (MSTP), Remote Monitoring (RMON), Simple
Network Management Protocol (SNMP) and others,
including proprietary protocol enhancements such as
Siemens eRSTP (enhanced Rapid Spanning Tree Protocol)
and Fast Root Failover (FRF).

Software features
Quality of service (802.1p) for traffic prioritization
NTP time synchronization (client and server)
Smart power management for PoE interfaces
Port rate and Broadcast Storm Limiting
Port configuration, status, statistics, mirroring
Simple Management interface through WebUI
and console interface
Single file configuration ensures easy installation
and configuration control

Cyber security

Cyber security is an important issue in many industries
where advanced automation and communications
networks play a crucial role in mission critical applications
and where high reliability is of paramount importance.
Key RUGGEDCOM RST2228 features that address security
issues at the local area network level include:

Passwords — support for multiple access levels with
separate credentials for each level

SSH I SSL — extends capability of password protection
to add encryption of passwords and data as they cross
the network

Enable | disable ports — capability to disable ports so
unauthorized devices can't connect to unused ports
SNMPv3 — encrypted authentication and access security
HTTPS — for secure access to the web interface

802.1x — to ensure only permitted devices can connect
to the device

MAC address authentication — control access to devices
that do not support RADIUS

G_RCMO_XX_00190

The CLP interface allows for quick and easy exchange of defective devices in the field.
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Use cases
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Up to 24 modern IEDs or other IEEE 1588 slaves can be connected directly to the RUGGEDCOM RST2228 via Fast Ethernet or Gigabit/s ports.
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Use cases | RUGGEDCOM RST2228 & RST2228P
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Fully redundant communication network based on the RUGGEDCOM RST2228P is suitable for oil & gas applications thanks to its comprehensive set
of approvals and rugged design.
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The RUGGEDCOM RST2228P is designed to connect up to 24 PoE end-devices while maintaining the uplinks from the field in one unique NMS
(network management software) environment.
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Order options

Product

Article number

RUGGEDCOM RST2228

RUGGEDCOM RST2228P

Mounting Options

No mounting option

19" rack mounting kit, panel mount kit

Power supply 1

24 VDC (13 — 36 VDC) with screw terminal block

48 VDC (36 — 72 VDC) with screw terminal block

88 — 300 VDC/ 85 — 264 VAC with screw terminal block
24 VDC (13 - 36 VDC) with pluggable terminal block
48 VDC (36 — 72 VDC) with pluggable terminal block
88 — 300 VDC / 85 — 264 VAC with pluggable terminal block
12 VDC (10.5-15 VDC) with screw terminal block

12 VDC (10.5-15 VDC) with pluggable terminal block

6GK6222-6AB00-

6GK6222-6PB00-

I 6O mmoMN >

Power supply 2 (terminal block must be equal to power supply 1)
No power supply option

24 VDC (13 - 36 VDC)

48 VDC (36 — 72 VDQ)

88 — 300 VDC/ 85 - 264 VAC

12 VDC (10.5-15 VDC)

Manufacturing modification

Standard

Conformal coating

1 1E

O N w > Z

Service panel location
Mounted on the front (connector side)
Mounted on the back (heatsink side)

A0O

AO01

Z options S

RUGGEDCOM RMM2931-4, blank module

RUGGEDCOM RMM2973-4RJ45, 4 x RJ45, 10/100/1000 BASE-TX

RUGGEDCOM RMM2973-4FC, 4 x FastConnect (RJ45), 10/100/1000 BASE-TX
RUGGEDCOM RMM2973-4POE, Power-over-Ethernet @

RUGGEDCOM RMM2973-4PFC, 4 x FastConnect (RJ45), Power-over-Ethernet ™
RUGGEDCOM RMM2942-4L.C2, 4 x LC-Interface, T00BASE-FX, multi-mode, 1300 nm

RUGGEDCOM RMM2972-4SFP, 4 x SFP-slot, Supporting 100BASE-FX, T000BASE-X
SFPs, SFPs are not included

™ Power-over-Ethernet (PoE) modules can only be used in the RUGGEDCOM RST2228P.

ot 1
BOO C00 D00 EOO FOO GO0

BO1 COo1 DO1 EO1 FO1 GO1
BO2 C02 D02 E02 FO2 G02
BO3 Co3 D03 EO3 FO3 GO3
BO4 co4 D04 EO4 FO4 G04
BO5 C05 DO5 EO5 FO5 GO05
BO6 Cc0o6 Do6 E06 FO6 G06

Examples Order code

RUGGEDCOM RST2228P with 2 x 24 VDC power supplies with screw terminal blocks,
19" rack mounting kit, panel mount kit, Ethernet connectors on rear; LED panel

on front; power connector on rear with 2x RUGGEDCOM RMM2973-4POE,

2 x RUGGEDCOM RMM2973-4PFC, and 2 x RUGGEDCOM RMM2972-4SFP

media modules.

(=]

6GK6222-6PB00-5AA0-Z

A0O + BO3 + C03 + D04 + EO4 + FO6 + GO6







Media modules

Media modules | RUGGEDCOM RST2228 & RST2228P

RMM2931-4 RMM2973-4RJ45

RMM2973-4FC

RMM2973-4PoE

RMM2973-4PFC RMM2942-4LC2

The RUGGEDCOM RST2228 and RST2228P are field
modular Ethernet switches equipped with 6 slots for
various media modules. Media modules are available

with different interface options.

Modules

Standard modules

RUGGEDCOM RMM2931-4, blank module

RUGGEDCOM RMM2973-4RJ45, 4 x RJ45, 10/100/1000 BASE-TX

RUGGEDCOM RMM2973-4FC, 4 x FastConnect (RJ45), 10/100/1000 BASE-TX
RUGGEDCOM RMM2973-4POE, Power-over-Ethernet (PoE) 4 x RJ45

RUGGEDCOM RMM?2973-4PFC, Power-over-Ethernet (PoE) 4 x FastConnect RJ45 ™
RUGGEDCOM RMM2942-4LC2, 4 x LC-Interface, T00BASE-FX, multi-mode, 1300 nm

RUGGEDCOM RMM2972-4SFP, 4 x SFP-slot, supporting T00BASE-FX, 1000BASE-X
SFPs, SFPs are not included

Conformal coated modules

RMM2972-4SFP

Article number

6GK6293-1BA00-4AA0

6GK6297-3RD00-4AB0O

6GK6297-3FD00-4ABO

6GK6297-3PD00-4AB0O

6GK6297-3WD00-4ABO

6GK6294-2L.D00-4ACO

6GK6297-2SA00-4AA0

RUGGEDCOM RMM2973C-4RJ45, 4 x RJ45, 10/100/1000 BASE-TX

with conformal coating

RUGGEDCOM RMM2973C-4FC, 4 x FastConnect (RJ45), 10/100/1000 BASE-TX
with conformal coating

RUGGEDCOM RMM2973C-4POE, Power-over-Ethernet (PoE) 4 x RJ45

with conformal coating

RUGGEDCOM RMM?2973C-4PFC, Power-over-Ethernet (PoE) 4 x FastConnect RJ45
with conformal coating @

RUGGEDCOM RMM2942C-4LC2, 4 x LC-Interface, T00BASE-FX, multi-mode,
1300 nm with conformal coating

RUGGEDCOM RMM2972C-4SFP, 4 x SFP-slot, supporting T00BASE-FX,
1000BASE-X SFPs, SFPs are not included, with conformal coating

™ Power-over-Ethernet (PoE) modules can only be used in the RUGGEDCOM RST2228P.

6GK6297-3RD00-4AB1

6GK6297-3FD00-4AB1

6GK6297-3PD00-4AB1

6GK6297-3WD00-4AB1

6GK6294-2LD00-4AC1

6GK6297-2SA00-4AA1

©
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Accessories

Available pluggable transceivers Medium, interface Range Operating temperature Article number

Fast Ethernet SFPs

SFP1112-1 Copper, RJ45 0-100m -40 - 85 °C 6GK6000-8CGO1-0AAD
SFP1121-1FX2 Multi-mode, LC 2 km -40 - 85°C 6GK6000-8FE51-0AAD
SFP1121-1FX2A Multi-mode, LC, active 2 km -40-85°C 6GK6000-8FE50-0AAD
SFP1131-1FX20 Single-mode, LC 20 km -40-85°C 6GK6000-8FE52-0AA0
SFP1131-1FX50 Single-mode, LC 50 km -40 - 85 °C 6GK6000-8FE53-0AA0
SFP1131-1FX90 Single-mode, LC 90 km -40 - 85°C 6GK6000-8FE54-0AA0
SFP1131-1LX10A Single-mode, LC 10 km -40-85°C 6GK6000-8FE60-0AAD
SFP1131S-1LX40A Single-mode, LC 40 km -5-70°C 6GK6000-8FE62-0AA0

Gigabit SFPs

SFP1132-1BX10R Single-mode, LC, bi-directional 10 km -40 - 85°C 6GK6000-8FB51-0AA0
SFP1132-1BX10T Single-mode, LC, bi-directional 10 km -40 - 85°C 6GK6000-8FB52-0AA0
SFP1132-1BX40R Single-mode, LC, bi-directional 40 km -40-85°C 6GK6000-8FB53-0AA0
SFP1132-1BX40T Single-mode, LC, bi-directional 40 km -40-85°C 6GK6000-8FB54-0AA0
SFP1122-1SX Multi-mode, LC 0.5 km -40-85°C 6GK6000-8FG51-0AA0
SFP1122-1SX2 Multi-mode, LC 2 km -40-85°C 6GK6000-8FE58-0AA0
SFP1132-1LX10 Single-mode, LC 10 km -40-85°C 6GK6000-8FG52-0AA0
SFP1132-1LX25 Single-mode, LC 25 km -40-85°C 6GK6000-8FG53-0AA0
SFP1132-1LX40 Single-mode, LC 40 km -40 - 85 °C 6GK6000-8FG57-0AA0
SFP1132-1LX70 Single-mode, LC 70 km -40-85°C 6GK6000-8FG54-0AA0
SFP1132-1LX100 Single-mode, LC 100 km 0-70°C 6GK6000-8FG55-0AA0
SFP1132-1LX150 Single-mode, LC 115 km -40-85°C 6GK6000-8FE56-0AA0

10 Gigabit SFPs

SFP2133-1LR10 Single-mode, LC 10 km -40-85°C 6GK6000-8FT51-0AAQ
SFP2133-1ER40 Single-mode, LC 40 km -40-85°C 6GK6000-8FT53-0AA0
SFP2133-1ZR80 Single-mode, LC 80 km -40-85°C 6GK6000-8FT52-0AA0

Miscellaneous

Product

Article number

USB console cable, 10 ft.
19" Rack & panel mounting kit

Connector Kit RST2228 pluggable terminal blocks (5 sets)
Connector Kit RST2228 screw terminal blocks (5 sets)

6GK6000-8DTOT-0AAO

6GK6000-8MAO1-0AA0

6GK6000-8HCO5-0AA0

6GK6000-8HCO06-0AA0

6GK6000-8BA00-0AA0
6GK6000-8BBO0-0AAO
6GK6000-8HTO1-0CAO
6GK6000-8HT02-0CAO

Power cable with NEMA 5-15P plug with lugs for screw terminal blocks, 6 ft.

Power cable with NEMA 5-15P plug without lugs for pluggable terminal blocks, 6 ft.
RJ45 dust covers for RUGGEDCOM products, 8 pieces

SFP slot dust covers for RUGGEDCOM products, 8 pieces

T™M H
With the RUGGEDCOM Selector you can FastConnect™ Cabling System

transfer the order number to the Siemens
Industry Mall and order your products.

Stringent demands are placed on the installation
of cables in an industrial environment. Siemens
offers FastConnect™, a system that fulfills all these
requirements: on-site assembly — quick, easy and
error-free. For more information, visit:
siemens.com/fastconnect

To use the RUGGEDCOM Selector for the selection
and configuration of RUGGEDCOM products, visit:
siemens.com/ruggedcom-selector
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For more information, please visit:

siemens.com/ruggedcom
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Security information

Siemens provides products and solutions with industrial
security functions that support the secure operation of
plants, systems, machines and networks.

In order to protect plants, systems, machines and networks
against cyber threats, it is necessary to implement — and
continuously maintain — a holistic, state-of-the-art
industrial security concept. Siemens’ products and solutions
only form one element of such a concept.

Customer is responsible to prevent unauthorized access
to its plants, systems, machines and networks. Systems,
machines and components should only be connected to
the enterprise network or the internet if and to the extent
necessary and with appropriate security measures

(e.g. use of firewalls and network segmentation) in place.

Additionally, Siemens’ guidance on appropriate security
measures should be taken into account. For more
information about industrial security, please visit:
siemens.com/industrialsecurity

Siemens’ products and solutions undergo continuous
development to make them more secure. Siemens strongly
recommends to apply product updates as soon as available
and to always use the latest product versions. Use of
product versions that are no longer supported, and failure
to apply latest updates may increase customer’s exposure
to cyber threats.

To stay informed about product updates, subscribe
to the Siemens Industrial Security RSS Feed under:
siemens.com/industrialsecurity

The information provided in this brochure contains descriptions or
characteristics of performance which in case of actual use do not always
apply as described or which may change as a result of further development
of the products. An obligation to provide the respective characteristics shall
only exist if expressly agreed in the terms of contract. Availability and
technical specifications are subject to change without notice. All product
designations may be trademarks or product names of Siemens AG or
supplier companies whose use by third parties for their own purposes
could violate the rights of the owners.
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The RUGGEDCOM RSG907R and RSG909R are
cost effective compact Ethernet multi-port
HSR/PRP switches with IEEE 1588 support,
offering a new level of redundancy for the
digitalization era.
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Product overview and benefits

The RUGGEDCOM RSG907R and RSG909R, two full
Gigabit switches in a compact design, offering both

HSR and PRP functionality to mitigate the risk of
communication disruptions and downtime.

These rugged Gigabit switches are designed to operate in
harsh environments with widely varying climatic and
environmental conditions. Tested and certified to
withstand extreme temperature, vibration and shock,

the RUGGEDCOM RSG907R and RSG909R offer exceptional
reliability for industrial applications such as electric utility
substations, transportation systems and oil&gas.

The RUGGEDCOM RSG907R and RSG909R are ideal

for applications that require high bandwidths and
accommodate future network expansions. Three
Redundant Network Access SFP ports providing ultimate
flexibility in media and distance, with support for Gigabit
bandwidth. The RSG907R connects up to 4 IEDs via
TO0BASE-FX fiber optics and RSG909R connects up

to 6 IEDs via copper Ethernet on the Singly Attached
Node ports.

Both products offer various network design options and
cost savings through increased redundancy, reduced
downtimes and high reliability.

Product overview and benefits | RUGGEDCOM RSG907R & RSG909R

HSR / PRP with Gigabit/s interfaces

Avoid revenue loss by mitigating the risk of communication
disruptions and downtime with a redundant fault tolerant
network supporting high bandwidth.

SFP RNA ports
SFP ports can be modified at any time allowing deployment
flexibility for varying customer needs.

Power redundancy

Maintain continuous safe and reliable operations even
during power failures, diminishing the risk of revenue
and data loss.

Full fiber solution
Reduce failure rates due to increased immunity
from electromagnetic phenomena.

IEEE 1588

The RSG907R and RSG909R enable the creation

of a future proof network with support for IEEE 1588
time synchronisation.
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Features

Software

The RUGGEDCOM RSG907R and RSG909R both run
on Rugged Operating System (ROS®) and deliver high
performance switching.

ROS® supports the standard network technologies, such
as Rapid Spanning Tree Protocol (RSTP), Multiple Spanning
Tree Protocol (MSTP), Remote Monitoring (RMON), Simple
Network Management Protocol (SNMP) and others,
including proprietary protocol enhancements such as
Siemens eRSTP (enhanced Rapid Spanning Tree Protocol)
and Fast Root Failover (FRF).

Software features

* Quality of service (802.1p) for traffic prioritization

e NTP time synchronization (client and server)

* Smart power management for PoE interfaces

* Port rate and Broadcast Storm Limiting

* Port configuration, status, statistics, mirroring

* Simple Management interface through WebUI
and console interface

» Single file configuration ensures easy installation
and configuration control

HSR/PRP redundancy
The RUGGEDCOM RSG907R and RSG909R are
multi-port Ethernet switches combined with an HSR/PRP

redundancy box (RedBox) in a convenient compact design.

IEEE 1588 function support enables the RUGGEDCOM
RSG909R and the RSG907R to combine precision timing
and network communication data on one network,
reducing maintenance costs:
* Multi-port redundancy box allows for interconnection
of up to 6 non-PRP or non-HSR
end devices
* PRP/HSR coupling functionality to cover all types
of redundant network topologies

Cyber security

Cyber security is an important issue in many industries
where advanced automation and communications
networks play a crucial role in mission critical applications
and where high reliability is of paramount importance.
Key RUGGEDCOM RSG907R and RSG909R features that
address security issues at the local area network level
include:

* Passwords — support for multiple access levels with
separate credentials for each level

Features | RUGGEDCOM RSG907R & RSG909R

e SSH/SSL - extends capability of password protection
to add encryption of passwords and data as they cross
the network

* Enable / disable ports — capability to disable ports so
unauthorized devices can't connect to unused ports

* SNMPv3 — encrypted authentication and access security

* HTTPS — for secure access to the web interface

* 802.1x — to ensure only permitted devices can connect
to the device

* MAC address authentication — control access to devices
that do not support RADIUS

Hardware

The RUGGEDCOM RSG907R and RSG909R have been
specifically designed and certified for substation and
distribution automation applications within electric
power industry.

Power Supply
* Integrated power supply with redundant inputs
e Universal high voltage range: 88 — 300 VDC
or 85 - 264 VAC
* Universal low voltage power supply range: 12 — 60 VDC

Configuration interface

The RUGGEDCOM RSG907R and RSG909R are equipped
with a USB interface which enables easy in-field
configuration and upgrading.

Harsh environments

As with all RUGGEDCOM products, Highly Accelerated
Life Testing (HALT) has been used in the early stages
of product development to detect any design or
performance issues.

* Temperature: -40° C to +85° C (fanless)

« Safety: CSA/UL 60950

» Vibration: IEC 60255-21-1, Class 2

* Shock: IEC 60255-21-2, Class 2

* Humidity: IEC 60068-2-30, up to 95% relative humidity

Certifications

* |EC 61000-6-2 (industrial environments)
* |EC 61850-3 (electric substations)

* |EEE 1613 (electric substations)
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Ordering options

RUGGEDCOM RSG909R
RUGGEDCOM RSG907R

1

DIN rail mounting kit

DIN rail and panel mounting kit

Power supply 1 + terminal block type

24/48 VDC (12 — 60 VDC)

HI (85 — 264 VAC/ 88 — 300 VDC)

Manufacturing modification

Standard
Conformal coating

6GK6498-0RBOO

Ordering options and accessories | RUGGEDCOM RSG907R & RSG909R
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6GK6490-7RBO0

3

o H--
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N
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0

1

Examples Order code

RUGGEDCOM RSG909R with high voltage power supply + DIN rail mounting kit + standard coating
RUGGEDCOM RSG907R + DIN rail and panel mounting kit + conformal coating

Accessories

Accessories
USB Console cable
Panel mounting kit

Power cable without lugs

Description

USB 2.0 A type to B type Cable Assembly 10 feet / 3 meters

Allows wall and other lateral mounting possible, requires assembly and even
mounting plane

Power Cable with NA Plug for pluggable terminal blocks (6 ft.) for RUGGEDCOM products

Supported SFPs

SFP1132-1BX10R
SFP1132-1BX10R
SFP1132-1BX40R
SFP132-1BX40T
SFP1122-1SX
SFP1122-1SX2
SFP1132-1LX10
SFP1132-1LX25
SFP1132-1LX40
SFP1132-1LX70
SFP1132-1LX100
SFP1132-1LX115

* SM = Single-mode, MM = Multi-mode, Bi-Di = Bi Directional

6GK6498-0RBO0-TANO-Z

6GK6490-7RBO0-3AN1-Z

Article number
6GK6000-8DTO1-0AAD

6GK6000-8MRO0-0AA1

6GK6000-8BBO0-0AAO

SM, LC, Bi-Di 10 km -40-85°C 6GK6000-8FB51-0AAQ
SM, LC, Bi-Di 10 km -40-85°C 6GK6000-8FB52-0AA0
SM, LC, Bi-Di 40 km -40-85°C 6GK6000-8FB53-0AA0
SM, LC, Bi-Di 40 km -40-85°C 6GK6000-8FB54-0AA0
MM, LC 0.5 km -40-85°C 6GK6000-8FG51-0AA0
MM, LC 2 km -40-85°C 6GK6000-8FE58-0AA0
SM, LC 10 km -40-85°C 6GK6000-8FG52-0AA0
SM, LC 25 km -40-85°C 6GK6000-8FG53-0AA0
SM, LC 40 km -40-85°C 6GK6000-8FG57-0AA0
SM, LC 70m -40-85°C 6GK6000-8FG54-0AA0
SM, LC 100 m -40-85°C 6GK6000-8FG55-0AA0
SM, LC 115 km -40-85°C 6GK6000-8FE56-0AA0

With the RUGGEDCOM Selector you can

transfer the order number to the Siemens

Industry Mall and order your products.

To use the RUGGEDCOM Selector for the selection
and configuration of RUGGEDCOM products, visit:

siemens.com/ruggedcom-selector

FastConnect™ Cabling System

Stringent demands are placed on the installation
of cables in an industrial environment. Siemens
offers FastConnect™, a system that fulfills all these
requirements: on-site assembly — quick, easy and
error-free. For more information, visit:

siemens.com/fastconnect







For more information, please visit:

siemens.com/ruggedcom
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Security information

Siemens provides products and solutions with industrial
security functions that support the secure operation of
plants, systems, machines and networks.

In order to protect plants, systems, machines and networks
against cyber threats, it is necessary to implement — and
continuously maintain — a holistic, state-of-the-art
industrial security concept. Siemens’ products and solutions
only form one element of such a concept.

Customer is responsible to prevent unauthorized access
to its plants, systems, machines and networks. Systems,
machines and components should only be connected to
the enterprise network or the internet if and to the extent
necessary and with appropriate security measures

(e.g. use of firewalls and network segmentation) in place.

Additionally, Siemens’ guidance on appropriate security
measures should be taken into account. For more
information about industrial security, please visit:
siemens.com/industrialsecurity

Siemens’ products and solutions undergo continuous
development to make them more secure. Siemens strongly
recommends to apply product updates as soon as available
and to always use the latest product versions. Use of
product versions that are no longer supported, and failure
to apply latest updates may increase customer’s exposure
to cyber threats.

To stay informed about product updates, subscribe
to the Siemens Industrial Security RSS Feed under:
siemens.com/industrialsecurity

The information provided in this brochure contains descriptions or
characteristics of performance which in case of actual use do not always
apply as described or which may change as a result of further development
of the products. An obligation to provide the respective characteristics shall
only exist if expressly agreed in the terms of contract. Availability and
technical specifications are subject to change without notice. All product
designations may be trademarks or product names of Siemens AG or
supplier companies whose use by third parties for their own purposes
could violate the rights of the owners.
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The Cisco Catalyst™ IE9300 Rugged Series ushers in mainstream adoption of Gigabit /
10 Gigabit Ethernet connectivity in compact 1RU, rack-mount switches that are purpose-
built for a wide variety of industrial and extended enterprise applications.

Product overview

Cisco Catalyst IE9300 Rugged Series switches with 28 ports of Gigabit and 10 Gigabit Ethernet interfaces
deliver high-speed Ethernet connectivity in a compact form factor and are designed for a wide range of
industrial applications for which hardened products are required. The platform is built to withstand harsh
environments in manufacturing, energy, transportation, mining, smart cities, and oil and gas. The switches
are ideal for outdoor enclosures or harsh environments while adhering to overall IT network design,
compliance, and performance requirements.

These switches run Cisco I0S° XE, an operating system with built-in security and trust, featuring Secure
Boot, image signing, and the Cisco® Trust Anchor module. Cisco I0S XE also provides API-driven
configuration with open APIs and data models.

The Cisco Catalyst IE9300 Rugged Series can be managed with a powerful management tool,

Cisco Catalyst Center, and can easily be set up with a completely redesigned user-friendly modern GUI
tool called WebUI. The platform supports Full Flexible NetFlow (FNF) for real-time visibility into traffic
patterns and threat analysis with Cisco Secure Network Analytics. With Cisco Cyber Vision included”, the
IE9300 identifies connected assets, their profiles, vulnerabilities, and communication patterns to assess
your OT security posture and help drive cybersecurity best practices. With Cisco Secure Remote Access
included’, it enables zero-trust remote access to connected assets to help you control risks from remote
users.

The Cisco IE9300 Rugged Series, by building a high-performance, reliable, and secure industrial network,

provides the foundational infrastructure that transports and protects the massive amounts of data required

for software-defined automation and Industrial Al applications to function effectively and deliver actionable
insights for operations.

The IE9300 Rugged Series switches offer:

« Robust resiliency enabled by features such as dual ring design, Resilient Ethernet Protocol (REP), Parallel
Redundancy Protocol (PRP)', PROFINET, Media Redundancy Protocol (MRP) ring, High Availability
Seamless Redundancy (HSR)' ring, EtherChannel, integrated redundant power supplies, dying gasp, etc.

e True zero-touch replacement for middle-of-the-night or middle-of-nowhere failures
« Line-rate, low-latency forwarding
« Simplified software management
« Support for industrial automation protocols EtherNet/IP (CIP) and PROFINET
' Supported on IE-9320-26S2C, IE-9320-22S2C4X and IE-9310-16P8S4X only.

"Please see Ordering Information section for more details

Figure 1.
IE-9310-26S2C switch
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Figure 2.
IE-9320-26S2C switch with advanced feature set

Figure 3.

IE-9320-22S2C4X Switch with conformal coating and advanced feature set, including support for GPS/IRIG-B input
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IE-9320-24P4S Switch
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Figure 5.
IE-9320-24T4X Switch

1 >10H/ m-« 164 7 ) < >10H/100H1GH 15 |7 <>10M/100H/1G% 23 TR

@, 16/10G+%

9 il
cisco
1E 9320
24PaX

i‘o( 304 P E+ 30K

Figure 6.
IE-9320-24P4X Switch
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Figure 7.

IE-9320-16P8U4X Switch with multi-gigabit and 4PPoE

Figure 8.
IE-9310-16P8S4X Switch with GE SFP and GE RJ-45 downlinks and 4x 1/10G SFP+ uplinks
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Features and benefits

Table 1. Features and benefits

m

Robust industrial design

Day-0 automation

High density Ethernet
switch with GE / mGig /
10G options

High-density industrial
Power over Ethernet (PoE)

« A utility-grade, fully managed 1-Rack-Unit (1RU) rack-mount Ethernet switch

« Built for harsh environments and temperature ranges (-40° to 75°C / -40° to 167°F)
« Fanless, convection-cooled with no moving parts for extended durability

« Hardened for vibration, shock and surge, and electrical noise immunity

« Complies with multi-industry specifications for automation, Intelligent Transport Systems
(ITS), and substation environments

« Improves the uptime, performance, and safety of industrial systems and equipment

« IEEE 1588v2 Precision Timing Protocol (PTP) (both power profile for utility and default
profile for manufacturing are supported)

e Alarm 1/O for monitoring and signaling to external equipment

« Support for Day-0 Zero Touch Provisioning (ZTP)
 Supports Plug-and-Play (PnP) capability for Day-0 onboarding

« Total of 28 Ethernet ports provide multiple resilient design options
« Provides secure access for new high-speed applications in the industrial space

e Enables new UHD IP cameras, Wi-Fi access points, and future-ready Gigabit speed
automation devices

« Allows IP-based Supervisory Control And Data Acquisition (SCADA) connectivity

« Delivers multiple rings, redundant ring topology for new network configurations

« Extends geographical scalability where connectivity over longer distances is required

e Support for up to 24 Ports of Power over Ethernet with 802.3af, 802.3at and 802.3bt
options

« Controls costs by limiting wiring, distribution panels, and circuit breakers

o Reduces equipment needs, thus requiring less space and reducing heat dissipation.

« Enables ready-to-use high-power PoE devices, such as IP phones, next-generation PTZ
cameras, and Wi-Fi 6 wireless access points.

o PoE Power budget of up to 720W with two 400W power supplies on PoE variants with
10G uplinks

« Perpetual PoE Support: With Perpetual PoE, the PoE power is maintained during a switch
reload. This is important for loT endpoints such as PoE-powered lights, so that there is no
disruption during switch reboot.

o Fast PoE Support: When power is restored to a switch, PoE starts delivering power to
endpoints without waiting for the operating system to fully load, thereby speeding up the
time for the endpoint to start up.
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m

Network security « Device security for secure boot with its hardware-anchored root of trust in Cisco Trust
Anchor Module

o Support for MACSEC-256 to prevent man-in-the-middle attack

« Cisco Cyber Vision included” to identify all connected assets, their activities and your
security posture

« Supports Cisco TrustSec technology-based network segmentation to help reduce the
spread of malware

¢ Cisco Secure Remote Access included for zero-trust remote access to connected assets,
enabling secure troubleshooting, monitoring, and maintenance, without requiring VPNs
User-friendly WebUI » Allows for easy configuration and monitoring, even by nonspecialist personnel
« Eliminates the need for more complex terminal emulation programs

« Reduces the cost of deployment

Full Flexible NetFlow (FNF)  « Provides enhanced flow and threat visibility

o Enables optimization of the network infrastructure, reduces operating costs, and improves
capacity planning and security incident detection

"Please see Ordering Information section for more details

Table 2. Product feature sets

Product family Platforms supported Cisco 10S Software image (feature sets) supported

IE9300 IE-9310-26S2C-E/-A Network Essentials, Network Advantage
IE-9320-26S2C-E/-A Network Essentials, Network Advantage
IE-9320-22S2C4X-E/-A Network Essentials, Network Advantage
IE-9320-24P4S-E/-A Network Essentials, Network Advantage
IE-9320-24T4X-E/-A Network Essentials, Network Advantage
IE-9320-24P4X-E/-A Network Essentials, Network Advantage
IE-9320-16P8U4X-E/-A Network Essentials, Network Advantage
IE-9310-16P8S4X-E/-A’ Network Essentials, Network Advantage

T Supported in releases I0S XE 17.18.1 onwards.
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Product specifications
Table 3 highlights the hardware configuration for Cisco Catalyst IE9300 Rugged Series switches.

Table 3. Hardware configurations

Product number Total ports Uplinks Software license
(default)
(SFP/SFP+)

IE-9310-26S2C-E 28 22 ports 100/1000M SFP and 2 4 ports 1000M Network
ports Dual-Media (100/1000M SFP Essentials
or 10/100/1000M RJ45)

IE-9310-26S2C-A 28 22 ports 100/1000M SFP and 2 4 ports 1000M Network
ports Dual-Media (100/1000M SFP Advantage
or 10/100/1000M RJ45)

IE-9320-26S2C-E 28 22 ports 100/1000M SFP and 2 4 ports 100/1000M Network
ports Dual-Media (100/1000M SFP Essentials
or 10/100/1000M RJ45)

IE-9320-26S2C-A 28 22 ports 100/1000M SFP and 2 4 ports 100/1000M Network
ports Dual-Media (100/1000M SFP Advantage
or 10/100/1000M RJ45)

IE-9320-22S2C4X-E 28 22 ports 100/1000M SFP and 2 4 ports 1/10G Network
ports Dual-Media (100/1000M SFP Essentials
or 10/100/1000M RJ45)

IE-9320-22S2C4X-A 28 22 ports 100/1000M SFP and 2 4 ports 1/10G Network
ports Dual-Media (100/1000M SFP Advantage
or 10/100/1000M RJ45)

IE-9320-24P4S-E 28 24 ports 10/100/1000M RJ45 PoE+ 4 ports 1000M Network

Essentials

IE-9320-24P4S-A 28 24 ports 10/100/1000M RJ45 PoE+ 4 ports 1000M Network

Advantage
IE-9320-24T4X-E 28 24 ports 10/100/1000M RJ45 4 ports 1/10G Network
Essentials
IE-9320-24T4X-A 28 24 ports 10/100/1000M RJ45 4 ports 1/10G Network
Advantage
IE-9320-24P4X-E 28 24 ports 10/100/1000M RJ45 PoE+ 4 ports 1/10G Network
Essentials
IE-9320-24P4X-A 28 24 ports 10/100/1000M RJ45 PoE+ 4 ports 1/10G Network
Advantage

IE-9320-16P8U4X-E 28 16 ports 10/100/1000M PoE+ and 8 4 ports 1/10G Network

ports 100/1000/2500M 4PPoE (up Essentials

to 90W/port)
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Product number Total ports Uplinks Software license

default

(SFP/SFP+) ( )

IE-9320-16P8U4X-A 28 16 ports 10/100/1000M PoE+ and 8 4 ports 1/10G Network
ports 100/1000/2500M 4PPoE (up Advantage

to 90W/port)

IE-9310-16P8S4X-E 28 16 ports 10/100/1000M PoE+ and 8 4 ports 1/10G Network
ports 100/1000M SFP Essentials

IE-9310-16P8S4X-A 28 16 ports 10/100/1000M PoE+ and 8 4 ports 1/10G Network
ports 100/1000M SFP Advantage

Tables 4 and 5 highlight the hardware specifications for the Cisco Catalyst IE9300 Rugged Series switches.
Table 4. Hardware specifications

Hardware IE-9310-26S2C -E/-A IE-9320-26S2C -E/-A IE-9310-16P8S4X -E/-A
specification

IE-9320-22S2C4X-E/-A

IE-9320-24P4S-E/-A

IE-9320-24T4X-E/-A
IE-9320-24P4X-E/-A
IE-9320-16P8U4X-E/-A

Hardware 4-GB DRAM 4-GB DRAM 4-GB DRAM
8-GB onboard flash memory’ 8-GB onboard flash memory’ 8-GB onboard flash memory’
Removable storage USB?*3 SD card? USB??* SD card? USB?% SD card?
Alarms 4 dry-contact alarm inputs 4 dry-contact alarm inputs 4 dry-contact alarm inputs
1 dry-contact Form-C relay alarm 1 dry-contact Form-C relay 1 dry-contact Form-C relay
output alarm output alarm output
Console ports 1 RS-232 (via RJ-45), 1 Micro 1 RS-232 (via RJ-45), 1 Micro 1 RS-232 (via RJ-45),
USB USB 1 Micro USB
Power inputs Dual AC/DC power inputs Dual AC/DC power inputs Dual AC/DC power inputs
Cisco StackWise® - 2 stacking ports —

ports

T User-accessible flash memory is approximately 2.5 GB.
2 The SD card and USB are optional and are not shipped by default with the switch.

3 USB 2.0 to load system images and set configurations.
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Table 5.  Physical configurations

IE-9310-26S2C-E/-A

IE-9320-26S2C-E/-A

IE-9320-22S2C4X-E/-A

IE-9320-24P4S-E/-A

IE-9320-24T4X-E/-A

IE-9320-24P4X-E/-A

IE-9320-16P8U4X-E/-A

e 1.72x 17.5 x 14.0 in. with PWR-
RGD-AC-DC-H / PWR-RGD-LOW-
DC-H

e 1.72x17.5 x 14.0 in. with PWR-
RGD-AC-DC-H / PWR-RGD-LOW-
DC-H

e 1.72x17.5 x 14.0 in. with PWR-
RGD-AC-DC-H / PWR-RGD-LOW-
DC-H

e 1.72x 17.5 x 14.0 in. with PWR-
RGD-AC-DC-H / PWR-RGD-LOW-
DC-H

e 1.72x17.5 x 15.18 in. with PWR-
RGD-AC-DC-250

e 1.72 x17.5 x 15.57 in. with PWR-
RGD-AC-DC-400

e 1.72x17.5 x 14.0 in. with PWR-
RGD-AC-DC-H / PWR-RGD-LOW-
DC-H

e 1.72x 17.5 x 14.0 in. with PWR-
RGD-AC-DC-H / PWR-RGD-LOW-
DC-H

e 1.72x17.5 x 15.18 in. with PWR-
RGD-AC-DC-250

e 1.72 x 17.5 x 15.57 in. with PWR-
RGD-AC-DC-400

e 1.72x17.5 x 14.0 in. with PWR-
RGD-AC-DC-H / PWR-RGD-LOW-
DC-H

¢ 1.72x17.5 x 15.18 in. with PWR-
RGD-AC-DC-250

e 1.72 x 17.5 x 15.57 in. with PWR-
RGD-AC-DC-400
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12.2 b
(5.53 kg)

12.2 b
(5.53 kg)

12.7 Ib
(5.76 kg)

9.7 Ib
(4.4 kg)

9.51b
(4.3 kg)

9.7 Ib
(4.4 kg)

9.91b
(4.5 kg)

Rack mount

Rack mount

Rack mount

Rack mount

Rack mount

Rack mount

Rack mount

61W

64W

73W

37W

35W

39W

45W
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IE-9310-16P8S4X-E/-A « 1.72 x 17.5 x 14.0 in. with PWR- 10.6 Ib 105W
RGD-AC-DC-H / PWR-RGD-LOW- (4.81 kg)
DC-H ’

e 1.72x17.5 x 15.18 in. with PWR-
RGD-AC-DC-250

e 1.72 x 17.5 x 15.57 in. with PWR-
RGD-AC-DC-400

Rack mount

T Chassis only (does not include power supplies or blank cover).

2 System power consumption is indicative only and will depend on multiple factors:

e The type and number of Small Form-Factor Pluggable (SFP) modules used.

e The type and efficiency of the power supply used.

e The number of power supplies: One power supply versus two power supplies used in the system.

Table 6 highlights the performance and scalability features of the Cisco Catalyst IE9300 Rugged Series

switches.

Table 6.

IE-9310-26S2C -

E/-A

Performance and scalability features

IE-9320-26S2C -
E/-A

IE-9320-24P4S-

E/-A

IE-9320-
22S2C4X-E/-A

IE-9320-24T4X-
E/-A

IE-9320-24P4X-
E/-A

IE-9320-
16P8U4X-E/-A

IE-9310-
16P8S4X-E/-A

Forwarding rate’ 41.66 Mpps 41.66 Mpps 95.23 Mpps 113.09 Mpps 95.23 Mpps
Forwarding 28 Gbps 28 Gbps 64 Gbps 76 Gbps 64 Gbps
Bandwidth

Switching 56 Gbps 56 Gbps 128 Gbps 152 Gbps 128 Gbps
bandwidth (switching (switching (switching (switching (switching

bandwidth is full-
duplex capacity)

bandwidth is full-
duplex capacity)

bandwidth is full-
duplex capacity)

bandwidth is full-
duplex capacity)

bandwidth is full-
duplex capacity)

Number of queues/ 8 egress 8 egress 8 egress 8 egress 8 egress
port

Unicast MAC 24000 24000 24000 24000 24000
addresses?®

Internet Group 1000 1000 1000 1000 1000
Management

Protocol (IGMP)

multicast groups

VLAN IDs 4096 4096 4096 4096 4096
Active VLANs 1024 1024 1024 1024 1024

© 2026 Cisco and/or its affiliates. All rights reserved.
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IPv4 indirect routes?®
IPv4 direct routes
IPv6 indirect routes?®

Spanning Tree
Protocol (STP)
instances

Access Control List
(ACL) entries (port
ACL [PACL], VLAN
ACL [VACL], router
ACL [RACL])

DRAM

Flash (user
accessible)

SD card capacity?

SD Access Fabric
Edge Support

SGT/DGT policies
IPv4 to SGT binding
Maximum SVis
SXP Sessions

GRE Tunnels

Number of Stack
Members supported

IE-9310-26S2C -
E/-A

7000
8192
3500

128

1536

4 GB

2.5GB

16 GB

Yes (32 VNs)

2000
10000
984
200

10

" Measured with 64 byte packets

IE-9320-26S2C -
E/-A

IE-9320-24P4S-
E/-A

7000
8192
3500

128

1536

4 GB

2.5GB

16 GB

Yes (32 VNs)

2000
10000
984
200
10

4

2 The SD card is optional and is not shipped by default with the switch.

IE-9320-
22S2C4X-E/-A

IE-9320-24T4X-
E/-A

IE-9320-24P4X-
E/-A
7000
8192
3500

128

1536

4 GB

2.5GB

16 GB

Yes (32 VNs)

2000
10000
984
200
10

4

IE-9320-

16P8U4X-E/-A

7000
8192
3500

128

1536

4 GB

2.5GB

16 GB

Yes (32 VNs)

2000
10000
984
200
10

4

IE-9310-
16P8S4X-E/-A

7000
8192
3500

128

1536

4 GB

2.5GB

16 GB

Yes (32 VNs)

2000
10000
984
200

10

3 Increased scale is applicable from IOS XE release 17.17.1 onwards. Prior to release 10S XE 17.17.1, the scale is as follows - IPv4
Indirect Routes: 3044, IPv6 Indirect Routes: 1522, Unicast MAC Addresses: 16000

© 2026 Cisco and/or its affiliates. All rights reserved.
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Table 7 highlights the power supply options for the Cisco Catalyst IE9300 Rugged Series switches.

Table 7. Power supply options’

Product number Wattage Rated nominal input Supported input Use case scenario
operating range voltage operating
range
PWR-RGD-LOW-DC-H 150W DC 24-60V/10A DC 18-75V Low-voltage DC power
source

Compliant for use in
hazardous locations

PWR-RGD-AC-DC-H 150W AC 100-240V/2.0A AC 85-264V High-voltage AC or DC
50-60 Hz or power source.
or Compliant for use in
DC 88-300V hazardous locations
DC 100-250V/2.0A
PWR-RGD-AC-DC-250 250W AC 100-240V 3.3A AC 85-264V High-voltage AC or DC
50-60 Hz power source
or
or Compliant for use in
DC 88-300V hazardous locations
DC 100-250V 3.3A
PWR-RGD-AC-DC-400 400W AC 100-240V 3.3A AC 85-264V High-voltage AC or DC
50-60 Hz power source
or
or Compliant for use in
DC 88-300V hazardous locations

DC 100-250V 3.3A

T All power supplies have their power output galvanically isolated from the power input.

Table 8 highlights the PoE capability of the Cisco Catalyst IE9300 Rugged Series switches.

Table 8. Available power' budget for PoE/PoE+ with different power supply wattage

Product number 150W 250W +
(dual) 150W

IE-9320-24P4S-E/-A 70W 190W 170W 280W 370W 320W 480W3
IE-9320-24P4X-E/-A 70W 190W 170W 280W 370W 320W 720W
IE-9320-16P8U4X-E/-A? 70W 190W 170W 280W 370W 320W 720W
IE-9310-16P8S4X-E/-A 50W 170W 150W 260W 350W 300W 480W

T150W and 250W Power Supplies cannot be used with the 400W Power Supply in a load sharing configuration.

2400W power supplies are required to support 4PPoE Type 4 (PoE Class 7 and 8, PDs requiring greater than 60W). Any of the
supported power supplies can be used for PoE+ and 4PPoE Type 3 (PoE Class 1 through 6) up to 60W.

3 System PoE budget for IE-9320-24P4S-E/-A has been increased from 385W to 480W from release 10S XE 17.18.1 onwards.
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Tables 9 and 10 highlight the software features supported by the Cisco Catalyst IE9300 Rugged Series
switches.

Table 9. Key supported software features (Network Essentials license)

Network Essentials license

(perpetual)

Layer 2 switching 802.1Q, 802.1w, 802.1ab, 802.1s, 802.3ad, 802.3x, Per-VLAN Rapid Spanning Tree
(PVRST+), Per-VLAN Spanning Tree (PVST+), Rapid PVST (RPVST), Remote Switched
Port Analyzer (RSPAN), Switched Port Analyzer (SPAN), STP, Storm Control, VLAN Trunk
Protocol (VTP) v2/v3, 802.1Q Tunneling, Layer 2 Protocol Tunneling (L2PT), Q-in-Q,
Selective Q-in-Q, EtherChannel, VLAN Mapping, Loop Detection Guard

Multicast IGMP v1/v2/v3, IGMP snooping, Multicast Listener Discovery (MLD) snooping

Management WebUI, MIB, Simple Network Management Protocol (SNMP), syslog, Dynamic Host
Configuration Protocol (DHCP) server, NETCONF, Embedded Event Manager (EEM), Cisco
Plug and Play (PnP), Express Setup, Resilient Ethernet Protocol (REP) Zero Touch
Provisioning (ZTP)

Security DHCPv6 Guard, IP Source Guard, IPv6 Destination Guard, IPv6 Neighbor Discovery
Multicast Suppress, IPv6 Router Advertisement (RA) Guard, IPv6 Snooping, IPv6
Source/Prefix Guard, IPv6 Neighbor Discovery Duplicate Address Detection, Full Flexible
NetFlow, PACL, VACL, Network Edge Authentication Topology (NEAT), HTTPS, RADIUS,
TACACS+, X.509v3, Secure Shell (SSH), DHCP Snooping, 802.1X, Client Information
Signaling Protocol (CISP), Dynamic ARP Inspection (DAI), authentication, authorization,
and accounting (AAA), Secure Copy Protocol (SCP), IEEE 802.1AE MACsec-128, TLS 1.3

Quality of Service (QoS) 802.1p, priority queuing, Modular QoS command-line interface (MQC), class-based
shaping and marking, egress policing, egress queuing and shaping, Auto-QoS,
Differentiated Services Code Point (DSCP) mapping and filtering, low-latency queuing

Layer 3 routing Static routing, Open Shortest Path First (OSPF - 1000 routes), OSPFv3, Routing
Information Protocol (RIP), Policy-Based Routing (PBR)

Industrial Ethernet Locate Switch, Swap Drive, Generic Object-Oriented Substation Events (GOOSE)
messaging, SCADA Protocol Classification, PTP" (Default Profile, Power Profile 2011,
Power Profile 2017), Network Time Protocol (NTP) to PTP, Bidirectional Forwarding
Detection (BFD), PTP as refclock for NTP, PROFINET, Common Industrial Protocol (CIP),
Cisco I0x support, Layer 2 Network Address Translation (L2 NAT), ModBus TCP,
ERSPAN, Inter-Range Instrumentation Group (IRIG-B) Input and Output interface (B002,
B003, B006, B007, B122, B123, B126, B127 timecode)?, Global Navigation Satellite
System (GNSS)/Global Positioning System (GPS)?, dying gasp

Redundancy REP rings, REP Fast, HSR?, PRP3, MRP, PTP over PRP3, MRP over Stacking*, Fast MRP,
PTP over MRP

Automation YANG, NETCONF, RESTCONF, Cisco Plug and Play (PnP), Day-0 Zero Touch Provisioning
(ZTP)

T PTP is not supported on 2.5G ports of the IE-9320-16P8U4X-E/A
2 Supported on IE-9320-22S2C4X-E/-A only
3 Supported on the IE-9320-26S2C-E/-A, IE-9320-22S2C4X-E/-A and IE-9310-16P8S4X-E/-A only

4 Available on Stackable, IE-9320 variants only
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Table 10. Key supported software features (Network Advantage license)

Network Advantage

license (perpetual)’

IP routing protocols Hot Standby Router Protocol (HSRP), Border Gateway Protocol (BGP), Enhanced Interior
Gateway Routing Protocol (EIGRP), Intermediate System-to-Intermediate System (I1S-IS),
Nonstop Forwarding (NSF), LISP, OSPF, BGP-EVPN over VXLAN

Virtualization VRF-lite

Security Cisco TrustSec®: Security group ACL (SGACL), SGACL logging, Extensible Authentication
Protocol - Transport Layer Security (EAP-TLS), IEEE 802.1AE MACsec-256, SD-Access Policy
Extended Node, SD-Access Fabric Edge Node, Generic Routing Encapsulation (GRE), TrustSec
over PRP?

IP Multicast Auto-RP, Multicast Source Discovery Protocol (MSDP), Protocol Independent Multicast (PIM)
v2, IPv6 Multicast with VRF-lite support

Industrial Ethernet Layer 3 Network Address Translation (L3 NAT)

Network Features Audio Video Bridging (AVB, IEEE 802.1BA)3, IP SLA

" Network Advantage license includes all Network Essentials features.
2 Supported on IE-9320-26S2C-A, IE-9320-22S2C4X-A and IE-9310-16P8S4X-A only.

3 Not supported on IE-9320-26S2C-A, IE-9320-22S2C4X-A and IE-9310-16P8S4X-A. Please refer to the AVB configuration guide
for more details.

Table 11 highlights the details of Cisco Catalyst Center Essentials and Cisco Catalyst Center Advantage
licenses for the IE9300 Rugged Series switches.

Table 11. Cisco Catalyst Center DNA Essentials and Cisco Catalyst Center DNA Advantage licenses

Description Cisco Catalyst Cisco Catalyst
Center DNA Center DNA

Essentials? Advantage'~?

Cisco Catalyst Center Discovery, topology, inventory, software Yes Yes
image management

Visibility Overall Health Dashboard Yes Yes

Day-zero network bring-up Cisco Network Plug-and-Play application Yes Yes

automation

SD-Access Extended Node SD-Access fabric overlay extension Yes Yes

Industrial Support MRP Monitoring, REP Configuration, REP Yes Yes
Topology View

PRP Topology Monitoring (SD-Access)3

LAN Automation Lan automation helps create error-free No Yes
underlay network for SDA deployments

SD-Access Policy Extended SD-Access fabric overlay extension and No Yes
Node segmentation
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Description Cisco Catalyst Cisco Catalyst
Center DNA Center DNA

Essentials? Advantage'?

SD-Access Fabric Edge Node A fabric device that connects wired No Yes
endpoints to the SDA fabric.

Device 360 Device 360, Client 360, and Network Health No Yes
Insights

Patch/SMU Lifecycle Management of Software Maintenance No Yes

Management Upgrades (SMU) or Patches via Cisco

Catalyst Center

Application Visibility and Provides application-level classification, No Yes
Control (NBAR2) monitoring, and traffic control

' Cisco Catalyst Center DNA Advantage license can be paired only with the Network Advantage license.

2 Cisco Catalyst Center licenses for Industrial Ethernet switches are add-on/optional and not mandatory. They do not include Network
Tier features.

3 Requires relevant Catalyst Center SD-Access licensing

Table 12 highlights the compliance specifications for the Cisco Catalyst IE9300 Rugged Series switches.

Table 12. Compliance specifications

Electromagnetic emissions FCC 47 CFR Part 15 Class A
EN 55032 Class A
VCCI Class A
AS/NZS CISPR 32 Class A
CISPR 11 Class A
CISPR 32 Class A
ICES 003 Class A
CNS15936
EN 300 386
EN 61000-3-2 Harmonic Current Emissions
EN 61000-3-3 Voltage Fluctuations and Flicker
KS C9832

Radio EN 303 413’
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Electromagnetic immunity EN55024/EN55035
CISPR 24/CISPR35

KS C9835

EN 61000-4-2 Electro Static Discharge

EN 61000-4-3 Radiated RF

EN 61000-4-4 Electromagnetic Fast Transients
EN 61000-4-5 Surge

EN 61000-4-6 Conducted RF

EN 61000-4-8 Power Frequency Magnetic Field
EN 61000-4-10 Oscillatory Magnetic Field

EN 61000-4-11 AC Voltage Dips

EN 61000-4-29 DC Voltage Dips

EN 301 489-19 and -1'

Industry standards EN 61000-6-2 Industrial
EN 61000-6-4 Industrial
EN 61000-6-1 Light Industrial
EN 61326 Industrial Control
IEEE 1613:2009 Electric Power Stations Communications Networking
IEC 61850-3 Electric Substations Communications Networking
EN 50121-4
EN 50121-3-2:2016 +A1:2019
EN 50125-3:2003
EN 50125-1:2014
AREMA C&S Manual 2019 part 11.5.1 and 11.5.2
IP30 (per EN60529)
IEC 61850-9-3 (Power Utility Profile)

Safety standards and certifications Information technology equipment:
UL/CSA 60950-1
EN 60950-1, CB to IEC 60950-1 with all country deviations
UL/CUL 62368-1, CB to IEC62368-1 with country deviations
NOM to NOM-019-SCFI (through partners and distributor)
Industrial floor (control equipment):
CB report and certificate to IEC 61010-2-201
UL/CSA 61010-2-201
CSA C22.2, No.142
Hazardous locations:

UL 121201 (Class I, Div 2, groups A-D)
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CSA 213 (Class I, Div 2, groups A-D)

UL/CSA 60079-0, -7 (Class |, Zone 2, Gc/IIC)

IEC 60079-0, -7 IECEXx test report (Class |, Zone 2, Gc¢/IIC, ec)
EN 60079-0, -7 ATEX certificate (Class I, Zone 2, Gc/IIC, ec)

Operating environment Operating temperature:
-40° to 75°C (-40° to 167°F) (blower-equipped cabinet)
-40° to 60°C (-40° to 140°F) (sealed cabinet)?
-40° to 70°C (-40° to 158°F) (vented cabinet)
EN 60068-2-1
EN 60068-2-2

EN 61163

Altitude:

Up to 15,000 feet (4572 m) with no temperature derating

Up to 40,000 feet (12,192 m) with temperature derating down to 25°C (77°F)

Storage environment Temperature: -40° to 85°C (-40° to 185°F)

Altitude: 15,000 feet (4572 m)
IEC 60068-2-14

Humidity Relative humidity of 5% to 95% noncondensing
IEC 60068-2-3
IEC 60068-2-30

Shock and vibration IEC 60068-2-6 (Vibration)
IEC 60068-2-27 (Shock)
IEC 60068-2-31 (Shock)
IEC 60068-2-32 (Shock)
IEC 60068-2-64 (Vibration)

Corrosion IEC 60068-2-52 (salt fog)'
IEC 60068-2-60 (flowing mixed gas)’

Warranty Five-year limited hardware warranty on all IE9300 product IDs and all Industrial
Ethernet (IE) power supplies. See more information in the Warranty section.
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Certifications IEC/ANSI/ISA-62443-4-1-2018
ANSI/ISA-62443-4-2-2018, IEC-62443-4-2-2019
FIPS 140-2
USGv6-r1
Ready Logo Version 5
Common Criteria
ODVA Industrial EtherNet/IP
NEMA TS2:20213

"For IE-9320-22S2C4X-E/A only
2 Safety approved up to 60°C
3 Pending for IE-9310-16P8S4X-E/-A

Table 13 highlights the Mean Time Between Failures (MTBF) for the Cisco Catalyst IE9300 Rugged Series
switches.

Table 13. MTBF information

Product ID Rated MTBF (hours)

IE-9310-26S2C -E/-A 530,890
IE-9320-26S2C -E/-A 492,370
IE-9320-22S2C4X -E/-A 323,733
IE-9320-24P4S -E/-A 489,710
IE-9320-24T4X -E/-A 651,580
IE-9320-24P4X -E/-A 489,710
IE-9320-16P8U4X -E/-A 472,070
IE-9310-16P8S4X -E/-A 265,827
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Table 14 highlights information about management and standards for the Cisco Catalyst IE9300 Rugged
Series switches.

Table 14. Management and standards

IEEE standards « IEEE 802.1D MAC Bridges, STP « IEEE 802.3ah 100BASE-X SMF/MMF only
« IEEE 802.1p Layer2 COS « IEEE 802.3u 100BASE-TX specification
prioritization « IEEE 802.3ab 1000BASE-T specification
« IEEE 802.1q VLAN « IEEE 802.3z 1000BASE-X specification
« IEEE 802.1s Multiple Spanning- « IEEE 1588v2 PTP Precision Time Protocol

Trees
. . o [EEE 802.1BA Audio Video Bridging
« |[EEE 802.1w Rapid Spanning-Tree
o |[EEE 802.3af

o IEEE 802.1x Port Access

Authentication « |[EEE 802.3at
o I[EEE 802.1AB LLDP o [EEE 802.3bt Type 3
« IEEE 802.3ad Link Aggregation o IEEE 802.3bt Type 4
(LACP)

« IEEE 802.3i 10Base-T

RFC compliance « RFC 768: UDP e RFC 1305: NTP
e RFC 783: TFTP e RFC 1492: TACACS+
o RFC 791: IPv4 protocol o RFC 1493: Bridge MIB Objects
e RFC 792: ICMP e RFC 1534: DHCP and BOOTP interoperation
« RFC 793: TCP « RFC 1542: Bootstrap Protocol
e RFC 826: ARP e RFC 1643: Ethernet Interface MIB
e RFC 854: Telnet e RFC 1757: RMON
e RFC 951: BOOTP e RFC 2068: HTTP
e RFC 959: FTP « RFC 2131, 2132: DHCP
e RFC 1157: SNMPv1 e RFC 2236: IGMP v2
e RFC 1901,1902-1907 SNMPv2 e RFC 3376: IGMP v3
« RFC 2273-2275: SNMPv3 e RFC 2474: DiffServ Precedence
« RFC 2571: SNMP Management o gFC 3046: DHCP Relay Agent Information
ption

« RFC 1166: IP Addresses
o RFC 1256: ICMP Router Discovery

« RFC 3580: 802.1x RADIUS
e RFC 4250-4252 SSH Protocol
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SNMP MIB objects o BRIDGE-MIB ¢ CISCO-SNMP-TARGET-EXT-MIB
o CALISTA-DPA-MIB o CISCO-STACK-MIB
o CISCO-ACCESS-ENVMON-MIB o CISCO-STACKMAKER-MIB

o CISCO-ADMISSION-POLICY-MIB o CISCO-STACKWISE-MIB
e CISCO-AUTH-FRAMEWORK-MIB o CISCO-STP-EXTENSIONS-MIB

o CISCO-BRIDGE-EXT-MIB ¢ CISCO-SYSLOG-MIB

o CISCO-BULK-FILE-MIB o CISCO-TCP-MIB

o CISCO-CABLE-DIAG-MIB o CISCO-UDLDP-MIB

o CISCO-CALLHOME-MIB e CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
o CISCO-CAR-MIB o CISCO-VLAN-MEMBERSHIP-MIB
« CISCO-CDP-MIB o CISCO-VTP-MIB

e CISCO-CIRCUIT-INTERFACE-MIB o ENTITY-MIB

e CISCO-CLUSTER-MIB o ETHERLIKE-MIB

o CISCO-CONFIG-COPY-MIB « HC-RMON-MIB

o CISCO-CONFIG-MAN-MIB o IEEE8021-PAE-MIB

o CISCO-DATA-COLLECTION-MIB o [IEEE8023-LAG-MIB

o CISCO-DHCP-SNOOPING-MIB o IF-MIB

o CISCO-EMBEDDED-EVENT-MGR- o IP-FORWARD-MIB

MiB « LLDP-EXT-MED-MIB
« CISCO-ENTITY-ALARM-MIB + LLDP-EXT-PNO-MIB

e CISCO-ENTITY-VENDORTYPE- « LLDP-MIB

OID-MIB
o« NETRANGER
o CISCO-ENVMON-MIB
o NOTIFICATION-LOG-MIB
o CISCO-ERR-DISABLE-MIB
e OLD-CISCO-CHASSIS-MIB
o CISCO-FLASH-MIB
e OLD-CISCO-CPU-MIB
e CISCO-FTP-CLIENT-MIB
e OLD-CISCO-FLASH-MIB

e CISCO-IGMP-FILTER-MIB

e OLD-CISCO-INTERFACES-MIB
o CISCO-IMAGE-MIB

e OLD-CISCO-IP-MIB
o CISCO-IP-STAT-MIB

e OLD-CISCO-MEMORY-MIB

o CISCO-LAG-MIB
e OLD-CISCO-SYS-MIB<
e CISCO-LICENSE-MGMT-MIB
e OLD-CISCO-SYSTEM-MIB

e CISCO-MAC-AUTH-BYPASS-MIB

e OLD-CISCO-TCP-MIB
e CISCO-MAC-NOTIFICATION-MIB

e OLD-CISCO-TS-MIB
o CISCO-MEMORY-POOL-MIB

« RMON-MIB
o CISCO-PAE-MIB

« RMON2-MIB
o CISCO-PAGP-MIB

« SMON-MIB

o CISCO-PING-MIB
o CISCO-PORT-QOS-MIB

e SNMP-COMMUNITY-MIB
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¢ CISCO-PORT-SECURITY-MIB o SNMP-FRAMEWORK-MIB
¢ CISCO-PORT-STORM-CONTROL- « SNMP-MPD-MIB

MiB « SNMP-NOTIFICATION-MIB
« CISCO-PRIVATE-VLAN-MIB . SNMP-PROXY-MIB

o CISCO-PROCESS-MIB
o CISCO-PRODUCTS-MIB

o CISCO-RESILIENT-ETHERNET-
PROTOCOL-MIB

o SNMP-TARGET-MIB
o« SNMP-USM-MIB
o SNMP-VIEW-BASED-ACM-MIB

o SNMPv2-MIB
o CISCO-RTTMON-ICMP-MIB

o TCP-MIB
o CISCO-RTTMON-IP-EXT-MIB

« UDP-MIB

e CISCO-RTTMON-MIB
e CISCO-RTTMON-RTP-MIB

Table 15 highlights information about supported SFP modules for the Cisco Catalyst IE9300 Rugged Series
switches.

Table 15. SFP support

Part number Specification

SFP type |Max distance | Cable type | Temperature | Digital optical

monitoring

(DOM) support
GLC-FE-100FX-RGD=  100BASE-FX FE 2 km MMF IND Yes
GLC-FE-100LX-RGD=  100BASE-LX10 FE 10 km SMF IND Yes
GLC-FE-100FX= 100BASE-FX FE 2 km MMF EXT No
GLC-FE-100LX= 100BASE-LX10 FE 10 km SMF EXT No
GLC-FE-100EX= 100BASE-EX FE 40 km SMF EXT No
GLC-FE-100ZX= 100BASE-ZX FE 80 km SMF COM No
GLC-FE-100BX-D= 100BASE-BX10 FE 10 km SMF COM No
GLC-FE-100BX-U= 100BASE-BX10 FE 10 km SMF COM Yes
GLC-SX-MM-RGD= 1000BASE-SX GE 550 m MMF IND Yes
GLC-LX-SM-RGD= 1000BASE-LX/LH GE 550 m/10 km MMF/SMF  IND Yes
GLC-ZX-SM-RGD= 1000BASE-ZX GE 70 km SMF IND Yes
GLC-BX40-U-I= 1000BASE-BX40 GE 40 km SMF IND Yes
GLC-BX40-D-I= 1000BASE-BX40 GE 40 km SMF IND Yes
GLC-BX80-U-I= 1000BASE-BX80 GE 80 km SMF IND Yes
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Part number

GLC-BX80-D-I=

GLC-SX-MMD=

GLC-LH-SMD=

GLC-EX-SMD=

GLC-ZX-SMD=

GLC-BX-D=

GLC-BX-U=

CWDM-SFP-xxxx=

DWDM-SFP-xxxx=

SFP-GE-S=

SFP-GE-L=

SFP-GE-Z=

GLC-SX-MM=

GLC-LH-SM=

GLC-ZX-SM=

GLC-TE=2

GLC-T=?

GLC-T-RGD=2

ONS-SI-GE-SX=

ONS-SI-GE-LX=

ONS-SI-GE-EX=

ONS-SI-GE-ZX=

ONS-SE-GE-BXU=

ONS-SE-GE-BXD=

GLC-BX-U-I=

Specification

1000BASE-BX80

1000BASE-SX

1000BASE-LX/LH

T000BASE-EX

T000BASE-ZX

T1000BASE-BX10

1000BASE-BX10

CWDM 1000BASE-X

DWDM 1000BASE-X

1000BASE-SX

T1000BASE-LX/LH

T000BASE-ZX

T000BASE-SX

1000BASE-LX/LH

1000BASE-ZX

1000BASE-T

1000BASE-T

1000BASE-T

T000BASE-SX

T000BASE-LX

T000BASE-EX

T000BASE-ZX

1000BASE-BX

1000BASE-BX

1000BASE-BX
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SFP type |Max distance | Cable type | Temperature | Digital optical

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

80 km

550 m

550 m/10 km

40 km

70 km

10 km

10 km

550 m

550 m/10 km

70 km

550 m

550 m/10 km

70 km

100 m

100 m

100 m

500 m

10 km

40 km

80 km

10 km

10 km

10 km

SMF

MMF
MMF/SMF
SMF

SMF

SMF

SMF

SMF

SMF

MMF
MMF/SMF
SMF

MMF
MMF/SMF
SMF
Copper
Copper
Copper
MMF

SMF

SMF

SMF

SMF

SMF

SMF

IND

EXT

EXT

EXT

EXT

COM

COM

COM

COM

EXT

EXT

EXT

COM

COM

COM

EXT

COM

IND

IND

IND

IND

IND

EXT

EXT

IND

monitoring
(DOM) support

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No

No

Yes
NA

NA

NA
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Part number

GLC-BX-D-I=

SFP-10G-BXD-I=

SFP-10G-BXU-I=

SFP-10G-BX40D-I=

SFP-10G-BX40U-I=

SFP-10G-SR-X=

SFP-10G-SR-I=

SFP-10G-LR-X=

SFP-10G-SR=

SFP-10G-LR=

SFP-10G-ER=

SFP-10G-ZR=

SFP-H10GB-CUxM=

SFP-H10GB-ACUxM=

ONS-SI+-10G-SR=

ONS-SI+-10G-LR=

ONS-SI+-10G-ER=

ONS-SI+-10G-ZR=

SFP-10G-ER-I=

SFP-10G-ZR-I=

SFP-10G-T-X=

SFP-10G-LR10-I=

DWDM-SFP10G-xxxx=

CWDM-SFP10G-xxxx=

Specification

1000BASE-BX

10GBASE-BX

T0GBASE-BX

T0GBASE-BX

T0GBASE-BX

10GBASE-SR

10GBASE-SR

10GBASE-LR

10GBASE-SR

10GBASE-LR

10GBASE-ER

10GBASE-ZR

Twinax Cable

Twinax Cable

10GBASE-SR

10GBASE-LR

10GBASE-ER

10GBASE-ZR

10GBASE-ER

10GBASE-ZR

T10GBASE-T

10GBASE-LR

DWDM 10GBASE-X

CWDM 10GBASE-X

SFP type |Max distance | Cable type | Temperature | Digital optical
monitoring

GE

10G

10G

10G

10G

10G

10G

10G

10G

10G

10G

10G

10G

10G

10G

10G

10G

10G

10G

10G

10G

10G

10G

10G

10 km

10 km

10 km

40 km

40 km

400 m

400 m

10 km

400 m

10 km

40 km

80 km

Tm, 3m, 5m

7m, 10m

400 m

10 km

40 km

70 km

40 km

70 km

30m

10 km

SMF

SMF

SMF

SMF

SMF

MMF

MMF

SMF

MMF

SMF

SMF

SMF

MMF
SMF
SMF
SMF
SMF
SMF
Copper
SMF
SMF

SMF

T If nonindustrial SFPs (EXT, COM) are used, the switch operating temperature must be derated.

2 Degrades PTP performance. Not supported on Dual-Media SFP Ports (Combo Ports)
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IND

IND

IND

IND

IND

EXT

IND

EXT

COM

COM

COM

COM

COM

COM

IND

IND

IND

IND

IND

IND

EXT

IND

COM

COM

(DOM) support

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

NA

Yes

Yes

Yes
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Ordering information
Table 16 lists the ordering information for the Cisco Catalyst IE9300 Rugged Series switches.

Cisco Catalyst IE9300 Rugged Series Network Advantage license-based switch SKUs (e.g. IE-9310-
26S2C-A, IE-9320-24T4X-A etc.) come with an option of 3-year limited term and 24 endpoints
Advantage license (CV-A-IE) of Cisco Cyber Vision at no extra cost. Licenses for additional endpoints can
be purchased separately.

Inclusion of CV-A-IE, under Network Advantage license-based switch SKUs, is applicable only for orders
placed August 23, 2025 onwards.

Table 16. Ordering information

IE-9310-26S2C-E Catalyst IE9300 w/ 24 Ports GE SFP Downlinks and 4 Ports GE SFP uplinks, NE
IE-9310-26S2C-A Catalyst IE9300 w/ 24 Ports GE SFP Downlinks and 4 Ports GE SFP uplinks, NA
IE-9320-26S2C-E Catalyst IE9300 w/ 24 Ports GE SFP Downlinks and 4 Ports GE SFP uplinks, Stackable, NE
IE-9320-26S2C-A Catalyst IE9300 w/ 24 Ports GE SFP Downlinks and 4 Ports GE SFP uplinks, Stackable, NA

IE-9320-22S2C4X-E Catalyst IE9300 w/ 24 Ports GE SFP Downlinks and 4 Ports 10G SFP+ uplinks, Stackable, NE,
Conformal Coating

IE-9320-22S2C4X-A Catalyst IE9300 w/ 24 Ports GE SFP Downlinks and 4 Ports 10G SFP+ uplinks, Stackable, NA,
Conformal Coating

IE-9320-24P4S-E Catalyst IE9300 w/ 24 Ports GE PoE+ Downlinks and 4 Ports GE SFP uplinks, Stackable, NE
IE-9320-24P4S-A Catalyst IE9300 w/ 24 Ports GE PoE+ Downlinks and 4 Ports GE SFP uplinks, Stackable, NA
IE-9320-24T4X-E Catalyst IE9300 w/ 24 Ports GE Cu Downlinks and 4 Ports 10G SFP+ uplinks, Stackable, NE
IE-9320-24T4X-A Catalyst IE9300 w/ 24 Ports GE Cu Downlinks and 4 Ports 10G SFP+ uplinks, Stackable, NA
IE-9320-24P4X-E Catalyst IE9300 w/ 24 Ports GE PoE+ Downlinks and 4 Ports 10G SFP+ uplinks, Stackable, NE
IE-9320-24P4X-A Catalyst IE9300 w/ 24 Ports GE PoE+ Downlinks and 4 Ports 10G SFP+ uplinks, Stackable, NA

IE-9320-16P8U4X-E Catalyst IE9300 w/ 16 Ports GE PoE+ and 8 Ports 2.5G 4PPoE Downlinks and 4 Ports 10G SFP+
uplinks, Stackable, NE

IE-9320-16P8U4X-A Catalyst IE9300 w/ 16 Ports GE PoE+ and 8 Ports 2.5G 4PPoE Downlinks and 4 Ports 10G SFP+
uplinks, Stackable, NA

IE-9310-16P8S4X-E Cisco Catalyst IE9300 w/ 16 Ports GE PoE+ and 8 Ports SFP Downlinks and 4 Ports 1/10G SFP+

uplinks, NE

IE-9310-16P8S4X-A Cisco Catalyst IE9300 w/ 16 Ports GE PoE+ and 8 Ports SFP Downlinks and 4 Ports 1/10G SFP+
uplinks, NA

SD-IE-16GB= 16GB SD memory card for IE

CAB-STK-0.5M= Cisco 0.5M stack cable
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Product ID

CAB-STK-1M=

RM-RGD-19IN=

RM-RGD-23IN=

RM-RGD-ETSI=

PWR-RGD-AC-DC-H

PWR-RGD-AC-DC-H=

PWR-RGD-LOW-DC-H

PWR-RGD-LOW-DC-
H=

PWR-RGD-AC-DC-250

PWR-RGD-AC-DC-
250=

PWR-RGD-AC-DC-400

PWR-RGD-AC-DC-
400=

IE9300-NW-A=

IE9300-DNA-E

IE9300-DNA-E-3Y

IE9300-DNA-E-5Y

IE9300-DNA-E-7Y

IE9300-DNA-A

IE9300-DNA-A-3Y

IE9300-DNA-A-5Y

IE9300-DNA-A-7Y
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Cisco 1M stack cable

Spare 19IN rack-mount kit

23IN NEBS rack-mount kit

ETSI rack-mount kit

Hazloc Power Supply High AC/DC 85-264VAC/88-300VDC
Spare Hazloc Power Supply High AC/DC 85-264VAC/88-300VDC
Hazloc Power Supply Low DC 24-60V/10A

Spare Hazloc Power Supply Low DC 24-60V/10A

Hazloc Power Supply 100-240VAC/100-250VDC

Spare Hazloc Power Supply 100-240VAC/100-250VDC

Hazloc Power Supply 100-240VAC/100-250VDC, 400W

Spare Hazloc Power Supply 100-240VAC/100-250VDC, 400W

Network Advantage License for IE9300, Perpetual

Cisco Catalyst Center DNA Essentials license for IE9300 Series

IE 9300 Cisco Catalyst Center DNA Essentials, 3 Year Term license
IE 9300 Cisco Catalyst Center DNA Essentials, 5 Year Term license
IE 9300 Cisco Catalyst Center DNA Essentials, 7 Year Term license
Cisco Catalyst Center DNA Advantage license for IE9300 Series

IE 9300 Cisco Catalyst Center DNA Advantage, 3 Year Term license
IE 9300 Cisco Catalyst Center DNA Advantage, 5 Year Term license

IE 9300 Cisco Catalyst Center DNA Advantage, 7 Year Term license
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Warranty

Five-year limited hardware warranty on all IE9300 product IDs and power supplies (see Table 15 above).
See the following link for more details on the warranty:

https://www.cisco.com/c/en/us/products/warranties/warranty-doc-c99-740591.html.

Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section

of Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Information on product material content laws and regulations Materials

Information on electronic waste laws and regulations, including products, batteries, and \WEEE compliance
packaging

Reference links to product-specific environmental sustainability information that is mentioned in relevant
sections of this data sheet are provided in the following table:

Power
Power specifications and consumption Table 5. IE9300 physical configurations

Environmental characteristics

Operating temperature, industry standards, EMC emissions Table 12. Compliance specifications
Material
Unit weight Table 5: IE9330 physical configurations

Cisco makes the packaging data available for informational purposes only. It may not reflect the most
current legal developments, and Cisco does not represent, warrant, or guarantee that it is complete,
accurate, or up to date. This information is subject to change without notice.
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Cisco Services
For information on services, visit https://www.cisco.com/web/services/.

Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital® makes it easier to get the right technology to achieve your objectives, enable business
transformation, and stay competitive. We can help you reduce the total cost of ownership, conserve
capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can help you

acquire hardware, software, services, and complementary third-party equipment in easy, predictable
payments. Learn more.

For more information

For more information about the Cisco IE 9300 Series, visit https://www.cisco.com/go/ie9300 or contact
your local account representative.
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Resilient Ethernet Protocol (REP)

The Resilient Ethernet Protocol (REP) is a Cisco proprietary protocol that provides an alternative to the
Spanning Tree Protocol (STP). REP provides a way to control network loops, handle link failures, and
improve convergence time. It controls a group of ports connected in a segment, ensures that the segment
does not create any bridging loops, and responds to link failures within the segment. REP provides a basis
for constructing complex networks and supports VLAN load balancing.

» Finding Feature Information, page 1

» Restrictions for Resilient Ethernet Protocol, page 1
* Information About REP, page 2

* How to Configure REP, page 10

» Configuration Examples for REP, page 24

» Additional References, page 26

 Feature Information for Resilient Ethernet Protocol, page 27

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Restrictions for Resilient Ethernet Protocol

* You must configure each segment port; an incorrect configuration can cause forwarding loops in networks.

* REP can manage only a single failed port within the segment; multiple port failures within the REP
segment causes high loss of network connectivity.

LAN Switching Configuration Guide
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Resilient Ethernet Protocol (REP) |
. Information About REP

* You should configure REP only in networks with redundancy. Configuring REP in a network without
redundancy causes loss of network connectivity.

¢ Use LSL timers of 520mseconds to avoid REP flaps.

* The rate at which the layer 3 packets are punted to Host Q must be lesser than 1000 packets/second to
avoid REP flap. The credit limit for Host Q is 1000 packets/second.

* There is no drop in REP LSL packet in STP Queue.

* The recommended minimum REP LSL timer value is 200 ms.

* The REP ports are removed from the topology list during the following situations:
» New port is added after the removal of the old port.
* Both REP ports are removed.
* The port is an Edge or Edge no neighbor port.

It is designed to avoid the traffic loop based on the above behavior to adopt dynamic REP configuration
changes.

Information About REP

REP Segments

A REP segment is a chain of ports connected to each other and configured with a segment ID. Each segment
consists of standard (nonedge) segment ports and two user-configured edge ports. A router can have no more
than two ports that belong to the same segment, and each segment port can have only one external neighbor.
A segment can go through a shared medium, but on any link, only two ports can belong to the same segment.
REP is supported only on Trunk Ethernet Flow Point (EFP) interfaces.

The figure below shows an example of a segment consisting of six ports spread across four switches. Ports
E1 and E2 are configured as edge ports. When all ports are operational (as in the segment on the left), a single

LAN Switching Configuration Guide
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Resilient Ethernet Protocol (REP)

REP Segments .

port is blocked, shown by the diagonal line. When there is a failure in the network, the blocked port returns
to the forwarding state to minimize network disruption.

Figure 1: REP Open Segments
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The segment shown in the figure above is an open segment; there is no connectivity between the two edge
ports. The REP segment cannot cause a bridging loop, and you can safely connect the segment edges to any
network. All hosts connected to routers inside the segment have two possible connections to the rest of the
network through the edge ports, but only one connection is accessible at any time. If a failure occurs on any
segment or on any port on a REP segment, REP unblocks all ports to ensure that connectivity is available
through the other gateway.

The segment shown in the figure below is a ring segment, and it has both edge ports located on the same
router. With this configuration, you can create a redundant connection between any two routers in the segment.

Figure 2: REP Ring Segment

‘.

REP segments have the following characteristics:

il [=1=]

« If all ports in a segment are operational, one port (referred to as the alternate port) is in the blocked state
for each VLAN. If VLAN load balancing is configured, two ports in the segment control the blocked
state of VLANS.
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Resilient Ethernet Protocol (REP) |
. Link Integrity

« If one or more ports in a segment is not operational, and cause a link failure, all ports forward traffic on
all VLANSs to ensure connectivity.

* In case of a link failure, alternate ports are unblocked as quickly as possible. When the failed link is up,
a logically blocked port per VLAN is selected with minimal disruption to the network.

You can construct almost any type of network based on REP segments. REP also supports VLAN load
balancing, which is controlled by the primary edge port but can occurring at any port in the segment.

Link Integrity

REP does not use an end-to-end polling mechanism between edge ports to verify link integrity. It implements
local link failure detection. When enabled on an interface, the REP Link Status Layer (LSL) detects its
REP-aware neighbor and establishes connectivity within the segment. All VLANS are blocked on an interface
until the REP LSL detects the neighbor. After the neighbor is identified, REP determines which neighbor port
should become the alternate port and which ports should forward traffic.

Each port in a segment has a unique port ID. The port ID format is similar to that used by the spanning tree
algorithm: a port number (unique on the bridge), associated to a MAC address (unique in the network). When
a segment port is up, LSL sends packets that include the segment ID and the port ID. The port is declared as
operational after it performs a three-way handshake with a neighbor in the same segment. A segment port
does not become operational under the following conditions:

* No neighbor has the same segment ID.
» More than one neighbor has the same segment ID.

* The neighbor does not acknowledge the local port as a peer.

Each port creates an adjacency with its immediate neighbor. Once the neighbor adjacencies are created, the
ports negotiate to determine one blocked port for the segment, which is the alternate port. All other ports
become unblocked. By default, REP packets are sent to a PortFast Bridge Protocol Data Unit (BPDU) class
MAC address. The packets can also be sent to the Cisco multicast address, which at present is used only to
send blocked port advertisement (BPA) messages when there is a failure in the segment. The packets are
dropped by devices not running REP.

Fast Convergence

Because REP runs on a physical-link basis and not on a per-VLAN basis, only one hello message is required
for all VLANS, thus reducing the load on the protocol. We recommend that you create VLANSs consistently
on all switches in a given segment and configure VLANs on REP trunk ports. To avoid the delay introduced
by relaying messages in software, REP also allows some packets to be flooded to a regular multicast address.
These messages operate at the hardware flood layer (HFL) and are flooded to the whole network, not just the
REP segment. Switches that do not belong to the segment treat the messages as data traffic. You can control
flooding of these messages by configuring a dedicated administrative VLAN for the whole domain.

The estimated convergence recovery time is less than 200 milliseconds (ms) for the local segment.
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VLAN Load Balancing

One edge port in a REP segment acts as the primary edge port and the other as the secondary edge port. It is
the primary edge port that always participates in VLAN load balancing in the segment. REP VLAN load
balancing is achieved by blocking some VLANSs at a configured alternate port and all other VLANS at the
primary edge port. When you configure VLAN load balancing, you can specify the alternate port using any
one of the following ways:

* By entering the port ID of the interface. To identify the port ID of a port in the segment, enter the show
interface rep detail command for the port.

* By entering the neighbor offset number of a port in the segment, which identifies the downstream
neighbor port of an edge port. The neighbor offset number range is -256 to +256; a value of 0 is invalid.
The primary edge port has an offset number of 1; positive numbers above 1 identify downstream neighbors
of the primary edge port. Negative numbers indicate the secondary edge port (offset number -1) and its
downstream neighbors.

Y

Note  You configure offset numbers on the primary edge port by identifying a port’s
downstream position from the primary (or secondary) edge port. You cannot enter an
offset value of 1 because 1 is the offset number of the primary edge port .

* By entering the preferred keyword to select the port that you previously configured as the preferred
alternate port in the rep segment preferred command.

When the REP segment is complete, all VLANSs are blocked. VLAN load balancing can be triggered in one
of the following two ways:

* You can manually trigger VLAN load balancing at any time by entering the rep preempt segment
segment-id command on the router that has the primary edge port.

* You can configure a preempt delay time by entering the rep preempt delay seconds command. After
a link failure and recovery, VLAN load balancing begins after the configured preemption time period
elapses. The delay timer restarts if another port fails before the time has elapsed.

Y

Note A VLAN load balancing does not start working until triggered by either a manual
intervention or a link failure and recovery.

When VLAN load balancing is triggered, the primary edge port sends out a message to alert all interfaces in
the segment about the preemption. When the message is received by the secondary edge port, a message is
generated in the network to notify the alternate port to block the set of VLANS specified in the message and
to notify the primary edge port to block the remaining VLANS.

You can also configure a particular port in the segment to block all VLANs. VLAN load balancing is initiated
only by the primary edge port and is not possible if the segment is not terminated by an edge port on each
end. The primary edge port determines the local VLAN load balancing configuration.

To reconfigure VLAN load balancing, you must reconfigure the primary edge port. When you change the
VLAN:-load balancing configuration, the primary edge port again waits for the rep preempt segment command
or for the configured preempt delay period after a port failure and recovery before executing the new VLAN
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load balancing configuration. If you change an edge port to a regular segment port, the existing VLAN load
balancing status does not change. Configuring a new edge port might cause a new topology configuration.

Spanning Tree Protocol Interaction

REP does not interact with STP or with Flex Links but can coexist with both of them. A port that belongs to
a segment is removed from spanning tree control, and STP BPDUs are not accepted or sent from segment
ports. Therefore, STP cannot run on a segment.

To migrate from an STP ring configuration to a REP segment configuration, begin by configuring a single
port in the ring as part of the segment and continue by configuring contiguous ports to minimize the number
of segments. Each segment always contains a blocked port, so multiple segments mean multiple blocked ports
and a potential loss of connectivity. You can configure the edge ports when the segment has been configured
in both directions up to the location of the edge ports.

REP Ports

Ports in REP segments take one of following three roles or states: Failed, Open, or Alternate.
* A port configured as a regular segment port starts as a failed port.

* After neighbor adjacencies are determined, the port transitions to the alternate port state, blocking all
VLANS on the interface. Blocked port negotiations occur, and when the segment settles, one blocked
port remains in the alternate role, and all other ports become open ports.

» When a failure occurs in a link, all ports move to the failed state. When the alternate port receives the
failure notification, the port changes to the open state forwarding all VLANSs.

A regular segment port converted to an edge port, or an edge port converted to a regular segment port, does
not always result in a topology change. If you convert an edge port into a regular segment port, VLAN load
balancing is not implemented unless it has been configured. For VLAN load balancing, you must configure
two edge ports in the segment.

A segment port that is reconfigured as a spanning tree port restarts according to the spanning tree configuration.
By default, this port is a designated blocking port. If the PortFast BPDU Guard Enhancement feature is
configured or if STP is disabled, the port goes into the forwarding state.

REP Integrated with VPLS

Normally, in a Virtual Private LAN Service (VPLS) network core, all nodes are connected in a full-mesh
topology and each node has connectivity to all other nodes. In the full-mesh topology, there is no need for a
node to retransmit data to another node. In Figure 3, the common ring provides a path where the packet can
be forwarded to another network provider edge (N-PE) router, breaking split horizon model.

REP emulates a common link connection the REP ring supports the VPLS full-mesh model, but maintains
the split horizon properties so the super-loop does not exist. The emulated common link uses the Clustering
over the WAN (CWAN) line card, which is also used for the VPLS uplink. This emulated common link
forwards data from the ring to either the VPLS uplink or to the other side of the ring; blocks data coming from
the VPLS core network; and handles access to pseudowire for Hierarchical-VPLS (H-VPLS) topologies.

LAN Switching Configuration Guide
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Default REP Configuration

REP is disabled on all interfaces. When enabled, the interface is a regular segment port unless it is configured
as an edge port.

When REP is enabled, the sending of segment topology change notices (STCNs) is disabled, all VLANs are
blocked, and the administrative VLAN is VLAN 1.

When VLAN load balancing is enabled, the default is manual preemption with the delay timer disabled. If
VLAN load balancing is not configured, the default after manual preemption is to block all VLANS at the
primary edge port.

REP Segments and REP Administrative VLANs

A segment is a collection of ports connected in a chain and configured with a segment ID. To configure REP
segments, you should configure the REP administrative VLAN (or use the default VLAN 1) and then add
ports to the segment in interface configuration mode. You should configure two edge ports in the segment,
with one as the primary edge port and the other, by default, as the secondary edge port. A segment has only
one primary edge port. If you configure two ports in a segment as primary edge ports, for example, ports on
different switches, REP selects one of them to serve as the primary edge port. You can also optionally configure
where to send segment STCNs and VLAN load balancing. For more information about configuring REP
Administrative VLANS, see the Configuring the REP Administrative VLAN section.

REP Configuration Guidelines

Follow these guidelines when configuring REP:

» We recommend that you begin by configuring one port and then configure contiguous ports to minimize
the number of segments and the number of blocked ports.

« If more than two ports in a segment fail when no external neighbors are configured, one port goes into
a forwarding state for the data path to help maintain connectivity during configuration. In the show rep
interface command output, the Port Role for this port shows as “Fail Logical Open”; the Port Role for
the other failed port shows as “Fail No Ext Neighbor”. When the external neighbors for the failed ports
are configured, the ports go through the alternate port state transitions and eventually go to an open state
or remain as the alternate port, based on the alternate port selection mechanism.

* REP ports must be Layer 2 IEEE 802.1Q or Trunk EFP ports.
» We recommend that you configure all trunk ports in the segment with the same set of allowed VLANS.

* Be careful when configuring REP through a Telnet connection. Because REP blocks all VLANSs until
another REP interface sends a message to unblock it. You might lose connectivity to the router if you
enable REP in a Telnet session that accesses the router through the same interface.

* You cannot run REP and STP on the same segment or interface.

* If you connect an STP network to a REP segment, be sure that the connection is at the segment edge.
An STP connection that is not at the edge could cause a bridging loop because STP does not run on REP
segments. All STP BPDUs are dropped at REP interfaces.

« If REP is enabled on two ports on a router, both ports must be either regular segment ports or edge ports.
REP ports follow these rules:

LAN Switching Configuration Guide
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« If only one port on a router is configured in a segment, the port should be an edge port.

« If two ports on a router belong to the same segment, both ports must be edge ports or must be
regular segment ports.

« If two ports on a router belong to the same segment and one is configured as an edge port and the
other as a regular segment port (a misconfiguration), the edge port is treated as a regular segment
port.

» REP interfaces come up in a blocked state and remain in a blocked state until they are safe to be unblocked.
You need to be aware of this status to avoid sudden connection losses.
* REP ports cannot be configured as one of the following port types:
* Switched Port Analyzer (SPAN) destination port
* Tunnel port

* Access port

¢ There can be a maximum of 22 REP segments per router.

REP Support on a Trunk EFP

Resilient Ethernet Protocol (REP) can be configured on Trunk EFP ports at the interface level on Cisco ASR
903 Series Routers. Trunk EFP ports can have several bridged VLAN services running on them. VLANs can
be set to blocking and forwarding state on a Trunk EFP port. A user must enable REP on a port. By default,
REP is disabled on all ports.

REP Configurable Timers

In a ring network topology, the Fast Last Link Status (LSL) process detects a neighboring port and maintains
a connection with it. The timer on a port can be configured within 200-10000 ms to receive LSL frames. If
no LSL frames are received from 200 to10000 ms from the neighboring port, the link between routers is
considered as down. The tear-down operation and action is taken to bring up the link and restore traffic.

In the ring network topology, REP might fail to converge the traffic within 50 ms. For example, if the topology
is made of copper cable, REP might fail to converge the traffic due to hardware limitations of the copper
interface. In such a scenario, a remote end can take up to 700 ms to detect shutdown failure of a local port.
The REP LSL is enhanced to achieve higher timer granularity and faster failure detection on the remote side.

LAN Switching Configuration Guide
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The figure below shows the delay in failure detection due to hardware limitation of a Copper interface.

Figure 3: Delay in Failure Detection
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SSO Support for REP Fast Hello

When a router crashes, it takes between 3 to 5 seconds for the router to get into active mode and start sending
REP Fast Hello packets. If the value of the age out timer configured by the Isl age out timer command is less
than 3 seconds, the remote end detects a port failure and reconverges. After reconverging, the router sends
out a BPDU with a special type, length, and, value (TLV) to the connected port. The router learns the port’s
local and remote sequence number so that the subsequent REP three-way link integrity check does not fail.
The Stateful Switchover (SSO) support for REP ensures that a Fast Hello packet can be sent from the router
before the LSL interval expires.

REP Edge No-Neighbor Support

In a ring network topology, aggregation nodes do not support REP. A REP segment can be created with
no-neighbor ports to achieve convergence of switches. The figure below shows P1 and P2 as Edge No-Neighbor
ports in a ring topology. In this configuration P1 and P2 can block traffic. If there is a failure on any of the
links, all the switches with REP configuration converge. Since P1 and P2 are not edges, they do not support
the following tasks:

* Perform VLAN load balancing.
* Detect topology changes to other segments and the Spanning Tree Protocol (STP).
* Choose the port that can preempt.
* Display the complete segment topology.
The Edge No-Neighbor support enables defining a new type of edge that has an internal neighbor. In the figure

below, P1 and P2 are configured as Edge No-Neighbor ports rather than intermediate segment ports. These
ports inherit properties of edge ports and overcome the limitations listed above. Thus, the Edge No-Neighbor
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port (P1 or P2) can send the Multiple Spanning Tree (MST) protocol, a Topology Change Notification (TCN),
and a REP TCN for another segment towards the aggregation switch.

Figure 4: Ring Topology with Edge No-Neighbor Ports
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How to Configure REP

Configuring the REP Administrative VLAN

To avoid the delay introduced by relaying messages that are related to link-failures or VLAN-blocking
notifications during VLAN load balancing, REP floods packets at the hardware flood layer (HFL) to a regular
multicast address. These messages are flooded to the whole network and not just the REP segment. You can
control flooding of these messages by configuring an administrative VLAN for the whole domain.

Follow these guidelines when configuring the REP administrative VLAN:

* There can be only one administrative VLAN on a router and on a segment. However, this is not enforced
by the software.

* If you do not configure an administrative VLAN, the default is VLAN 1.

* If you want to configure REP on an interface, ensure that the REP administrative VLAN is part of the
Trunk EFP encapsulation list.

LAN Switching Configuration Guide
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SUMMARY STEPS
1. enable
2. configure terminal
3. rep admin vlan vian-id
4. end
5. show interface [interface-id] rep [detail]
6. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
* Enter your password if prompted.
Example:

Router> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Router# configure terminal

Step 3 rep admin vlan vian-id Configures a REP administrative VLAN.

] * Specify the administrative VLAN. The range is from
Example: 2 t0 4094. The default is VLAN 1.

Router (config) # rep admin vlan 2

Step 4 end Returns to privileged EXEC mode.

Example:

Router (config) # end

Step 5 show interface [interface-id] rep [detail] Displays the REP configuration and status for a specified
interface.
Example: ¢ Enter the physical interface or port channel ID.
Router# show interface gigabitethernet0/1 rep
detail
Step 6 copy running-config startup-config (Optional) Save your entries in the router startup
configuration file.
Example:

Router# copy running-config startup-config
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Configuring Trunk EFP on an Interface

Before You Begin

For the REP operation, you must configure Trunk EFP on an interface. This task is required and must be done
before configuring REP support on a Trunk EFP.

SUMMARY STEPS
1. enable
2. configure terminal
3. interface yype number
4. service instance trunk service-instance-id ethernet
5. encapsulation dotlq vlan range
6. rewrite ingress tag pop 1 symmetric
1. bridge-domain from-encapsulation
8. end
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
* Enter your password if prompted.
Example:

Router> enable

Step 2 configure terminal Enters global configuration mode.

Example:
Router# configure terminal

Step 3 interface type number Specifies the interface, and enters interface configuration
mode.
Example: * Enter the interface ID.

Router (config) # interface GigabitEthernet 0/0/1

Step 4 service instance trunk service-instance-id ethernet | Configures a service instance on an interface and enters
service instance configuration mode.
Example:
Router (config-if) # service instance trunk 1
ethernet
Step 5 encapsulation dotlq vlan range Defines the match criteria to be used to map dotlq frames
ingress on an interface to the appropriate service instance.
Example: . , * The range of VLAN-IDs is from 1 to 20.
Router (config-if-srv) # encapsulation dotlg vlan
10
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Command or Action

Purpose

Step 6

rewrite ingress tag pop 1 symmetric

Example:
Router (config-if-srv)# rewrite ingress tag pop
1 symmetric

Specifies the encapsulation adjustment to be performed on
the frames ingress to the service instance.

Step 7

bridge-domain from-encapsulation

Example:
Router (config-if-srv) # bridge-domain
from-encapsulation

Derives bridge domains from encapsulation.

Step 8

end

Example:
Router (config-if-srv)end

Returns to privileged EXEC mode.

Configuring REP Support on a Trunk EFP

Before You Begin

For the REP operation, you must enable REP on each segment interface and identify the segment ID. This
task is required and must be done before other REP configurations. You must also configure a primary and
secondary edge port on each segment. All other steps are optional.

SUMMARY STEPS

enable
configure terminal

interface interface type number

rep preempt delay seconds
end

© NS REWDN =

show interface type number rep [detail]

10. copy running-config startup-config

DETAILED STEPS

rep segment segment-id [edge [primary]] [preferred]
rep sten {interface type number | segment id-list | stp}
rep block port {id port-id | neighbor-offset | preferred} vlan {vian-list | all}

Command or Action Purpose

Step 1

enable

Enables privileged EXEC mode.
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Command or Action

Purpose

Example:
Router> enable

* Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 interface interface type number Specifies the interface and enters interface configuration mode.
« Enter the interface type and number.
Example:
Router (config) # interface
GigabitEthernet 0/0/1
Step 4 rep segment segment-id [edge Enables REP on the interface and identifies a segment number.
rimar, referred
[primary]] [p ] ¢ The segment ID range is from 1 to 1024.
Example: Note  You must configure two edge ports, including one primary edge port for
Router (config-if) # rep segment ’
3 edge preferred each segment.

* (Optional) edge—Configures the port as an edge port. Each segment has only
two edge ports. Entering the edge without the primary keyword configures
the port as the secondary edge port.

* (Optional) primary—Configures the port as the primary edge port, the port
on which you can configure VLAN load balancing.

Note  Although each segment can have only one primary edge port, if you
configure edge ports on two different switches and enter the primary
keyword on both switches, the configuration is valid. However, REP
selects only one of these ports as the segment primary edge port. You can
identify the primary edge port for a segment by entering the show rep
topology privileged EXEC command.

* (Optional) preferred—Indicates that the port is the preferred alternate port
or the preferred port for VLAN load balancing.

Note  Configuring a port as preferred does not guarantee that it becomes the
alternate port; it merely gives the port a slight edge over equal contenders.
The alternate port is usually a previously failed port.

Step 5 rep sten {interface type number| |(Optional) Configures the edge port to send STCNS.

segment id-list | stp}

Example:
Router (config-if) # rep stcn
segment 2-5
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* Use the interface #ype number keyword-argument pair to designate a physical
interface or port channel to receive STCNS.

* Use the segment id-/ist keyword-argument pair to identify one or more
segments to receive STCNs. The range is from 1 to 1024.

* Enter thestp to send STCNs to STP networks.
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Command or Action

Purpose

Step 6

rep block port {id port-id |
neighbor-offset | preferred} vlan
{vilan-list | all}

Example:
Router (config-if) # rep block
port 0009001818D68700 vlan all

(Optional) Configures VLAN load balancing on the primary edge port, identifies
the REP alternate port in one of three ways, and configures the VLANSs to be
blocked on the alternate port.

« Enter the id port-idkeyword-pair to identify the alternate port by port ID. The
port ID is automatically generated for each port in the segment. You can view
interface port IDs by entering the show interface type number rep [detail]
command.

* Enter a neighbor-offset number to identify the alternate port as a downstream
neighbor from an edge port. The range is from -256 to 256, with negative
numbers indicating the downstream neighbor from the secondary edge port.
A value of 0 is invalid. Enter -1 to identify the secondary edge port as the
alternate port.

Note  Because you enter this command at the primary edge port (offset number
1), you cannot enter an offset value of 1 to identify an alternate port.

* Enter thepreferred keyword to select the regular segment port previously
identified as the preferred alternate port for VLAN load balancing.

* Enter thevlan vian-list keyword-argument pair to block one VLAN or a range
of VLANS.

+ Enter thevlan all keyword to block all VLANS.

+ Execute this command multiple times to accommodate the desired set of
VLAN:S. It works as append VLAN to the existing list instead of replacing
an existing one.

Note  Enter this command only on the REP primary edge
port.

Step 7

rep preempt delay seconds

Example:
Router (config-if) # rep preempt
delay 60

(Optional) Configures a preempt time delay.

+ Use this command if you want VLAN load balancing to automatically trigger
after a link failure and recovery.

* The time delay range is between15 to 300 seconds. The default is manual
preemption with no time delay.
Note Use this command only on the REP primary edge
port.

Step 8

end

Example:
Router (config-if-srv) # end

Returns to privileged EXEC mode.

Step 9

show interface type number rep
[detail]

(Optional) Verifies the REP interface configuration.

« Enter the interface type and number and the optional detail keyword, if
desired.
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Command or Action

Purpose

Example:
Router# show interface
Gigabitethernet0/0/1 rep detail

Step 10 | copy running-config startup-config

Example:
Router# copy running-config
startup-config

(Optional) Saves your entries in the router startup configuration file.

Setting the Preemption for VLAN Load Balancing

To set the preemption for VLAN load balancing, complete these steps on the router that has the segment with

the primary edge port.

Restrictions

SUMMARY STEPS
1. enable
2. configure terminal
3.
4. end
5. show rep topology
DETAILED STEPS

If you do not enter the rep preempt delay seconds command on the primary edge port to configure a preemption
time delay, the default is to manually trigger VLAN load balancing on the segment. Use the show rep topology
command to see which port in the segment is the primary edge port.

Before You Begin

Be sure that all other segment configurations have been completed before setting the preemption for VLAN
load balancing. When you enter the rep preempt segment segment-id command, a confirmation message
appears before the command is executed because preemption for VLAN load balancing can disrupt the network.

rep preempt segment segment-id

Command or Action

Purpose

Step 1

AN Switching Configuration Guide
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Command or Action

Example:

Router> enable

* Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 rep preempt segment segment-id Manually triggers VLAN load balancing on the segment.
* Enter the segment ID.
Example:
Router (config) # rep preempt segment 1 You will be asked to confirm the action before the
command is executed.
Step 4 end Returns to privileged EXEC mode.
Example:
Router (config) # end
Step 5 show rep topology Displays the REP topology information.

Example:

Router# show rep topology

Configuring SNMP Traps for REP

You can configure the router to send REP-specific traps to notify the Simple Network Management Protocol
(SNMP) server of link operational status changes and any port role changes.

SUMMARY STEPS

enable

configure terminal

snmp mib rep trap-rate value
end

show running-config

A L

copy running-config startup-config
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Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
* Enter your password if prompted.
Example:
Router> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 snmp mib rep trap-rate value Enables the router to send REP traps, and sets the number of traps
sent per second.
Example: ‘ , * Enter the number of traps sent per second. The range is from
Router (config) # snmp mib rep trap-rate . e .
500 0 to 1000. The default is 0 (no limit imposed; a trap is sent
at every occurrence).
Note To remove the traps, enter the no snmp mib rep
trap-rate command.
Step 4 end Returns to privileged EXEC mode.
Example:
Router (config) # end
Step 5 show running-config (Optional) Displays the running configuration, which van be used
to verify the REP trap configuration.
Example:
Router# show running-config
Step 6 copy running-config startup-config (Optional) Saves your entries in the router startup configuration

Example:

Router# copy running-config startup-config

file.
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Monitoring the REP Configuration

SUMMARY STEPS
1. enable
2. show interface [interface-id] rep [detail]
3. show rep topology [segment segment-id] [archive] [detail]
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
* Enter your password if prompted.
Example:
Router> enable
Step 2 show interface [interface-id] rep [detail] (Optional) Displays the REP configuration and status for a specified
interface.
Example: . L .
Router} show interface gigabitethernet0/1 Entef the physwa'l mter’face or port channel ID, and the optional
rep detail detail keyword, if desired.
Step 3 show rep topology [segment segment-id| (Optional) Displays REP topology information for a segment or for
[archive] [detail] all segments, including the primary and secondary edge ports in the
segment.
Example:

* Enter the optional keywords and arguments, as desired.
Router# show rep topology

Configuring REP Configurable Timers

Before You Begin

For the REP operation, you must enable REP on each segment interface.
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SUMMARY STEPS

enable

configure terminal

interface type number

rep segment segment-id [edge [ no-neighbor] [primary]] [preferred]
rep sten {interface type number | segment id-list | stp}

rep block port {id port-id | neighbor-offset | preferred} vlan {vian-list | all}
rep Isl-retries number-of-tries

rep Isl-age-timer timer-value

© P NSO G A WN =

. rep preempt delay seconds
10. end
11. show interface fype number rep [detail]

12. copy running-config startup-config

DETAILED STEPS

Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.

* Enter your password if prompted.
Example:

Router> enable

Step 2 configure terminal Enters global configuration mode.

Example:
Router# configure terminal

Step 3 interface #ype number Specifies the interface and enters interface configuration mode.

« Enter the interface type and number.
Example:

Router (config)# interface
Gigabitethernet 0/0/1

Step 4 rep segment segment-id [edge [ Enables REP on the interface and identifies a segment number.

-neighb i ferred
no-neighbor] [primary]] {preferred] * The segment ID range is from 1 to 1024.

Example: . . .

. Note  You must configure tw
Router (config-if)# rep segment g o edge ports, including one primary edge port for
1 edge preferred each segment.

* (Optional) edge—Configures the port as an edge port. Each segment has
only two edge ports. Entering the edge keyword without the primary
keyword configures the port as the secondary edge port.

* (Optional)no-neighbor—Configures the segment edge as one with no
external REP neighbor on a port.

LAN Switching Configuration Guide
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Configuring REP Configurable Timers .

Command or Action

Purpose

* (Optional) primary—Configures the port as the primary edge port, the port
on which you can configure VLAN load balancing.

Note  Although each segment can have only one primary edge port, if you
configure edge ports on two different switches and enter the primary
keyword on both switches, the configuration is valid. However, REP
selects only one of these ports as the segment primary edge port. You
can identify the primary edge port for a segment by entering the show
rep topology privileged EXEC command.

* (Optional) preferred—Indicates that the port is the preferred alternate port
or the preferred port for VLAN load balancing.
Note  Configuring a port as preferred does not guarantee that it becomes the
alternate port; it merely gives the port a slight edge over equal contenders.
The alternate port is usually a previously failed port.

Step 5 rep sten {interface type number | (Optional) Configures the edge port to send STCNs.
segment id-list | st
& id-list | stp; « Use the interface type number keyword and arguments pair to designate a
physical interface or port channel to receive STCNs.
Example:
Router (config-if)# rep stcn * Use the segment id-/ist keyword and arguments pair to identify one or more
segment 2-5 segments to receive STCNs. The range is from 1 to 1024.
* Enter the stp keyword to send STCNs to STP networks.
Step 6 rep block port {id porz-id | (Optional) Configures VLAN load balancing on the primary edge port, identifies

neighbor-offset | preferred} vlan
{vian-list | all}

Example:
Router (config-if) # rep block port
0009001818D68700 vlan all

the REP alternate port in one of three ways, and configures VLANS to be blocked
on the alternate port.

« Enter the id port-id keyword and arguments pair to identify the alternate
port by port ID. The port ID is automatically generated for each port in the
segment. You can view interface port IDs by entering the show interface
type number rep [detail] command.

* Enter a neighbor-offset number to identify the alternate port as a downstream
neighbor from an edge port. The range is from -256 to 256, with negative
numbers indicating the downstream neighbor from the secondary edge port.
A value of 0 is invalid. Enter -1 to identify the secondary edge port as the
alternate port.

Note  Because you enter this command at the primary edge port (offset number
1), you cannot enter an offset value of 1 to identify an alternate port.

« Enter the preferred keyword to select the regular segment port previously
identified as the preferred alternate port for VLAN load balancing.

« Enter the vlan vian-list keyword and arguments pair to block one VLAN or
arange of VLANS.

* Enter the vlan all keyword to block all VLANS.
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Resilient Ethernet Protocol (REP) |

Command or Action

Purpose

» Execute this command multiple times to accommodate the desired set of
VLAN:S. It works as append VLAN to the existing list instead of replacing
an existing one.

Note Enter this command only on the REP primary edge
port.
Step 7 rep Isl-retries number-of-tries Configures the number of retries permitted by LSL.
Example:
Router (config-if) # rep
lsl-retries 3
Step 8 rep Isl-age-timer timer-value Configures the failure detection time.
_ * The valid range is from 120 to 10000. We recommend that you configure
Example: o the minimum range as 200 for better performance. While a lower value can
Router (config-if) # rep . .
1sl-age-timer 200 help improve performance, any changes to this command must be carefully
evaluated. Lowering the value indiscriminately may destabilize the system.
Step 9 rep preempt delay seconds * (Optional) Configures a preempt time delay.
Example: « Use this command if you want VLAN load balancing to automatically trigger
Router (config-if) # rep preempt aﬁeralhﬂgfhﬂureandrecovery
delay 60
* The time delay range is from 15 to 300 seconds. The default is manual
preemption with no time delay.
Note  Use this command only on the REP primary edge
port.
Step10 |end Returns to privileged EXEC mode.
Example:
Router (config-if-srv) # end
Step 11 show interface type number rep (Optional) Displays the REP interface configuration.
detail . . . .
[ ] « Enter the interface type and number and the optional detail keyword, if
desired.
Example:
Router# show interface
Gigabitethernet0/0/1 rep detail
Step12 | copy running-config startup-config | (Optional) Saves your entries in the router startup configuration file.

Example:
Router# copy running-config
startup-config
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Configuring REP as an Edge No-Neighbor Port .

Configuring REP as an Edge No-Neighbor Port

Before You Begin

For the REP operation, you must enable REP on each segment interface.

SUMMARY STEPS
1. enable
2. configure terminal
3. interface yype number
4. rep segment segment-id [edge [no-neighbor] [primary]] [preferred]
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
* Enter your password if prompted.
Example:

Router> enable

Step 2 configure terminal Enters global configuration mode.

Example:
Router# configure terminal

Step 3 interface type number Specifies the interface and enters interface configuration mode.

« Enter the interface type and number.
Example:

Router (config) # interface
GigabitEthernet 0/0/1

Step 4 rep segment segment-id [edge Enables REP on the interface and identifies a segment number.
-neighb i
[no-neighbor] [primary]] * The segment ID range is from 1 to 1024.
[preferred]
Note  You must configure two edge ports, including one primary edge port for
Example:

. each segment.
Router (config-if) # rep segment

1 edge no-neighbor preferred

* (Optional) edge-Configures the port as an edge port. Each segment has only
two edge ports. Entering edge without the primary keyword configures the
port as the secondary edge port.

* (Optional)no-neighbor-Indicates the segment edge as one with no external
REP neighbor on a port.

* (Optional) primary-Configures the port as the primary edge port, the port on
which you can configure VLAN load balancing.

LAN Switching Configuration Guide
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Configuration Examples for REP

Command or Action Purpose

Note  Although each segment can have only one primary edge port, if you
configure edge ports on two different switches and enter the primary
keyword on both switches, the configuration is valid. However, REP selects
only one of these ports as the segment primary edge port. You can identify
the primary edge port for a segment by entering the show rep topology
privileged EXEC command.

* (Optional) preferred-Indicates that the port is the preferred alternate port or
the preferred port for VLAN load balancing.

Note  Configuring a port as preferred does not guarantee that it becomes the
alternate port; it merely gives the port a slight edge over equal contenders.
The alternate port is usually a previously failed port.

Configuration Examples for REP

Configuring the REP Administrative VLAN

This example shows how to configure the administrative VLAN as VLAN 100.

Router# configure terminal
Router (config) # rep admin vlan 100
Router (config-if) # end

Configuring REP Support on a Trunk EFP

This example shows how to configure REP support on a Trunk EFP. An interface is configured as the primary
edge port for segment 1 to send STCNs to segments 2 through 5; the alternate port is configured as the port
with port ID 0009001818D68700 to block all VLANS after a preemption delay of 60 seconds after a segment
port failure and recovery.

Router# configure terminal

Router (config) # interface gigabitethernet0/0/1

Router (config-if) # rep segment 1 edge primary

Router (config-if) # rep stcn segment 2-5

Router (config-if)# rep block port id 0009001818D68700 vlan all
Router (config-if)# rep preempt delay 60

Router (config-if) # service instance trunk 1 ethernet
Router (config-if-srv)# encapsulation dotlg

Router (config-if-srv)# rewrite ingress tag pop 1 symmetric
Router (config-if-srv)# bridge-domain from-encapsulation
Router (config-if-srv) # end

This example shows how to configure the VLAN blocking configuration as shown in the figure below. The
alternate port is the neighbor with neighbor offset number 4. After manual preemption, VLANs 100 to 200
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Setting the Preemption for VLAN Load Balancing .

are blocked at this port and all other VLANSs are blocked at the primary edge port E1 (Gigabit Ethernet port
0/0/1).

Figure 5: Example of VLAN Blocking

Primary edge port E1 A
blocks all VLANS except E1 Es
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blocks VLANs 100-200

201831

Router# configure terminal

Router (config) # interface gigabitethernet0/0/1
Router (config-if)# rep segment 1 edge primary
Router (config-if) # rep block port 4 vlan 100-200
Router (config-if) # end

Setting the Preemption for VLAN Load Balancing

Router>end

Router# configure terminal

Router (config) rep preempt segment 1
Router (config) # end

Configuring SNMP Traps for REP

This example shows how to configure the router to send REP traps at a rate of 10 traps per second:

Router> enable

Router# configure terminal

Router (config) # snmp mib rep trap-rate 10
Router (config) # end

Monitoring the REP Configuration

The following is sample output of the show interface rep detail command. Use the show interface rep detail
command on one of the REP interfaces to monitor and verify the REP configuration.

Router# show interface GigabitEthernet 0/0/1 rep detail

GigabitEthernet0/1 REP enabled
Segment-id: 2 (Edge)

PortID: 00010019E7144680
Preferred flag: No

Operational Link Status: TWO_WAY
Current Key: 0002001121A2D5800E4D
Port Role: Open

Blocked Vlan: <empty>
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Configuring REP Configurable Timers

Admin-vlan: 100

Preempt Delay Timer: disabled

Load-balancing block port: none
Load-balancing block vlan: none
STCN Propagate to: none

LSL PDU rx: 3322, tx: 1722

HFL PDU rx: 32, tx: 5

BPA TLV rx: 16849, tx: 508

BPA (STCN, LSL) TLV rx: 0, tx: O
BPA (STCN, HFL) TLV rx: 0, tx: O
EPA-ELECTION TLV rx: 118, tx: 118
EPA-COMMAND TLV rx: 0, tx: O
EPA-INFO TLV rx: 4214, tx: 4190

Configuring REP Configurable Timers

Router# configure terminal

Resilient Ethernet Protocol (REP)

Router (config) # interface GigabitEthernet 0/0/4

Router (config-if) #
Router (config-if
Router (config-if

( rep
( ) #
( ) #
Router (config-if) #
( ) #
( ) #

rep
rep
rep

stcn segment 2-5

lsl-retries 3

rep lsl-age-timer 200
rep preempt delay 300
exit

Router (config-if
Router (config-if
Router (config-if) #

segment 4 edge preferred

block port 0009001818D68700 vlan all

Router# show interface GigabitEthernet 0/0/1 rep detail

Router# copy running-config startup-config

Configuring REP Edge No-Neighbor Support

Additional

Router> enable
Router# configure terminal
Router (config) # interface GigabitEthernet0/2

Router (config-if) # rep segment tl edge no-neighbor primary
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Feature Information for Resilient Ethernet Protocol .
Technical Assistance
Description Link
The Cisco Support and Documentation website http://www.cisco.com/cisco/web/support/index.html

provides online resources to download documentation,
software, and tools. Use these resources to install and
configure the software and to troubleshoot and resolve
technical issues with Cisco products and technologies.
Access to most tools on the Cisco Support and
Documentation website requires a Cisco.com user ID
and password.

Feature Information for Resilient Ethernet Protocol

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 1: Feature Information for Resilient Ethernet Protocol

Feature Name Releases

Feature Information

REP Configurable Timers Cisco IOS XE Release 3.5.1S

REP Configurable Timers on REP
to detect link failures in a link
between routers in a ring topology.
In Cisco I0S XE Release 3.5.18,
support was added for the Cisco
ASR 903 Router. In Cisco IOS XE
Release 3.118S, support was added
for the Cisco ASR 901 Routers.
The following sections provide
information about this feature:

REP Configurable Timers

Configuring REP Configurable
Timers

Configuring REP Configurable
Timers
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. Feature Information for Resilient Ethernet Protocol

Feature Name Releases Feature Information

REP Edge No-Neighbor Support | Cisco IOS XE Release 3.5.1S The Edge No-Neighbor Support on
REP enables defining a new type
of edge that has an internal
neighbor. In Cisco IOS XE Release
3.5.18, support was added for the
Cisco ASR 903 Router.

REP Edge No-Neighbor Support

Configuring REP Edge
No-Neighbor Support

REP Support on Trunk EVC Cisco I0S XE Release 3.5S REP can be configured on Trunk
Ethernet Flow Point (EFP) ports at
an interface level on ASR 903
Series Routers.

The following command was
introduced by this feature: service
instance trunk.

SSO Support for REP Fast Hello | Cisco IOS XE Release 3.5.1S SSO Support for REP Fast Hello
is provided to ensure that a Fast
Hello packet is sent from an active
router before the LSL timeout
interval expires. In Cisco I0S XE
Release 3.5.18S, support was added
for the Cisco ASR 903 Router. In
Cisco IOS XE Release 3.118,
support was added for the Cisco
ASR 901 Router.

The following sections provide
information about this feature:

SSO Support for REP Fast Hello

LAN Switching Configuration Guide
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The Cisco Catalyst™ IE3100 Rugged Series delivers mainstream adoption of Gigabit
Ethernet connectivity in a compact, fixed form-factor switch that is purpose-built for a
wide variety of extended enterprise and industrial applications in the most space
constrained scenarios.

Product overview

Cisco Catalyst IE3100 Rugged Series switches with up to 20 Gigabit Ethernet interfaces deliver high-speed
Gigabit Ethernet connectivity in a compact form factor and are designed for a wide range of industrial
applications for which hardened products are required. This platform is built to withstand harsh environments in
manufacturing, energy, transportation, mining, smart cities, and oil and gas. The IE3100 is ideal for space
constrained deployments often found in distribution centers, warehouses, and outdoor spaces.

These switches run Cisco I0S° XE, an operating system with built-in security and trust, featuring Secure Boot,
image signing, and the Cisco® Trust Anchor module. Cisco IOS XE also provides API-driven configuration with
open APIs and data models. Provide secure Zero-Trust Network Access (ZTNA) to industrial assets at scale
with Secure Equipment Access.

The Cisco Catalyst IE3100 Rugged Series can be managed with a powerful management tool, Cisco Catalyst
Center, and can easily be set up with a completely redesigned user-friendly modern GUI tool called WebUI.

The IE3100 Rugged Series switches offer:

« Models offering 6, 10, 12, or 20 Gigabit Ethernet ports with up to 4 Gigabit SFP uplink ports or 2 Gigabit
Combo uplink ports.

« Robust resiliency enabled by features such as Media Redundancy Protocol (MRP), Resilient Ethernet
Protocol (REP), and dual-input DC power supplies.

« Simplified software management with universal images.
e Support for industrial automation protocols EtherNet/IP (CIP), Modbus and PROFINET.
« Support for Layer-2 Network Address Translation'

T Supported on the IE-3105 variants only.

Figure 1.
IE-3100 Rugged Series switches models
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Figure 2.
IE-3105 Rugged Series switch models with enhanced feature set

Features and benefits

Table 1. Features and benefits

Robust industrial design « Built for harsh environments and temperature ranges (-40° to 75°C / -40° to 167°F)
e Fanless, convection-cooled with no moving parts for extended durability
e Hardened for vibration, shock and surge, and electrical noise immunity

o Complies with multi-industry specifications for automation, Intelligent Transport Systems (ITS), and
substation environments

e Improves the uptime, performance, and safety of industrial systems and equipment

o |[EEE 1588v2 Precision Timing Protocol (PTP) (both power profile for utility and default profile for
manufacturing are supported)

e Alarm 1/O for monitoring and signaling to external equipment

Full Gigabit Ethernet e Up to 20 Gigabit Ethernet ports provide multiple resilient design options
switch e Provides secure access for new high-speed applications in the industrial space
o Allows IP-based Supervisory Control And Data Acquisition (SCADA) connectivity
e Delivers multiple rings, redundant ring topology for new network configurations
e Extends geographical scalability where connectivity over longer distances is required

Redundancy and o Resilient Ethernet Protocol (REP)
Resiliency « Media Redundancy Protocol (MRP)
User-friendly WebUI « Allows for easy configuration and monitoring, even by nonspecialist personnel

o Eliminates the need for more complex terminal emulation programs

e Reduces the cost of deployment

Industrial automation « EtherNet/IP (CIP), Modbus, SCADA, GOOSE and PROFINET MRP (IEC 62439-2) allow integration with
protocols existing management platforms from Rockwell, Siemens, and others

Zero Trust Network e Secure remote access to Operational Technology (OT) assets efficiency with Cisco Secure Equipment
Access (ZTNA) Access (SEA)

e Remote users connect to a cloud portal for authentication and authorization to configured devices and
protocols for a designed date and time
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Table 2. Product feature sets

Platforms supported Cisco I0S Software image (feature sets) supported

IE3100 IE-3100-4T2S-E Network Essentials
IE-3100-8T2C-E Network Essentials
IE-3100-8T4S-E Network Essentials
IE-3100-18T2C-E Network Essentials
IE-3105-8T2C-E Network Essentials
IE-3105-18T2C-E Network Essentials

Product specifications
Table 3 highlights the hardware configuration for Cisco Catalyst IE3100 Rugged Series.

Table 3. Hardware configurations

Product number Total ports 10/100/1000 Mbps RJ- |1G SFP ports | 1G combo ports | Software license
45 ports (downlinks) (uplinks) (uplinks)

IE-3100-4T2S-E 6 4 2 0 Network Essentials
IE-3100-8T2C-E 10 8 0 2 Network Essentials
IE-3100-8T4S-E 12 8 4 0 Network Essentials
IE-3100-18T2C-E 20 18 0 2 Network Essentials
IE-3105-8T2C-E 10 8 0 2 Network Essentials
IE-3105-18T2C-E 20 18 0 2 Network Essentials

Tables 4 and 5 highlight the hardware specifications for the Cisco Catalyst IE3100 Rugged Series.

Table 4. Hardware specifications

Hardware IE-3100- IE-3100- IE-3100- IE-3105- IE-3105-

specification 4T2S-E 8T2C-E 18T2C-E 8T2C-E 18T2C-E

Removable SD card’ SD card’ SD card’ SD card’ SD card’ SD card’

storage

Alarms 2 dry-contact 2 dry-contact 2 dry-contact 2 dry-contact 2 dry-contact 2 dry-contact
alarm inputs alarm inputs alarm inputs alarm inputs alarm inputs alarm inputs
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Hardware IE-3100- IE-3100- = IE-3100- IE-3105- IE-3105-
specification 4T2S-E 8T2C-E E 18T2C-E 8T2C-E 18T2C-E

Console ports 1 RS-232 (via 1 RS-232 (via 1 RS-232 (via 1 RS-232 (via 1 RS-232 (via 1 RS-232 (via
RJ-45), 1 Micro RJ-45), 1 Micro RJ-45), 1 Micro RJ-45), 1 Micro RJ-45), 1 Micro RJ-45), 1 Micro

USB USB USB USB USB USB
Power inputs DC power DC power DC power DC power DC power DC power
inputs inputs inputs inputs inputs inputs

"The SD card is optional and not shipped by default with the switch.

Table 5. Physical configurations

IE-3100-4T2S-E 5.00 x 2.55 x 4.33in. (12.70 x 6.48 x 11.00 cm) 1.6 Ib (0.73 kg)' DIN Rail
IE-3100-8T2C-E 5.00 x 3.00 x 4.33in. (12.70 x 7.62 x 11.00 cm) 1.9 1b (0.86 kg)’ DIN Rail
IE-3100-8T4S-E 5.00 x 3.00 x 4.33in. (12.70 x 7.62 x 11.00 cm) 1.9 b (0.86 kg)' DIN Rail
IE-3100-18T2C-E 5.00 x 4.30 x 5.08 in (12.70 x 10.92 x 12.90 cm) 2.8 Ib (1.27 kg)" DIN Rail
IE-3105-8T2C-E 5.00 x 3.00 x 5.08 in. (12.70 x 7.62 x 12.90 cm) 2.3 1b (1.04 kg)" DIN Rail
IE-3105-18T2C-E 5.00 x 4.30 x 5.08 in. (12.70 x 10.92 x 12.90 cm) 2.8 1b (1.27 kg)' DIN Rail
T Chassis only
I
4
[E
~ =" N
5.00 7
A @ @ 5.00
] f
il é 4
E ® ®
E 1
. - L .
4se -  DE—
5.05 5.80 -

"Measurement reference is from faceplate to DIN Rail face attachment.

Figure 3.
Cisco Catalyst IE3100 side view dimensions
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Figure 4.

Cisco Catalyst IE3100 front view dimensions

Table 6 highlights power specifications for the Cisco Catalyst IE3100 Rugged Series.

Table 6.

Product number

Power specifications

Input Voltage Range

Max Current during

normal operation’

Inrush Current’

Power
consumption?3+

IE-3100-4T2S-E

IE-3100-8T2C-E

IE-3100-8T4S-E

IE-3100-18T2C-E

IE-3105-8T2C-E

IE-3105-18T2C-E

12V to 48V nominal
9.6V to 60V absolute

12V to 48V nominal
9.6V to 60V absolute

12V to 48V nominal
9.6V to 60V absolute

12V to 48V nominal
9.6V to 60V absolute

12V to 48V nominal
9.6V to 60V absolute

12V to 48V nominal
9.6V to 60V absolute

1.6 A with 12V input
0.8 A with 24V input
0.4 A with 48V input

2.0 A with 12V input
1.0 A with 24V input
0.5 A with 48V input

2.0 A with 12V input
1.0 A with 24V input
0.5 A with 48V input

4.2 A with 12V input
2.6 A with 24V input
1.3 A with 48V input

3.2 A with 12V input
1.6 A with 24V input
0.8 A with 48V input

4.2 A with 12V input
2.6 A with 24V input
1.3 A with 48V input

10 A for 7 ms with 12V input
6 A for 6 ms with 24V input
6 A for 6 ms with 48V input

10 A for 7 ms with 12V input
6 A for 6 ms with 24V input
6 A for 6 ms with 48V input

10 A for 7 ms with 12V input
6 A for 6 ms with 24V input
6 A for 6 ms with 48V input

10 A for 7 ms with 12V input
6 A for 6 ms with 24V input
6 A for 6 ms with 48V input

10 A for 7 ms with 12V input
6 A for 6 ms with 24V input
6 A for 6 ms with 48V input

10 A for 7 ms with 12V input
6 A for 6 ms with 24V input
6 A for 6 ms with 48V input

"Max Current and Inrush current should be used for sizing power supplies and electrical wiring.

2Power Consumption should be used for thermal load and battery capacity.

14W

17.7W

17.8W

36.7W

28W

36.7W

3Power consumption varies with the local ambient temperature, the input voltage, and the number/type of active interfaces. Please see the
IE-310x Power Estimator for more detailed power consumption.

“For BTU/hr, please convert the Power Consumption watts to BTU/hr
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Table 7 highlights the performance and scalability features of the Cisco Catalyst IE3100 Rugged Series.

Table 7.  Performance and scalability features

Forwarding rate Line rate for all ports and all packet sizes
Number of queues 8 egress
Unicast MAC addresses 8000

Internet Group Management Protocol (IGMP) multicast groups 512

VLANSs 256

IPv4 indirect routes 2000
Spanning Tree Protocol (STP) instances 128

DRAM 4 GB

SD card capacity’ 1GB, 4 GB

'SD card is optional and is not shipped by default with the switch.

Table 8 highlights the power supply options for the Cisco Catalyst IE3100 Rugged Series.
Table 8. Power supply options

Product number Wattage Rated nominal input operating range More details

PWR-IE50W-AC=’ AC 100-240V/1.25A 50-60Hz or
DC 125-250V/1.25A

PWR-IE50W-AC-L=" 50W AC 100-240V/1.2A 50-60Hz
PWR-IES0W-AC-IEC= 50W AC 90-264V
PWR-IE65W-PC-AC= 65W AC 100-240V/1.4A 50-60Hz

or

DC 125-250V/1.0A For more details on these DIN

rail power supplies, see the

PWR-IE65W-PC-DC= 65W DC 24-48VDC/4.5A power supplies data sheet.
PWR-IE170W-PC-AC= 170W AC 100-240V/2.3A 50-60Hz
or

DC 125-250V/2.1A

PWR-IE170W-PC-DC= 170W DC 12-54VDC/23A
PWR-IE240W-PCAC-L= 240W AC 100-240V/2.5A 50-60Hz
PWR-IE480W-PCAC-L= 480W AC 100-240V/5.0A 50-60Hz

"The power supplies are not certified for smart grid and hazardous locations. These power supplies are IP20 rated.
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2Power Supplies Datasheet Link: https://www.cisco.com/c/en/us/products/collateral/switches/industrial-ethernet-switches/datasheet-
c78-742180.html

Tables 9 and 10 highlight the software features supported by the Cisco Catalyst IE3100 Rugged Series.
Table 9. Key supported software features (Network Essentials license)

Network Essentials

license (perpetual)

Layer 2 switching 802.1Q, 802.1w, 802.1ab, 802.1s, 802.3ad, Per-VLAN Rapid Spanning Tree (PVRST+), Per-
VLAN Spanning Tree (PVST+), Rapid PVST (RPVST), Switch Port Analyzer (SPAN), Remote-
SPAN (RSPAN), Flow-Based SPAN (FSPAN), STP, Storm Control, VLAN Trunk Protocol (VTP)
v2/v3, 802.1Q Tunneling, Q-in-Q, EtherChannel

Multicast IGMP v1/v2/v3, IGMP snooping, Multicast Listener Discovery (MLD) snooping

Management WebUI, MIB, Simple Network Management Protocol (SNMP), syslog, Dynamic Host
Configuration Protocol (DHCP) server, NETCONF, RESTCONF, Embedded Event Manager
(EEM), Cisco Network Plug and Play (PnP), Express Setup

Security DHCPv6 Guard, IP Source Guard, IPv6 Destination Guard, IPv6 Neighbor Discovery Multicast
Suppress, IPv6 Router Advertisement (RA) Guard, IPv6 Snooping, IPv6 Source/Prefix Guard,
IPv6 Neighbor Discovery Duplicate Address Detection, PACL, VACL, Network Edge
Authentication Topology (NEAT), HTTPS, RADIUS, TACACS+, X.509v3, Secure Shell (SSH),
DHCP Snooping, 802.1X, Client Information Signaling Protocol (CISP), Dynamic ARP Inspection
(DAI), authentication, authorization, and accounting (AAA), Secure Copy Protocol (SCP),
Security Exchange Protocol (SXP)

Quality of Service (QoS) 802.1p, priority queuing, Modular QoS command-line interface (MQC), class-based shaping
and marking, Ingress policing, egress queuing and shaping, Auto-QoS, Differentiated Services
Code Point (DSCP) mapping and filtering, low-latency queuing

Layer 3 routing Inter-VLAN routing, static routing

Industrial Ethernet Locate Switch, Swap Drive, Generic Object-Oriented Substation Events (GOOSE) messaging,
SCADA Protocol Classification, PTP (Default Profile, Power Profile 2011, Power Profile 20172),
Network Time Protocol (NTP) to PTP, Sampled Values

Redundancy Resilient Ethernet Protocol (REP) ring, Media Redundancy Protocol (MRP)
Automation YANG, NETCONF, RESTCONF
Industrial management  Layer 2 switching with 1:1 switching Network Address Translation (L2NAT)'

'Supported on the IE-3105 variants only.

2Support planned with future software updates.
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Table 10 highlights the details of Cisco Catalyst Center Essentials for the IE3100 Rugged Series.

Table 10. Cisco Catalyst Center Essentials license

Description Cisco Catalyst

Center Essentials’

Cisco Catalyst Center Discovery, topology, inventory, software image management Yes
Visibility Overall Health dashboard Yes
Day-zero network bring-up Cisco Network Plug-and-Play application Yes
automation

"Cisco Catalyst Center licenses for Industrial Ethernet switches are add-on/optional and not mandatory. They do not include Network Tier
features.

Table 11 highlights the compliance specifications for the Cisco Catalyst IE3100 Rugged Series.

Table 11. Compliance specifications

_

Emissions, immunity and FCC 47 CFR Part 15 Subpart B Class A
regulatory compliance EN 55032A Class A
EN55035
VCCI Class A
AS/NZS CISPR 32 Class A, AS/NZS CISPR35
ICES 003 Class A
BS-Taiwan CNS15936
KCC -Korea KS C9832, KS C9835
CEEU
RCM-(Australia/ New Zealand)
Brazil Anatel certification’
India TEC Certification
IEC/EN/EN61000-4-2 (Electro Static Discharge), 15kV air/8kV contact
IEC/EN 61000-4-3 (Radiated Immunity, 10 V/m with unshielded cables)
IEC/EN 61000-4-4 (Fast Transients-4kV power line, 4kV data line)
IEC/EN 61000-4-5 (Surge 2KVL-c and 1KV
IEC/EN 61000-4-6 (Conducted Immunity, 10 Vrms)
IEC/EN 61000-4-8 (Power Frequency Magnetic Field Immunity)’
IEC/EN 61000-4-9 (Pulse Magnetic Field Immunity)’
IEC/EN 61000-4-10 (Oscillatory Magnetic Field Immunity)’
IEC/EN 61000-4-29 (Voltage Dips Immunity)’
IEC/EN 61000-6-1 (Immunity for Light Industrial Environments)
IEC/EN 61000-6-2 (Immunity for Industrial Environments)
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_

IEC/EN 61000-6-4 (Emission for industrial Environments)
EN 61326
RoHS compliance (EU and China)

Industry standards EN 61131-2 (EMC/EMI, environmental, mechanical)
Marine DnV'
Substation / Utility (IEEE 1613, IEC 61850-3)
EN50121-3-2
EN50121-4
NEMA TS-2 (EMC, environmental, mechanical)’
ABB Industrial IT certification
IP30
ODVA Industrial Ethernet/IP support
PROFINETVv2.3 support

Safety standards and Information Technology Equipment:
certifications « UL/CSA 60950-1
e UL/CSA 62368-1
¢ CB report and certificate to IEC 62368-1 with all country deviations

Industrial floor (control equipment):
e UL/CSA 61010-2-201

Hazardous Locations:
e UL121201(Class |, Div 2, groups A-D)
e CSA 22.2 No 213 (Class |, Div 2, groups A-D)
e UL/CSA 60079-0, -15 (Class I, Zone 2, Gc/IIC)
¢ [EC 60079-0, -7, -15 IECEx test report (Class |, Zone 2, Gc/IIC)
e EN 60079-0, -7, -15 ATEX certificate (Class |, Zone 2, Gc/lIC)

¢ An external IP54 enclosure is required for hazardous location installations (see hardware install
guide / hazardous locations document for more information)

Operating environment Operating temperature:
-40° to 75°C (-40° to 167°F) (blower-equipped cabinet)
-40° to 60°C (-40° to 140°F) (sealed cabinet)
-40° to 70°C (-40° to 158°F) (vented cabinet)
+85° C (type tested for 96 hours)
EN 60068-2-1
EN 60068-2-2
EN 61131
Altitude:
Up to 15,000 feet (4,572 m) with no temperature derating
Up to 40,000 feet (12,192 m) with temperature derating down to 25°C (77°F)
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_

Storage environment

Humidity

Shock and vibration

Corrosion

Warranty

'Certification in progress

Temperature: -40° to 85°C (-40° to 185°F)
Altitude: 40,000 feet (12,192 m)
IEC 60068-2-14

IEC 60068-2-3'
IEC 60068-2-30'

Relative humidity: 5% to 95% noncondensing’

IEC 60068-2-27 (Operational Shock: 30G 11ms, half sine)

IEC 60068-2-27 (Non-Operational Shock 55-70G, trapezoidal)

IEC 60068-2-6, IEC 60068-2-64, EN 61373 (Operational Vibration)

IEC 60068-2-6, IEC 60068-2-64, EN 61373 (Non-operational Vibration)

IEC 60068-2-52 (salt fog mist, method 3)
IEC60068-2-60 (flowing mixed gases)

Five-year limited hardware warranty on all IE3100 product IDs and all Industrial Ethernet
(IE) power supplies. See more information in the Warranty section.

Table 12 highlights the Mean Time Between Failures (MTBF) for the Cisco Catalyst IE3100 Rugged Series.

Table 12. MTBF information

IE-3100-4T2S-E

IE-3100-8T2C-E

IE-3100-8T4S-E

IE-3100-18T2C-E

IE-3105-8T2C-E

IE-3105-18T2C-E

931,290
854,560
575,966
642,050
774,680

642,050
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Table 13 highlights information about management and standards for the Cisco Catalyst IE3100 Rugged Series.

Table 13. Management and standards®

IEEE standards o |[EEE 802.1D MAC Bridges, STP o |[EEE 802.3ah 100BASE-X SMF/MMF only
o IEEE 802.1p Layer2 COS prioritization o IEEE 802.3u 100BASE-TX specification
o |[EEE 802.1q VLAN o |[EEE 802.3ab 1T000BASE-T specification
o |EEE 802.1s Multiple Spanning-Trees o |EEE 802.3z 1000BASE-X specification
o IEEE 802.1w Rapid Spanning-Tree o |[EEE 1588v2 Precision Time Protocol (PTP)

o IEEE 802.1x Port Access Authentication
o |EEE 802.1AB Link Layer Discovery Protocol LLDP
o IEEE 802.3ad Link Aggregation Control Protocol (LACP)

RFC compliance e RFC 768: User Datagram Protocol (UDP) e RFC 1305: NTP
e RFC 783: Trivial File Transfer Protocol (TFTP) e RFC 1492: TACACS+
e RFC 791: IPv4 protocol e RFC 1493: Bridge MIB Objects
e RFC 792: Internet Control Message Protocol (ICMP) e RFC 1534: DHCP and BOOTP interoperation
e RFC 793: TCP e RFC 1542: Bootstrap Protocol
e RFC 826: ARP e RFC 1643: Ethernet Interface MIB
e RFC 854: Telnet e RFC 1757: Remote Monitoring (RMON)
e RFC 951: BOOTP e RFC 2068: HTTP
e RFC 959: FTP e RFC 2131, 2132: DHCP
e RFC 1157: SNMPv1 e RFC 2236: IGMP v2
e RFC 1901,1902-1907 SNMPv2 e RFC 3376: IGMP v3
e RFC 2273-2275: SNMPv3 e RFC 2474: DiffServ Precedence
e RFC 2571: SNMP Management e RFC 3046: DHCP Relay Agent Information

Option
e RFC 3580: 802.1X RADIUS
e RFC 4250-4252 SSH Protocol

e RFC 1166: IP Addresses
e RFC 1256: ICMP Router Discovery

SNMP MIB objects « BRIDGE-MIB « CISCO-SNMP-TARGET-EXT-MIB
o CALISTA-DPA-MIB « CISCO-STP-EXTENSIONS-MIB
« CISCO-ACCESS-ENVMON-MIB « CISCO-SYSLOG-MIB
« CISCO-ADMISSION-POLICY-MIB « CISCO-TCP-MIB
« CISCO-AUTH-FRAMEWORK-MIB « CISCO-UDLDP-MIB
« CISCO-BRIDGE-EXT-MIB « CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
« CISCO-BULK-FILE-MIB « CISCO-VLAN-MEMBERSHIP-MIB
« CISCO-CABLE-DIAG-MIB « CISCO-VTP-MIB
« CISCO-CALLHOME-MIB « ENTITY-MIB
« CISCO-CAR-MIB o ETHERLIKE-MIB
« CISCO-CDP-MIB « HC-RMON-MIB
« CISCO-CIRCUIT-INTERFACE-MIB « IEEE8021-PAE-MIB
« CISCO-CONFIG-COPY-MIB « IEEE8023-LAG-MIB
« CISCO-CONFIG-MAN-MIB o IF-MIB
« CISCO-DATA-COLLECTION-MIB « IP-FORWARD-MIB
« CISCO-DHCP-SNOOPING-MIB o LLDP-EXT-MED-MIB
« CISCO-EMBEDDED-EVENT-MGR-MIB « LLDP-EXT-PNO-MIB
« CISCO-ENTITY-ALARM-MIB « LLDP-MIB
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e CISCO-ENTITY-VENDORTYPE-OID-MIB o NETRANGER

¢ CISCO-ENVMON-MIB o NOTIFICATION-LOG-MIB

e CISCO-ERR-DISABLE-MIB e OLD-CISCO-CHASSIS-MIB
e CISCO-FLASH-MIB e OLD-CISCO-CPU-MIB

e CISCO-FTP-CLIENT-MIB e OLD-CISCO-FLASH-MIB

e CISCO-IGMP-FILTER-MIB e OLD-CISCO-INTERFACES-MIB
e CISCO-IMAGE-MIB e OLD-CISCO-IP-MIB

e CISCO-IP-STAT-MIB e OLD-CISCO-MEMORY-MIB
e CISCO-LAG-MIB e OLD-CISCO-SYS-MIB<

e CISCO-LICENSE-MGMT-MIB e OLD-CISCO-SYSTEM-MIB
e CISCO-MAC-AUTH-BYPASS-MIB e OLD-CISCO-TCP-MIB

o CISCO-MAC-NOTIFICATION-MIB e OLD-CISCO-TS-MIB

¢ CISCO-MEMORY-POOL-MIB ¢ RMON-MIB

o CISCO-PAE-MIB ¢ RMON2-MIB

o CISCO-PAGP-MIB ¢ SMON-MIB

o CISCO-PING-MIB o SNMP-COMMUNITY-MIB

e CISCO-PORT-QOS-MIB o SNMP-FRAMEWORK-MIB
o CISCO-PORT-SECURITY-MIB ¢ SNMP-MPD-MIB

o CISCO-PORT-STORM-CONTROL-MIB o SNMP-NOTIFICATION-MIB
o CISCO-PRIVATE-VLAN-MIB o SNMP-PROXY-MIB

o CISCO-PROCESS-MIB o SNMP-TARGET-MIB

o CISCO-PRODUCTS-MIB ¢ SNMP-USM-MIB

o CISCO-RESILIENT-ETHERNET-PROTOCOL-MIB o SNMP-VIEW-BASED-ACM-MIB
e CISCO-RTTMON-ICMP-MIB o SNMPv2-MIB

e CISCO-RTTMON-IP-EXT-MIB o TCP-MIB

e CISCO-RTTMON-MIB « UDP-MIB

o CISCO-RTTMON-RTP-MIB

"The list of standards is not final and may change.
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Table 14 highlights information about supported SFP modules for the Cisco Catalyst IE3100 Rugged Series

switches.
Table 14. SFP support

Part number

GLC-FE-100FX-RGD=
GLC-FE-100LX-RGD
GLC-FE-100FX=
GLC-FE-100LX=
GLC-FE-100EX=
GLC-FE-100ZX=
GLC-FE-100BX-D=
GLC-FE-100BX-U=
GLC-SX-MM-RGD=
GLC-LX-SM-RGD=
GLC-ZX-SM-RGD=
GLC-BX40-U-I=
GLC-BX40-D-I=
GLC-BX40-DA-I=
GLC-BX80-U-I=
GLC-BX80-D-I=
GLC-SX-MMD=
GLC-LH-SMD=
GLC-EX-SMD=
GLC-ZX-SMD=
GLC-BX-D=

GLC-BX-U=

Specification

T100BASE-FX

T00BASE-LX10

T100BASE-FX

100BASE-LX10

100BASE-EX

100BASE-ZX

100BASE-BX10

100BASE-BX10

T1000BASE-SX

1000BASE-LX/LH

1000BASE-ZX

1000BASE-BX40

1000BASE-BX40

1000BASE-BX40

1000BASE-BX80

1000BASE-BX80

1000BASE-SX

1000BASE-LX/LH

1000BASE-EX

1000BASE-ZX

1000BASE-BX10

1000BASE-BX10
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SFP type |Max distance |Cable type | Temperature | Digital optical

FE

FE

FE

FE

FE

FE

FE

FE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

2km

10km

2km

10km

40km

80km

10km

10km

550m

550m/10km

70km

40km

40km

40km

80km

80km

550m

550m/10km

40km

70km

10km

10km

MMF

SMF

MMF

SMF

SMF

SMF

SMF

SMF

MMF

MMF/SMF

SMF

SMF

SMF

SMF

SMF

SMF

MMF

MMF/SMF

SMF

SMF

SMF

SMF

IND

IND

COM

COM

COM

COM

COM

COM

IND

IND

IND

IND

IND

IND

IND

IND

EXT

EXT

EXT

EXT

COM

COM

monitoring
(DOM) support

Yes
Yes
No

No

No

No

No

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes
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Part number

Specification SFP type |Max distance |Cable type |Temperature | Digital optical

monitoring

(DOM) support

CWDM-SFP-xxxx= CWDM GE SMF COM Yes
(8 freq) 1000BASE-X

DWDM-SFP-xxxx= DWDM GE SMF COM Yes
(40 freq) 1000BASE-X

SFP-GE-S= T000BASE-SX GE 550m MMF EXT Yes
SFP-GE-L= 1000BASE-LX/LH GE 550m/10km MMF/SMF  EXT Yes
SFP-GE-Z= T000BASE-ZX GE 70km SMF EXT Yes
GLC-SX-MM= 1000BASE-SX GE 550m MMF COM No
GLC-LH-SM= 1000BASE-LX/LH GE 550m/10km MMF/SMF  COM No
GLC-ZX-SM= 1000BASE-ZX GE 70km SMF COM Yes
GLC-T= 1000BASE-T GE 100m Copper EXT NA
GLC-TE= T000BASE-T GE 100m Copper EXT NA
GLC-T-RGD= T000BASE-T GE 100m Copper IND NA

For DOM support and for first software release supporting SFP, refer to

https://www.cisco.com/en/US/products/hw/modules/ps5455/products device support tables list.html.
MMF = Multimode fiber.

SMF = Single-mode fiber.

Ordering information

Table 15 lists the ordering information for the Cisco Catalyst IE3100 Rugged Series.

Table 15. Ordering information

IE-3100-4T2S-E

IE-3100-8T2C-E

IE-3100-8T4S-E

IE-3100-18T2C-E

IE-3105-8T2C-E

IE-3105-18T2C-E

SD-IE-1GB=

Catalyst IE3100 w/4 Ports GE Copper and 2 GE SFP uplinks, NE

Catalyst IE3100 w/8 Ports GE Copper and 2 GE Combo uplinks, NE

Catalyst IE3100 w/8 Ports GE Copper and 4 GE SFP uplinks, NE

Catalyst IE3100 w/18 Ports GE Copper and 2 GE Combo uplinks, NE

Catalyst IE3105 w/8 Ports GE Copper and 2 GE Combo uplinks, Advanced features, NE
Catalyst IE3105 w/18 Ports GE Copper and 2 GE Combo uplinks, Advanced features, NE

1GB SD memory card for IE
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Product ID

SD-IE-4GB=

PWR-IE50W-AC=

PWR-IE50W-AC-L=

PWR-IE50W-AC-IEC=

PWR-IE65W-PC-AC=

PWR-IE65W-PC-DC=

PWR-IE170W-PC-AC=

PWR-IE170W-PC-DC=

PWR-IE240W-PCAC-L=

PWR-IE480W-PCAC-L=

STK-RACK-DINRAIL=

IE3100-DNA-E-L

IE3100-DNA-E-L-1Y

IE3100-DNA-E-L-3Y

IE3100-DNA-E-L-5Y

IE3100-DNA-E-L-7Y

IE3100-DNA-E-L-10Y

IE3100-DNA-E-M

IE3100-DNA-E-M-1Y

IE3100-DNA-E-M-3Y

IE3100-DNA-E-M-5Y

IE3100-DNA-E-M-7Y

IE3100-DNA-E-M-10Y
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4GB SD memory card for IE

50W AC to DC or High DC to DC Power Supply

50W AC to DC Power Supply

50W AC to DC Power Supply with IEC connector (IEC 60320 C14)

65W AC to DC or High DC to DC Power Supply

65W Low DC to DC Power Supply

170W AC to DC or High DC to DC Power Supply

170W AC to DC or High DC to DC Power Supply

240W AC to DC Power Supply

480W AC to DC Power Supply

19" DIN Rail mount kit

Cisco Catalyst Center Essentials license for IE3100 Series (up to 12 ports)
IE3100 Cisco Catalyst Center Essentials (up to12 Ports), 1 Year Term license
IE3100 Cisco Catalyst Center Essentials (up to 12 Ports), 3 Year Term license
IE3100 Cisco Catalyst Center Essentials (up to 12 Ports), 5 Year Term license
IE3100 Cisco Catalyst Center Essentials (up to 12 Ports), 7 Year Term license
IE3100 Cisco Catalyst Center Essentials (up to 12 Ports), 10 Year Term license
Cisco Catalyst Center Essentials license for IE3100 Series (up to 24 ports)
IE3100 Cisco Catalyst Center Essentials (up to 24 Ports), 1 Year Term license
IE3100 Cisco Catalyst Center Essentials (up to 24 Ports), 3 Year Term license
IE3100 Cisco Catalyst Center Essentials (up to 24 Ports), 5 Year Term license
IE3100 Cisco Catalyst Center Essentials (up to 24 Ports), 7 Year Term license

IE3100 Cisco Catalyst Center Essentials (up to 24 Ports), 10 Year Term license
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Warranty

Five-year limited hardware warranty on all IE3100 product IDs and power supplies (see Table 8 above). See the

following link for more details on the warranty: https://www.cisco.com/c/en/us/products/warranties/warranty -
doc-c99-740591.html.

Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section of

Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Table 16. Links to environmental sustainability topics

Information on product material content laws and regulations Materials
Information on electronic waste laws and regulations, including Waste Electrical and Electronic Equipment
products, batteries, and packaging (WEEE) compliance

Reference links to product-specific environmental sustainability information that is mentioned in relevant
sections of this data sheet are provided in the following table:

Table 17. Product-specific environmental sustainability information
D ==
Power
Power specifications and consumption Table 6. Physical configurations

Environmental characteristics

Operating temperature, industry standards, EMC emissions Table 11. Compliance specifications
Material
Unit weight Table 5. Physical configurations

Cisco makes the packaging data available for informational purposes only. It may not reflect the most current
legal developments, and Cisco does not represent, warrant, or guarantee that it is complete, accurate, or up to
date. This information is subject to change without notice.

© 2024 Cisco and/or its affiliates. All rights reserved. Page 18 of 20




http://#


http://#


http://#


http://#


http://#





Cisco Services

For information on services, visit https://www.cisco.com/web/services/.

Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital® makes it easier to get the right technology to achieve your objectives, enable business
transformation, and stay competitive. We can help you reduce the total cost of ownership, conserve capital, and
accelerate growth. In more than 100 countries, our flexible payment solutions can help you acquire hardware,
software, services, and complementary third-party equipment in easy, predictable payments. Learn more.

For more information

For more information about the Cisco IE 3100 Rugged Series, visit https://www.cisco.com/go/ie3100 or
contact your local account representative.
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The Cisco Catalyst® IE3200 Rugged Series ushers in mainstream adoption of Gigabit
Ethernet connectivity in a compact form factor for a wide variety of extended enterprise
and industrial applications.

Product overview

The Cisco Catalyst IE3200 Rugged Series delivers high-speed Gigabit Ethernet connectivity in a compact form
factor and is designed for a wide range of industrial applications where hardened products are required. The
platform is built to withstand harsh environments in manufacturing, energy, transportation, mining, smart cities,
and oil and gas. The IE3200 platform is also ideal for extended enterprise deployments in outdoor spaces,
warehouses, and distribution centers.

These switches run Cisco I0S® XE, a next-generation operating system with built-in security and trust, featuring
secure boot, image signing, and a Cisco® Trust anchor module. Cisco I0S°® XE also provides API-driven
configuration with open APIs and data models.

The Cisco Catalyst IE3200 Rugged Series can be managed with powerful management tools such as
Cisco Catalyst Center, and can be easily set up with a completely redesigned, user-friendly, modern
GUI tool called WebUI.

The IE3200 series supports power budget of up to 240W for PoE/PoE+, shared across 8 ports, and is ideal for
connecting PoE-powered end devices such as IP cameras, phones, wireless access points, sensors, and more.
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Features and benefits

Table 1.

Features and benefits

Robust industrial design

Full Gigabit Ethernet
interfaces

High-density industrial
Power over Ethernet (PoE)

User-friendly GUI, called
WebUI

SwapDrive, a zero-
configuration
replacement

IPv6 Ready Logo

Products overview

Table 2.

 Built for harsh environments and temperature ranges (-40°C to +75°C)

e Fanless, convection-cooled with no moving parts for extended durability

e Hardened for vibration, shock and surge, and electrical noise immunity

e Complies with multi-industry specifications for automation, ITS, and substation environments
e Improves uptime, performance, and safety of industrial systems and equipment

« Covers a wide range of Power over Ethernet (PoE) application requirements

e Alarm 1/O for monitoring and signaling to external equipment

e Provides secure access for new high-speed applications in the industrial space

e Packs up to 10 ports of GE - 2x1 Gigabit Small Form-Factor Pluggable (SFP) uplinks, plus 8x1 Gigabit
copper RJ45 downlink ports (with POE+ or non PoE) in a small form-factor base system

« Connects high-speed wireless access points (802.11n, 802.11ac, 802.11ax)
« Enables High-Definition (HD) IP cameras and Programmable Logic Controllers (PLC)
e Delivers multiple rings and redundant ring topologies for new network configurations

e Extends geographical scalability where longer-distance connectivity is required

o Supports up to 8 PoE/PoE+ ports [Power budget - 240W]

e Controls costs by limiting wiring, distribution panels, and circuit breakers

e Reduces equipment needs, thus requiring less space and reducing heat dissipation

e Enables ready-to-use PoE devices, such as IP phones, cameras, and wireless access points

e Allows easy configuration and monitoring
o Eliminates the need for more complex terminal emulation programs

e Reduces the cost of deployment

e True zero-configuration and simple switch replacement in the event of a failure
e No networking expertise required

 Helps ensure fast recovery

e IPv6 Ready Logo Certified

Product feature sets

Product family Platforms supported Cisco 10S Software image (feature sets) supported

IE3000

© 2024 Cisco and/or its affiliates. All rights reserved.

IE3200

Network Essentials (default)
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Product specifications
Table 3 highlights the hardware configuration for Cisco Catalyst IE3200 Rugged Series switches.

Table 3. IE3200 Hardware configurations

Product number® Total ports 10/100/1000 RJ45 100/1000 Software license PoE/
Copper ports SFP ports | (Default)
PoE(+) budget
IE-3200-8T2S-E 10 8 2 Network Essentials N.A.
IE-3200-8P2S-E 10 8 2 Network Essentials 240W

Table 4 highlights the hardware specifications for Cisco Catalyst IE3200 Rugged Series switches.

Table 4. IE3200 Hardware specifications

Hardware specification Cisco IE-3200-8T2S-E Cisco IE-3200-8P2S-E

PoE power budget Not applicable 240W’

Removable storage USB?23, SD card? USB?23, SD card?

Alarms 2 alarms in, 1 alarm out 2 alarms in, 1 alarm out

Console ports 1 RS-232 (via RJ-45), 1 USB Mini Type B 1 RS-232 (via RJ-45), 1 USB Mini Type B
Power inputs Dual DC power inputs Dual DC power inputs

TIn order to achieve the 240W power budget, the minimum power requirements as specified in Table 7 for the switch need to be
considered when selecting a power supply.

2 The USB and SD card are optional and are not shipped by default with the switch.
3 USB 2.0 to load system images and set configurations

Table 5 highlights the physical configuration for Cisco Catalyst IE3200 Rugged Series switches.

Table 5. IE3200 physical configurations

Physical specifications Cisco IE-3200-8T2S-E Cisco IE-3200-8P2S-E

Dimensions (H x W x D) 6in. X 3.6 in. X 5.3 in. 6.0 in. X 3.6 in. X 5.3 in.
15.2cm. x 9.1 cm. x 13.5¢cm 15.2cm. x 9.1 cm. x 13.5cm
Weight 3.8 Ibs 3.8 Ibs
1.7 kg 1.7 kg
Mounting DIN rail DIN rail
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Table 6 highlights the performance and scalability features for Cisco Catalyst IE3200 Rugged Series switches.

Table 6. IE3200 performance and scalability features
T
Forwarding rate L?ne rate for all ports and all packet L?ne rate for all ports and all packet
sizes sizes
Number of queues 8 8
Unicast MAC addresses 8K 16K
Internet Group Management Protocol 1K 1K

(IGMP) multicast groups

No. of VLANs 256 256
_Spanning Tree Protocol (STP) 128 128
instances

Access Control Entries 3K 3K
(PACL/VACL/RACL)

DRAM 2 GB 2GB

Flash (User Accessible) 1.5GB 1.5 GB

SD card capacity’ 4 GB 4 GB
Jumbo Frames 8996 bytes 8996 bytes

"The SD card is optional and is not shipped by default with the switch.
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Table 7 highlights the power specifications for Cisco Catalyst IE3200 Rugged Series switches.

Table 7. IE3200 power specifications

Input voltage range Redundant DC input voltage: 9.6 to Redundant DC input voltage: 9.6 to 60VDC

60VDC . . .
48VDC is required for PoE and 54VDC is
required for PoE+

Maximum Input current 2.4A 5.5A
Power consumption’ 23W 32W

" Power consumption for non PoE supported model is measured at 12V and for the PoE supported model is measured at 54V. Power
consumption does not include PoE power.

Table 8 highlights the power supply options for Cisco Catalyst IE3200 Rugged Series switches.
Table 8. Power supply options

Product Number Wattage Rated nominal input operating PoE/PoE+ More Details

range support’

PWR-IE50W-AC= 50W AC 100-240V/1.25A 50-60Hz No

or
DC 125-250V/1.25A

PWR-IE50W-AC-IEC= 50W AC 90-264V No
PWR-IE50W-AC-L= 2 50W AC 100-240V/1.2A 50-60Hz No
PWR-IE65W-PC-AC= 65W AC 100-240V/1.4A 50-60Hz Yes
or
DC 125-250V/1.0A Click here for
more details on
PWR-IE65W-PC-DC= 65W DC 24-48VDC/4.5A Yes these DIN Rail
power supplies
PWR-IE170W-PC-AC= 170W AC 100-240V/2.3A 50-60Hz Yes

or
DC 125-250V/2.1A

PWR-IE170W-PC-DC= 170W DC 12-54VDC/23A Yes
PWR-IE240W-PCAC-L=? 240W AC 100-240V/3.5A 50-60Hz Yes
PWR-IE480W-PCAC-L=? 480W AC 100-240V/6.0A 50-60Hz Yes

T The entire power budget for the switch and PoE ports needs to stay within the power supply wattage.

2 The power supplies are not certified for smart grid and hazardous locations. These power supplies are IP20 rated.
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Table 9 highlights the supported software features for Cisco Catalyst IE3200 Rugged Series switches.

Table 9.

Network Essentials

License (Perpetual)

Key supported software features

Layer 2 switching

Multicast

Management

Security

Quality of Service (QoS)

IPv6

Layer 3 routing
Industrial Ethernet

Redundancy

Utility

Automation

IEEE 802.1, 802.3 standard, NTP, UDLD, CDP, LLDP, unicast MAC filter, PAgP, LACP, VTPv2,
VTPv3, EtherChannel, Q-in-Q tunneling, voice VLAN, PVST+, MSTP, and RSTP

IGMPv1, v2, v3 snooping, IGMP filtering, IGMP querier

WebUI, MIB, SmartPort, SNMP, syslog, DHCP server, SPAN session, RSPAN, FSPAN,
Express setup, NETCONF, RESTCONF

Port security, 802.1x, Dynamic Host Configuration Protocol (DHCP) snooping, dynamic ARP
inspection, IP source guard, guest VLAN, MAC authentication bypass, 802.1x multidomain
authentication, storm control - unicast, multicast, broadcast, SCP, SSH, SNMPv3, TACACS+,
RADIUS server/client, MAC address notification, BPDU guard, SUDI 2099 (Secure Unique
Device identifier), Access Lists (PACL/RACL/VACL), MACsec-128, FIPS 140-2

Ingress policing, rate limit, egress queuing and shaping, auto QoS

IPv6 host support, SNMP over IPv6, HTTP/HTTP(s) over IPv6, SNMP over IPv6, Syslog over
IPv6, DHCPV6 relay source, DHCPv6 bulk lease query (RFC 5460), IPv6 stateless Auto
Config, SCP/SSH, Radius, TACACS+, NTP over IPv6, IPV6 ND cache expire, IPv6 support for
TFTP, IPv6 DNS transport, IPv6 QoS, IPv6 FHS RA Guard, IPv6é FHS DHCPv6 Guard

Inter-VLAN routing, static routing
CIP Ethernet/IP, IEEE 1588 PTP v2 (default and power), PROFINET

Resilient Ethernet Protocol (REP) ring, PROFINET-Media Redundancy Protocol (MRP), REP
Preferred, Fast REP

Dying gasp, SCADA protocol classification - GOOSE messaging, MODBUS TCP/IP

YANG, NETCONF, RESTCONF

Table 10 highlights the details on Cisco Catalyst Center Essentials License for Cisco Catalyst IE3200 Rugged

Series switches.

Table 10. Cisco IE3200 Cisco Catalyst Center Essentials License

Element Management
Assurance

Automation

Software Defined Access

© 2024 Cisco and/or its affiliates. All rights reserved.

Discovery, topology, inventory, software image management
Health Dashboards - Network, Client, Basic Switch and Wired Client Health Monitoring
Cisco Network Plug-and-Play application

SD-Access Extended Node, REP Ring workflow for Extended Nodes
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Cisco Catalyst Center licenses for Industrial Ethernet switches are add-on/optional and not mandatory, and
need to be purchased separately. These do not include Network Tier features.

Table 11 highlights the compliance specifications for Cisco Catalyst IE3200 Rugged Series switches.

Table 11. Compliance specifications'’

_

Industrial Automation
Control System

Electromagnetic emissions

Electromagnetic immunity

Industry standards

IEC 62443-4-1
IEC 62443-4-2

FCC 47 CFR Part 15 subpart B Class A
EN 55032/CISPR 32 Class A

VCCI Class A

AS/NZS CISPR 32 Class A

CISPR 11 Class A

ICES 003 Class A

CNS 13438 Class A

KN 32 Class A

EN 300 386

CISPR 24

EN 55024

KN 35

EN 61000-4-2 Electro Static Discharge (air - 15kV, contact - 8kV)
EN 61000-4-3 Radiated RF (10V/m UTP, 20V/m STP)

EN 61000-4-4 Electromagnetic Fast Transients (4kV)

EN 61000-4-5 Surge (2KV/1KV Power, 4KV STP)

EN 61000-4-6 Conducted RF (10Vrms UTP)

EN 61000-4-10 Damped Oscillatory Magnetic Field (100 A/m)

EN 61000-4-16 Conducted CM Disturbances (30V, Cont/300V, 1 sec)
EN 61000-4-17 Ripple Immunity DC Power (10%)

EN 61000-4-18 Damped Oscillatory Wave (2.5kV, TMHz)
EN-61000-4-29 DC Voltage Dips and interruptions

EN 61000-4-8 Power Frequency Magnetic Field (1000A/m)

EN 61000-6-2 Industrial Immunity

EN 61000-6-4 Industrial Emissions

EN 61000-6-1 Light Industrial Immunity

EN 61326-1 Measurement, Control and Laboratory Equipment
IEEE 1613 Electric Power Stations Communications Networking
EN/IEC 61850-3 Electric Substations Communications Networking
ODVA Industrial EtherNet/IP
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_

Marine |

Safety standards and
certifications

Operating environment

Storage environment

Humidity

Shock and vibration

NEMA TS 2-2016
AREMA C & S section 11, 19
IP30

DNC Certification according to class guideline DNV-CG-0339
Additional Standards:

IEC 60945, IACS UR E10

Marine DNV GL - Ships; High speed and light craft

Information technology equipment:

UL/CSA 60950-1, IEC 60950-1 CB with all country deviations
UL/CSA 62368-1, IEC 62368-1 CB with all country deviations
Industrial floor (control equipment):

UL/CSA 61010-2-201

CB report and certificate to IEC/EN 61010-2-201

Hazardous locations:

UL121201 (Class |, Div 2, groups A-D)

CSA 213 (Class I, Div 2, groups A-D)

UL/CSA 60079-0, -15 (Class |, Zone 2, Gc/IIC)

IEC 60079-0, -15 IECEXx test report (Class I, Zone 2, Gc¢/IIC)
EN 60079-0, -15 ATEX certificate (Class |, Zone 2, Gc/IIC) Cabinet enclosure required

Operating temperature:

-40°C to +70°C (40 LFM vented enclosure)

-40°C to +60°C (sealed enclosure)

-40°C to +75°C (Min. 200 LFM fan or blower-equipped enclosure)
+85°C (type tested for 16 hours)

Altitude: Up to 15,000 feet

Temperature: -40°C to +85°C
Altitude: 15,000 feet
IEC 60068-2-14

Relative humidity of 5% to 95% non-condensing
IEC 60068-2-78
IEC 60068-2-30

IEC 60068-2-27 (operational shock, 50G, 3ms, half sine)

IEC 60068-2-27 (non-operational shock, 65-80G, 9ms, trapezoidal)
MIL-STD-810, Method 514.4

IEC 60068-2-6 (vibration-sinusiodal, 5Hz-150Hz)
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_

Corrosion IEC 60068-2-52 (salt fog)
IEC 60068-2-60 (flowing mixed gas)

Railway EN50125-1: 2014
EN50125-3: 2003
EN50121-4 Railway - Signaling and Telecommunications Apparatus

EN50155- Railway applications - Rolling stock

Warranty Five-year limited hardware warranty on all IE3200 product IDs and all Industrial Ethernet
(IE) power supplies. See more information under the Warranty section

" For more detailed information on safety approved power/thermal ratings refer the Hardware Installation Guide.

Table 12 highlights Mean-Time-Between-Failures (MTBF) for Cisco Catalyst IE3200 Rugged Series switches.
Table 12. MTBF information

Cisco IE-3200-8T2S-E Cisco IE-3200-8P2S-E

Rated MTBF (hours) 641,150 613,125

Table 13 highlights information about management and standards for Cisco Catalyst IE3200 Rugged Series
switches.

Table 13. Management and standards

IEEE standards IEEE 802.1D MAC Bridges, STP IEEE 802.3ad Link Aggregation (LACP)
IEEE 802.1p Layer2 COS prioritization IEEE 802.3ah 100BASE-X SMF/MMF only
IEEE 802.1q VLAN IEEE 802.3x full duplex on 10BASE-T
IEEE 802.1s Multiple Spanning-Trees IEEE 802.3 10BASE-T specification
IEEE 802.1w Rapid Spanning-Tree IEEE 802.3u 100BASE-TX specification
IEEE 802.1x Port Access Authentication IEEE 802.3ab 1000BASE-T specification
IEEE 802.1AB LLDP IEEE 802.3z 1000BASE-X specification

IEEE 1588v2 PTP Precision Time Protocol IEEE 802.3af Power over Ethernet
IEEE 802.3at Power over Ethernet plus

RFC compliance RFC 768: UDP RFC 1492: TACACS+
RFC 783: TFTP RFC 1493: Bridge MIB Objects
RFC 791: IPv4 protocol RFC 1534: DHCP and BOOTP interoperation
RFC 792: ICMP RFC 1542: Bootstrap Protocol
RFC 793: TCP RFC 1643: Ethernet Interface MIB
RFC 826: ARP RFC 1757: RMON
RFC 854: Telnet RFC 2068: HTTP
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SNMP MIB objects

RFC 959: FTP

RFC 1157: SNMPv1

RFC 1901,1902-1907 SNMPv2
RFC 2273-2275: SNMPv3

RFC 2571: SNMP Management
RFC 1166: IP Addresses

RFC 1256: ICMP Router Discovery
RFC 1305: NTP

RFC 951: BootP

802.1X MIB
CISCO-DHCP-SNOOPING-MIB
CISCO-UDLDP-MIB
CISCO-ENVMON-MIB
CISCO-PRIVATE-VLAN-MIB
CISCO-PAE-MIB
Cisco-Port-QoS-MIB
CISCO-ERR-DISABLE-MIB
CISCO- PROCESS-MIB
LLDP-MIB

CiscoMAC Notification-MIB
CISCO-CONFIG-COPY-MIB
LLDP-MED-MIB

Bridge-MIB

CISCO-CAR-MIB
CISCO-LAG-MIB
CISCO-SYSLOG-MIB
CISCO-FTP-CLIENT-MIB
CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
CISCO-VLAN-MEMBERSHIP-MIB
Cisco-REP-MIB
CISCO-PORT-STORM-CONTROL-MIB
CISCO-CDP-MIB
CISCO-IP-STAT-MIB
CISCO-LICENSE-MGMT-MIB
CISCO-STP-EXTN-MIB
CISCO-VTP-MIB
IEEE8023-LAG-MIB
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RFC 2131, 2132: DHCP

RFC 2236: IGMP v2

RFC 3376: IGMP v3

RFC 2474: DiffServ Precedence

RFC 3046: DHCP Relay Agent Information
Option

RFC 3580: 802.1x RADIUS
RFC 4250-4252 SSH Protocol
RFC 5460: DHCPv6 bulk lease query

CISCO-IF-EXTENSION-MIB
CISCO-IMAGE-MIB
CISCO-MEMORY-POOL-MIB
CISCO-PING-MIB
SNMP-TARGET-EXT-MIB
IF_MIB

ENTITY-MIB
LLDP-EXT-PNO-MIB
NOTIFICATION-LOG-MIB
OLD-CISCO-CPU-MIB
ETHERLIKE-MIB
OLD-CISCO-SYSTEM-MIB
OLD-CISCO-MEMORY-MIB
RMON-MIB
SNMP-COMMUNITY-MIB
SNMP-FRAMEWORK-MIB
SNMP-PROXY-MIB
SNMP-MPD-MIB
SNMP-NOTIFICATION-MIB
SNMP-TARGET-MIB
SNMP-USM-MIB
CISCO-DATACOLLECTION-MIB
CISCO-CABLE-DIAG-MIB
CISCO -PORT-SECURITY-MIB
BULK_FILE_MIB
NAC-NAD-MIB
CISCO-ENTITY-ALARAM-MIB
SNMP-VIEW-BASED-ACM-MIB
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SMON-MIB

CISCO-ACCESS-ENVMON-MIB
CISCO-CALLHOME-MIB
CISCO-CONFIG-MAN-MIB

CISCO-FLASH-MIB

CISCO-ENTITY-SENSOR-MIB

IP-MIB

CISCO-PAGP-MIB

CISCO-MAC-AUTH-BYPASS-MIB

CISCO-AUTH-FRAMEWORK-MIB
CISCO-BRIDGE-Ext-MIB

SNMPv2-MIB

CISCO-ENTITY-VENDORTYPE-OID-MIB
CISCO-PRODUCTS-MIB
IP-FORWARD-MIB

Table 14 highlights information about supported SFPs for Cisco Catalyst IE3200 Rugged Series switches.

Table 14. SFP Support

Part Number Specifications SFP type Temperature | Maximum Cable type
range'’ distance support

GLC-FE-100FX-RGD

GLC-FE-100LX-RGD

GLC-FE-100FX

GLC-FE-100LX

GLC-FE-100EX

GLC-FE-100ZX

GLC-FE-100BX-U

GLC-FE-100BX-D

GLC-SX-MM-RGD

GLC-LX-SM-RGD

GLC-ZX-SM-RGD

SFP-GE-S

SFP-GE-L

SFP-GE-Z

GLC-BX-U

GLC-BX-D

GLC-SX-MM

100BASE-FX

100BASE-LX10

100BASE-FX

T00BASE-LX10

100BASE-EX

100BASE-ZX

100BASE-BX10

100BASE-BX10

T1000BASE-SX

T1000BASE-LX/LH

1000BASE-ZX

1000BASE-SX

1000BASE-LX/LH

1000BASE-ZX

1000BASE-BX10

1000BASE-BX10

1000BASE-SX
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FE

FE

FE

FE

FE

FE

FE

GE

GE

GE

GE

GE

GE

GE

GE

GE

IND

COM

COM

COM

COM

COM

COM

IND

IND

IND

EXT

EXT

EXT

COM

COM

COM

10 km

2 km

10 km

40 km

80 km

10 km

10 km

220-550 m

550 m/10 km

70 km

220-550 m

550 m/10 km

70 km

10 km

10 km

220-550 m

Multimode Fiber
(MMF)

Single-Mode
Fiber (SMF)

MMF
SMF
SMF
SMF
SMF
SMF
MMF
MMF/SMF
SMF
MMF
MMF/SMF
SMF
SMF
SMF

MMF

No

No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Part Number

GLC-LH-SM

GLC-ZX-SM

GLC-EX-SMD

GLC-TE

GLC-BX40-U-I=

GLC-BX40-D-I=

GLC-BX40-DA-I=

GLC-BX80-U-I=

GLC-BX80-D-I=

GLC-SX-MMD=

GLC-LH-SMD=

GLC-ZX-SMD=

GLC-T-RGD=

GLC-BX-U-I=

GLC-BX-D-I=

CWDM-SFP-1470

CWDM-SFP-1610

CWDM-SFP-1530

CWDM-SFP-1490

DWDM-SFP-3033

DWDM-SFP-3112

Specifications

1000BASE-LX/LH

1000BASE-ZX

1000BASE-EX

1000BASE-T

1000BASE-BX40

1000BASE-BX40

1000BASE-BX40

1000BASE-BX80

1000BASE-BX80

T1000BASE-SX

T1000BASE-LX/LH

T1000BASE-ZX

1000BASE-T

1000BASE-BX

1000BASE-BX

1000BASE-CWDM

1000BASE-CWDM

1000BASE-CWDM

1000BASE-CWDM

1000BASE-DWDM

1000BASE-DWDM

SFP type

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

GE

10GE

10GE

10GE

10GE

10GE

10GE

Temperature | Maximum

COM

COM

COM

EXT

IND

IND

IND

IND

IND

EXT

EXT

EXT

IND

IND

IND

COM

COM

COM

COM

COM

COM

distance

550 m/10 km

70 km

40 km

100 m

40km

40km

40km

80km

80km

550m

550m/10km

70km

100m

10km

10km

80km

80km

80km

80km

80km

80km

" If non-industrial SFPs (EXT, COM) are used, the switch operating temperature must be derated.
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Cable type

MMF/SMF
SMF

SMF
Catbe
SMF

SMF

SMF

SMF

SMF

MMF
MMF/SMF
SMF
Copper
SMF

SMF

SMF

SMF

SMF

SMF

SMF

SMF

Dom
support

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

NA

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Ordering information

Table 15 lists the ordering information for fixed system and memory that are commonly used with the
Cisco Catalyst IE3200 switches.

Table 15. Ordering information

_

IE-3200-8T2S-E Catalyst IE3200 w/ 8 GE Copper and 2 GE SFP, Fixed System, Network Essentials
IE-3200-8P2S-E Catalyst IE3200 w/ 8 GE PoE/PoE+ and 2 GE SFP, Fixed System, Network Essentials
SD-IE-4GB= Industrial Ethernet (IE) 4-GB SD memory card for IE

STK-RACK-DINRAIL= 19” DIN Rail mount kit

IE3200-DNA-E’ Cisco Catalyst Center Essentials license for IE3200 Series
IE3200-DNA-E-3Y IE 3200 Cisco Catalyst Center Essentials, 3 Year Term license
IE3200-DNA-E-5Y IE 3200 Cisco Catalyst Center Essentials, 5 Year Term license
IE3200-DNA-E-7Y IE 3200 Cisco Catalyst Center Essentials, 7 Year Term license
LIC-MRP-MGR-XE= MRP Ring Manager License

LIC-MRP-CLIENT-XE= MRP Ring Client License

" MRP Feature Licenses are not required from release 10S XE 17.7.1 onwards. Please refer to the I0S XE 17.7.1 Release Notes.

T Cisco Catalyst Center Advantage license is not required for IE3200 to be in Extended Node Mode

Warranty

Five-year limited HW warranty on all IE3200 PIDs and all IE Power Supplies (see table 8 above). See link below
for more details on warranty https://www.cisco.com/c/en/us/products/warranties/warranty-doc-c99-
740591.html.
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Cisco environmental sustainability

Information about Cisco’s environmental sustainability policies and initiatives for our products, solutions,
operations, and extended operations or supply chain is provided in the “Environment Sustainability” section of

Cisco’s Corporate Social Responsibility (CSR) Report.

Reference links to information about key environmental sustainability topics (mentioned in the “Environment
Sustainability” section of the CSR Report) are provided in the following table:

Sustainability topic -
Information on product material content laws and regulations Materials

Information on electronic waste laws and regulations, including products, batteries, and packaging WEEE compliance

Reference links to product-specific environmental sustainability information that is mentioned in relevant
sections of this data sheet are provided in the following table:

Power
Power specifications and consumption Table 7. IE3200 power specifications

Environmental Characteristics

Operating temperature, industry standards, EMC emissions Table 11. Compliance specifications
Material
Unit Weight Table 5. IE3200 physical configurations

Cisco makes the packaging data available for informational purposes only. It may not reflect the most current
legal developments, and Cisco does not represent, warrant, or guarantee that it is complete, accurate, or up to
date. This information is subject to change without notice.

Cisco Services
https://www.cisco.com/web/services/.

Cisco Capital

Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the right technology to achieve your objectives, enable business
transformation and help you stay competitive. We can help you reduce the total cost of ownership, conserve
capital, and accelerate growth. In more than 100 countries, our flexible payment solutions can help you acquire
hardware, software, services and complementary third-party equipment in easy, predictable payments.

Learn more.
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Document history

New or Revised Topic Described In _

DNA name change to Catalyst Center, Temperature Range change
for Blower Cabinet, Addition of UL60101

Updated AREMA Certification, DNV GL, Railway certifications,
EN61000 Power Frequency Magnetic Field, Extended Node,

Updated IPv6 Ready Logo, removed IPv6 VRF aware BGP feature,
updated DNA License information, BGP MIB removal, updated SFP
support, Cisco Environmental Sustainability information

Added IEC 60068-2-6 (vibration-sinusiodal, 5Hz-150Hz)

Added measures in metric system; updated name of standard: EN
61000-4-10 Damped Oscillatory Magnetic Field (100 A/m) and
removed "test in progress" from IEEE 1613 & EN/IEC 61850-3

Revised: PoE/PoE+ budget language clarification

Added Hardware configurations; updated hardware specifications;
updated power specifications

Added PWR-IE5S0W-AC-IEC= to Power Supply Options; Added
details on IPv6 support and PROFINET support on key supported
software features

Added new part numbers on SFP support

Fixed descriptions on product description in ordering information
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